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Overview

• Business Email Compromise And Other Types of Cyber Fraud

• Covered Options for a Ransomware Attack

• Insurance coverage issues under the California Consumer Privacy Act 
(CCPA)

2



CYBER INSURANCE WEBINAR SERIES

BUSINESS EMAIL 
COMPROMISE AND OTHER 
TYPES OF CYBER FRAUD



Business Email Compromise

4https://www.ic3.gov/media/2019/190910.aspx#ref1



Business Email Compromise

• Spoofing e-mail accounts and websites: 

– Modified email address (e.g., kellysmith@abc-inc.com to kelleysmith@abc--inc.com)

– Modified domain (e.g., fullcompany.com to fu11company.com)

• Spear-phishing

– Fraudulent e-mail requesting confidential information

• Malware

– Unauthorized access to network to review e-mail communications about billing and 
invoices

– May obtain passwords to control and access email accounts

– Learn financial account information and relationships
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Business Email Compromise:  Key Steps

6https://www.fbi.gov/news/stories/business-e-mail-compromise-on-the-rise



Business Email Compromise:  

• Other DOJ Fraud Examples

• “Employment opportunities scams” victims are convinced to provide 
their PII to apply for work-from-home jobs, and, once “hired” and “overpaid” 
by a bad check, to wire the overpayment to the “employer’s” bank before 
the check bounces;

• “Real Estate Transactions” scammer impersonate sellers, realtors, title 
companies, or law firms during a real estate transaction to ask the home 
buyer for funds to be sent to a fraudulent account

• “Rental scams” scammer agrees to rent a property, sends a bad check in 
excess of the agreed upon deposit, and requests the overpayment be 
returned via wire before the check bounces; 

• “Fraudulent online vehicle sales scams” victims are convinced they are 
purchasing a nonexistent vehicle and must pay for it by sending the codes of 
prepaid gift cards in the amount of the agreed upon sale price to the “seller;”

• “Lottery scams” victims are convinced they won an international lottery 
but must pay fees or taxes before receiving the payout; 

• “Romance scams” victims are lulled into believing they are in a legitimate 
relationship, and are tricked into sending or laundering money under the 
guise of assisting the paramour with an international business transaction, 
a U.S. visit, or some other cover story.
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• Typically redirect funds during 
pending transaction or invoice 

• Identify business relationship, 
redirect wiring of funds to another 
account controlled by perpetrators or 
mule
– Customer relationships

– CEO or executive impersonation

• May include other information of 
value
– Tax information

– PII

– Proprietary information

https://www.justice.gov/opa/pr/281-arrested-worldwide-coordinated-international-enforcement-operation-
targeting-hundreds



Business Email Compromise
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Business Email Compromise:  Other Forms

9https://www.ic3.gov/media/2018/180221.aspx



SEC Investigative Report (Oct. 16, 2018)

• SEC Investigative Report

– Nine public companies victims of cyber-related frauds.

– Issue:  Whether these companies violated federal securities 
laws by failing to have a sufficient system of internal 
accounting controls. 

– Public companies could still be liable for federal securities 
violations if they do not have sufficient internal accounting 
controls that specifically take into account these new 
threats. 

– Focus on internal accounting controls that reasonably 
safeguard company and investor assets from cyber-related 
frauds. 

 “devise and maintain a system of internal accounting 
controls sufficient to provide reasonable assurances that 
(i) transactions are executed in accordance with 
management’s general or specific authorization’ and that 
“(iii) access to assets is permitted only in accordance with 
management’s general or specific authorization.” Section 
13(b)(2)(B)(i) and (iii) of the Securities Exchange Act.

10https://www.sec.gov/litigation/investreport/34-84429.pdf



Business Email Compromise:  DOJ Prosecutions

• Large Take Downs in US and Abroad

– Operation reWired (Sept. 2019)

– 281 arrests in US and overseas, including 74 in 
US, 167 in Nigeria, 18 in Turkey, and 15 in Ghana; 
also France, Italy, Japan, Kenya, Malaysia, and UK

– Seizure of nearly $3.7 million

– DOJ, DHS, Treasury, Postal Inspection Service, 
and State

– Operation Wire Wire (June 2018)

– 74 arrests in US and overseas, including 29 in 
Nigeria, and three in Canada, Mauritius and 
Poland

– Seizure of nearly $2.4 million

– Recovery of approximately $14 million in 
fraudulent wire transfers

– DOJ, DHS, Treasury, and Postal Inspection Service
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https://www.justice.gov/opa/pr/74-arrested-coordinated-international-enforcement-operation-targeting-hundreds-
individuals; https://www.justice.gov/usao-edla/pr/281-arrested-worldwide-coordinated-international-enforcement-

operation-targeting

Common Criminal Charges

 Wire fraud
o 18 U.S.C. § 1343

 Mail fraud
o 18 U.S.C. § 1341

 Bank fraud
o 18 U.S.C. § 1344

 Conspiracy 
o 18 U.S.C. §§ 371, 1349

 Aggravated identity theft
o 18 U.S.C. § 1028A



Business Email Compromise:  Key Steps

• Verification

– Limit who can approve the transfer of funds

– Validate the identity of the requestor

– Verify changes in vendor payment location or institution

– Two-factor authentication over threshold amount

– Review email transfer of fund requests

• Preservation

– Preserve evidence (including emails and log records) if 
needed to locate scammers

• Stop funds

– Alert the company’s financial institution promptly 
concerning suspected fraud to stop the transfer of funds
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• Training

– Alert to targeted financial fraud

– Fraud scenarios

– Be alert to other BEC forms that request the 
transfer of data instead of money

– Report suspicious activity

• Detection

– Intercept suspicious emails

– Email rules

– Verify URL in emails is associated with the business 

– Allow full email extensions to be viewed by 
employees

– Intrusion detection

– Update software patches

– Monitor financial transactions

https://www.justice.gov/opa/pr/281-arrested-worldwide-coordinated-international-enforcement-operation-
targeting-hundreds; https://www.ic3.gov/media/2019/190910.aspx



Types of Cyber Insurance Claims by Incident

• Business E-Mail Compromise: 23%

• Ransomware:  18%

• Data Breach by Hackers:  14%

• Data Breach by Employee Negligence: 14%

• Impersonation Fraud:  8%

• Virus/Malware:  6%

• System Failure/Outage:  5%

• Physical Loss or Theft of Information Assets: 5%

• Denial of Service Attacks/Violation of Data Privacy Regulations:  4%

• Non-Ransomware extortion:  3%

13Source:  AIG EMEA (2018) 



Cyber Claims by Industry 

• Professional Services:  22%

• Financial Services: 15%

• Business Services: 12%

• Retail/Wholesale:  9%

• Manufacturing:  8%

• Public Entity/Non-Profit:  8%

• Communications Media and Technology:  7%

• Hospitality & Leisure:  4%

• Transportation and Logistics:  3%

• Energy/Utilities:  3%

• Other Services:  3%

• Healthcare (Hospital and Pharmaceuticals):  3%

• Food, Beverage, Construction, Education: 2%

14Source:  AIG EMEA (2018) 



Coverage for Cyber Fraud 

• Several different types. We will discuss “Fraudulent Instructions,” “Funds Transfer,” and 
“Computer Fraud” coverage.

• Usually added to cyber policies by endorsement; limits under these policies are often 
quite low ($50,000 - $250,000).

• Increased limits may be available based on (i) more stringent underwriting and (ii), in 
the case of business e-mail compromise, where the insured agrees that it will verify the 
instruction to transfer money by following a pre-arranged “callback” or other established 
procedural method to authenticate the validity of the request prior to acting upon a 
transfer instruction.

• Separate “crime” coverages may cover the same types of claims and may provide higher 
limits. These also can be “all risk” crime policies meaning that any type of “crime” is 
covered, unless specifically excluded. 
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Fraudulent Instructions Coverage 

• A form of “social engineering fraud” coverage

• Typically requires that money be transferred, paid, or delivered as a “direct 
result” of specified “fraudulent” activity

• Specified “fraudulent” activity is typically defined to include:

• Fraudulent (i) written instructions, (ii) electronic instructions (including e-mail or 
web-based instructions), or (iii) telephonic instructions 

• Provided by a person purporting to be a vendor, client, or authorized employee, 
and which are

• Intended to mislead the insured’s employees through a misrepresentation of a 
material fact that is relied upon in good faith by the employees.
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Fraudulent Instructions Coverage 

• The “direct result,” “direct loss,” or “causation,” or “immediate cause” requirement 
can lead to disputes:

• Business e-mail compromise usually results from a “chain of events”

• A fraudulent communication is made to an employee

• The employee ultimately requests the transfer of funds from a financial 
institution to the fraudster’s account 1

• American Tooling Center, Inc. v. Travelers Casualty and Surety Co., 895 F.3d 455 (6th Cir. 
2018): A third party pretending to be a vendor sent several fraudulent e-mails to the 
insured via a computer. The e-mails ultimately caused ATC to send $834,000 to the 
fraudster’s account. The court held that the fraud was “the immediate cause” of ATC’s loss, 
thus satisfying the policy’s “direct loss” requirement, even though a “series of internal 
actions” (a “chain of events”) occurred between the receipt of the fraudulent e-mails and 
the transfer of funds to the fraudster’s account. 

171 Sometimes, several fraudulent communications – including the creation and forwarding of fake invoices and additional e-mail 
correspondence – occur before a transfer of funds is requested by the employee following receipt of the initial fraudulent e-mail. 



Fraudulent Instructions Coverage 

• Insurer’s Petition for Rehearing:  “By its very nature, a ‘chain of events’ is not 
‘direct’ because there is no immediacy between the actual loss and the loss-
inducing event . . . Immediacy requires no links, much less a chain of 
intervening space, time, agencies, and instrumentalities. Even one link is 
insufficient.” Business e-mail compromise usually results from a “chain of events”

• “After receiving each fraudulent email, ATC verified that [the Alleged Vendor] had 
completed the tasks required for the next scheduled payment.  [ATC’s Treasurer] 
subsequently determined which outstanding invoices to pay, and chose to pay the [Alleged 
Vendor’s] invoice. He then signed into the banking portal and manually entered the 
fraudulent banking information emailed by the impersonator. Finally, after [ATC’s Treasurer] 
submitted the wire transfer, ATC’s Assistant Comptroller approved the payment.”

18



Funds Transfer Fraud Coverage 

• A separate type of “social engineering fraud” coverage.

• Typically covers fraudulent instructions issued to a financial institution directing it 
to transfer, pay or deliver money from the insured’s account without the 
insured’s knowledge or consent.

• Limited to circumstances where the fraudster induces a financial institution to 
release funds by posing as the insured and submitting fraudulent instructions. 
The insured typically needs to prove that the fraudster issued instructions that 
purport to have been made or authorized by the insured. 

• Will not apply when the insured’s employee either initiates or otherwise 
authorizes the transfer.

19



Funds Transfer Fraud Coverage 

• Sanderina, LLC v. Great American Insurance Company, 2019 WL 4307854 (D. Nev. September 
11, 2019). A fraudster sent a series of emails to Sanderina’s controller, Donna Atwood, 
purporting to be from the company’s President.  Atwood made six transfers to the fraudster’s 
account totaling $260,994. Funds transfer coverage, however, was not available:

The funds-transfer fraud provision covers losses “resulting directly from a fraudulent instruction 
directing a financial institution to transfer, pay or deliver funds from your transfer account.” The policy 
defines “fraudulent instruction” as a “written instruction . . . which purports to have been issued by 
you and which was sent or transmitted to a financial institution to establish the conditions under which 
transfers are to be initiated by such financial institution through an electronic funds transfer system 
and which was issued, forged or altered without your knowledge or consent.”

. . . 

Sanderina is not a financial institution, so the fraudulent instructions were not “sent or transmitted to 
a financial institution.” Plus, Sanderina controller Donna Atwood requested and knew about the 
transfers, so the fraudulent instructions were not “issued, forged or altered without [Sanderina’s] 
knowledge or consent.”

20



Computer Fraud Coverage 

• Typically covers losses: 

• “resulting directly” from the use of any computer 

• “to impersonate” the insured, its officers, or employees

• “to gain direct access” to the insured’s computer system or to the computer system of 
the insured’s financial institution, and 

• fraudulently cause the transfer of money from the insured’s account.

• Most frequently occurs when a fraudster hacks into a computer system and 
changes bank routing numbers to transfer funds to his or her account, or to 
create fake transactions causing funds to be directed to his or her account.

21



Computer Fraud Coverage 

• Sanderina: Relied on an earlier Ninth Circuit decision in Taylor & Lieberman v. 
Fed. Ins. Co., 681 F. App’x 627, 628 (9th Cir. 2017):

Losses resulting from similar emails were not covered under a policy requiring “entry 
into” a computer system without authorization because “there is no support for 
[plaintiff’s] contention that sending an email, without more, constitutes an 
unauthorized entry into the recipient’s computer system.” The “direct access” 
requirement here is substantially similar to the “entry into” requirement in the Taylor 
& Lieberman policy, and this record does not support a finding that merely sending an 
email to a Sanderina employee constituted direct access to Sanderina’s computer 
system.

22



Computer Fraud Coverage 

• Aqua Star (USA) Corp. v. Travelers Cas. & Sur. Co. of America, 719 F. App’x 701, 702 
(9th Cir. 2018): The insured received a fraudulent e-mail from requesting that the 
insured change the vendor’s bank account information. The insured manually 
changed the account information, thus causing future transfers to be sent to the 
fraudster’s account. The Ninth Circuit affirmed the grant of summary judgment to the 
insurer based on an exclusion stating that the coverage “will not apply to loss or 
damages resulting directly or indirectly from the input of Electronic Data by a natural 
person having the authority to enter the Insured’s Computer System . . . ” 

• Medidata Solutions, Inc. v. Federal Insurance Co., 729 F. App’x 117, 118 (2d Cir. 
2018). Computer fraud coverage applied to a business e-mail compromise situation 
because “the fraudsters . . . crafted a computer-based attack that manipulated [the 
insured’s] email system” that resulted in “a fraudulent entry of data into the 
computer system” and which altered “the email system’s appearance . . . to 
misleadingly indicate the sender.” 

23



Summary of the Three Coverages 

• Fraudulent Instructions Coverage applies when the insured’s employees are 
“tricked” into instructing a financial institution to transfer funds to the fraudster’s 
account.

• Funds Transfer Fraud Coverage applies when a financial institution is tricked 
into transferring the insured’s funds to the fraudster’s account.

• Computer Fraud Coverage applies when the integrity of the insured’s 
computer system, or the financial institution’s computer system, is compromised 
through unauthorized access, thus resulting in the transfer of the insured’s funds 
to the fraudster’s account. 

24



CYBER INSURANCE WEBINAR SERIES
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Ransomware Impact

26https://www.ic3.gov/media/2019/191002.aspx



Payment?

“We do not encourage paying a ransom. 

As you contemplate this choice, consider 
the following risks:

• Paying a ransom does not guarantee 
an organization will regain access to 
their data; in fact, some individuals or 
organizations were never provided 
with decryption keys after having paid 
a ransom.

• Some victims who paid the demand 
have reported being targeted again by 
cyber actors.

• After paying the originally demanded 
ransom, some victims have been asked 
to pay more to get the promised 
decryption key.

• Paying could inadvertently encourage 
this criminal business model.”

27https://www.us-cert.gov/sites/default/files/publications/Ransomware_Executive_One-
Pager_and_Technical_Document-FINAL.pdf



Ransomware Protection and Issues

Protection and Prevention

• Offline, Secure, and Regular Backups

• Training and Awareness

• Avoid Links or Phishing Schemes with Attachments Containing Malware

• Strong Passwords

• Update Operating Systems, Software, and Patches and Use Antivirus 
Software

• Physical and Logical Segmentation and Separate (e.g., by business units)

• Monitoring and Intrusion Detection

• Tailored Protections

• Incident Response Plan That Is Tested

28



Ransomware Protection and Issues
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Legal Issues

• Initial Cyber Investigation Under Attorney-Client Privilege

• Determining Any Notification Requirements

• Response to Government Inquiries and Enforcement 
Actions

• Anticipating Potential Civil Litigation

• Contacting Law Enforcement

• Information Sharing in the Private and Public Sectors

• Scope of Cyber-Insurance Coverage



Ransomware Protection and Issues

• Unauthorized access and/or acquisition?

• California data breach notification statute

– “’breach of the security of the system’ means unauthorized acquisition of 
computerized data that compromises the security, confidentiality, or integrity of personal 
information maintained by the person or business”  [Cal. Civil Code § 1798.82(g)] 
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Ransomware Protection and Issues

NY SHIELD Act

• "Breach of the security of the system" shall mean unauthorized access to or acquisition of . . . of 
computerized data that compromises the security, confidentiality, or integrity of [personal] private 
information maintained by a business. 

– In determining whether information has been accessed, or is reasonably believed to have been accessed, by an 
unauthorized person or a person without valid authorization, such business may consider, among other factors, 
indications that the information was viewed, communicated with, used, or altered by a person without 
valid authorization or by an unauthorized person. 

– In determining whether information has been acquired, or is reasonably believed to have been acquired, by an 
unauthorized person or a person without valid authorization, such business may consider the following factors, 
among others: 

(1) indications that the information is in the physical possession and control of an unauthorized person, such as 
a lost or stolen computer or other device containing information; or 

(2) indications that the information has been downloaded or copied; or 

(3) indications that the information was used by an unauthorized person, such as fraudulent accounts opened 
or instances of identity theft reported.

31



Ransomware/Cyber Extortion Coverage 

• Found in the first-party coverage part of a cyber policy. Standalone crime policies 
may also provide cyber extortion coverage.  

• Typical provision:
“The Insurer will pay or reimburse the Insured for cyber-extortion expenses . . . that the 
Insured incurs directly resulted from and in response to a cyber extortion threat.”

• The details, however, are in the definitions:
“Cyber-Extortion Expenses”

1. Reasonable and necessary money, digital currency, property or other consideration 
surrendered as payment by or on behalf of the Insured Company, to which the Insurer 
has consented, such consent not to be unreasonably withheld, in order to prevent, limit or 
respond to a cyber-extortion threat

2. Reasonable and necessary costs charged by:

a. breach response providers; or

b. qualified third parties with the consent of the Insurer, to conduct an investigation 
and advise the Insured how to respond to and resolve a cyber-extortion threat.

32



Ransomware/Cyber Extortion Coverage 

“Cyber Extortion Threat”

A threat made by a third-party or rogue employee demanding payment in 
consideration for the elimination, mitigation or removal of the threat intended to:

1. Disrupt the network to impair business operations of the Insured.

2. Alter, damage or destroy data stored on the network.

3. Use the network to generate and transmit malware to third parties.

4. Deface the Insured Company’s website.

5. Access or release data, including personally identifiable information, protected health 
information, confidential business information, stored or previously stored on the 
network.

6. Refuse to return data stolen from the network; or

7. Prevent access to the network or data by using encryption and withholding the 
decryption key.

33



Insurer Consent Requirement 

• Potential delay in resolving the extortion incident as consent is sought and 
obtained.  This can result in an increased risk of continued outage resulting from 
a system failure.

BUT

• Insurers may agree “quickly” to pay to “eliminate,” “mitigate,” “remove,” “limit” 
or otherwise “respond” to a cyber extortion threat 

• The earlier a threat is addressed and resolved, the less the insurer may ultimately be 
required to pay under the. This could particularly be true if a system is down, and the 
cyber policy also provides business interruption coverage. 

• Some of covered resolution costs, particularly the cost of backup restoration, can be 
greater than the ransom amount.

34



Insurer Consent Requirement 

• Coveware, a Connecticut firm that specializes in ransomware response and 
analytics, reported the following statistics for Q2 of 2019:

• Average ransom payment was $36,295. 

• 96% of companies that paid the ransom received a working decryption tool. 

• Victims that paid for a decryptor recovered 92% of their encrypted data. “Data loss is 
typically a result of a flawed encryption process where files are partially encrypted or 
wiped. Some clients reduce the expense of running inefficient decryptor tools and 
simply archive non-essential encrypted data for a rainy day.”
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CCPA Timeline

June 28, 2018

California enacts 
CCPA

AB 375 

Sept. 23, 2018

Amendments

SB No. 1121

Oct. 10, 2019

CCPA Proposed 
Regulations by 
the CA Attorney 

General

Oct. 11, 2019

Amendments

AB 25, 874, 
1146, 1355, and 

1564

Dec. 6, 2019

Public Comment 
Period Ends 

on CCPA 
Proposed 

Regulations 

Jan. 1, 2020

CCPA Takes 
Effect

37



Businesses Subject to the CCPA

• For-profit organization or legal entity that

– Does business in California

– Collects consumers’ personal information, either 
directly or through a third party on its behalf

– “Collects” is broadly defined to include 
“buying, renting, gathering, obtaining, 
receiving, or accessing any personal 
information pertaining to a consumer by any 
means”

– Either alone, or jointly with others, determines 
the purposes and means of processing of 
consumers’ personal information

– Resembles GDPR’s “data controller” concept

38

• Also must satisfy one of three thresholds:

1) The annual gross revenue in excess of $25 
million

2) Annually buys, receives for the business’s 
commercial purposes, sells, or shares for 
commercial purposes the personal information of 
50,000 or more consumers, households, or 
devices, alone or in combination

3) Derives 50% or more of its annual revenue from 
selling consumers’ personal information

• Applies to brick-and-mortar businesses, not just 
collection of personal information electronically or 
over the internet

• Does not apply to nonprofits



CCPA Broad Definition of Personal Information

1) Name, address, personal identifier, IP address, email address, 
account name, Social Security number, driver’s license number, 
or passport number

2) Categories of PI described in California’s customer records 
destruction law

3) Characteristics of protected classifications under CA or federal 
law

4) Commercial information, including records of personal property; 
products or services purchased, obtained, or considered; or 
other purchasing or consuming histories or tendencies

5) Biometric information

6) Geolocation data

39

7) Internet or other electronic network activity, such as 
browsing history, search history, and information 
regarding a consumer’s interaction with a website, 
application, or advertisement

8) Audio, electronic, visual, thermal, olfactory, or similar 
information

9) Professional or employment-related information

10) Education information that is subject to the Family 
Educational Rights and Privacy Act

11) Inferences drawn from any of the information listed 
above to create a profile about a consumer reflecting 
the consumer’s preferences, characteristics, 
psychological trends, preferences, predispositions, 
behavior, attitudes, intelligence, abilities, and aptitudes

Personal information includes any information that “identifies, relates to, describes, references, is 
capable of being associated with, or could reasonably be linked, directly or indirectly, with a particular 
consumer or household”

[Cal. Civil Code § 1798.140(o)]



New Statutory Rights

• Right to know the categories of information 

• Right of access and data portability 

• Right to request data be deleted 

• Right to opt out of the sale or sharing of personal information to third parties 

– Businesses prohibited from selling personal information of consumers under the age of 
16 without explicit consent

• Right to equal service and price

40



Enforcement Avenues

• California Attorney General Enforcement

• Limited Private Right of Action

41



Attorney General Enforcement

• Scope:  Civil enforcement for any violation of CCPA against a “business, 
service provider, or other person.”

• Opportunity to Cure:  Applies to violation after business “fails to cure any 
alleged violation within 30 days after being notified of alleged noncompliance.”

• Civil Enforcement Damages:

• Injunctive relief

• $2,500 for each violation

• $7,500 for each intentional violation of the CCPA

42

Cal. Civil Code §1798.155

[Cal. Civil Code § 1798.155(b)]



Attorney General Enforcement

• Enforcement Delayed:  

o “[U]ntil six months after the publication of the final regulations issued pursuant to this 
section or July 1, 2020, whichever is sooner.”

• New Consumer Privacy Fund:

o Civil enforcement penalties deposited in the Consumer Privacy Fund 

o Intended “to fully offset any costs incurred by the state courts and the Attorney 
General” in enforcement.

43

Cal. Civil Code §1798.155

[Cal. Civil Code §§ 1798.155(b), 1798.185(c)]



Civil Penalties

• Limited Consumer Private Right of Action

(1) Nonencrypted and nonredacted personal information

(2) “subject to an unauthorized access and exfiltration, theft, or 
disclosure” 

(3) “as a result of the business’s violation of the duty to implement and 
maintain reasonable security procedures and practices appropriate to 
the nature of the information to protect the personal information” 

44

• Recovery
o Damages
o Injunctive or declaratory relief
o “Any other relief the court deems proper”

• Opportunity to Cure
o Statutory Damages



Limited Consumer Private Right of Action

• “Personal information” 

– Not encrypted or redacted

(A) First name or first initial and his or her last name plus another data element

o Social security number

o Driver’s license number or California identification card number

o Account number, credit or debit card number, in combination with any 
required security code, access code, or password that would permit access to 
an individual’s financial account

o Medical information

o Health insurance information

(B) A username or email address in combination with a password or security question 
and answer that would permit access to an online account.

45[Cal. Civil Code 1798.81.5(d)]



Reasonable Security Statute

• “A business that owns, licenses, or maintains personal information about a 
California resident shall implement and maintain reasonable security 
procedures and practices appropriate to the nature of the information, to 
protect the personal information from unauthorized access, destruction, use, 
modification, or disclosure.”

• Note:  Comparable statute in about half the states.

46[Cal. Civil Code § 1798.81.5]



Civil Damages

47

[Cal. Civil Code § 1798.150(a)(1), (2)]

Statutory Damages Factors
• Nature and seriousness of the 

misconduct
• Number of violations
• Persistence of the misconduct
• Length of time over which the 

misconduct occurred
• Willfulness of the defendant’s 

misconduct
• Defendant’s assets, liabilities, and net 

worth
• Other “relevant circumstances 

presented by any of the parties” 

Statutory or Actual Damages 

• Greater of: 

• Not less than $100 and not 
greater than $750 per consumer 
per incident 

• Or actual damages



Two Major Insurance Issues Arising from the CCPA

Number 1: 

The CCPA permits the filing of actions by the Consumers and the Attorney General as a result of the 
misuse or improper handling of personal information. No actual harm is required. No actual loss 
of personal information is required:

• “Any consumer whose nonencrypted or nonredacted personal information . . . is subject to an 
unauthorized access and exfiltration, theft, or disclosure as a result of the business’s 
violation of the duty to implement and maintain reasonable security procedures and practices 
appropriate to the nature of the information to protect the personal information may institute a 
civil action . . . .” (Civil Code § 1798.150(a)(1))

• “A business shall be in violation of this title if it fails to cure any alleged violation within 30 
days after being notified of alleged noncompliance. Any business, service provider, or other 
person that violates this title shall be subject to an injunction and liable for a civil penalty of not 
more than two thousand five hundred dollars ($2,500) for each violation or seven thousand five 
hundred dollars ($7,500) for each intentional violation . . . .” (Civil Code § 1798.155(b)) Injunctive 
relief is also available.
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Two Major Insurance Issues Arising from the CCPA

• Traditional view developed under commercial general liability policies: “[C]osts incurred to prevent 
future harm are generally not covered by insurance. Courts have held that prophylactic costs 
incurred to prevent future harm are ‘not caused by the happening of an accident, event, or repeated 
exposure to conditions but rather result from the prevention of such an occurrence.’” Bellaire 
Corporation v. American Empire Surplus Lines, 115 N.E.3d 805, 811, 2018 -Ohio- 2517 (2018).

• Recent experience in seeking enhancements to cyber policies to cover the CCPA:

• Insurers have developed endorsements that amend the definition of “Claim” to include a 
“regulatory proceeding” instituted under the CCPA, or that amend the definition of “regulatory 
proceeding” to include the CCPA and any rules or regulations promulgated thereunder. 

• This would potentially bring an action filed by the Attorney General seeking an imposition of 
civil penalties within coverage. 

• Insurers have nearly two years of experience with similar issues arising under the EU’s 
General Data Protection Regulation.

• There is a slower recognition of the need for coverage enhancements so that policies respond to 
consumer actions seeking the recovery of statutory damages under the CCPA in the absence of 
actual harm. This seems to be more of a lack of awareness by some brokers and underwriters of the 
need for the enhancement than an underwriting intent not to cover these types of claims. 
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Two Major Insurance Issues Arising from the CCPA

Number 2: 

The insurability of penalties

Many cyber policies will indemnify insureds for the imposition of penalties to the extent 
permitted by law. The insurability of penalties, however, varies from jurisdiction to 
jurisdiction. 

California Insurance Code § 533.5(b):

“No policy of insurance shall provide, or be construed to provide, any coverage or 
indemnity for the payment of any fine, penalty, or restitution in any criminal action or 
proceeding or in any action or proceeding brought pursuant to Chapter 5 
(commencing with Section 17200) of Part 2 of, or Chapter 1 (commencing with 
Section 17500) of Part 3 of, Division 7 of the Business and Professions Code by the 
Attorney General, any district attorney, any city prosecutor, or any county counsel, 
notwithstanding whether the exclusion or exception regarding this type of coverage or 
indemnity is expressly stated in the policy.”
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Two Major Insurance Issues Arising from the CCPA

The CCPA’s civil penalties provision is, however, an independent grant of statutory authority to the 
Attorney General to seek the imposition of penalties for a failure to comply with the Act. The Attorney 
General does not need to prove a violation of the Business and Professions Code to obtain penalties for 
a violation of the CCPA. 2 

A cyber policy that indemnifies the insured for the imposition of penalties thus should also contain a 
“most favorable jurisdiction” choice of law provision. This would provide that the “insurability” of 
penalties will be determined under the law any jurisdiction that allows the indemnification or penalties 
with a substantial relationship to the insurer, the insured, the policy or the underlying claim. 3
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2The prior version of Section 533.5 was not limited to actions filed under the Business and Professions Code but instead applied to “any civil or criminal 
action or proceeding in which the recovery of a fine, penalty, or restitution is sought by the Attorney General.” Mt. Hawley Ins. Co. v. Lopez, 215 
Cal.App.4th 1385, 1395-96 (2013)

3The CCPA raises a host of cyber policy issues. Further information is contained in the reproduction of two blog posts from the Morgan Lewis Health Scan 
Blog, which are reproduced on the following two slides. 



Consider Enhancing Cyberliability Insurance Policies to 
Align with CCPA: Part 1
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Consider Enhancing Cyberliability Insurance Policies to 
Align with CCPA: Part 2
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Cyber Insurance Webinar Series

Please save the date for our next webinars in the 

Cyber Insurance Webinar Series: 

February 13, 2020

https://www.morganlewis.com/events/cyber-insurance-is-your-company-covered-february-2020

May 7, 2020

https://www.morganlewis.com/events/cyber-insurance-is-your-company-covered-may-2020
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Mark L. Krotoski

Silicon Valley

+1.650.843.7212

mark.krotoski@morganlewis.com

• Litigation Partner, Privacy and Cybersecurity and Antitrust practices with 
more than 20 years’ experience handling cybersecurity cases and 
issues.

• Co-Head of Privacy and Cybersecurity practice

• Advises clients on mitigating and addressing cyber risks, developing 
cybersecurity protection plans, responding to a data breach or 
misappropriation of trade secrets, conducting confidential cybersecurity 
investigations, responding to regulatory investigations, and coordinating 
with law enforcement on cybercrime issues.

• Experience handling complex and novel cyber investigations and high-
profile cases

• At DOJ, prosecuted and investigated nearly every type of 
international and domestic computer intrusion, cybercrime, 
economic espionage, and criminal intellectual property cases.

• Served as the National Coordinator for the Computer Hacking and 
Intellectual Property (CHIP) Program in the DOJ’s Criminal Division, 
and as a cybercrime prosecutor in Silicon Valley, in addition to 
other DOJ leadership positions.
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Jeffrey S. Raskin

San Francisco

+1.415.442.1219 
jeffrey.raskin@morganlewis.com

• Jeffrey is the head of Morgan Lewis’s Insurance Recovery Practice in the 
San Francisco office. He advises clients in litigation, mediation, and 
arbitration around insurance coverage matters, and intellectual property, 
commercial, real estate, and environmental disputes. Head of Morgan 
Lewis’s Insurance Recovery Practice in the San Francisco office, Jeffrey 
counsels clients seeking recovery for catastrophic losses in securities, 
environmental, asbestos, silica, toxic tort, product liability, intellectual 
property, and employment practices cases. 

• Jeffrey has written on a variety of topics about insurance, as well as 
discovery of email in civil litigation. His most recent writings discuss the 
emerging fields of “cyber” insurance, with a particular focus on the 
types of first- and third-party coverages available to companies to 
protect themselves against the financial consequences resulting from 
various types of data breaches.
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