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Cybersecurity Regulation

Federal government agencies can and should lead in an effort to create strong public-

private partnerships to confront growing cybersecurity threats and protect sensitive and

valuable information by incentivizing innovative cybersecurity solutions rather than impos-

ing ‘check-the-box’ requirements currently being promoted, the authors write.
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Introduction

Data breaches have the power to inflict significant
damage and consequences with the potential to bring a
company, industry or government agency to its knees,
or adversely harm those individuals whose information
was compromised. Both the government and the private
sector share responsibility in adopting effective cyber-
security practices. Both have been the victims of recent
high profile, major cyberattacks.

Fundamentally, effective cybersecurity requires a tai-
lored approach, recognizing the role of flexibility and
innovation. There is simply no ‘“one size fits all” solu-
tion.

The government can do much to encourage effective
cybersecurity. Alternatively, the government can im-
pede this objective by mandating costly, cumbersome,
and unnecessarily complex regulatory standards. Re-
grettably, the recent trend highlights the government’s
increasing proclivity to adopt costly, inconsistent and
unnecessarily complex regulatory standards that divert
limited resources from tailored cybersecurity solutions.
Many organizations today confront over-regulation on
cybersecurity matters from multiple enforcers at the in-
ternational, federal, and state levels.

This article highlights several recent cyberattacks,
discusses cooperation efforts between the government
and private sectors, provides an overview of the current
U.S. regulatory landscape and then identifies key fac-
tors that we believe the government should consider to
streamline and reduce the burden of cybersecurity
regulations while still promoting effective cybersecu-

rity.
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Recent Cyberattacks Cyber criminals run the gamut
of nation-state actors, terrorist groups, criminal groups,
and lone hackers. They seek to steal information such
as classified or sensitive government documents, per-
sonal and financial information, trade secrets, and con-
fidential or proprietary information, and passwords to
bank accounts, and emails.

Consider a few recent significant cyberattacks on
government agencies along with critical reports and
current steps to address vulnerabilities:

m In 2015, the U.S. Office of Personnel Management
announced that it had been the target of a data breach
involving 21.5 million records, described by federal of-
ficials as among the largest breaches of government
data in the history of the U.S. Information targeted in
the breach extended beyond personally identifiable in-
formation such as Social Security numbers and in-
cluded detailed security-clearance-related background
information.

m Last month, the SEC issued a statement confirm-
ing that it suffered an intrusion in 2016 that provided
unauthorized access to the EDGAR test filing system.

® In 2016, numerous government agencies were vic-
tims of cyberattacks, including the FBI, Department of
Homeland Security, NASA, and the IRS.

m Recent Government Accountability Office (GAO)
reports continue to note the need for government agen-
cies to strengthen cybersecurity.

¥ On May 11, President Donald Trump signed an ex-
ecutive order titled “Strengthening the Cybersecurity of
Federal Networks and Critical Infrastructure,” which
mandates a cyber policy review across critical infra-
structure sectors (communications, defense industrial
base, financial, information technology, electric, trans-
portation, health care, and others), as well as a focus on
the federal government securing its own systems.
Recent large-scale data breaches have also occurred in
the private sector:

®m In September of 2017, Equifax Inc. announced a
cybersecurity breach that compromised the names, so-
cial security numbers, addresses, birth dates, and, in
some cases, driver’s licenses of approximately 143 mil-
lion U.S. residents.

m Earlier this year, DOJ filed criminal hacking and
economic espionage charges alleging that two Russian
Federal Security Service officers conspired with others
to obtain “unauthorized access to Yahoo’s systems to
steal information from about at least 500 million Yahoo
accounts.”

® In 2014, DOJ charged five Chinese military offi-
cials with committing computer hacking, economic es-
pionage and other offenses on U.S. companies in the
U.S. nuclear power, metals, and solar products indus-
tries.

Enhancing Public-Private Partnership Efforts The pub-
lic and private sector reliance on technology and the in-
ternet is interdependent and directly affected by cyber
threats domestically and abroad. Given this landscape,
the question was framed by NSA Chief and Commander
of the U.S. Cyber Command, Admiral Michael Rogers:
“The ultimate solution ... is how do you bring this
public-private partnership?”’

The public and private sectors both stand to gain
from working together on cybersecurity initiatives, as
Professor Judith H. Germano has summarized. The pri-
vate sector controls much of the critical infrastructure

that is vulnerable to cyber-threats. Thus, many compa-
nies that own such infrastructure already have cyberse-
curity programs, giving them specific expertise and ex-
perience in dealing with potential threats. The public
sector, conversely, is better positioned to investigate
and prosecute cyber criminals. The source of a cyberat-
tack is often difficult to identify, and government agen-
cies are often better able to collect intelligence, collabo-
rate with international law enforcement agencies, and
gain access to critical information regarding potential
threats.

An example of the collaborative approach is the NIST
Cybersecurity Framework (NIST Framework). The
NIST Framework is expressly based on an assessment
of risk and designed to improve companies’ technical,
administrative, and physical protections to combat
ever-changing cyber threats. Financial firms already
have designed their cybersecurity programs to imple-
ment the NIST Framework and avail themselves of the
Federal Financial Institutions Examination Council’s
Cybersecurity Assessment Tool and cybersecurity regu-
lations under the Gramm-Leach-Bliley Act, which also
adopt risk-based approaches.

The NIST Framework involved the participation of
over 3,000 cybersecurity professionals from industry,
academia, and government, representing the cyberse-
curity field’s consensus on the most effective approach
to improve cybersecurity. The NIST Framework estab-
lishes a voluntary and flexible framework that allows
organizations to assess cyber risks and develop tailored
responses. As of 2015, the framework is used by 30 per-
cent of U.S. organizations. It is currently being updated
based on feedback from industry groups, associations,
nonprofits, government agencies, and international
standards bodies as well as information NIST received
from potential and current users.

The government has also sought to encourage infor-
mation sharing about cyber threats. For example, the
Cybersecurity Information Sharing Act (CISA) was en-
acted to make it easier for companies to share cyber
threat information with the government and others. Al-
though it does not require such information sharing, the
Act creates a system for federal agencies to receive
threat information from private companies. The DHS
has also developed and implemented numerous infor-
mation sharing programs. While helpful, these pro-
grams have not been widely adopted or used as hoped.
One key reason is because some private companies do
not want to cooperate with government entities, and do
not trust that the government entities will protect their
information and provide them with a safe harbor. The
government needs to address this trust factor to encour-
age cooperation and collaboration. More importantly,
government agencies should consider how to best in-
centivize effective cybersecurity in the private sector
through its rules and regulations. See generally M. Kro-
toski, Views on Cyberthreat Information Sharing, Pri-
vacy & Security Law Report, 14 PVLR 687 (Apr. 20,
2015).

Overview of U.S. Regulatory Landscape A brief over-
view of the current cybersecurity regulatory landscape
in the U.S. reveals several challenging issues that are at
odds with the ideal goals of effective cybersecurity
regulations and cooperation between the government
and private entities. The U.S. legislative framework for
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data protection has incrementally become a patchwork
quilt.

Unlike the EU and other jurisdictions, the U.S. does
not have a dedicated data protection law, but instead
regulates primarily by industry on a sector-by-sector
basis. This state of affairs forces private companies to
deal with inconsistent regulations, multiple enforcers,
and varying standards. It is not uncommon for a com-
pany to be subject to multiple enforcers applying diver-
gent cyber regulations to the same cyber incident. Ad-
ditionally, there has been a discernable shift in recent
regulations from a guidelines-based approach to a pre-
scriptive one.

There are three main areas that are the subject of
government regulation: (i) collection and use of non-
public information; (ii) data security; and (iii) data
breach notification.

Collection and Use of Nonpublic Information There
are numerous sources of privacy law that dictate how
firms may collect, use, or disclose non-public personal
information, including laws and regulations developed
at both the federal and state levels. These laws and
regulations may be enforced by either federal or state
authorities.

In the financial services context, for example, the
Consumer Financial Protection Bureau and various fi-
nancial services regulators (as well as state insurance
regulators) have adopted standards pursuant to the
Gramm-Leach-Bliley Act (GLB). Similarly, in the
health-care arena, the Department of Health and Hu-
man Services is responsible for enforcement of the
Health Insurance Portability and Accountability Act of
1996 (HIPAA) against covered entities.

At the state level, attorneys general also have the
ability to bring enforcement actions for unfair or decep-
tive trade practices, or to punish violations of specific
state privacy laws.

Data Security GLB and HIPAA also have data secu-
rity obligations. The Safeguards Rule implemented pur-
suant to GLB requires financial institutions to ‘develop,
implement, and maintain a comprehensive information
security program’ that contains administrative, techni-
cal, and physical safeguards designed to protect the se-
curity, confidentiality, and integrity of customer infor-
mation. The Security Rule implemented pursuant to
HIPAA sets forth specific steps that covered entities and
their service providers must take to protect electronic
public health information. Numerous federal agencies
have also released regulations and guidance to covered
entities regarding data security requirements. Several
U.S. states also impose general information security
standards on organizations that maintain personal in-
formation. The New York Department of Financial Ser-
vices (DFS) has recently released rules for data security
for entities under their remit. Many believe that the
DFS’ regulations adopted a highly prescriptive ap-
proach. See, e.g., Law Flash, Urging NYDFS to Modify
Proposed Cybersecurity Rules (Nov. 16, 2016).

The State of California requires organizations that
own or license personal information about California
residents to implement and maintain reasonable secu-
rity procedures and practices to protect the information
from unauthorized access, destruction, use, modifica-
tion, or disclosure. In addition, organizations that dis-
close personal information to non-affiliated third par-

ties must contractually require those entities to main-
tain reasonable security procedures.

Data Breach Notification At present, 52 jurisdictions
in the U.S. (including 48 states and the District of Co-
lumbia, Guam, Puerto Rico, and the Virgin Islands)
have enacted data breach notification laws that require
data owners to notify affected individuals in the event of
unauthorized access or acquisition of personal informa-
tion, as that term is defined in each jurisdiction. In ad-
dition to notification of individuals, the laws in 20 states
also require notice to a state regulator (typically the
state attorney general). Although most state breach
laws require notification only if there is a reasonable
likelihood that the breach will result in harm to affected
individuals, a number of jurisdictions do not employ
such a harm threshold and require notification of any
incident that meets their definition of a breach. Thus,
the same incident may require notification in some ju-
risdictions but not others.

Other enforcers impose divergent notification stan-
dards. For example, the New York Department of Fi-
nancial Services recently adopted this cumbersome no-
tification double materiality standard: Notification not
“later than 72 hours from a determination that a Cyber-
security Event” occurred for “Cybersecurity Events that
have a reasonable likelihood of materially harming any
material part of the normal operation(s) of the Covered
Entity.” 23 NYCRR § 500.17(a) (2). Organizations sub-
ject to this rule often fall under the jurisdiction of other
federal and state enforcers and will have to evaluate
this notification standard along with others.

The numerous inconsistencies that apply based on
these divergent state standards reinforce the need for
streamlined standards, including a uniform national
standard. As the inconsistencies multiply, the calls for
federal pre-emption will correspondingly increase. See,
e.g., M. Krotoski, L. Wang, & J. Rosen, The Need to Re-
pair the Complex, Cumbersome, Costly Data Breach
Notification Maze, BNA’s Privacy & Security Law Re-
port, 15 PVLR 271 (Feb. 8, 2016) (noting the need for a
uniform national standard to redress the myriad incon-
sistent standards that have resulted at the state level).

Issues One of the side effects of this “patchwork” of
cybersecurity regulations is that it leads to inconsistent
regulations, multiple enforcers and varying standards.
Rather than promoting compliance, it becomes costly
and burdensome. For example, while straight-forward
notification standards have been adopted in nearly ev-
ery state, the DFS’ Cybersecurity Rules adopted an un-
necessary and complicated ‘“double materiality stan-
dard” based on “a reasonable likelihood of materially
harming any material part of the normal operation(s)
of the Covered Entity.” 23 NYCRR 500, 500.17 (March
1, 2017) (emphasis added). It remains unclear why an
unduly complicated standard was drafted when pre-
existing notification standards were available. Instead
of harmonizing standards, another regulatory conflict
was created. See, e.g., California Data Breach Report
(Feb. 2016) (recommending that “State policy makers
should collaborate in seeking to harmonize state breach
laws on some key dimensions.”).

Companies operating in multiple jurisdictions regu-
larly confront the challenge to comply with divergent
standards. Additionally, a firm is often subject to a
number of regulators applying each of its regulators’
data security standards and different regulations that
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are not be in sync with one other. For example, the
DFS’ Cybersecurity Rules are vastly different in sub-
stance and in approach from the guidance other agen-
cies have issued for financial services providers. The
DFS-covered entities thus have to develop a separate
compliance program in order to comply with the new
regulations. Some firms may also be subject to the con-
current enforcement jurisdiction of multiple agencies
such as the Federal Trade Commission, the Securities
and Exchange Commission, State Attorneys General,
and the DOJ.

Factors that Government Should Consider on Cyber-
security Regulations 1t is time to clarify the proper role
of government in cybersecurity regulation. We believe
that the government can better incentivize and promote
effective cybersecurity and that this can be best accom-
plished by reducing rather than increasing the regula-
tory burden on the private sector. This involves consid-
ering the following fundamental factors:

1. Does the government agency lead by example?
Many government agencies mandate the collection of
confidential, personal, and sensitive information that is
stored by the government. Does the government
agency, as an enforcer and leader on this issue, practice
strong, effective cybersecurity? How many cyber inci-
dents has the agency suffered and what were the
circumstances? Would the government agency be able
to comply with its own regulatory standards that it im-
poses on covered entities? Public confidence is weak-
ened when the enforcer is unable to satisfy core cyber-
security practices or standards. The ability of the gov-
ernment agency to lead by example also addresses trust
factor issues that the private sector may have with gov-
ernment collaboration.

2. Consider the regulatory costs of compliance
when covered entities are already subject to multiple
regulators. Regulators should consider the growing
cost of cybersecurity, the limited resources that a com-
pany may have, and the necessity of tailored ap-
proaches for effective cybersecurity. Cybersecurity
spending by the financial services industry has soared
67 percent since 2013. In 2016, security investments in-
creased 11 percent from the year before. See PwC,
“Global State of Information Security Survey 2017: Fi-
nancial Services.” Overly detailed or new conflicting
regulations impose costly compliance requirements, di-
verting resources towards compliance and away from
investing in more robust cybersecurity efforts. Cyberse-
curity mandates should be streamlined and reduced, re-
taining flexibility for tailored cybersecurity solutions,
and allowing limited resources to be targeted where
they can have the most impact and promote security.

3. Reward companies adopting effective cybersecu-
rity approaches by providing voluntary safe harbors
and rules. Punish the true bad actors—the hackers
and thieves that perpetrate cyber attacks—through
criminal and other enforcement actions. When consid-
ering the uses of carrots and sticks, regulators should
be aware of the efforts firm are already making. The in-
terests of firms and of the regulators are squarely
aligned regarding cybersecurity; cybersecurity remains
a top priority for all industries. Each year, firms, regard-
less of their size, expend significant resources to safe-
guard consumer data and defend against cyber-crime. It
is in the interest of all firms to train employees in cyber-
security best practices and retain experts to assist in

further developing protective measures tailored to the
specific needs of their firms.

4. Regulations should be voluntary, flexible (not
“one size fits all”’), risk-based and evergreen and
firms should be encouraged to adopt meaningful tai-
lored cybersecurity enhancements as opposed to a
mere ‘“‘check the box” approach. Regulators should
consider issuing guidance and voluntary standards as
opposed to rules. Flexible and open standards—even
those that are voluntarily adopted—enable firms to tai-
lor and focus efforts on certain areas that are specific to
the firms’ particular needs and will have a greater im-
pact on the prevention of cyber-attacks and protection
of personally identifiable information.

Cybersecurity policies are most effective when they
are tailored to a firm’s unique cyber risks and vulner-
able information. [The NIST Framework also expressly
adopts a risk-based approach. The NIST Framework fo-
cuses on ‘“the likelihood that an event will occur and the
resulting impact,” and states that, by taking this infor-
mation into account, ‘“organizations can prioritize cy-
bersecurity activities, enabling organizations to make
informed decisions about cybersecurity expenditures”
and develop methods to handle the unique risks faced
by different firms by “mitigating the risk, transferring
the risk, avoiding the risk, or accepting the risk, de-
pending on the potential impact to the delivery of criti-
cal services.”] An effective cybersecurity program, by
its nature, cannot be a ‘““one size fits all”’ or ‘“‘check the
box” program. Rather, the most effective cybersecurity
programs take into consideration a host of factors re-
lated to the relevant business activities.

Previous supervision efforts, such as the Interagency
Guidelines issued by the Agencies pursuant to the GLB,
have applied a principles-based approach to cybersecu-
rity. See 12 C.F.R. Part 364, Appendix B, Section IL.A
(requirement that a bank implement a comprehensive
written information security program that includes ad-
ministrative, technical, and physical safeguards appro-
priate to the size and complexity of the bank and the
nature and scope of its activities); id. at Section III.C
(requirement that a bank design its information secu-
rity program to control identified risks commensurate
with the sensitivity of the information as well as the
complexity and scope of the bank’s activities). A
principles-based approach is flexible, permitting firms
to tailor their cybersecurity programs to their unique
needs, resulting in a more effective approach to cyber-
security. Many organizations have heterogeneous infor-
mation technology environments that develop for a va-
riety of reasons: mergers, legacy systems, customer de-
mands and so forth.

Regulations that specify a particular technology or
method of compliance may make demands that are im-
possible or inapposite. Conversely, flexible standards
are often less vulnerable to obsolescence. Detailed
specifications may decay quickly when technology
changes rapidly, undercutting the efficacy of regula-
tion, or forcing frequent updates to the detailed specifi-
cations. Penetration testing and other system vulner-
ability assessments are evolving on a continuous basis,
making it impracticable to prescribe specific standards
that do not run the risk of becoming quickly obsolete.
Multi-factor authentication, for example, may be sup-
planted by other technological safeguards. The objec-
tive is to ensure data is secure. There are a variety of
means today, and evolving over time, that may be more
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adept at protecting data. A rigid regulation will likely
become quickly outmoded by superior methods.

The need for flexibility becomes all the more impor-
tant when considering the wide diversity of firms in
terms of size and nature of business that may be subject
to a specific regulation. Each type of firm may gather
and retain different types of protected data and, accord-
ingly, the cybersecurity systems vary widely amongst
these different types of businesses. For example, the cy-
ber risks and types of data and transactions vary among
investment companies, insurers, safe deposit compa-
nies, and charitable foundations. In addition, firms vary
greatly in their size and sophistication of business ac-
tivities.

5. Any mandatory requirements should be as simple
and user-friendly for firms as possible and avoid un-
necessary ambiguity and confusion. This would incen-
tivize compliance and lower costs for firms. Imposing
on firms a particular technology, system, control or ap-
proach may be unnecessarily burdensome and expen-
sive, especially when infrastructures differ significantly,
there are a range of alternatives, or the endpoint can be
achieved without applying technology. Regulators must
also keep in mind that while technology is crucial to any
risk management discussion, it cannot be relied upon at
the expense of other considerations, such as developing
a mature cybersecurity culture and synchronizing third
party vendor security. In addition, it is critical to con-
sider the cost of complying with detailed standards and
consider less costly alternatives before imposing regu-
lations. While the full cost and impact of overly detailed
regulations cannot be readily determined, they need to
be assessed.

6. Any newly issued regulations should be harmo-
nized with existing regulatory standards. Many com-
panies are regulated by multiple federal and state agen-
cies that impose distinct, and often conflicting, cyberse-
curity requirements.

Government officials and agencies have long recog-
nized the need for coordination and convergence of
cybersecurity regulatory activity. Government agen-
cies should coordinate their cybersecurity efforts with
other federal and state regulators to prevent inconsis-
tent standards. Former U.S. Treasury Secretary Jack
Lew encouraged agencies ‘“to collaborate with the pri-
vate sector to establish cyber security best practices
and improve information sharing.” Comptroller of the
Currency Thomas J. Curry has underscored that
“[o]ne of the lessons we have learned in the bank
regulatory community is that collaboration is vital, es-
pecially in dealing with highly complex, rapidly
evolving challenges like cybersecurity.” And former
Deputy U.S. Treasury Secretary Sarah Bloom Raskin
stressed the need to “figure out ways [to] harmonize
[cybersecurity standards]. We don’t want to see
emerge the development of multiple sets of standards,
multiple guidances.”

Harmonized guidance is the right approach because
many firms and their subsidiaries are already subject to
numerous cybersecurity regulations and requirements.
For example, financial institutions are subject to a vari-
ety of regulatory bodies exercising overlapping
jurisdiction—including but not limited to the CFTC, the
SEC, the Federal Despoit Insurance Corp., the Federal
Reserve, Federal Trade Commission, the Office of the
Comptroller of the Currency, the Financial Industry
Regulatory Authority, and the NFA—that have each
promulgated regulations or guidance. See, e.g., CFTC
Systems Safeguards, supra fn. 7; CFTC System Safe-
guards Testing Requirements for Derivative Clearing
Organizations, 81 Fed Reg. 64,322 (Sept. 19, 2016); SEC
Office of Compliance Inspections and Examinations
(OCIE), National Exam Program, Examination Priori-
ties for 2016; OCIE National Exam Program Risk Alert,
OCIE’s 2015 Cybersecurity Exam Initiative, Volume IV,
Issue 8 (September 15, 2015); FTC, Start with Security:
A Guide for Business (Lessons Learned from FTC
Cases); FTC, Protecting Personal Information: A Guide
for Business; NFA, Interpretive Notice to NFA Compli-
ance Rules 2-9, 2-36 and 2-49 Information Systems Se-
curity Programs (effective March 1, 2016); FINRA Re-
port on Cybersecurity Practices (February 2015);
FINRA 2016 Regulatory and Examination Priorities Let-
ter (January 5, 2016); Interagency Guidelines, supra
n.4.

Multiple states are also becoming increasingly in-
volved in the area of cybersecurity. State policy makers
should collaborate to harmonize state data breach noti-
fication laws on some key dimensions (as noted above).
Such an effort could reduce the compliance burden for
companies, while preserving innovation, maintaining
consumer protections and retaining jurisdictional ex-
pertise.

Conclusion Rather than incentivizing innovative cy-
bersecurity solutions and fostering innovative ap-
proaches, the expanding regulatory patch quilt is pro-
moting a culture of “check the box” compliance and di-
verting limited resources that can and should be
dedicated to effective cybersecurity. Given the need for
a strong government and private sector partnership to
confront the cyber threat, government agencies should
focus on fostering cooperation between government
and the private sector and safeguarding our sensitive
and valuable information. The government can and
should lead appropriately and carefully on this impor-
tant issue which impacts our national and economic se-
curity. The failure to do so will compromise rather than
enhance our nation’s cybersecurity.

By Mark L. KroTtoskt AND MARTIN HIRSCHPRUNG

To contact the editor responsible for this story: Don-
ald Aplin at daplin@bna.com
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