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or better or for worse, regulators are thinking a lot
about outsourcing. Whether it is industry specific
regulators, such as the Comptroller of the Curren-
cy, self-regulatory organizations such as the Nation-
al Association of Securities Dealers, or process-specific reg-
ulators such as the data authorities in the EU, the trend has
been for more rather than less regulation of outsourcing rela-
tionships. Regulators recognize that in an outsourced envi-
ronment, it is harder for the regulated business to consistently
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impose and make certain that its regulatory compliance cri-
teria are being maintained. The regulators in regulated
industries such as banking and pharmaceuticals are increas-
ingly concerned that when service providers are outside of
their direct jurisdiction, they lose the ability to instantly audit
the processes of a regulated entity to determine whether the
regulated entity is compliant with standards. This, they feel,
waters down some of the prophylactic affect that is brought
about by concern with regulatory involvement.

December 2007



Companies in regulated business for long have had to
deal with and accommodate their “vertical” regulators. As
a result, within financial services and pharmaceutical com-
panies the organization is culturally aware of the importance
of taking regulatory concerns seriously. So, to the extent that
additional regulations are layered upon them by their
existing regulators, the additional regulations, while some-
times annoying and potentially costly, will not really alter
the way these companies think about their risks and how
they contract with their outsourcing service providers.

But even for these companies, the more “horizontal”
types of regulations (e.g., Sarbanes-Oxley) require different
ways of addressing them.

The regulatory and compliance
functions within these institutions

products company is outsourcing its finance and account-
ing operations to an offshore service provider, and does not
sufficiently protect the accounts receivable history of an EU
individual with whom it is doing business. That company
may be surprised that it has violated the EU standards, and
if subject to the EU regulators will scramble to come up
with a response.

The area of privacy controls is one where many compa-
nies may face unanticipated costs. Say, for example, a tape
containing the personally identifiable information of
100,000 individuals “falls off of the back of a truck” of the
outsourcer (this actually happens!). Under many state-noti-
fication laws, the company must send notice to individu-
als potentially affected. This, and
dealing with the publicity, reputa-

do exist so that these horizontal reg-
ulations can be assimilated into the
organizational culture. However,
for these horizontal regulations, a
company’s risk-management group
will have to inform, educate and
audit a broader swath of the orga-
nization, and consider approaches
toward dealing with the conse-
quence of non compliance.

Take a commercial bank regulat-
ed by the Comptroller of the Cur-
rency. The bank is accustomed to
implement, and then examine the
instructions of the regulators. So, to
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@ The enforcement of compli-

ance standards will become
stricter; at the same time
some standards will shed
complexity to become
clearier and easier to
implement

@ Technology will come to the

rescue as new security solu-
tions will enable organiza-
tions to efficiently manage
multiple requlations without
having to worry about over-

tion damage, and dealing with reg-
ulators and the individuals after
notice, costs money.

In the financial-services industry,
and in other industries, the law
sometimes requires that the compa-
ny should provide credit reports for
a year to the individuals affected to
ensure that their identities have not
been impaired as a result of the loss
of personally identifiable informa-
tion. Those credit reports come at a
cost of at least $100 for the notice,
resulting in a loss to the company of
$10 million at 100,000 people. Is

the extent that such regulations
impose additional due diligence
requirements on a bank that is
thinking about entering into an out-

standards.

laps across compliance

the company prepared to negotiate
additional penalties with the regu-
lators and to absorb all of that loss
— possibly influencing the returns

sourcing transaction, the bank will

have a basis to deal with these new vertical regulations. How-
ever, with new horizontal regulations, the institution may
not be quite prepared to deal with them.

The scope of the Health Insurance Portability and
Accountability Act (HIPAA), for example, is broader than
they are with the vertical regulations. Also, the conse-
quences are different. With the vertical regulations, the
institution is generally subject to regulatory action
(although shareholder suits are possible). While HIPAA
does not allow for private right of action, the institution
will have to deal with enforcement contexts that it may be
unfamiliar with.

These principles apply even more to entities that are not
accustomed to regulation. Such entities do not generally
have procedures in place to identify, recognize and enforce
regulatory mandates — particularly those that do not
directly affect their operations. Say that an automotive
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that it anticipated obtaining from
the outsourcer?

The point of all of this is that, whether offshore or
onshore, the confluence of increased regulations and
increased outsourcing will result in increasingly intense
scrutiny by regulators of outsourcing relationships. Com-
panies in regulated industries have experience and some
base mechanisms for dealing with these. Companies that
are not in regulated industries need to be particularly cog-
nizant of these trends (especially before entering into seven
to 10 year outsourcing contracts), anticipate the proper cost
and risk allocation among themselves and the outsourcers,
and establish appropriate internal mechanisms to mitigate
those risks.  'GS

Both Akiba and John have 25 years of experience, and represent clients
in IT and BPO transactions, and other technology-related matters
such as e-commerce, software licensing and technology transfers.
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