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Before we begin

Tech Support

If you are experiencing
technical difficulties,
please contact WebEx
Tech Support at
+1.866.779.3239.
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Q&A

The Q&A tab is located
near the bottom right
hand side of your
screen; choose “All
Panelists” before
clicking “Send.”

CLE

We will mention a code at some
point during the presentation
for attendees who requested
CLE. Please make note of that
code, and insert it in the pop-up
survey that will appear in a new
browser tab after you exit out of
this webinar. You will receive a
Certificate of Attendance from
our CLE team in approximately
30 to 45 days.

Audio

The audio will remain quiet until
we begin at 2.00pm GMT.

You will hear sound through
your computer
speakers/headphones
automatically. Make sure your
speakers are ON and
UNMUTED.

To access the audio for by
telephone, please click the
“phone” icon below your name
on the Participants Panel for
teleconference information.




1. SMCR Overview
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Senior Managers and Certification Regime (1)

Senior Managers and Certification Regime (SMCR) comprises of:

— Senior Managers Regime

— Certification Regime

— Conduct Rules

SMCR introduced to reduce harm to consumers and strengthen market
integrity by:

— Encouraging staff to take personal responsibility for their actions

— Improving conduct at all levels

— Making sure firms AND staff understand and demonstrate who does what

The Senior Managers and Certification Regime o
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Senior Managers and Certification Regime (2)

e Senior Managers who perform key roles (Senior Management Functions) will
need PRA or FCA approval before starting roles and to be certified once
a year

e Every Senior Manager needs to have statement of responsibilities that
says what they are responsible and accountable for

e Firms need to assign specific responsibilities to senior managers, known as
prescribed responsibilities

e Solvency II and large non-directive firms must provide responsibilities
maps setting out responsibilities of their senior managers
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Senior Managers and Certification Regime (3)

o Applies to employees whose role means it is possible for them to cause significant harm
to firm or customers

e Do not need FCA or PRA approval, but firms must certify they are fit and proper to
perform their role at least once a year

e Set minimum standards of individual behaviour
* Apply to almost all employees who carry out financial services activities or linked activities
e Senior Managers have additional Conduct Rules that they must comply with
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PRA: SMCR evaluation

Report published 16 December 2020

00

% of SMs % of firms
Fitness and Growing trust and reporting positive reporting positive
. . Impact on pay . .
propriety confidence impact on impact on
behaviours behaviours
Supporting higher Initial nervousness of Pay is being adjusted in

standards; supervisors SMCR has reduced as response to adverse 9 40 / 9 60 /

are using to hold senior practitioners have events; unclear extent O 0
individuals to account grappled with system influenced by SMCR
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PRA: Integration of Conduct Rules

95% of PRA firms reported they had e s eetmomeraeay o
integrated conduct rules into HR and

recruitment practices at least most of
the time

Small percentage of PRA firms said
rules occasionally or rarely
integrated

= Always Mostly Occasionally = Rarely

Where integrated? Handbooks, codes
of conduct, company values, and | | o

. Source: PRA “Evaluation of the Senior Managers and Certification
employee appraisal processes. Regime December 2020"

Chart 15 shows the proportion of firm Gavernance functions that consider the conduct rules to be integrated into wider processes
within their firm (eg HR processes and recruitment practices)
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PRA: Reporting breaches of Conduct Rules

PRA queries level of reporting over last 4.5 years (to October 2020)

“Modest” Numbers

PRA says it is “difficult to form an estimate

as to what constitutes an appropriate level

of notifications, but the number of

notifications received to date appears

modest.”
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O

Senior Managers

16 notifications
to PRA

(approx. 7,850 PRA SMFs)

Certification Regime Staff
104 notifications

to PRA




Quality of references
» 85% of firms thought references were “mostly” or “always” of
sufficient quality to inform assessment of individual’s suitability

» Insurance industry less confident than Banking industry

Uncertainty

« Some firms cautious about their utility

P RA u + Some stakeholders noted the challenges of deciding what
[ |

information to include

Nervousness

refe re n Ces + About hiring individuals with adverse comment on their reference

+ Sensitivity of employees to comments on their references

Overly punitive?

» SMCR not established to eliminate all mistakes or errors of
judgment, especially as individuals can learn from these

» Case for PRA to engage stakeholders to determine if danger that

references being used in ways that are “unnecessarily punitive”




PRA: Recommendations

“There were some
requests for further
guidance on the threshold
of conduct breach
reporting and

the level of materiality
required, including the
suggestion that the
regulator could benchmark
practices to enable more
consistency”
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Recommendation

“Examine the scope for
clarifying expectations
related to misconduct
reporting in notifications
and regulatory references”

PRA to continue to review
statistics on conduct rule
breach reporting “and to
use relevant
communications to remind
firms of the requirements”




Holistic approach

Corrective and Ton-down suboort
preventative action : op upp

' Managing Embed
Investigations breaches Conduct
holistically Rules

Systems and processes \ ‘ Effective training
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2. Temporary Measures
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FINANCIAL
CONDUCT
AUTHORITY

FCA Statements F

3 April 2020:
— FCA published statement of expectations for solo-regulated firms in light of COVID-19
— FCA published joint statement (with PRA) for dual-regulated firms

Firms were given extra flex to deal with staff shortages and reduce COVID-19
burden, e.q.:

— Flexibility to furlough non-mandatory SMFs
— No need to re-approve furloughed Senior Managers on return
— Moadification by consent for solo-regulated firms (until 30 April 2021)

Regulators now say firms have adapted to COVID-19. Application of SMCR
should return to normal. Some flex ended 7 January 2021.
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FCA Statement for SOLO-Regulated Firms (1)

e Little change from FCA's April statement regarding furloughed staff
e Furloughed Senior Managers do not need re-approval on return

e Prescribed Responsibilities of furloughed Senior Manager should be re-allocated to another

o If firm appoints temporary replacement under 12-week rule, Modification by Consent
allows re-allocation even if they are not a Senior Manager

o Greater flexibility to furlough non-mandatory SMFs
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FCA Statement for SOLO-Regulated Firms (2)

e FCA statement (3 April 2020): ¢ Previously: 12-week rule modified so
o Flex: SoRs did not need updating for any unapproved individuals could cover absent
temporary changes due to COVID-19 Senior Managers for up to 36 weeks
+ Flex ended 7 January 2021 e Modification by consent available (for now) to
firms; firms should notify FCA of modifications.
« FCA now expects firms to apply notification . _ _
requirements as normal e 30 April 2021: Firms will no longer be able to
consent to modifications and all modifications
will end.

« FCA does not expect firms to now submit

updates re: changes before 7 January 2021 _
but does expect clear documentation e Firms should document changes on SoRs and

Responsibilities Maps (if applicable).
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FCA and PRA Statement for DUAL-Regulated Firms (1)

e April 2020: regulators
expected firms to resubmit
relevant SORs as soon as
reasonably practicable but
understood may take
longer

e April 2020: FCA & PRA were
gathering evidence on whether
12-week rule likely to give dual-
regulated firms enough flex to
deal with temporary absences of
SMF as a result of COVID-19

e Current position: firms e Current position: as before,

should submit SoRs as firms can use 12-week rule to

normal using Form J deal with temporary SMF
vacancies. No extension to 12-
week rule

Morgan Lewis (18)



FCA and PRA Statement for DUAL-Regulated Firms (2)

e Firms do not need to
designate single SMF to be
responsible for COVID-19
response

e Firms should consider
which SMFs are better
suited to aspects of firm’s
COVID-19 response

e Some aspects may sit well
with the Chief Operations
Function (SMF24) (if
applicable)
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e Individuals performing mandatory SMFs should
only be furloughed as last resort

¢ Firms should re-allocate mandatory/ required
responsibilities of furloughed SMFs among other
SMFs, or if relying on the 12-week rule, to an
interim SMF

e Unless furloughed SMF is leaving, they will not
need to re-approval on return but must remain
fit and proper

e Firms must document reallocation of
responsibilities of furloughed SMFs in SoRs,
Management Responsibility Maps and internal
docs

e Firms must continue to take
reasonable steps to complete
annual certifications of
employees due to expire
while pandemic restrictions in
place

¢ FCA expects firms to have
adapted to pandemic
restrictions and complete
requirements on time



Monitoring and Surveillance (1)

11 January 2021: FCA published expectations on recording telephone
conversations and electronic communications in remote setting
Firms should continue to comply with recording obligations in SYSC 10A

— Take reasonable steps to record telephone conversations and keep copies of electronic
communications of in-scope activities

Increased use of unmonitored apps, e.g. WhatsApp (FCA focus area)

If apps used for in-scope activities on business device, should be recorded
and auditable

Firms should review policies and have rigorous monitoring regime

Senior managers must establish right culture and governance within firms
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Monitoring and Surveillance (2)

Must record telephone conversations/electronic communications of:
— activities relating to performance of in-scope activities
— communications intended to lead to such activities

Robust policies
- Policies must be up-to-date (adapted for home-working) and meet recording rules

- ID telephone conversations and electronic communications subject to recording
requirements and have procedures to follow where breach

- Consider whether policies for the use of privately owned devices provides sufficient
scope for effective recording

Training
Firms should provide training to staff if new policies are introduced or new
technologies used

Morgan Lewis
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SMCR Implementation Deadlines (1)

Deadline for solo-regulated firms to complete
first F&P assessments postponed until 31

March 2021 MA RCH 2021

Sunday | Monda ¥ Tus iy |'|'|"C|'-' wy| Thureday e S lurday

FCA also extended deadline until 31 March .- 0
2021 for:

— date Conduct Rules come into force for staff
not Senior Managers or Certification Staff

— date by which relevant employees must have
received Conduct Rules training

— submission of info about Directory Persons to FS
Register
Morgan Lewis (23)




SMCR Implementation Deadlines (2)

Certification Regime

— Firms can still issue certificates during the certification transitional period (ending
31 March 2021)

— Certificates issued during the transitional period effective for 12-month period

Training in advance of Certification Regime implementation deadline
— Employers need to train managers ASAP so can recognise potential F&P issues
— Do not wait to remove staff who are already certified but no longer fit and proper

e T e T T T T T T T T
-
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SMCR Implementation Deadlines (3)

Conduct Rules ‘

— With increased remote working, firms may need to adapt Conduct Rules training to
ensure it can be delivered electronically

— FCA expects to provide further guidance on training

Information about Directory Persons
— FCA setting up new public register with information on regulated individuals
— Solo-regulated firms must submit Directory Persons data by 31 March 2021

— FCA has already published details of some certified employees (where firms have
submitted by 9 December 2020)
FCA envisages most firms

won’'t need to rely on
extension and were
encouraged to meet the original
Morgan Lewis deadline (9 December 2020) @



4.Risk Management
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StoB the
lem, before
|thappens

Firm culture is under ever-
increasing scrutiny. Culture is

considered to be at the heart of

ethical lapses.

Good culture must be
established and set at the very
top.

TEST RISK CULTURE

Consider:

- commitment of leadership

- information sharing

- willingness to escalate threats

- willingness to learn from mistakes
- structuring of incentives

- effective governance structures
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SET GOOD
CULTURE
FROM
TOP DOWN

DEFINE

Set your narrative. Define your vision,
your values, and the way that you want
to do business.

COMMUNICATE

Get the message out! And drive it down
and throughout your business. Reinforce
the importance of the message through
senior-led communications and lead by
example.

EMBED

Integrate the message within key
internal documents.



Delivering effective CR training: don’ts and do’s

SMFs SMFs

Relevant SMF has limited knowledge of training Relevant SMF can demonstrate appropriate
approach and/or delegated with limited oversight involvement/oversight of training

Type of training
Simple computer-based training only —
with little attempt to tailor to role

Type of training
Training is interactive and uses realistic
scenarios

Training examples

Only gives obvious examples of
breaches, e.g., fraud or not attending
mandatory training (lack of nuance)

Training examples
— Draw out nuances of how rules apply
to each type of role

Line management

Training delivered by HR, compliance
or project team. No line manager
involvement

Morgan Lewis (28)

Line management
Line managers involved in training
delivery, not just HR or project team



Delivering effective CR training: don’ts and do’s

Reinforcement Reinforcement
Training is one-off exercise and/or not built into - Training is reinforced regularly and built into

onboarding onboarding

Measurement of
— effectiveness
Effectiveness of training is assessed

Contextualisation and

Measurement of

effectiveness

Effectiveness of training is not
measured

Contextualisation and

. importance
- . Importance _ — Training put into context of SMCR and
Training not put Into context c.)f SMCR presented as step change in regulatory
and presented as nothing new expectations
Fitness & Propriety o Fitness & Propriety
Conduct rules not linked to F&P or Conduct linked to F&P and
performance assessment performance assessments

Morgan Lewis (29]



K h for the FCA (1 /%3
ey watch areas for the FCA (1) 0\7}0

Sexual harassment, discrimination, bullying and other personal conduct issues,
especially as people return to workplace

FCA recently banned 3 individuals from working in FS for non-financial misconduct
outside workplace. Followed criminal prosecution for serious sexual offences

FCA has indicated it will increase focus on how firms deal with non-financial
misconduct by employees within and outside workplace

FCA has previously noted the
handling of non-financial
misconduct is indicative of
firm’s culture
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Key watch areas for the FCA (2)

Present sufficient information regarding financial misconduct to
management so management has full picture of risks,
performance and conduct

Assess how you deal with non-financial misconduct

Proactively consider the types of non-financial misconduct that
would trigger F&P and Conduct Rule breach (re-)assessment

A
™A
)
A
Train staff on the importance of conduct and behaviour within B
A
w

and outside workplace
Include financial and non-financial metrics in assessments
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Investigating conduct rule breaches

Think wide: could the issue
suggest broader concerns?

Be clear on the process —
identify any ambiguity early

Engage the right

Avoid silo approach
stakeholders early HOlel EILE Spfpl

Assemble the right team

L look later on?”

©O0®

r‘l Always think: “How will this
Q
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Pandemic challenges

N\

<> Impact of remote working
\

«@: But regulator expectations continue
|

> Pausing / delay often no longer feasible
/
Utilise technology to facilitate investigations
/
Adapt witness interview processes
4
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Mitigating regulatory risks

n Early-stage assessment wherever possible

n Remember the audit trail

B Be clear on what (and what not) to document at the outset
n Recognise own failures and shortcomings
Record justifications for decisions and resolutions

n Be alert to senior stakeholder conflict

n Show the integrity of the process
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Corrective and preventative action

Be able to justify the decision-making
process Instigate disciplinary process where

necessary

Show early remediation of areas identified
as requiring it Have a clear plan for areas that take

longer to fix

Have a clear record of important decisions
A\ N 14

of “inactivity Demonstrate lessons have been learned

where appropriate

Train others using those lessons learned

® 6 06 6 6 o O
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Notifications to regulator

For solo-regulated firms (SUP 15.11)

Senior Managers

Breaches by Senior Managers
must be reported on Connect using
Form D, or Form C where no
longer performing a senior
management function.

Notification should be made ASAP
and within 7 business days.

Morgan Lewis

Other than Senior Managers
Breaches by other individuals (e.qg.,
certification employees or other
conduct rules staff) must be
reported annually. See right.

FCA has published a webpage on
annual reporting requirement:
https://www.fca.org.uk/firms/senior-

managers-and-certification-

regime/rep008-solo-requlated-firms

The annual report
Called REP008. To be completed
and submitted using Gabriel.

Firms must submit the report
annually even if there have been
no conduct rule breaches resulting
in disciplinary action.

©



Regulatory reference issues

Morgan Lewis

Must request references from all previous employers in last
6 years for Senior Managers, Certification and non-approved
NEDs

Provider must include details of disciplinary action due to
Conduct Rules breaches, any findings that person not F&P,
and any other information relevant to assessing F&P

- How much detail should you include?
- Should employee have a chance to comment?
- What to say if employee leaves before process completed?

Risk of claims (e.g., employment claims, negligent
misstatement, deceit, defamation)
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Practical issues arising from the pandemic (1)

Substantial shift away from previous working norms

Regulated firms must fulfil compliance obligations while many
employees are working remotely

Remote working challenges:

— SMCR compliance processes may need to be adapted, especially if they
rely on multiple individuals across different departments and offices

— Managers may need to find new methods of discharging delegation and
oversight duties

— Firms may need to update policies and refresh training to reflect new
remote working environment

— Important to maintain an open dialogue with staff, especially re returning
to office
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Practical issues arising from the pandemic (2)

Culture challenges
— Maintain good and open culture (especially important in the current climate)
— Staff may disregard rules if feel not being monitored or supervised at home

Training challenges

— Think carefully about the different roles performed by staff; generic online training on
the Conduct Rules may not achieve goal

— Consider how to monitor whether individuals have completed training as opposed to
simply ‘flicking” through the pages without reading them

w
W' _..-Ir ..I.""g.., < 1

w N A
4 Doy
Morgan Lewis AR (40]



Practical issues arising from the pandemic (3)

Firms have statutory duty to provide safe place of work
— Carry out suitable and sufficient risk assessments to identify risks
— Mitigate identified risks

Follow relevant government guidance to ensure workplace is safe once
employees return

Risk of H&S claims if employees feel appropriate steps not taken by employer to
make the workplace “"COVID-secure”

Morgan Lewis (41)



Practical issues arising from the pandemic (4)

Employees may want to work remotely, abroad, for a prolonged basis. These working
arrangements can create compliance, employment, regulatory and tax risks.

Morgan Lewis

Tax

Complex income tax and

social security
arrangements,
dependent on place of
residence / working time

Specialist tax advice
often required

Compliance/requlatory

Rules can differ by
jurisdiction

Rules can also be
extraterritorial, e.g. for UK
authorised firms, SMCR may

apply to senior managers
based overseas




SMCR Resources

We have formed a multidisciplinary SMCR
Task Force to help guide clients through
the broad scope of legal issues brought on
by this regime.

Morgan Lewis

To help keep you on top of
developments as they unfold,
we also have launched a
resource page on our website
at

If you would like to receive a
daily digest of all new updates
to the page, please visit the
resource page to

using the purple “Stay Up to
Date” button.
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Louise Skinner provides sophisticated, strategic advice on all
aspects of employment law, with particular focus on regulatory
employment matters. Described as “truly exceptional and
insightful” by clients in The Legal 500 UK guide, Louise advises on
issues including investigations, contractual disputes,
whistleblowing, discrimination and restraint of trade. Louise has
particular experience in the financial services, life sciences, and
sports, media and entertainment sectors.
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Chris Warren-Smith represents clients in investigations and
disputes matters, including corporate investigations, commercial
and international litigation and arbitration and dispute resolution,
and regulatory enforcement proceedings. Representing clients
across all sectors, Chris has worked on many high-profile issues
and crises that have arisen over the years. He serves as deputy
chair of the firm’s white collar and corporate investigations
practice and as a member of its global crisis management team.
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Lee Harding has a broad and versatile practice that goes beyond
the provision of traditional legal services. Lee’s practice is focused
on the myriad legal implications arising out of a rapidly changing
workplace: flexible working, five generations in the workplace,
giving workers a voice, and the crossover between employment
and the regulatory environment, to name but a few. The
nontraditional legal services that Lee offers require a proactive
approach to managing workplace issues before they escalate. He
engages with a wide range of stakeholders to deliver sophisticated
and actionable solutions that resonate across the entire business.
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Our Global Reach

Africa Latin America
Asia Pacific Middle East
Europe North America

Our Locations

Abu Dhabi Moscow
Almaty New York
Beijing* Nur-Sultan
Boston Orange County
Brussels Paris

Century City Philadelphia
Chicago Pittsburgh
Dallas Princeton
Dubai San Francisco
Frankfurt Shanghai*
Hartford Silicon Valley
Hong Kong* Singapore*
Houston Tokyo

London Washington, DC
Los Angeles Wilmington
Miami

° ° *Our Beijing and Shanghai offices operate as representative offices of Morgan, Lewis & Bockius LLP. In Hong Kong, Morgan Lewis operates through
M OI g a n LeWI S Morgan, Lewis & Bockius, which is a separate Hong Kong general partnership registered with The Law Society of Hong Kong as a registered foreign law
firm operating in Association with Luk & Partners. Morgan Lewis Stamford LLC is a Singapore law corporation affiliated with Morgan, Lewis & Bockius LLP.
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