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Introduction
• The Foreign Investment Risk Review Modernization Act of 2018 (FIRRMA), signed as
part of the National Defense Authorization Act signed in August 2018, reflects the
first comprehensive reform of the CFIUS process since the 2007 Foreign Investment
and National Security Act of 2007 (FINSA) amendments.
• In the wake of FIRRMA, Treasury, as the chair of CFIUS, issued pilot program
regulations in October of 2018 (effective November 2018) establishing the first
mandatory declaration program requiring CFIUS filings for particular cross-border
noncontrolling investments that involved certain NAICS codes and critical
technologies.
• CFIUS received an unexpectedly low number of mandatory filings under the pilot
program (approximately 100) and Treasury considered this as part of their regulatory
review process.
• In September 2019, CFIUS finally proposed a full set of regulations to implement
FIRRMA to cover controlling, noncontrolling, and a separate set of regulations for real
estate investments.
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Introduction
• Although Treasury received a number of detailed comments–reflecting concerns
about the lack of clarity and certainty as well as possible overreach on the part
of the Committee’s jurisdiction–the rules that issued on January 13, 2020 made
only modest changes to the proposed rules but included additional examples.
• The recently issued regulations retain the elements of the mandatory disclosure
filings tied to certain NAICS codes and “critical technologies.”
• The goal of this CFIUS update is to help you navigate the current environment in
light of the recently issued regulations, which will become effective February 13,
2020.
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Reviews under the Defense Act of 1950, As Amended
• Since 1975, CFIUS has historically reviewed transactions involving the acquisition of control by a
foreign person of a US business that posed threats to national security under the Defense
Production Act of 1950. The Committee had the discretion to review other transactions, but the
statutory and regulatory focus revolved around ownership and control.
• These reviews have historically been based on voluntary submissions–the parties to a transaction
could decide whether to voluntarily file a joint notice, although CFIUS has had the right to
require review of certain nonnotified transactions and for the first time ever publicly announced,
intervened before closing to block an attempted Broadcom hostile takeover of Qualcomm
through the use of its interim authorities.
• Before 2016, CFIUS had publicly blocked or required the divestiture in only a small number of
foreign investments, principally involving Chinese State-Owned Enterprises (SOEs) generally with
military connections, but proposed mitigation terms in a larger number of cases to address
national security issues. The number of blocked or withdrawn transactions involving Chinese
investors began a dramatic increase in the Obama Administration and has continued in the
Trump Administration–centered in part on the changing geopolitical framework, publicly
articulated Chinese technology development policy, and the Section 301 Investigation by the

USTR.
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CFIUS Has Broad Powers under FIRRMA
• FIRRMA explicitly gives CFIUS the authority to:
– suspend a proposed or pending transaction that poses a risk to national security while it is
under review by the Committee;
– refer transactions to the President for action at any time during the review or investigations;
– use mitigation agreements, including, when needed, to address situations where the parties
have voluntarily abandoned a transaction before CFIUS completes it review;
– impose interim mitigation agreements;
– require plans for monitoring compliance with mitigation agreements;
– review older agreements and conditions to determine whether they are no longer warranted;
– unilaterally initiate a review of a previously reviewed transaction if the parties, intentionally or
unintentionally, materially breach terms and conditions of CFIUS clearance; and
– allow for the use of independent parties to monitor agreements.
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Roundtable Discussion of Answers to Key Questions
• When do the final regulations become effective with respect to pending transactions
and should I reconfirm prior CFIUS advice if my deal has not yet closed?
• The effective date of the rules is February 13, 2020.
• Transactions are governed by existing rules if on February 12, 2020:
–
–
–
–

The transaction has closed;
A binding agreement setting forth the material terms of the transaction has been executed;
A party has made a public offer to buy the shares of a US business;
A shareholder has solicited proxies in connection with an election of a board of a US
business; or
– A holder of a “contingent equity interest” has requested conversion

• Pilot program transactions are subject to existing rules if the transaction is signed
before February 13, 2020.
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Roundtable Discussion of Answers to Key Questions
• What are some of the impactful changes to the regulations on technology,
infrastructure, and data (TID) businesses?
– Increasing focus on social media acquisitions involving sensitive personal data, including
reviewing previously closed transactions not filed for review:
– Beijing Kunlun/Grindr (sensitive personal data)
– iCarbonX/PatientsLikeMe (personal healthcare information)
– ByteDance/Musical.ly (TikTok) (personal information)
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Roundtable Discussion of Answers to Key Questions
•

Sensitive personal data used in defining a “TID business”– a new focus of CFIUS review.

•

“Identifiable data” refers to data that can be used to distinguish or trace an individual’s identity

•

•

–

Aggregated or anonymized data will be treated as identifiable data if any party to the transaction will have the ability to
disaggregate or deanonymize the data.

–

It does not include encrypted data, unless the US business has the means to decrypt the data.

Broad definition of “sensitive personal data”, focused on personal, financial, and healthcare information of US citizens,
including identifiable data that is:
–

In applications for insurance;

–

Nonpublic email or messaging among users of a US business’s products or services;

–

Biometric data;

–

Geolocation data; or

–

Personnel security clearance data.

“Identifiable data” will be treated as “sensitive personal data” if it is maintained or collected by a US business that:
–

Targets or tailors products or services to US security personnel, including contractors; or

–

Has maintained or collected such data, or has a demonstrated business objective to do so, on more than one million individuals
at any point in the preceding 12 months.
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Roundtable Discussion of Answers to Key Questions
• “Sensitive personal data” also includes genetic data.
– Genetic data is not subject to the above two limitations on security personnel or
minimum size of data population.
– In an attempt to narrow the scope of genetic data covered, following concerns
expressed regarding the proposed rules, CFIUS limited the definition in the final rules to
“the results of an individual’s genetic tests, including any related genetic sequencing
data.”
– Genetic tests are defined by reference to the Genetic Information Non-Discrimination
Act of 2008.
– Genetic tests covered are limited to identifiable genetic tests.
– Excludes any data derived from US Government databases and given to third parties
for research purposes.
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Roundtable Discussion of Answers to Key Questions
• Foreign investment in life sciences and medtech products and services entities
may be significantly affected by the new focus on and definition of “sensitive
personal data”.
– Many life sciences and medtech product developers and manufacturers will have or
intend to have access to data of one million or more individuals.
– Certain life sciences companies, particular those developing or manufacturing
biotechnology-derived products or services, will have access to genetic test data.

• Foreign investment in healthcare service providers, including hospitals, and
healthcare insurers also may be significantly affected by this new focus, in view
of the likelihood of collection and retention of data on more than one million
individuals as well as of genetic test data.
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Roundtable Discussion of Answers to Key Questions
• New, detailed definitions of “critical infrastructure for determinations of covered
control transactions” and “covered investments involving TID businesses”.
• Two-step test: US business –
– Must relate to certain types of infrastructure
– Must perform certain specified functions for that infrastructure

• A list of types of infrastructure and functions relating to them is set out in detail in
Appendices to the final rules
– Critical infrastructure includes electric energy systems, financial systems, rail networks, public
water systems, petroleum and natural gas facilities, telecom and information networks,
securities and exchanges and financial networks, and air and maritime ports
– Must consider both tests in making determinations (e.g., US interstate natural gas pipeline
owner/operator is critical infrastructure; US business manufacturing or servicing the pipeline is
not)
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Roundtable Discussion of Answers to Key Questions
• Most telecommunications network and service providers are now
considered part of critical infrastructure
– The CFIUS process does not substitute for Team Telecom review, but a CFIUS
filing (even if voluntary) may be helpful to expedite approval by Team Telecom

• The detailed list in the separate CFIUS regulations on real estate should
also be consulted to determine if any of the facilities in the target US
business are in geographic proximity to military installations and other
US Government sites of security concern and are not covered by any
available exceptions
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Roundtable Discussion of Answers to Key Questions
• What happened to the pilot program that created mandatory declaration
requirements?
– The pilot program has been folded into the final CFIUS regulations and, for now, it
remains tied to the 27 NAICS codes, although CFIUS has indicated that it will propose a
change to tie it to export control requirements in the future.
– It only applies to “critical technologies” and has not been extended to “critical
infrastructure” or “sensitive personal data.”
– New exceptions have been created, which are discussed below, that were not in the
original pilot program regulations issued in October 2018.
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Roundtable Discussion of Answers to Key Questions
• What if my transaction includes both real estate and a US business? Must I
analyze the transaction under both sets of rules? Do I need to make two
separate filings with CFIUS if covered by both?
– You need to analyze your transaction under both sets of regulations, but only one filing
is potentially required if you’re covered under both.
– The CFIUS real estate rules do not have a mandatory filing requirement, but it is
important to determine if your real estate transaction is a covered real estate investment
and, if so, assess the risks of not filing with CFIUS.
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Roundtable Discussion of Answers to Key Questions
• What are the mandatory filing requirements under the regulations?
– Mandatory filing of a declaration under the former interim pilot program is incorporated
in the new rules.
– Retains list of 27 industry categories (by NAICS Codes) from the interim rules.
– Retains definitions of critical technology, with a new exception for certain encryption
technology eligible for License Exception ENC of the Export Administration Regulations
(EAR).
– Required for a covered investment where the investor obtains a board/observer seat, or
access to material nonpublic technical information, or substantive decision-making rights
regarding critical technology of the US business.
– CFIUS stated that it anticipates issuing a separate notice that would replace the
reference to NAICS Codes with a mandatory declaration requirement based on export
control licensing requirements.
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Roundtable Discussion of Answers to Key Questions
• New mandatory filing requirement for foreign government-controlled
transactions, where a “substantial interest” is acquired in a US business
– If a foreign government‒affiliated investor (from a single foreign state) would hold a
49% or more voting interest (direct or indirect) in the acquirer/investor.
– And, the investment involves a 25% or more acquisition of a voting interest (direct or
indirect) in a TID US business.
– In the case of an investment fund, only acquisition of interest in the general partner is
considered (provided any limited partner interests do not confer control by the foreign
investor).
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Roundtable Discussion of Answers to Key Questions
• What are the exceptions to the mandatory filing requirements under the new regulations?
– Transactions by funds controlled by US nationals, discussed more below.
– Investments made by “Excepted Foreign Investors” (i.e., individuals, governments, and
private entities from Australia, Canada, and U.K.).
– An entity is exempted if:
– It is organized under the laws of an excepted foreign state or in the United States;
– Such entity has its principal place of business in an excepted foreign state or in the
United States; and
– 75% or more of the members and observers in the board of directors or equivalent
governing body of such entity are (i) US nationals; or (ii) nationals of one or more
excepted foreign states who are not dual nationals of any foreign state that is not an
excepted foreign state (Dual Nationals).
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Roundtable Discussion of Answers to Key Questions
– Any foreign person that individually, and each foreign person that as part of a group,
holds 10% or more of the outstanding voting or equity interests of such entity is (A) a
national of one or more excepted foreign states and not a Dual National; (B) a foreign
government of an excepted foreign state; or (C) a foreign entity organized under the
laws of an excepted foreign state and that has its principal place of business in an
excepted foreign state or in the United States; and (D) the equity of such person is
held by investors from that foreign state and who are not Dual Nationals.
– Investors from excepted foreign states may be disqualified for previous violations of
export control or sanction laws or for having committed federal crimes.
– Investments by foreign entities operating under facilities security clearance and subject
to a mitigation agreement to address FOCI executed with the DCSA.
– Investments in TID businesses that produce, design, manufacture, test, fabricate or
develop one or more critical technologies that may be exported under License
Exemption ENC under the EAR (i.e., most commercial encryption items).
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Roundtable Discussion of Answers to Key Questions
• How can I tell if my fund qualifies for the private equity exemption?
– Private equity fund managers should determine if their existing funds qualify for the private
equity exemption and design future funds, where possible, to qualify.
– In order to qualify, the general partner must not be a foreign person.
– Neither the advisory board/committee of limited partners nor any foreign person may have
the ability to approve, disapprove, or otherwise control investment decisions or decisions
made by the general partner related to the entities in which the fund is invested.
– The foreign limited partners may not have control over the selection, dismissal, or
compensation of the general partner.
– No foreign limited partner may have access to material nonpublic technical information
through membership on the advisory board/committee.
– No foreign limited partner may be afforded access to any material nonpublic technical
information in the possession of any TID US business in which the fund invests, or
membership or observer rights on the board of any such TID US business or any involvement,
other than through voting of shares, in substantive decisionmaking of the TID US business.
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Roundtable Discussion of Answers to Key Questions
• What is happening to the potential expansion of critical technology to include
emerging and foundational technology?
– It is currently unclear when and if the Department of Commerce will fill the currently empty
buckets for “emerging and foundational technologies” included in the definition of “critical
technology.”
– While the Department of Commerce announced in November 2018 an ANPRM for “emerging
technologies,” no proposed regulations have been issued yet.
– While the Department of Commerce may publish soon an ANPRM for “foundational
technologies” that may not result in proposed regulations.
– There has been heavy lobbying by various industries because of the concern of overregulation
that will affect collaboration by introducing additional export control requirements.
– Current interagency conflicts may further delay the proposed regulations and the Department
of Commerce may choose to increase export controls without making it clear what the effects
are on the CFIUS process, as it did recently in the case of geospatial imagery software.
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Roundtable Discussion of Answers to Key Questions
• Assuming my transaction is not covered by the mandatory filing requirements and it is a covered
transaction, how does one assess the pros and cons for filing a voluntary notice? What are the factors
that should be considered when deciding whether to file a short form or full joint notice?
– A voluntary filing (joint voluntary notice or voluntary declaration) is a risk-assessment decision.
Pro factors include:
– Whether the filing party’s nation is of potential concern;
– Technology involved;
– If the acquirer/investor is a government-controlled or fiduciary entity (e.g., public employees’ retirement fund); and
– If the target is geographically proximate to installations of security concern
Con factors include:
– Time and expense of filing;
– Potential closing delay;
– Investment uncertainty; and
– Potential for mitigation restrictions.
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Roundtable Discussion of Answers to Key Questions
• JVN or voluntary declaration assessment:
– Declaration much shorter/less data needed/response in 30 days.
– One CFIUS response to declaration; however, may need to consider or request filing the
more detailed JVN, thus losing time regarding closing.
– No closing allowed during declaration review; closing can be done before or during a
JVN filing and review.

• The parties should consider and negotiate potential risk-shifting mechanisms in
the purchase/investment agreement, such as CFIUS representations as to
foreign-government control or technology classifications, and limits on
potential mitigation demands that might be acceptable.
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Roundtable Discussion of Answers to Key Questions
• What is the likelihood that CFIUS will review a nonnotified covered transaction?
Does the potential vary depending upon whether the non-notified covered
transaction is a controlling versus a noncontrolling deal?
– CFIUS has increased its resources to monitor so-called non-notified covered transactions
and, since 2016, the number of reviews of nonnotified covered transactions has
increased, particularly involving sensitive personal data as noted above.
– It is expected that CFIUS will further increase its review of nonnotified covered
transactions, but only time will tell as to the pattern and practice.
– While CFIUS has not to date reviewed a noncontrolling covered transaction, that may
change in the future.
– Just because CFIUS reviews a nonnotified covered transaction does not mean that it will
require mitigation of national security issues or divestiture. Those remedies will likely
remain only in a small percentage of cases.
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Roundtable Discussion of Answers to Key Questions
• What is the timeline for CFIUS reviews? How can it be managed to avoid delays?
– Declarations: 30 days from “Day One” but CFIUS may require a full submission
– Notices:
– Prefiling of complete notice (allow about 10-15 days for comments).
– After formal filing: 45 days from “Day One Letter” (generally 10-15 days to get to “Day One”).
– May be extended by “investigation phase” for up to 45 additional days. Theoretical extension for
15 more days in extraordinary circumstances.
– At the end of process CFIUS would either:
– Clear the transaction with no mitigation.
– Condition approval on mitigation measures.
– Refer the transaction to the President to take action under Section 721 or, in rare complicated
cases, request a withdrawal and refiling to restart the clock.
Be careful with drop-dead/long-stop dates that are too short given the unpredictability of CFIUS
reviews.
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Roundtable Discussion of Answers to Key Questions
• Has CFIUS introduced a filing fee? If not, when and how much will likely be
imposed? Who pays the fee?
– Under FIRRMA, CFIUS is authorized to impose filing fees of up to the lesser of 1% of
the transaction value or $300,000.
– Filing fees would apply only to joint voluntary notices, not declarations.
– Who pays is a matter of parties’ negotiation but will generally be the buyer/investor, as
with antitrust HSR pre–notification fees.
– A proposed regulation on filing fees is expected to issue very shortly by CFIUS (by
March 2020).
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Roundtable Discussion of Answers to Key Questions
• What are the penalties/remedies for a failure to comply with CFIUS requirements–
whether filings, mitigation agreements, or interim orders regarding signed, but not
closed transactions?
• Several civil penalties provisions are incorporated in the new rules.
– $250,000 per violation for submitting false information in a filing to CFIUS.
– $250,000 or the value of the transaction, whichever is greater, for failure to make a
mandatory filing.
– $250,000 or the value of the transaction, whichever is greater, for intentional or grossly
negligent violation of a material provision of a mitigation agreement, per violation.
– A mitigation agreement also may include a provision for liquidated or actual damages for
breaches of the agreement.
– In April 2019, CFIUS revealed that in 2018, it imposed a $1 million civil penalty on an
unnamed entity “for repeated breaches” of a 2016 mitigation agreement.
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Roundtable Discussion of Answers to Key Questions
• How can I spot a CFIUS issue? Is there a standard due diligence “checklist” to
which I can refer?
– In any transaction involving a foreign person and a US business, particularly a TID US
business, there is a potential CFIUS issue that should be analyzed early on given the
complexity of the rules.
– Due diligence checklists have been developed for determining mandatory filing
requirements as well as areas of CFIUS concern based on the required contents of a
declaration or joint filing, but these need to be customized for the particular transaction
in question to avoid missing issues. For example, the acquisition of a TID US business
including real estate would need to include due diligence items under both sets of
regulations.
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