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Singapore Overview of Fintech Industry
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Payment Services Act

• Payment Services Act – one licensing regime that covers
both new and traditional payment activities, and foster
synergies between activity types – effective as of 28
January 2020

• With the introduction of the Payment Services Act, the
Payment Systems (Oversight) Act and the Money
Changing and Remittance Businesses Act will be
repealed

• The new framework:
- Provides a structure that considers the growing

convergence across payment services
- Expands the regulatory scope of the Monetary Authority

of Singapore (MAS) to include more types of payment
services

- A modular and risk-focused regulatory regime allows
the rules to be tailored to the scope of services provided
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Payment Services Act Regulatory Frameworks

• Designation framework
- A designated regime to regulate systematically

important payment systems for financial
stability/efficiency reasons

• Licensing framework
- A licensing regime to regulate a wide range of

payment services in a manner that matches the scope
and scale of services provided across 7 categories

- there is lower level requirements for lower risk
activities and more comprehensive requirements for
higher risk activities
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Payment Services Act Activity-Based Risk-Focused 
Licensing

• Three classes of licenses are provided depending on 
the risks posed by the scope and scale of the services
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Four Key Risks

• For providing money changing services

Money changing license

• ≤ S$3m monthly transactions for any activity types
• ≤ S$6m monthly transactions for two or more activity types
• ≤ S$5m of daily outstanding e-money

Standard payment institution

• > S$3m monthly transactions for any activity type
• > S$6m monthly transactions for two or more activity types
• > S$5m of daily outstanding e-money
• Subjected to more comprehensive regulations

Major payment institution



Payment Services Act – Four Key Risks

AML/CFT

• Appropriate AML/CFT requirements will be imposed on relevant licensees through Notices issued under the 
MAS Act

• Low risk transactions are exempted from AML/CFT requirements

Interopera
bility 

• Imposition of Access Regime such as participation in common platforms, use of “fair and reasonable” 
commercial terms

• Adoption of a common standard to make widely used payment acceptance methods interoperable 

User 
Protection

• Safeguarding money received from customers through liability, guarantee and trust account and segregation
• Inclusion of contractual obligations with safeguarding institution
• Imposition of additional reporting and monitoring mechanisms

Technology 
Risk

• Governance and implementation of adequate controls in areas such as user authentication, data loss 
protection, and cyber-attack prevention

• Adjustment of standards applicable in accordance with the level of licensing
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Payment Services Act Risk-Focused Licensing
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Payment Services Act - AML/CFT Measures
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Payment Services Act - Interoperability Powers
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Payment Services Act - User Protection Measures

• Under the Act, major payment institutions must
safeguard customer monies from loss through the
institutions’ insolvency by any of the following means:

- An undertaking or guarantee by any bank in Singapore or
prescribed financial institution to be fully liable to customer
for such monies;

- Segregation by requesting for a deposit in a trust account
maintained by a bank or prescribed FI;

- Safeguarding in such other manner as may be prescribed by
MAS

• Standard payment institution are not subjected to these
safeguarding measures and must alert customers so they
can make informed decisions
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Payment Services Act - Technology Risk Management 

• Under the Act, MAS required all
licensees to manage its technology
risks

• MAS also issued the Notice of Cyber
Hygiene which sets out the measure
that financial institutions must take to
mitigate the growing risk of
cyber threats

• The Notice renders compulsory key
elements in the MAS Technology Risk
Management Guidelines
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Race for Digital Bank Licenses

• MAS announced in June 2019 that 5 digital bank licenses (up to 2 digital full
bank licenses and up to 3 digital wholesale bank licenses) will be issued to non-
bank firms to strengthen competition in financial services and spur innovation

• In January 2020, MAS received 21 applications
• Digital banks are expected to start their operations in Singapore by the middle

of 2021
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Open Innovation Network and Fintech Research 
Platform
Open Innovation Network (OIN)
• OIN was launched by Enterprise Singapore and the Infocomm

Media Development Authority (IMDA)
• OIN is an online directory that aggregates nationwide open

innovation challenges across various sectors
Fintech Research Platform
• MAS, Deloitte and S&P Global Market Intelligence developed a

prototype for Fintech Research Platform
• Fintech Research Platform is intended to be an industry-wide

platform where investors and financial institutions can connect
with fintech startups they can partner with or invest it

• The platform offers a comprehensive view of fintech
companies, including their attributes on business models, use
cases, funding, and technology stack
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Presentation Takeaways 

1. The licensing regime under the Payment Services Act is a modular and risk-
focused regulatory regime allows the rules to be tailored to the scope of 
services provided

2. There is lower level requirements for lower risk activities and more 
comprehensive requirements for higher risk activities

3. The four key risks that MAS sought to address are technology risks, AML/CFT, 
loss of funds due to insolvency, and interoperability risks

4. Various platforms and initiatives are launched in Singapore to promote the 
development of fintech
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Trusted Data Sharing Framework

• Personal Data Protection Commission
of Singapore (PDPC) and IMDA
launched the first Trusted Data
Sharing Framework on 28 June 2019

• The framework helps organisations
establish a set of baseline practices
by providing a common ‘data-
sharing language’

• The framework suggests a systematic
approach to the broad considerations
for establishing trust between
data sharing partners
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COVID 19 – Contact Tracing

TraceTogether
• To support Singapore’s effort to mitigate the spread

of COVID-19, the Government Technology Agency in
collaboration with the Ministry of Health developed a
mobile application, TraceTogether

• Each phone can detect other participating
TraceTogether phones that are in close proximity
through the exchange of short-distance Bluetooth
signals

• This facilitates the contact tracing process, and
enables contact tracers to inform close contacts of
confirmed cases more expeditiously
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COVID-19 – Collection of Personal Data for Contact 
Tracing Purposes
• The PDPC has issued an Advisory on the Collection of Personal Data for COVID-19 Contact Tracing
• Organisations may collect the personal data of visitors (such as their NRIC, FIN or passport 

numbers) to accurately identify individuals for the purpose of contact tracing and other response 
measures. in the event of an emergency, such as during the COVID-10 outbreak

• In the event of a COVID-19 case, relevant personal data can be collected, used and disclosed without 
consent during this period to carry out contact tracing and other response measures pursuant to the 
exceptions under the Second, Third and Fourth Schedules to the PDPA, as this is necessary to respond 
to an emergency that threatens the life, health or safety of other individuals.

• Organisations that collect such personal data must however still comply with the provisions of the PDPA
– Make reasonable security arrangements to protect the personal data in their possession from 

unauthorised access or disclosure (e.g. ensure visitor logbooks are kept secured and not visible to 
other visitors)

– Ensure that the personal data is not used for other purposes without consent or authorisation
under the law.

– Expunge the personal data when it is no longer needed for contact tracing-related purposes 
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COVID-19 – Temporary Measures

• Physical meetings cannot be held during this COVID-19 outbreak
– COVID-19 (Temporary Measures) (Alternative Arrangements for Meetings for 

Companies, Variable Capital Companies, Business Trusts, Unit Trusts and 
Debenture Holders) Order 2020 issued by the Minister for Law on 13 April 
2020 provides for issuers to make alternative arrangements to hold 
general meetings where personal attendance is required under written law or 
legal instruments (such as a company’s constitution)

– Joint statement by ACRA, MAS and SGX RegCo on 13 April 2020 providing 
guidance for listed and non-listed entities on the manner in which general 
meetings are to be conducted during the period when elevated safe distancing 
measures are in place
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COVID-19 – Holding Virtual Meetings

• Suggested procedure to hold virtual AGMs:
– Shareholders to a observe the proceedings of the AGM through a “live” webcast via their mobile 

phones, tablets or computers or listen to the AGM proceedings through a “live” audio feed via 
telephone

– Shareholders must register online and their status as shareholders of the company authenticated 
– Following authentication, authenticated shareholders will receive email instructions on how to 

access the live webcast and live audio feed to observe the AGM proceedings 
– Shareholders who wish to vote at the AGM may submit a proxy form to appoint the Chairman 

of the AGM to cast votes on their behalf. Shareholders will not be able to vote through the live 
webcast / audio feed and can only vote with their proxy forms which are required to be submitted. 

– Questions must be submitted in advanced by a certain date/time
• A data privacy notice is typically included in the Notice of AGM. Where a virtual AGM is being held, 

the data privacy notice in the Notice of AGM will need to be amended to take into account the data 
privacy issues associated with holding a virtual AGM
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COVID-19 – Holding Virtual Meetings and Data Privacy 
Issues
• Remote working and home-based learning has led to the increased use of third party video conferencing 

applications (e.g. Zoom)

• Potential data privacy issues associated with the use of such video conferencing applications: 
– Consent Issue: Has consent being obtained for the user for collection, use and disclosure of such data? Is 

there any indication in the video conferencing application’s privacy policy or terms and conditions that such 
data is being collected and the purposes for which such data is being collected, used and or/disclosed?

– Data Retention Concerns: What data about the user or the meeting is being retained by the video 
conferencing application? Is the meeting being recorded? 

– Third Party Access Concerns: Who has access to the data that is being retained? Is the data collected 
being shared with third parties without the user’s consent? For example, there are reports that the Zoom ioS
app has been sharing information with Facebook

– Security Concerns: There have been numerous reports of “Zoombombing,” where hackers break into and 
disrupt Zoom video chats, often with pornographic, violent or otherwise offensive images. Risk of 
surveillance, unwanted video calls, denial of service attacks and other harms. 
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Addressing COVID-19:  Takeaways 

1. In the event of a COVID-19 case, relevant personal data can be collected, used 
and disclosed without consent during this period to carry out contact tracing 
and other response measures 

2. During circuit breaker period in Singapore, companies are to implement 
alternative arrangements to hold general meetings where personal attendance 
is required under written law or legal instruments

3. Companies shall take note of potential data privacy issues associated with 
holding virtual meetings

22



Morgan Lewis Coronavirus/COVID-19 Resources

We have formed a multidisciplinary Coronavirus/COVID-19 Task Force to help 
guide clients through the broad scope of legal issues brought on by this public 
health challenge. 

To help keep you on top of developments as they unfold, we also have launched a 
resource page on our website at
www.morganlewis.com/topics/coronavirus-covid-19

If you would like to receive a daily digest of all new updates to the page, please 
visit the resource page to subscribe using the purple “Stay Up to Date” button.
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