
A
dvances in technology have 
drastically changed how 
investors buy and sell secu-
rities. Driven largely by the 
increase in demand for the 

ability to execute high frequency trad-
ing (HFT) strategies, traditional secu-
rities exchanges are being displaced 
by alternative trading systems (ATS). 
These ATS offer investors several 
advantages, including improved execu-
tion and the ability to trade away from 
a public exchange using anonymous 
indications of interest. The rapid pace 
with which these systems are develop-
ing has presented regulators with a sig-
nificant challenge—to try and create a 
workable regulatory regime to monitor 
trading in a highly fluid, increasingly 
complex environment. This is especial-
ly so given that the scale of trading on 
these ATS amounts at times to as much 
as 15 percent of all securities trades in 
the United States.

One ATS that has recently come under 
regulatory scrutiny is known commonly 
as a “dark pool.” It is estimated that 
there are about 50 dark pools currently 
in operation.1 Dark pools allows inves-
tors—primarily mutual funds and other 
institutional traders—to trade large 
blocks of securities in a manner that 
prevents high-frequency traders from 
front-running their trades and thus move 
the market in such a way that makes it 
difficult to finish the initial trade. Specifi-
cally, counterparties to a trade in a dark 
pool are anonymous to each other and 
treat the ATS as the counterparty. This 
allows for the price quotes of the securi-
ties to be traded to remain confidential. 
The value of trading in dark pools, then, 
is that it permits large institutional inves-
tors to maximize profits by being able 
to execute a trade without the fear of 
having that trade front-run by a high-
frequency trader.

There are, however, several ways in 
which dark pools can be used to further 
potentially improper trading motives. 
One stark example of the potential mis-
use of dark pools, and the way in which 
regulators may see the risks they present, 
is in the recent insider trading complaints 

filed by the U.S. Department of Justice 
and the U.S. Securities and Exchange 
Commission against Matthew Martoma, 
former fund manager at SAC Capital Advi-
sors.2 According to the SEC’s complaint, 
emails involving Martoma stated that the 
allegedly unlawful trades were “executed 
quietly and efficiently over a 4 day period 
through algos and dark pools and booked 
into two firm accounts that have very 
limited viewing access.”3 It thus appears 
that a dark pool’s promise of confiden-
tiality could entice traders to employ 
those systems for unlawful purposes.

As noted above, there are certain 
aspects—and potential misuses—of 
dark pools that render them ripe for 
additional regulation. This article pro-
vides an overview of dark pools, how 
they operate, and how regulators, spe-
cifically the SEC and the Financial Indus-
try Regulatory Authority (FINRA), have 
dealt with and, perhaps more impor-
tantly, plan to deal with increased trad-
ing in dark pools.

Basics of Dark Pools

FINRA has defined a dark pool as “an 
ATS that does not display quotations 
or subscribers’ orders to any person 
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or entity, either internally within an 
ATS dark pool or externally beyond an 
ATS dark pool (other than to employ-
ees of the ATS).”4 In other words, dark 
pools provide investors with a similar 
type of liquidity that they can find on a 
public exchange, but do so in a private 
way. Investors who subscribe to a dark 
pool put in their buy or sell order. The 
operator of the pool then finds a pri-
vate counterparty to complete the trade. 
Historically, dark pools have been used 
by larger institutional investors, such 
as mutual funds and large money man-
agers, but HFT firms and hedge funds 
have recently begun taking advantage 
of dark pools.

There are a number benefits to trad-
ing in a dark pool, the most critical 
being the privacy of the transaction. For 
example, because the dark pool does 
not reveal price quotations or other 
information to the public, investors are 
free to execute trades without risk of 
moving the market. That is, the trades 
can be made without any fear of an 
HFT firm or other trader employing a 
sophisticated algorithm mimicking the 
investors’ trading strategy and affecting 
the price of the stock.

Regulation

Despite the potential benefits to trad-
ing in a dark pool, such trading also pos-
es a number of concerns, both related to 
investors and the markets more gener-
ally. Regulation specifically applicable to 
dark pools has been somewhat limited, 
but dark pools are required, pursuant 
to Regulation ATS, to register with the 
SEC either as an exchange or a broker-
dealer.5 As such, dark pools are subject 
to the same rules governing trading on 
an exchange or by a broker-dealer.

In October 2009, the SEC identified 
the following concerns with dark pools, 
each of which remain relevant today. 
The SEC noted that the practice of not 

sharing with the public indications of 
interest and/or price quotations could 
lead to a “two-tiered market in which the 
public does not have fair access to infor-
mation about the best available prices 
and sizes for a stock that is available to 
some market participants.”6 Moreover, 
the SEC also noted that dark pools do 
not, in all instances, report fully post-
trade information which, in the SEC’s 
view, “detracts from the public’s abil-
ity to assess the sources of liquidity 
in a stock and dark pool trading activ-
ity in general.”7 The latter point was 
addressed by making each trade in a 
dark pool immediately reportable, and 
FINRA has added a rule that any ATS, 
including dark pools, may also volun-
tarily report trading data in the aggre-
gate after the market closes.8

Although there was an apparently 
increased regulatory focus on dark 
pools in late 2009, some commentators 
have allocated at least a portion of the 
blame for the May 6, 2010 “flash crash” 
on the use of dark pools by HFT firms.9 
A spate of regulation followed the flash 
crash, but nothing focused specifically 
on trading in dark pools. 

Approximately one year later, on July 
11, 2012, the SEC adopted a new rule that 
requires FINRA and the stock exchanges, 
among other things, to submit to the 
SEC—within 270 days from July 11, 
2012—a detailed, comprehensive plan 
for consistently tracking order and exe-
cution information.10 This rule seeks to 
create what the SEC refers to as a “con-

solidated audit trail” or CAT, which will 
track order and execution information 
across the various exchanges and other 
regulated markets. Although not men-
tioned specifically, it seems likely that 
any proposal would presumably capture 
trading in dark pools and other ATS.

The lack of any direct pronouncement 
regarding dark pools seems likely to 
change in the very near future. On Jan. 8, 
2013, FINRA pronounced that it planned 
to increase its focus on dark pools.11 
While FINRA fell short of suggesting a 
proposed rule for further regulating 
dark pools, the message was clear: Price 
quotations and certain other informa-
tion about the trades taking place in a 
dark pool may be confidential, but that 
does not mean the activity is immune 
to regulatory scrutiny.12

Until a specific regulatory regime for 
dark pools is established, investors and 
dark pool operators are left to discern 
rules from the small number of enforce-
ment actions that have been brought in 
this area. As set forth below, the SEC’s 
Division of Enforcement Vhas set its 
sights on how dark pools maintain the 
confidentiality of trading information, 
and also made clear that dark pool 
operators are subject to the same rules 
and regulations that apply to traditional 
exchanges and broker-dealers.

Recent Enforcement Actions

The difficulty of monitoring trading in 
dark pools has not stopped FINRA or the 
SEC from doing so. In fact, the SEC’s Divi-
sion of Enforcement has recently brought 
two actions against dark pools. The vary-
ing nature of the allegations in these two 
recent actions suggest that the division is 
still working through the potential secu-
rities laws violations that could result 
from trading in dark pools, but one theme 
is constant: Dark pool operators must 
maintain the confidentiality of their cus-
tomers’ trading information.
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In the Matter of Pipeline Trading 
Systems.13 Since 2004, Pipeline Trad-
ing Systems was a dark pool operator 
registered with the SEC. According to 
the SEC, Pipeline described its dark 
pool to investors as a “crossing net-
work” that provided “natural liquidity” 
by matching up private buyers with 
private sellers. In reality, the major-
ity of the orders placed through Pipe-
line’s dark pool were filled by Pipeline’s 
parent company, Milstream Strategy 
Group. In fact, Milstream would trade 
in the same direction as the Pipeline 
customers before filling those cus-
tomers’ orders. Pipeline appeared to 
have recognized this was a conflict and 
tried to remedy the problem by paying 
Milstream’s traders extra for provid-
ing Pipeline customers with better 
prices. The SEC found fault with this 
as well, as Pipeline never disclosed 
that it was paying Milstream traders 
for this service.

Based on the above, the SEC found 
that Pipeline and two of its execu-
tives violated §17(2) of the Securi-
ties Act as well as Regulation ATS. 
Without admitting or denying the 
allegations, Pipeline paid a $1 mil-
lion civil penalty to settle the case. 
The two Pipeline executives also 
settled the SEC’s claims by each 
paying $100,000 in civil penalties.

The SEC made clear that regardless 
of where a trade takes place, “one prin-
ciple remains fundamental—investors 
are entitled to accurate information as to 
how their trades are executed.”14 Thus, 
it is clear that even though the trades 
take place away from a public exchange, 
operators of dark pools must comply 
with the standard principles of fair trad-
ing in the securities market.

In the Matter of eBX.15 In October 
2012, the SEC brought its most recent 
enforcement action against a dark pool 
operator. eBX operates a dark pool 

called “LeveL ATS.” In reality, despite 
the representations it made to its cus-
tomers, eBX was not operating a true 
dark pool. Investors choose to trade 
through a dark pool because of the con-
fidentiality and privacy those systems 
provide. Indeed, the SEC stated this 
fact plainly in announcing this action, 
acknowledging that “[d]ark pools are 
dark for a reason: [B]uyers and sellers 
expect confidentiality of their trading 
information.”16 Rather than maintain 
the confidentiality of its customers’ 
orders, eBX sold their trading infor-
mation—specifically the customers’ 
unexecuted trade data—to a third-party 
technology company, which traded on 
the information for its own benefit.

The SEC alleged that eBX violated Reg-
ulation ATS. Without admitting or deny-
ing that allegation, eBX paid an $800,000 
civil penalty to settle the matter.

Conclusion

The regulatory focus on dark pools, 
and ATS trading more generally, is 
expected to heighten in 2013. Areas 
of focus are likely to include main-
taining customer confidentiality and 
representations made by dark pool 
operators to its customers regard-
ing the same, but in light of Martoma, 
there is a real likelihood of dark pools 

being examined in connection with 
insider trading allegations. One thing 
is a given: As this area of regulation 
continues to evolve, participants in 
and operators of dark pools and ATS 
should not assume that trading in the 
dark shields them from the glare of 
the regulators’ spotlight. 
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