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On March 30, the New Jersey Supreme Court affirmed the Appellate Division of the Superior Court’s
decision in Marina Stengart v. Loving Care Agency, Inc.,' and held that an employee has a reasonable
expectation of privacy with respect to her communications with counsel using a personal, password-
protected, web-based email account, which she accessed using a company laptop computer. This
decision is significant because the prior law and general understanding was that an employer has
unfettered access to an employee’s computer content when that content is created, stored, or accessed on
company-issued equipment.

This case involved the resignation and subsequent employment discrimination claim brought by an
executive against her former employer. While employed, plaintiff was issued a company laptop and
email address to perform her duties. Prior to her resignation, plaintiff communicated with her attorney
about a potential action against her employer using her personal, password-protected, Yahoo email
account. Plaintiff accessed her Yahoo email account from her company-issued laptop.

During discovery, the employer created a forensic image of plaintiff’s company-issued laptop. While
reviewing the laptop’s contents, defense counsel discovered and read several communications between
plaintiff and her attorneys. Defense counsel did not alert plaintiff’s counsel of the discovery of these
emails. Instead, the defense referenced and attached some of the plaintiff’s emails to her attorneys in its
interrogatory responses. Plaintiff’s counsel immediately requested return of all communications between
the plaintiff and her counsel, as well as the identification of any lawyers who viewed them. After
defense counsel refused this request, the plaintiff sought a restraining order preventing the defendant
from using the attorney communications. The trial judge denied the plaintiff’s motion, holding that the
emails “were not protected by the attorney-client privilege because the company’s electronic
communications policy put plaintiff on sufficient notice that her emails would be viewed as company
property.”

The Appellate Division reversed the trial court’s decision and remanded, based on the fact that the
company policy concerning communications on the company’s systems was ambiguous, and was

1 Marina Stengart v. Loving Care Agency, Inc., 408 N.J. Super. 54 (App. Div. 2009), aff’d, Docket No. A-16-09 (N.J.
Mar. 30, 2010).



insufficient to put an employee on notice that her personal communications were subject to review by
the company. The defendant appealed.

The Supreme Court Opinion

On appeal, the New Jersey Supreme Court modified and affirmed the Appellate Division opinion and
remanded to the trial court for consideration of sanctions against defense counsel. Specifically, the
Supreme Court held that under the circumstances, Stengart could reasonably expect that email
communications with her lawyer through her personal, password-protected, web-based email account
would remain private, and that sending and receiving them using a company laptop did not eliminate the
attorney-client privilege that protected them.

The court found that the employer’s policy did not clearly put the employee on notice that the emails at
issue were company property or subject to review. Specifically, the court found that the policy was
unclear on whether personal, password-protected, web-based email accounts accessed through a
company computer were covered; did not warn employees that the contents of such emails were stored
on a hard drive and could be forensically retrieved and read by the employer; and expressly permitted
the occasional personal use of email. Citing the important public policy concerns related to the attorney-
client privilege, however, the court ruled that even if the employer’s email policy banned all personal
use and clearly put the employee on notice that the company could retrieve and read attorney-client
communications on personal email accounts, such a policy would be unenforceable and the
communications would remain privileged.

The court recognized that employers can adopt and enforce lawful policies relating to computer use to
protect the assets, reputation, and productivity of a business and ensure compliance with legitimate
corporate policies. The court ruled that employers have no need to read the contents of personal,
privileged, attorney-client communications.

Further, the court held that by reading emails that were at least arguably privileged and failing to
promptly notify Stengart about them, Loving Care’s counsel violated R.P.C. 4.4(b), which provides that
a “lawyer who receives a document,” which includes an email, and who “has reasonable cause to believe
that the document was inadvertently sent shall not read the document or, if he or she has begun to do so,
shall stop reading the document” and promptly notify and return the document to the sender.

Guidance for Employers

This case provides a bright-line prohibition in New Jersey on reviewing attorney-client communications
sent or received on personal, password-protected, web-based email accounts even when accessed on
company computers. The implications of this decision for nonprivileged communications is less clear,
but New Jersey employers should review their electronic communications policies to specifically
address communications through web-based email accounts using company equipment and avoid the
types of ambiguities identified by the court in Stengart. Specifically, policies should (1) give express
notice to employees that messages exchanged on a personal, password-protected, web-based email
account are subject to monitoring if accessed through company equipment; (2) warn employees that the
contents of such emails may be stored on a hard drive and can be forensically retrieved and read by the
employer; and (3) if the company permits the occasional nonbusiness use of email, clearly advise
employees that such nonbusiness emails are still company property and are thus subject to review, and
that there is no expectation of privacy with respect to such emails.



Moreover, the Supreme Court’s decision serves as a warning to parties and their lawyers engaging in
eDiscovery and forensic review of company-issued computers. Here, defense counsel was found to have
violated the Rules of Professional Conduct in not setting aside the arguably privileged messages once it
realized they were attorney-client communications, and failing either to notify its adversary or to seek
court permission before reading further. Those conducting forensic review of emails should be aware of
the court’s decision and the requirements imposed.

If you have questions or require more information on the issues discussed in this LawFlash, please
contact any of the Morgan Lewis attorneys below:

Labor & Employment Practice

Richard G. Rosenblatt Princeton 609.919.6609 rrosenblatt@morganlewis.com
René M. Johnson Princeton 609.919.6607 rjohnson@morganlewis.com
Thomas A. Linthorst Princeton 609.919.6642 tlinthorst@morganlewis.com
James P. Walsh Princeton 609.919.6647 jwalsh@morganlewis.com
eData Practice

Denise E. Backhouse New York 212.309.6364 dbackhouse(@morganlewis.com
Stephanie A. “Tess” Blair ~ Philadelphia 215.963.5161 sblair@morganlewis.com
Jacquelyn A. Caridad Philadelphia 215.963.5275 jcaridad@morganlewis.com
Scott A. Milner Philadelphia 215.963.5016 smilner@morganlewis.com
Litigation Practice

Renée T. Lawson San Francisco  415.442.1443 rlawson@morganlewis.com
Coleen M. Meehan Philadelphia 215.963.5892 cmeehan@morganlewis.com

About Morgan, Lewis & Bockius Lrp

With 22 offices in the United States, Europe, and Asia, Morgan Lewis provides comprehensive
transactional, litigation, labor and employment, regulatory, and intellectual property legal services to
clients of all sizes—from global Fortune 100 companies to just-conceived startups—across all major
industries. Our international team of attorneys, patent agents, employee benefits advisors, regulatory
scientists, and other specialists—more than 3,000 professionals total—serves clients from locations in
Beijing, Boston, Brussels, Chicago, Dallas, Frankfurt, Harrisburg, Houston, Irvine, London, Los
Angeles, Miami, Minneapolis, New York, Palo Alto, Paris, Philadelphia, Pittsburgh, Princeton, San
Francisco, Tokyo, and Washington, D.C. For more information about Morgan Lewis or its practices,
please visit us online at www.morganlewis.com.

This LawFlash is provided as a general informational service to clients and friends of Morgan, Lewis & Bockius LLP. It should not be construed as, and does not constitute, legal advice on any
specific matter, nor does this message create an attorney-client relationship. These materials may be considered Attorney Advertising in some states.
Please note that the prior results discussed in the material do not guarantee similar outcomes.

© 2010 Morgan, Lewis & Bockius LLP. All Rights Reserved.


mailto:rrosenblatt@morganlewis.com
mailto:rjohnson@morganlewis.com
mailto:tlinthorst@morganlewis.com
mailto:jwalsh@morganlewis.com
mailto:dbackhouse@morganlewis.com
mailto:sblair@morganlewis.com
mailto:jcaridad@morganlewis.com
mailto:smilner@morganlewis.com
mailto:rlawson@morganlewis.com
mailto:cmeehan@morganlewis.com
http://www.morganlewis.com



