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OCR Releases HIPAA Audit Protocol

Protocol provides clues regarding areas of focus for ongoing HIPAA audits assessing
compliance with the Privacy, Security, and Breach Notification Rules.

The Office for Civil Rights (OCR) at the Department of Health and Human Services recently published its audit
protocol for assessing compliance with the Privacy, Security, and Breach Notification Rules under the Health
Insurance Portability and Accountability Act of 1996 (HIPAA), as amended by the Health Information Technology
for Economic and Clinical Health Act (HITECH). The audit protocol can be accessed at
http://www.hhs.gov/ocr/privacy/hipaa/enforcement/audit/protocol.html. As required under HITECH, OCR has
increased its HIPAA enforcement efforts by implementing a new audit program. Employer-sponsored group health
plans are among the HIPAA-covered entities that may be selected for audit by OCR in the initial stages of its audit
program.

Areas Covered by Audit Protocol

The protocol was developed in conjunction with the audit of the first 20 covered entities selected for OCR’s audit
program, including health plans, doctor groups, and hospitals. OCR plans to conduct a total of 115 audits of
covered entities by the end of 2012, and it is expected that the protocol will be refined and clarified as additional
audits are completed.

The protocol covers 165 areas of performance evaluation, including 88 related to the Privacy Rule and Breach
Notification Rule and 77 related to the Security Rule. With respect to the Privacy Rule, the audit protocol
addresses the following specific areas:

e Notice of privacy practices

e Rights to request privacy protection

e Access of individuals to protected health information
e Administrative requirements

e Uses and disclosures of protected health information
e Amendment of protected health information

e Accounting of disclosures

The protocol also shows that the OCR audits are focused on technical safeguards under the Security Rule, such
as the use of encryption technology, and requirements related to the Breach Notification Rule, including risk
assessment processes and the content and timeliness of notifications.

OCR Senior Advisor David Mayer stated recently that money has been appropriated for the audit program to
continue in 2013 and 2014, and he expects it will be expanded to include business associates some time after the
new HIPAA omnibus regulations are released this summer.
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Recommendations

While the HIPAA audit protocol does not contain any major surprises, its publication serves as a reminder of the
increased enforcement activity in this area. We recommend that group health plan sponsors and their business
associates conduct periodic self-audits of their HIPAA privacy policies and procedures to ensure they are best
positioned to demonstrate compliance if confronted with an OCR audit. HIPAA training should be provided on a
regular basis to all employees with access to protected health information, and sufficient resources should be
allocated to designated HIPAA privacy officers so that they may respond to complaints, conduct breach
investigations, and take other actions required of them under HIPAA and HITECH.

For more information about the HIPAA services for group health plan sponsors and their business associates
offered by Morgan Lewis’s Employee Benefits and Executive Compensation Practice, review the HIPAA Privacy
Compliance Initiative brochure at http://www.morganlewis.com/pubs/HIPAA-PrivacyComplianceBrochure.pdf.
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With 24 offices across the United States, Europe, and Asia, Morgan Lewis provides comprehensive litigation,
corporate, transactional, regulatory, intellectual property, and labor and employment legal services to clients of all
sizes—from globally established industry leaders to just-conceived start-ups. Our international team of lawyers,
patent agents, benefits advisers, regulatory scientists, and other specialists—more than 1,600 legal professionals
total—serves clients from locations in Almaty, Beijing, Boston, Brussels, Chicago, Dallas, Frankfurt, Harrisburg,
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Princeton, San Francisco, Tokyo, Washington, D.C., and Wilmington. For more information about Morgan Lewis
or its practices, please visit us online at www.morganlewis.com.

IRS Circular 230 Disclosure

To ensure compliance with requirements imposed by the IRS, we inform you that any U.S. federal tax advice
contained in this communication (including any attachments) is not intended or written to be used, and cannot be
used, for the purpose of (i) avoiding penalties under the Internal Revenue Code or (ii) promoting, marketing, or
recommending to another party any transaction or matter addressed herein. For information about why we are
required to include this legend, please see http://www.morganlewis.com/circular230.
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This LawFlash is provided as a general informational service to clients and friends of Morgan, Lewis & Bockius LLP. It should not be construed
as, and does not constitute, legal advice on any specific matter, nor does this message create an attorney-client relationship. These materials
may be considered Attorney Advertising in some states. Please note that the prior results discussed in the material do not guarantee similar

outcomes. Links provided from outside sources are subject to expiration or change. © 2012 Morgan, Lewis & Bockius LLP. All Rights
Reserved.
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