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SEC’s Final Rules for Implementing Dodd-Frank Whistleblower Provisions: 
Important Implications for Covered Entities

May 25, 2011

Today, the Securities and Exchange Commission (SEC or Commission) voted to approve final rules to 
implement the SEC whistleblower provisions of the Dodd-Frank Wall Street Reform and Consumer 
Protection Act (Dodd-Frank Act), enacted by Congress on July 21, 2010. The vote was split, with three 
Commissioners voting in favor of implementation and two voting against. According to the majority of 
the Commissioners, the final rules attempt to balance the tension between encouraging whistleblowers 
to come forward to the SEC while simultaneously discouraging them from bypassing internal company 
compliance programs. The dissenting Commissioners disagreed, taking the position that the failure to 
require mandatory internal reporting would have a detrimental effect on internal compliance and spur 
whistleblowers to bypass those internal mechanisms in favor of directly reporting to the SEC. 

Whistleblowers Protected from Retaliation

A key component of the final rules is the definition of “whistleblower,” which reflects the SEC’s view 
that the antiretaliation protections of the Dodd-Frank Act do not depend on a finding of an actual
violation of securities laws. The final rules provide that “[y]ou are a whistleblower if, alone or jointly 
with others, you provide the Commission . . . and the information relates to a possible violation of the 
federal securities laws (including any rules or regulations thereunder) that has occurred, is ongoing, or 
is about to occur” (emphasis added). This definition tracks the statutory definition, but adds the 
“possible violation” language, a standard that does not require an actual violation for the antiretaliation 
protections to apply. In its proposed rules, the SEC had included the phrase “potential violation”; it 
replaced that phrase with “possible violation” in the final rules. 

However, the final rules also require that, to be afforded protection from retaliation, the whistleblower 
must possess a “reasonable belief” that the employer is violating the securities laws. The SEC has 
defined “reasonable belief” in three ways: (1) specific, credible, and timely information; (2) 
information related to a matter already under investigation by the SEC, but that makes a “significant 
contribution” to the investigation; or (3) information that was provided through the employer’s internal 
compliance mechanisms, which is subsequently reported to the SEC by the employer, and which 
satisfies the first or second prong of the definition. This standard is a significant change from the 
proposed rules (which included no such requirement), and the final rules echo and cite to specific 
comments and proposals that Morgan Lewis submitted to the Commission on December 17, 2010. 
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Finally, the SEC makes clear that the antiretaliation provisions do not depend on whether the 
whistleblower ultimately qualifies for an award (see below). An otherwise-eligible whistleblower is 
protected from retaliation even if the award requirements are not met. 

Rules Relating to Eligibility for an Award

To be considered for an award, the whistleblower must (1) voluntarily provide the SEC (2) with 
original information (3) that leads to the successful enforcement by the SEC of a federal court or 
administrative action (4) in which the SEC obtains monetary sanctions totaling more than $1 million. 

The final rules provide that an individual whistleblower may be eligible for an award of 10% to 30% of 
the recovery, depending on a number of factors. This range reflects the SEC’s attempt to balance 
competing interests: receiving high-quality information directly from whistleblowers and encouraging 
whistleblowers to utilize internal compliance procedures. 

Reporting Through Internal Compliance Procedures

As an initial matter, a whistleblower need not report information through an employer’s internal 
compliance procedures in order to be eligible for an award. This issue was left undecided under the 
proposed rules. In the final rules, however, the SEC has left the decision of whether to use internal 
compliance up to the individual whistleblower. This reflects the SEC’s belief that whistleblowers will 
utilize robust internal compliance measures if they exist, despite having no requirement that they do so. 

The SEC has set up financial incentives as a further effort to encourage the use of internal compliance 
measures. In determining the amount of an award, voluntary participation in corporate internal 
reporting programs can increase the reward, while interference with corporate internal reporting 
programs can decrease the reward. These incentives had not been included in the proposed rules. 

Moreover, if any individual reports information to the company’s internal compliance team or other 
similar department, the individual has 120 days from the original date of submission to report the 
information to the SEC. The individual will receive credit as if he or she had reported “original” 
information to the SEC on the date he or she disclosed it internally. This provision is also designed to 
promote internal compliance measures. 

Similarly, the final rules provide that if a whistleblower reports information through the employer’s 
internal compliance systems, and if the company subsequently self-reports to the SEC, the original 
whistleblower is credited with the report and any resulting award. 

Original and Voluntary Information 

Further, to obtain an award, the final rules require that the whistleblower come forward voluntarily. 
The SEC has defined “voluntarily” to exclude information provided pursuant to a subpoena, judicial 
order, demand from government authority or the Public Company Accounting Oversight Board, or pre-
existing legal obligation (such as those of certain corporate officers). 

The whistleblower must also provide “original information” to qualify for an award. “Original 
information” must be derived from the whistleblower’s “independent knowledge or independent 
analysis.” 
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The final rules exclude certain categories of information from the definition of “original information.” 
For example, the SEC would not generally consider information obtained through an attorney-client 
privileged communication to be derived from independent knowledge or analysis. The carveout for 
attorneys reflects the SEC’s concern that the monetary incentives of the SEC whistleblower program 
may deter companies from consulting with attorneys about potential securities laws violations. 

The final rules also exclude any information gained through the performance of an engagement 
required under the securities laws by an independent public accountant if the information relates to a 
violation by the engagement client or its directors, officers, or other employees. This exception reflects 
the SEC’s recognition of the role of independent public accountants and their pre-existing duty under 
securities laws to detect illegal acts. 

The SEC also excludes from “original information” any information the whistleblower obtained as a 
person with legal, compliance, audit, supervisory, or governance responsibilities for an entity, such as 
an officer, director, or partner, if the information was communicated to the whistleblower through the 
company’s internal compliance mechanisms. However, this exclusion is not absolute, and several 
exceptions allow such individuals to still be whistleblowers (e.g., if the person believes that disclosure 
is needed because the company is engaging in conduct likely to cause substantial injury to the financial 
interest or property of the entity or investors). Here, the SEC attempts to reconcile the tension between 
the potential bounty available to whistleblowers and its recognition that effective internal compliance 
programs can promote the goals of federal securities laws. 

Misconduct and Aggregation

Finally, the final rules do not necessarily disqualify a whistleblower who has engaged in fraud or 
misconduct, even if it is the same fraud or misconduct the whistleblower is reporting. The degree and 
nature of the misconduct is simply a factor the SEC will consider in determining the award to a 
whistleblower. 

In determining whether the $1 million in monetary sanctions threshold has been satisfied (a necessary 
precondition for award eligibility), the SEC will aggregate awards from separate proceedings if the 
proceedings were based on the same nucleus of operative facts. 

Impact on FCPA Investigations

The whistleblower provisions of the Dodd-Frank Act will almost certainly result in a significant 
increase in the number of Foreign Corrupt Practices Act (FCPA) investigations initiated by current and 
former employees through allegations related to bribery of foreign officials. In recent years, some of 
the highest SEC recoveries have been in FCPA books and records cases, including, in recent months, 
settlements of $77 million, $137 million, and $218 million. Whistleblowers, who stand to obtain 
awards of 10% to 30% of those staggering amounts, will be highly incentivized to report allegations of 
the books and records provision of the FCPA, which the SEC enforces through civil enforcement 
proceedings. 

Impact on Covered Entities

According to the SEC, through these final rules it has attempted to “incentivize” whistleblowers to use 
company internal compliance programs while simultaneously offering whistleblowers the right to 
contact the SEC directly. Although this compromise may dissuade some from reporting internally, 
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having robust internal mechanisms is still of utmost importance. In light of these rules, companies 
should undertake a thorough review of their internal compliance programs and assess their 
effectiveness. The quality of these programs may significantly impact whether (1) a whistleblower 
approaches the SEC in the first instance, or (2) the employee complains internally and waits to see how 
effectively the company handles the internal complaint. Further, the availability and quality of these 
programs will have a significant effect on whether the SEC decides to initiate an investigation, or 
whether it believes that the company has cured any problematic conduct such that no investigation or 
enforcement action is necessary. 

It is too early to tell whether the final rules will lead to a flood of tips to the SEC that may lack depth 
and credibility, or if the rules will enhance the quality of information and enforcement. Since the 
passage of the Dodd-Frank Act, the SEC has reported that it has seen an increase in high-quality tips. It 
remains to be seen, however, whether increased publicity around whistleblower awards will have an 
adverse impact on the quality of the reports the SEC receives. 

If you have any questions or would like more information on the issues discussed in this LawFlash, 
please contact the authors, Sarah Bouchard (215.963.5077; sbouchard@morganlewis.com) and 
Thomas Linthorst (609.919.6642; tlinthorst@morganlewis.com), or any of the following Morgan 
Lewis attorneys:

Washington, D.C.
Amy Conway-Hatcher 202.739.5953 aconway-hatcher@morganlewis.com
Fred F. Fielding 202.739.5560 ffielding@morganlewis.com
Christian J. Mixter 202.739.5575 cmixter@morganlewis.com
Howard M. Radzely 202.739.5996 hradzely@morganlewis.com

Chicago
Nina G. Stillman 312.324.1150 nstillman@morganlewis.com

Dallas
Ann Marie Painter 214.466.4121 annmarie.painter@morganlewis.com

Los Angeles
John F. Hartigan 213.612.2630 jhartigan@morganlewis.com

Irvine
Carrie A. Gonell 949.399.7160 cgonell@morganlewis.com

New York
Kelly A. Moore 212.309.6612 kelly.moore@morganlewis.com
Robert M. Romano 212.309.7083 rromano@morganlewis.com
Andrew J. Schaffran 212.309.6380 dschaffran@morganlewis.com
Samuel S. Shaulson 212.309.6718 sshaulson@morganlewis.com

Palo Alto
Daryl S. Landy 650.843.7561 dlandy@morganlewis.com

Philadelphia
Sarah E. Bouchard 215.963.5077 sbouchard@morganlewis.com
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Joseph J. Costello 215.963.5295 jcostello@morganlewis.com
Eric Kraeutler 215.963.4840 ekraeutler@morganlewis.com
Dennis J. Morikawa 215.963.5513 dmorikawa@morganlewis.com
Eric W. Sitarchuk 215.963.5840 esitarchuk@morganlewis.com

Princeton
Thomas A. Linthorst 609.919.6642 tlinthorst@morganlewis.com

In addition, Morgan Lewis’s multidisciplinary Financial Regulatory Reform resource team is available 
to assist with a wide range of issues and areas of concern related to the reform effort. You can access a 
complete collection of the firm’s updates and alerts on the subject on our website’s Financial 
Regulatory Reform page.

About Morgan, Lewis & Bockius LLP

With 22 offices in the United States, Europe, and Asia, Morgan Lewis provides comprehensive 
transactional, litigation, labor and employment, regulatory, and intellectual property legal services to 
clients of all sizes—from global Fortune 100 companies to just-conceived startups—across all major 
industries. Our international team of attorneys, patent agents, employee benefits advisors, regulatory 
scientists, and other specialists—nearly 3,000 professionals total—serves clients from locations in 
Beijing, Boston, Brussels, Chicago, Dallas, Frankfurt, Harrisburg, Houston, Irvine, London, Los 
Angeles, Miami, New York, Palo Alto, Paris, Philadelphia, Pittsburgh, Princeton, San Francisco, 
Tokyo, Washington, D.C., and Wilmington. For more information about Morgan Lewis or its 
practices, please visit us online at www.morganlewis.com.

This LawFlash is provided as a general informational service to clients and friends of Morgan, Lewis & Bockius LLP. It should not be construed as, and does not constitute, legal advice on any 
specific matter, nor does this message create an attorney-client relationship. These materials may be considered Attorney Advertising in some states. 

Please note that the prior results discussed in the material do not guarantee similar outcomes. 
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