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December 10, 2014 

DOJ Announces New Cybersecurity Unit in the Criminal 
Division
To address cyber threats on multiple fronts, the DOJ is creating a new Cybersecurity Unit with 
the goal of having both a robust enforcement strategy as well as a broad prevention strategy.
 
In a significant advancement toward combating cyber threats, last week, Assistant Attorney General Leslie R. 
Caldwell, the head of the Criminal Division for the U.S. Department of Justice (DOJ), announced the creation of a 
new Cybersecurity Unit.1 She recognized the need to “address cyber threats on multiple fronts, with both a robust 
enforcement strategy as well as a broad prevention strategy.”  

“Central Hub” on Cybersecurity Issues and Guidance 
As Ms. Caldwell outlined, the prosecutors in the new unit “will provide a central hub for expert advice and legal 
guidance regarding the criminal electronic surveillance statutes for both U.S. and international law enforcement 
conducting complex cyber investigations to ensure that the powerful law enforcement tools are effectively used to 
bring the perpetrators to justice while also protecting the privacy of every day Americans.” The unit, which will be 
housed in the Computer Crime and Intellectual Property Section (CCIPS) of the Criminal Division,2 will work 
closely with law enforcement, the private sector, and Congress.  

Ms. Caldwell underscored the importance of working closely with the private sector on cybersecurity issues. She 
indicated that the new unit “will be engaging in extensive outreach to facilitate cooperative relationships with our 
private sector partners” as the government “cannot and will not wage” the battle alone. She also hopes to have a 
larger public discussion to promote a better understanding of the role of privacy in criminal investigations. Ms. 
Caldwell highlighted the recent example of public outreach in which the DOJ provided a white paper to address 
uncertainty on the issue of whether the Stored Communications Act3 bars communications service providers 
“from voluntarily disclosing ‘aggregate’ non-content information to the government.”4 In sum, the white paper 
concluded that “many of the characteristics of cyber threats can be shared, if they do not pertain to any specific 
customers or subscribers.” 

Practical Implications 
In the face of daily reports of significant hacking and computer intrusions, the new Cybersecurity Unit is an 
encouraging development on several fronts. First, the unit will be able to take a broad view on cybersecurity 
matters across enforcement and public policy areas. As an example, lessons learned on enforcement matters 
may lead to, or may better inform, public policy and legislative proposals.  

Second, the unit is placed within CCIPS, which has a strong track record in addressing computer crime and 
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intellectual property issues since the 1990s. Given CCIPS’s history and background on these matters, it is an 
ideal section for the new unit in the DOJ’s Criminal Division. Among other matters, CCIPS has provided 
leadership and guidance to federal prosecutors through the years on the collection of electronic evidence. CCIPS 
trial attorneys have supported and worked with Computer Hacking and Intellectual Property (CHIP) prosecutors 
on significant computer intrusion and intellectual property issues and matters. CCIPS has also worked closely 
with the National Advocacy Center on the training of federal prosecutors, among other duties and 
accomplishments. The leadership of the new unit on cybersecurity issues will fit nicely into the existing framework 
and channels used to support and provide guidance within the DOJ. By assisting more than 270 CHIP 
prosecutors in the CHIP Network, CCIPS learns of emerging cyber issues across the country.    

Third, the speech reinforces the role of information sharing between the government and private sector. 
Information sharing is increasingly recognized as an essential component of an effective cybersecurity strategy. 
Recent government reports have highlighted information sharing as necessary to protect against cyber threats.5 
Congress has also been debating legislation to promote information sharing.6  

Fourth, a public debate and understanding about the role of law enforcement on privacy issues is welcome. As 
the speech recognizes, a key cornerstone of this understanding is based on trust. While prosecutors and agents 
work to solve crimes and try to make victims whole, the public would benefit from a better understanding about 
how law enforcement tools are employed and the checks and balances that are used in the criminal justice 
process.   

There are a few unanswered questions from the speech: Who will lead the unit? How many prosecutors will serve 
in the unit? Will new resources and prosecutors be dedicated to the significant objectives and tasks charged to 
the unit? Although it remains to be seen what leadership and guidance will come from the new unit, the 
announcement is an encouraging first step that demonstrates the government’s commitment to a focused 
approach in addressing cybersecurity. 

Contacts 
If you have any questions or would like more information on the issues discussed in this LawFlash, please contact 
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 +1.650.843.7212  
Chicago 
Merri Jo Gillette  +1.312.324.1134  mgillette@morganlewis.com   
 
Philadelphia 
Greg T. Parks  +1.215.963.5170  gparks@morganlewis.com  
 
Philadelphia/New York 
Barbara Murphy Melby  +1.215.963.5053 bmelby@morganlewis.com   
 +1.212.309.6153  
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