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Are cryptocurrencies a dangerous bubble
set to explode or the future of financial tech-
nology? Should they be regulated and
enforced as property, a security, a commodity,

or a virtual convertible currency? Presiding at the Berkshire
Hathaway 2018 annual shareholder meeting, famed investor and
CEO Warren Buffet described the cryptocurrency Bitcoin as
“probably rat poison squared.”1 Charles Munger, Berkshire’s
vice-chairman, added that cryptocurrencies are “just dementia.”2

Darren Marble, CEO of CrowdfundX, countered: “Years from
now, when the dust settles, Warren Buffett’s miss on Bitcoin will
be the biggest miss of his career…. How could someone who
doesn’t use email possibly appreciate Bitcoin? They can’t.”3

With cryptocurrency prices soaring and falling tremendously
since 2017 and new virtual currencies, blockchain-based companies,
and Initial Coin Offerings (ICOs) coming out on a weekly basis,
how will the “crypto-sheriffs” police this new financial Wild West?
In addition to the Internal Revenue Service (IRS), the Securities
and Exchange Commission (SEC), the Commodities Futures Trading

Commission (CFTC), the Department of Treasury’s Financial
Crimes Enforcement Network (FinCEN), and state regulators have
each claimed authority to regulate and enforce a part of the “crypto-
frontier,” at times creating overlapping jurisdiction. Their ability
to work together in this fluid environment and to create new rules,
regulations, and law enforcement techniques to address the unique
aspects of virtual currency will determine whether the Wild West
of cryptocurrency enforcement will be won.

ow has the SEC’s mission to “protect investors, maintain
fair, orderly and efficient markets and facilitate capital
formation” intersected with the cryptocurrency world?4

On the one hand, the cryptocurrency world thus far has
been a miniscule but growing blip on the SEC’s radar. For instance,
there was approximately $4 billion raised in ICOs in 2017 (many
ICOs are similar to initial public offerings and operate as a means
for blockchain-based businesses to raise funds for new projects
by selling digital tokens that confer some value or right to the
users).5 In contrast with this $4 bilaion raise, there were approx-
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imately $75 trillion in securities traded annually on U.S. equity
markets involving 4,100 exchange-listed public companies with
a market capitalization of $31 trillion.6 Thus, though growing
exponentially, the cryptocurrency market comparatively constitutes
well less than one percent of the overall financial market.

On the other hand, the SEC realizes it needs to proactively
get in front of regulating and enforcing laws dealing with cryp-
tocurrencies before the investor public gets overrun with fraudulent,
deceptive, and illegal activity. Thus, over the last number of years,
the SEC has taken an expansive role of its jurisdiction, viewing
the issuance of virtual currencies as “securities” in most instances.
In 2013, former SEC Chair Mary Jo White stated: “Regardless
of whether an underlying virtual currency is itself a security,
interests issued by entities owning virtual securities or providing
returns based on assets such as virtual currencies likely would be
securities and therefore subject to our regulation.”7 The SEC
concluded that cryptocurrencies constitute “securities,” regardless
of how they are labelled, if they fall within the “investment con-
tract” category of securities.

ver 70 years ago, the U.S. Supreme Court in SEC v. W. J.
Howey Company8 defined an “investment contract” as a
contract, transaction, or scheme in which 1) a person invests
money in a common enterprise, 2) with a reasonable expec-

tation of profits, 3) to be derived solely from the entrepreneurial
or managerial efforts of others. The “Howey test” was designed
to be “flexible” and “capable of adaptation to meet the countless
and variable schemes devised by those who seek the use of the
money of others on the promise of profits.”9 Simply calling cryp-
tocurrency a “currency” or a “utility token” does not make it a
security since the economic realities and substance of transaction,
not its form, will control.10 Under this test, Jay Clayton, the current
SEC chair, has publicly stated in numerous settings that all the
cryptocurrency offerings he has seen are securities, none of which
have been registered and all of which have been traded on unlicensed
and unapproved trading platforms. Since July 2017, warnings by
the SEC and Chair Clayton to the public have included:
• In July 2017, the SEC issued investor bulletin warnings about
ICOs11 and a Report of Investigation under Section 21(a) of the
Securities Exchange Act of 1934 describing an SEC investigation
of a decentralized autonomous organization (DAO) and its use
of distributed ledger or blockchain technology to sell DAO
Tokens, a virtual currency, to raise capital; the SEC determined
that DAO Tokens were securities and those who sold them had
to comply with federal securities laws.12

• In September 2017, the SEC created a new Cyber Unit to focus,
among other things, on violations involving distributed ledger
technology and ICOs.13

• In November 2017, Chair Clayton, speaking at an Institute on
Securities Regulation conference said, “I have yet to see an ICO
that doesn’t have a sufficient number of hallmarks of a secu-
rity…. There is also a distinct lack of information about many
online platforms that list and trade virtual coins or tokens offered
and sold in ICOs.”14

• In December 2017, Chair Clayton in an official SEC “Statement
on Crypto currencies and Initial Coin Offerings” warned Main
Street investors: “By and large, the structures of [ICOs] that I have
seen promoted involve the offer and sale of securities and directly
implicate the securities registration requirements and other investor
protection provisions of our federal securities laws.”15

• In January 2018, Chair Clayton at the Securities Regulation
Institute relayed a “simple” and “stern” message to securities
lawyers not to help clients structure cryptocurrency offerings
with many key features of securities offerings but advise the

clients that these products were not securities; he said the SEC
staff would be on “high alert” for advice that ran contrary to
the “spirit of our securities laws and the professional obligations
of the U.S. securities bar.”16

• In February 2018, Chair Clayton testified before the Senate
Banking, Housing and Urban Affairs Committee, opining: “I
believe every ICO I have ever seen is a security…. ICOs that are
securities offerings, we should regulate them like we regulate
securities offerings. End of story.”17

• In March 2018, the SEC’s “Statement on Potentially Unlawful
Online Platforms for Trading Digital Assets,” warned investors
about unregistered online trading platforms trading virtual cur-
rencies and offered a lengthy list of questions investors should
ask before trading on such platforms.18

• In April 2018, Chair Clayton spoke at Princeton University on
“Cryptocurrency and Initial Coin Offerings,” noting that while
not all ICOs were fraudulent, the SEC must stop the ICO fraudsters
in order to help the ICO industry mature overall.19

• In May 2018, the SEC set up a fake ICO website—howey -
coins.com—complete with phony celebrity promoters that pur-
ported to be the “only coin offering that captures the magic of
coin trading profits and the excitement and guaranteed returns
of the travel industry” on an SEC-compliant exchange registered
with the U.S. government. Through this website, the SEC has
sought to educate the investing public about the various methods
of fraud used in similar offerings.
• In June 2018, William Hinman, director of the SEC’s Division
of Corporate Finance, spoke at the Yahoo Finance All Markets
Summit: Crypto and reemphasized that central to determining
whether cryptocurrency is being sold as a security is whether it
is part of an investment to nonusers by promoters to develop the
enterprise.20 However, he made clear that when there is no longer
any central enterprise being invested in—as with Bitcoin or
Ether—or when the digital asset is sold only to be used to purchase
a good or service available through the network on which it was
created, the sale of such digital asset most likely does not constitute
a security.21

On the enforcement side, the SEC has brought enforcement
actions relating to virtual currency against Ponzi schemers and
fraudulent, unregistered virtual currency and ICO promoters. In
July 2013, it filed its first action in SEC v. Shavers22 against an
individual who allegedly ran a Ponzi scheme based on Bitcoin-
dominated investments. While the defendant argued that the SEC
lacked jurisdiction since the Bitcoin investments did not constitute
securities, the court held that the transactions met the Howey
test as an investment contract subject to the SEC’s jurisdiction.23

Since Shavers, the SEC has brought numerous other enforcement
cases focused on registration failures by operators of virtual cur-
rency-related enterprises.24

Since late 2017, the SEC has brought numerous enforcement
actions relating to ICOs. For example, in September 2017, the
SEC filed a complaint against two companies and their owner,
Maksim Zaslavskiy, for fraudulent conduct relating to two ICOs
that offered tokens for diamond and real estate investments with
promises of high profits, even though neither company had “any
real operations,” lacked any of the purported “team of lawyers,”
and could not pay investors any returns.25 In Novem ber 2017,
the U.S. Department of Justice (DOJ) charged Zaslavskiy with
federal criminal securities fraud and conspiracy violations in con-
nection with his alleged fraudulent cryptocurrency ICO scheme.26

In December 2017, the SEC obtained an emergency asset freeze
to halt an ICO fraud by repeat securities law violator Dominic
Lacroix that raised up to $15 million from thousands of investors
in four months by promising a 1,354 percent profit in less than
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29 days.27 Also, in December 2017, the SEC obtained a cease-
and-desist order against California-based Munchee, Inc., a com-
pany selling unregistered digital MUN tokens for its blockchain-
based food review service through an ICO that touted the efforts
by the company to increase the value of the tokens and support
a secondary market for them.28

In April 2018, the SEC and DOJ brought parallel civil and
criminal cases against two Florida men who solicited investments
in a $32 million ICO for the Centra Token that falsely claimed it
was backed by major payment processors like Visa, MasterCard,
and Bancorp.29 The defendants are alleged to have completely
fabricated two company executives on its website, promised a
fictional dividend, and paid celebrities (music producer DJ Khaled
and former boxing champion Floyd Mayweather) to promote
the Centra ICO.30

More recently, in September 2018, the SEC filed securities
charges against an international securities dealer, 1pool Ltd., aka
1Broker, and its Austria-based CEO Patrick Brunner in connection
with security-based swaps funded with bitcoins.31 “Interna tional
companies that transact with U.S. Investors cannot circumvent
compliance with the federal securities laws by using cryptocur-
rency,”said Shamoil Shipchandler, SEC Director of the Fort Worth
Regional Office.32

Understanding that it stands on the precipice of exponential
growth of cryptocurrency transactions and ICOs, the SEC has
shown that it will prosecute aggressively those who operate fraud-
ulent cryptocurrency schemes, shut down expeditiously those who
fail to register virtual currency securities and to license virtual cur-
rency platforms and exchanges, and advise proactively the investing
public about the dangers they face from cryptocurrency investments.
However, as SEC Chair Clayton has ack nowledged, the SEC lacks
authority over transactions in currencies or commodities, including
currency trading platforms, as well as over utility tokens that do
not have the hallmarks of securities.33 As such, the SEC’s ability
to regulate and enforce its laws in the cryptocurrency world is
necessarily limited, requiring it to work with other agencies and/or
seek enhanced jurisdiction from Congress.

he CFTC has taken the position that virtual currency is a
commodity and therefore subject to its oversight under
the Com modity Exchange Act (CEA).34 On March 6,
2018, the CFTC’s cryptocurrency jurisdiction was con-

firmed in CFTC v. Patrick K. McDonnell and Cabbagetech,
Corp. dba Coin Drop Markets, a case in which the CFTC had
sued the defendants under the CEA for operating a deceptive
and fraudulent virtual currency scheme.35 The defendants argued
that the CFTC lacked authority to regulate cryptocurrency as a
commodity or exercise its jurisdiction over fraud that does not
directly involve the sale of futures or derivative contracts. U.S.
District Judge Jack Weinstein ruled that since virtual currencies
were “goods” exchanged in a market for a uniform quality and
value, they fell well within the common definition of “commodity”
under the CFTC’s jurisdiction.36 Recently, in October 2018, a
Massachusetts district court in CFTC v. My Big Coin Pay, Inc.,37

confirmed the CFTC’s authority to regulate virtual currency as a
“commodity” under the CEA even when there were no current
futures contracts for the virtual currency.

While the SEC and CFTC have overlapping jurisdictions,
rather than compete, they have publicly stated their commit ment
to coordinate on enforcement efforts in the virtual currency arena.
SEC Chair Clayton and CFTC Chair J. Christopher Giancarlo,
in a show of coordinated action, jointly penned an article in The
Wall Street Journal on January 24, 2018, stating: “The CFTC
and SEC, along with other federal and state regulators and

criminal authorities, will continue to work together to bring
transparency and integrity to these [cryptocurrency] markets and,
importantly, to deter and prosecute fraud and abuse.”38 This
statement of coordination in virtual currency enforcement actions
echoed the statement issued the week before by the SEC and
CFTC Enforcement Directors.39 Indeed, the CFTC has formed
an internal virtual currency enforcement task force that has
worked cooperatively with its counterparts at the SEC.40

Since late 2017, the CFTC has aggressively brought numerous
enforcement actions against virtual currency defrauders. In
September 2017, it brought its first virtual currency anti-fraud
enforcement action involving Bitcoin against Gelfman Blue print,
Inc. and its chief executive officer Nicholas Gelfman for operating
a Bitcoin Ponzi scheme that obtained more than $600,000 from
at least 80 customers by falsely promising to employ a high-fre-
quency, algorithmic trading strategy to trade Bitcoin and then mis-
representing the results of the strategy.41 Then, in January 2018,
the CFTC brought three cryptocurrency enforcement actions
against: 1) My Big Coin Pay, Inc., which charged the defendants
with commodity fraud and misappropriating over $6 million from
customers through its sale of a virtual currency (My Big Coin) by,
among other things, transferring customer funds into personal
bank accounts and using those funds for personal expenses and
the purchase of luxury goods;42 2) The Entrepreneurs Head -
quarters, Ltd., which charged the defendants with engaging in a
fraudulent scheme to solicit Bitcoin and making Ponzi-style payments
to commodity pool participants from other participants’ funds,
among other allegations;43 and 3) CabbageTech, Corp., which
charged the defendants with fraud and misappropriation in con-
nection with purchases and trading of Bitcoin and Litecoin.44

Not only has the CFTC actively engaged in enforcement
actions, it also has encouraged the growth of regulated virtual
currency derivatives (futures, options and swaps) trading platforms.
In 2016, just one year after sanctioning the same trading platform
for wash trading, the CFTC granted formal registration to TeraEx -
change, an early entrant in the market for Bitcoin financial deriv-
atives.45 In July 2017, the CFTC approved LedgerX LLC, the
first federally regulated Bitcoin options exchange platform in the
United States.46 In December 2017, the CFTC allowed the CME
Group Inc. and Cboe Global Markets Inc. to start offering Bitcoin
futures, an action that helped spike an 80 percent jump in the
spot market.47

Like the SEC, the CFTC has recognized the limitations of its
authority as it does not have jurisdiction under the CEA over
markets or platforms conducting cash or “spot” transactions in
virtual currencies or over participants on such platforms; indeed,
no U.S. federal regulator has any oversight authority over spot
virtual currency platforms in the United States or abroad.48

Without such authority in these areas, the CFTC cannot impose
registration requirements, surveillance and monitoring, transaction
reporting, capital adequacy, trading system safeguards, or cyber
security examinations on the participants.49

inCEN, a federal agency in charge of protecting the
integrity of the U.S. financial system, has joined other
federal regulators to assert authority to regulate virtual
currency pursuant to its mandate under the Bank Secrecy

Act (BSA) to police money laundering. Like other government
en forcers, FinCEN proclaims its desire to “promote the positive
financial innovations associated with [virtual currency’s] technology,
while protecting our financial system from criminals, hackers,
sanctions-evaders, and hostile foreign actors.”50 In guidance
issued in March 2013, FinCEN classified persons who create,
obtain, distribute, exchange, accept, or transmit virtual currencies
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into three groups: users, administrators, and exchangers.51 Users
who obtain virtual currency and use it to purchase real or virtual
goods or services are not subject to FinCEN’s regulations. Ad -
ministrators who engage as a business in issuing, putting into
circulation, or redeeming a virtual currency, and exchangers who
engage as a business in the exchange of virtual currency for tra-
ditional currency, funds, or other virtual currency, are subject to
the full panoply of FinCEN’s registration, reporting, and record-
keeping requirements for “money services businesses” (MSBs).
Those MSB requirements include registration, know your customer
(KYC) regulations, anti-money laundering (AML) programs,
obtaining customer identification information, and filing suspicious
activity and currency transaction reports.52

FinCEN has taken an expansive view of the type of activity
that falls under its jurisdiction. In an advisory ruling in October
2014, FinCEN stated that a virtual currency trading platform
that matched buyers and sellers of virtual currency acted as a
money transmitter subject to FinCEN’s regulations, even though
the trading platform did not transact directly with either party
and served only as facilitating broker.53 FinCEN explained that
the “method of funding the transactions is not relevant to the
definition of money transmitter” and that the term encapsulates
any person that accepts currency in whatever form “with the
intent and/or effect of transmitting” currency in whatever form
to another person or location.54 Thus, any entity that plays a
role in the movement of virtual currency from one party to
another may be subject to FinCEN’s jurisdiction.

The power of FinCEN’s MSB requirements to mandate admin-
istrators and exchangers of virtual currency to obtain identification
information of the virtual currency’s user and source of funds is
that they provide law enforcement with the ability to work its
way through the blockchain to track down the actual person
identified in potentially illegal cryptocurrency transactions.
FinCEN regularly re ceives over 1,500 Suspicious Activity Reports
(SARs) per month from MSBs and financial institutions describing
potentially illegal activity involving virtual currency.55 This illicit
activity has encompassed abusing virtual currency to facilitate
cybercrime, black market sales of illicit products and services,
and other high-tech crimes. FinCEN maintains a team of analysts
to examine BSA filings from virtual currency MSBs including
filings pertaining to digital coins, tokens, and ICOs to “proactively
identify trends and risks for money laundering, terrorist financing,
and other financial crimes, and provide this information to U.S.
law enforcement and other government agencies.”56 These analysts
also have worked with the IRS to comprehensively examine to
date approximately one-third of the over 100 virtual currency
exchangers and administrators that have registered with FinCEN.

In addition to these examinations, starting in 2015, FinCEN
has brought significant enforcement actions against exchanges
and individuals who operate exchanges. In May 2015, FinCEN
initiated its first action against a U.S. virtual currency exchange,
Ripple Labs, over allegations that Ripple Labs failed to register
as a MSB in connection with selling its virtual currency, XRP,
and failed to maintain an AML program. Ripple Labs agreed to
pay a civil money penalty of $700,000 and also resolved potential
criminal charges with the DOJ by forfeiting $450,000.57 In 2015,
the FinCEN working with the DOJ brought criminal charges
against Anthony Murgio and his co-conspirators for operating
Coin.mx, an unregistered Internet-based Bitcoin exchange, through
which he processed more than $10 million in illegal bitcoin trans-
actions; he pled guilty and in June 2017 was sentenced to 5½
years in prison.58 In July 2017, FinCEN brought its first case
against a foreign virtual currency exchanger, BTC-e, and assessed
its largest penalty to date—$110 million—against BTC-e for vio-

lating U.S. AML laws.59 BTC-e was one of the largest virtual
currency exchangers by volume in the world and facilitated trans-
actions involving ransomware, computer hacking, identity theft,
tax refund fraud schemes, public corruption and illegal drug sales
on dark net markets like Silk Road, Hansa Market, and Alpha -
Bay.60 FinCEN coordinated with the DOJ, IRS, FBI, U.S. Secret
Service, and Homeland Security Investigations to bring criminal
charges of money laundering and operating an unlicensed money
service business with a potential sentence of well over 10 years’
imprisonment against Alexander Vinnik, one of BTC-e’s operators,
and assess him a $12 million penalty.61 This action leaves no
doubt that FinCEN is willing to pursue virtual currency activity
that subverts U.S. law, regardless of where the offender is incor-
porated or domiciled.

FinCEN also has worked in tandem with state licensing author-
ities around the country to regulate those who are permitted to
handle people’s virtual currency. These state money transmitting
licensing regimes typically require detailed information about the
cryptocurrency exchange’s business plans, financial statements,
and compliance and cybersecurity programs, as well as requiring
the entity to be bonded and have the executives submit to back-
ground checks and regular auditing. For instance, starting in 2015,
New York instituted a “Bit License,” a business license that covers
substantially all “virtual currency business activity” to the extent
it touches New York or its residents. Through March 2018,
however, the New York Department of Financial Services had
only issued four BitLicenses, after a comprehensive review of each
company’s anti-money laundering, capitalization, consumer pro-
tection and cybersecurity policies.

iven the overlapping jurisdictions and gaps in enforcement,
there are many steps that Congress and law enforcement
agencies can take to address the potential cryptocurrency-
related crimes, ranging from Ponzi and other fraudulent

schemes to tax evasion, money laundering, terrorist financing,
and outright theft. On one extreme, the U.S. can follow the
enforcement and regulatory models of countries like Bang ladesh,
Bolivia, Ecuador, Kyrgyzstan, Mor occo, Nepal, Vietnam, and,
more recently, China and South Korea that have banned cryp-
tocurrencies and/or shut down virtual currency online exchanges
and ICOs completely.62 Such a black-and-white enforce ment
model offers certain immediate advantages since it does not
require lengthy and detailed examinations of virtual currency
exchangers or online trading platforms or a taxpayer’s basis in a
virtual currency—it simply bans and criminalizes all actions asso-
ciated with cryptocurrencies. It is a strategy consistent with that
adopted by certain financial institutions like Bank of America,
Citigroup, Lloyds Banking Group, and J.P. Morgan Chase, all of
which have agreed to no longer allow cryptocurrencies to be
purchased with their credit cards.63 Internet companies, like
Google, Facebook and Twitter, also have stated that they will
ban all online advertisements for cryptocurrencies. The disad-
vantages of this “complete ban” strategy, however, are those
repeatedly voiced by all government regulators themselves. Since
this financial technology has the potential, if properly regulated,
to revolutionize financial markets and bring increased transparency,
efficiency, and access not only to Wall Street but also to Main
Street investors and consumers, completely banning virtual cur-
rencies will stunt innovation and divert these currencies onto
unregulated, unlicensed platforms and facilitate illicit uses.

Another enforcement path lies with Congress either providing
greater jurisdiction to the SEC, CFTC, and FinCEN to address
the gaps in their oversight or creating a new agency, like a
Cryptocurrency Exchange Commission (CEC), and invest it with
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powers to cover all aspects of virtual cur-
rency transactions.64 Such an agency would
not have the SEC’s limitations of being
unable to regulate utility tokens or money
transmission businesses, the CFTC’s lack
of jurisdiction to regulate participants,
markets, or platforms conducting cash or
“spot” transactions in virtual currencies,
or FinCEN’s inability to impose uniform
national regulation and enforcement of
money services businesses currently subject
to the myriad of state licensing regimes.
This type of an agency would be able to
better centralize policy-making and enforce-
ment, work with domestic constituents and
its international counterparts since virtual
currencies know no boundaries, and pro-
vide clearer and more enhanced protections
to consumers and participants in the cryp-
tocurrency world going forward.65 Con -
gress created the SEC in 1934 to implement
greater federal regulation of the securities
market, while the CFTC was formed in
1974 to improve regulation of the futures
and options markets and the FinCEN was
established in 1990 to combat money laun-
dering, terrorist financing and other finan-
cial crimes. Now, it is time for Congress
to create the CEC as the federal “crypto-
sheriff” to strike the right balance in reining
in the Wild West of Cryptocurrency.

As CFTC Chair Giancarlo accurately
expressed, such a balance is crucial in
taking advantage of the potential that cryp-
tocurrency has to offer while mitigating
its downside risks:

We are entering a new digital era in
world financial markets. As we saw
with the development of the Internet,
we cannot put the technology genie
back in the bottle. Virtual currencies
mark a paradigm shift in how we
think about payments, traditional
financial processes, and engaging in
economic activity. Ignoring these
developments will not make them go
away, nor is it a responsible regulatory
response…. With the proper balance
of sound policy, regulatory oversight
and private sector innovation, new
technologies will allow American
markets to evolve in responsible ways
and continue to grow our economy
and increase prosperity.66                      n
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