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May 22, 2010, the first reported Bitcoin transaction
occurred when a Florida man offered to pay for
two large Papa John’s pizzas with 10,000 bitcoins.1

Those pizzas cost the British man who took up the
offer $25 back then. Today, they would be worth over $60 million
as the “Wild West” of cryptocurrency has arrived. Few would
have predicted that when the enigmatic Satoshi Nakamoto pub-
lished a nine-page White Paper in October 2008 laying out the
blockchain foundations of Bitcoin,2 less than a decade later the
cryptocurrency market would be measured in the hundreds of
billions of dollars, having grown exponentially with the capacity
to transform every industry across the globe.

The speed with which cryptocurrency has emerged in the

financial world has outstripped the speed with which financial
agencies have been able to regulate it and enforce potentially
outdated laws to protect financial markets and Main Street par-
ticipants. In the United States, law enforcement agencies have
struggled to decide exactly what cryptocurrency is. To the Internal
Revenue Service (IRS), it is “property” potentially subject to
capital gains treatment.3 To the Securities and Exchange Com -
mission (SEC), it may be a “security,” depending on how it is
issued or used subject to registration and reporting requirements.4

To the Commodity Futures Trading Commission (CFTC), it is a
“commodity,”5 while to the Department of Treasury’s Financial
Crimes Enforcement Network (FinCEN), it is treated mostly as
a “convertible virtual currency.”6

Nathan J. Hochman is deputy chair of Morgan, Lewis & Bockius LLP’s White Collar Litigation and Government Investigations practice. He formerly worked
as assistant attorney general for the U.S. Department of Justice’s Tax Division and as an assistant U.S. attorney for the Central District of California.
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To appreciate how the “crypto-sheriffs” have attempted to
enforce the current laws on the books to address “crypto-schemes,”
“crypto-fraud,” and other forms of “crypto-crime,” it is important
to understand how cryptocurrency works and the types of crimes
that may emanate from its use.

What is Cryptocurrency?

Cryptocurrency or virtual currency is broadly speaking a digital
representation of value that may function as a medium of exchange,
a unit of account, and/or a store of value. The revolutionary
aspects of this currency are that it does not require a central
authority like a bank to act as the gatekeeper for the currency
transactions; instead, it runs on a decentralized peer-to-peer global
network of computers that rely on network participants to validate
and log transactions on a permanent, public distributed ledger,
commonly known as a blockchain.

Bitcoin is the most widely known form of cryptocurrency,
though there are over 1,500 alternatives (“altcoins”) including
the widely transacted Ether, Litecoin, and Ripple. To understand
a cryptocurrency transaction, one can use a hypothetical Bitcoin
transaction as an example. Assume “Bob” wants to transfer to
“Lisa” 10 bitcoins valued at $10,000 each to purchase $100,000
of goods from Lisa. Bob has 10 bitcoins in his Bitcoin wallet,
which is like an electronic folder where he stores his digital cur-
rency; Lisa also has a digital wallet. Bob and Lisa have “public
keys” to their digital wallets, which are cryptographically generated
digital addresses analogous to bank account numbers. Bob sends
Lisa a message transmitting his 10 bitcoins to Lisa’s public key
and “signs” it with his “private key,” a randomly generated string
of alphanumeric characters known only to Bob that function
like a PIN for his bank account. The difference between a PIN
number and a private key, however, is that if Bob loses his private
key, there is no way to recover it and thus no way to access any
cryptocurrency in his digital wallet. The Bob-Lisa transfer of 10
bitcoins is then broadcast to a decentralized global network for
verification. Participants in the network, called miners, use a pre-
determined verification process to confirm whether Bob is the
rightful owner of those 10 bitcoins. If they are the first to solve
a mathematical puzzle relating to this transaction, new virtual
currency coins are generated and awarded to that miner. After
verification, the transaction settles, is time-stamped, and perma-
nently recorded as part of another block on the blockchain. The
verification process, which happens very quickly, helps ensure
the security of the transaction since no individual entry can be
altered without changing every previous entry on the blockchain
on the majority of computers in the global network.

The advantages to the financial transaction of Bob and Lisa
are manifold. First, the transaction occurs without any interme-
diary—like a financial institution—but directly between Bob and
Lisa. Second, there are no wire transaction fees, credit reports,
collateral requirements, or escrow commissions involved in the
transaction (other than minor “miner” transaction fees incurred).
Third, the transaction transpires in minutes rather than hours or
days as the funds do not need to move from one bank to another.
Fourth, the transaction does not require Bob or Lisa to know
each other; as long as Bob has Lisa’s public key to her digital
account, they both can remain anonymous to each other. The
blockchain records their digital addresses but does not otherwise
reveal any other aspect of identity or location. Fifth, the transaction
can occur from anywhere in the world as long as the parties have
access to the Internet, whether the parties are literally sitting next
to each other in a room or separated across the globe. Sixth,
once the transaction is accomplished and recorded on the
blockchain, it is final, cannot be reversed, and is transparent

since the entire history of the blockchain can be viewed anywhere
in the world at any time of the day or night.7

What if Lisa wants to convert her 10 bitcoins into traditional
or “fiat” currency (e.g., U.S. dollars, euros, Japanese yen)? There
are several options: she can exchange her bitcoins directly with
any person willing to buy them for traditional currency or she
can exchange them through a virtual currency exchanger—e.g.,
Coinbase, the largest virtual currency exchanger in the United
States. These exchangers function as a link between virtual cur-
rencies and traditional currencies since they can accept conventional
checks, credit card, debit card, or wire transfer payments in
exchange for virtual currency, exchange one virtual currency for
another virtual currency, and exchange virtual currency for tra-
ditional currency. Through these exchangers, virtual currencies
can now be used for purchases from over 100,000 merchants
(e.g., Overstock.com, Home Depot, Dell, Amazon, Microsoft,
and Expedia). Virtual currency exchangers also provide digital
wallet services that help users quickly authorize virtual currency
transactions; millions of users have taken advantage of these
digital wallets provided by exchangers. For example, Coinbase,
which started in 2012, maintains over 5 million wallets with
wallet services available in 190 countries and over $50 billion
traded on its exchange.8 Its wallets can be readily ac cessed through
a computer or mobile device like a smartphone.

While many champion cryptocurrency as a highly innovative
medium for financial transactions, cryptocurrency’s opponents
decry it as fraud. For instance, Warren Buffet, the “Oracle of
Omaha” and CEO of Berkshire Hathaway, has stated emphat-
ically that “[i]n terms of cryptocurrencies, generally, I can say
with almost certainty that they will come to a bad ending.”9

Charlie Munger, vice-chairman of Berkshire Hathaway, has been
even more pessimistic about the cryptocurrency craze, calling it
“totally asinine” and a “noxious poison.”10 Jamie Dimon, the
CEO of JPMorgan Chase, has described cryptocurrency mania
as “worse than [the] tulip bulb [craze in the 17th century].…
Someone is going to get killed. Currencies have legal support.
It will blow up.”11

Enforcement Concerns

For U.S. regulators and law enforcement officials, figuring out
how to regulate and enforce laws in a virtual currency world
that can operate anonymously, electronically, incredibly quickly,
across borders, and without intermediaries or paper trails poses
unique problems. These problems include using cryptocurrency
to: 1) facilitate crimes ranging from narcotics trafficking and
child pornography to money laundering, ransomware, and terrorist
financing (Christine Lagarde, the head of the Inter national
Monetary Fund, has warned that cryptocurrencies can become a
“major new vehicle for money laundering and the financing of
terrorism”12); 2) promote tax evasion by hiding income; and 3)
defraud individuals and companies through Ponzi schemes and
similar market manipulations involved in initial coin offerings
and cryptocurrency-based businesses.

In addition, outright theft is a serious concern. Since cryp-
tocurrency acts like “cash on steroids” because it is not only
anonymous but can be moved instantly to any digital wallet any-
where in the world, thieves have hacked into and stolen cryp-
tocurrency from exchanges. For example, in January 2018, over
$500 million of a digital currency called NEM was stolen when
thieves hacked into Coincheck, Inc., one of Japan’s biggest cryp-
tocurrency exchanges.13 This followed the 2013-2014 theft of
approximately 850,000 bitcoins worth at the time more than
$450 million from Mt. Gox, a Japanese bitcoin exchange handling
over 70 percent of all bitcoin transactions worldwide in that
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period.14 Large-scale theft continued in August 2016, when over
115,000 bitcoins worth about $72 million were stolen from the
exchange platform Bitfinex in Hong Kong.15 In addition, crooks
have hacked people’s digital wallets to steal their cryptocurrency,16

stolen powerful computers used to “mine” for virtual currencies,17

embezzled virtual currency from their employers,18 and forced
individuals through threats and violence to physically hand over
their private keys, unlocking all their virtual currency.19

In light of the enormity and diversity of the crimes that may
be associated with cryptocurrency, U.S. regulatory agencies—the
IRS, the SEC, the CFTC, and the FinCEN—have begun to try a
number of approaches to enforce current laws and to modify
such laws to adapt to this new technology.

Prior to 2014, the IRS had not weighed in on how cryptocur-
rencies should be treated for tax purposes. It had a choice: it
could treat cryptocurrency as a traditional “currency” like a U.S.
dollar or European euro that is designated as legal tender, circulates,
and is customarily used and accepted as a medium of exchange,
or it could treat it as “property” similar to a stock or bond. If
designated as “currency,” cryptocurrencies’ use in financial trans-
actions would not have intrinsic gain or loss that could be taxed
upon sale or exchange. If classified as “property,” each time the
cryptocurrency was sold or exchanged in any transaction, it
would generate a taxable gain or loss depending on the taxpayer’s
cost to purchase the cryptocurrency, as adjusted (i.e., the taxpayer’s
adjusted tax basis). In IRS Notice 2014-21, the IRS chose the
latter option, viz., treating any virtual currency that could be
converted into traditional currencies as property.20 The significance
of this ruling cannot be understated. As property, every time a
virtual currency is used to buy any goods, pay for any services,
or exchanged for any other virtual or traditional currencies, the
taxpayer has to determine: 1) its cost basis in the currency
(typically, the fair market value (FMV) of the virtual currency at
the time he or she obtained it), 2) any adjustments to cost basis
after obtaining it, 3) the FMV of the property or service received
at the time it is sold or exchanged, and 4) any resulting taxable
gain or loss from that sale or exchange. For example, if one buys
a pair of $100 shoes on Amazon with virtual currency, one would
have to figure out the cost basis of that virtual currency when it
is obtained (e.g., $50, assuming it was purchased for $50), any
adjustments after obtaining it (assuming none), the FMV of the
shoes received for the virtual currency ($100 in this case), and
the amount of gain realized ($50, the difference of $100 of FMV
received and $50 adjusted cost basis). That $50 gain would then
have to be reported on one’s tax return. There is no de minimis
exception to this reporting requirement.

With millions of virtual currency transactions happening
annually, the IRS expected a torrential rainstorm of reporting
after 2014. Instead, less than a light drizzle of 1,000 taxpayers
reported a virtual currency transaction in 2014 or 2015.21 In

September 2016, the IRS was criticized by the Treasury Inspector
General for Tax Administration for doing very little to identify
and address “taxpayer noncompliance issues for transactions
involving virtual currencies.”22

In light of this criticism and facing an abysmal rate of virtual
currency transaction self-reporting, how has the IRS decided to
encourage increasing taxpayer compliance? The answers can be
found in the playbook of how the IRS has confronted the problem 

of unreported offshore income. For years prior to 2008, Congress
held numerous hearings complaining that there was $100 billion
of unreported U.S. taxpayers’ income overseas. Recently, it was
estimated that there was approximately $25 billion of cryptocur-
rency-related taxes owed in 2017 with a tremendous amount of
underreporting of such taxes in years prior.23 As in the present
situation, the IRS then lacked financial resources to hire thousands
of agents to scour the planet to locate that concealed foreign
income. Indeed, the resource issue has only worsened since 2010
as the IRS’s enforcement budget has actually been cut by approx-
imately 20 percent over the past eight years, reducing the number
of agents, audits, and investigations substantially.24 Lacking
internal ability to locate these unreported accounts, the IRS turned
to third parties—notably large Swiss banks like UBS—to provide
that information. Working with the U.S. Department of Justice
(DOJ), the IRS participated in having a John Doe summons
served on UBS in 2008. A John Doe summons does not identify
a particular U.S. taxpayer but a class of U.S. taxpayers that fall
within a certain group of those who may have broken the tax
laws. With the potential to be held in contempt for not producing
records responsive to the summons and facing repercussions to
its ability to bank in the United States, UBS eventually agreed to
hand over to the DOJ information for over 4,000 Swiss accounts
held by U.S. taxpayers as part of a deferred prosecution agreement
that included a $780 million penalty. Having driven a prosecutorial
spike into the formerly impenetrable body of the “secret Swiss
bank account,” the DOJ subsequently entered into agreements
with over 80 Swiss financial institutions to obtain an enormous
amount of information concerning U.S. taxpayers’ unreported
overseas accounts.25 Over the same time period, 2009 to the pre-
sent, the DOJ has brought over 100 criminal prosecutions against
U.S. taxpayers, their financial advisors, lawyers, and foreign
bankers, as well as a number of foreign banks, obtaining felony
convictions and billions of dollars in restitution and penalties.

While the DOJ has used the “stick” of criminal prosecutions
to drive compliance, the IRS has offered taxpayers a “carrot” of
voluntary disclosure to avoid such prosecutions. Starting in March
2009 and concluding on September 28, 2018, the IRS’s Offshore
Voluntary Disclosure Program (OVDP) traded criminal amnesty
in exchange for taxpayers voluntarily coming forward with their
unreported foreign accounts and assets, amending their returns
and filing all disclosure forms for the prior eight years, cooperating
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with the IRS in disclosing all aspects of
their foreign accounts, and paying signifi-
cant tax, interest, and penalties. To date,
the OVDP and its streamlined versions
have witnessed over 100,000 taxpayers
complete the programs, and the IRS has
received over $10 billion in payments.26

In addition, Congress passed legislation in
2010, the Foreign Account Tax Compliance
Act (FATCA), that over the past years has
resulted in hundreds of agreements with
foreign financial institutions as well as a
network of inter-governmental agreements
with scores of countries to produce a
tsunami of reporting of U.S. taxpayers’
foreign bank accounts to the IRS.

This formula—issue a John Doe sum-
mons to an entity that has key information
about unreported income and use the “car-
rot and stick” of criminal prosecutions and
voluntary disclosure programs as well as
targeted legislation to drive taxpayer com-
pliance—is now beginning in the cryp-
tocurrency world. In November 2016, the
DOJ filed a lawsuit in Northern California
asking the court to authorize the service
of a John Doe summons to Coinbase, the
largest cryptocurrency exchanger in the
United States, seeking information on all
of its millions of virtual currency account
holders from 2013 to 2015.27 A year later,
in November 2017, the court narrowed
the summons and ordered Coinbase to
provide the IRS with certain records related
to all Coinbase users who bought, sold,
sent, or received more than $20,000 worth
of cryptocurrencies in a single year between
2013 and 2015.28 Coinbase estimated that
this more circumscribed summons affects
14,355 accounts holders involving 8.9 mil-
lion transactions.

Then Principal Deputy Assistant Attorn -
ey General Caroline D. Ciraolo, head of
the DOJ’s Tax Division, warned taxpayers
about what was coming: “Tools like the
John Doe summons authorized today send
the clear message to U.S. taxpayers that
whatever form of currency they use—bit-
coin or traditional dollars and cents—we
will work to ensure that they are fully
reporting their income and paying their
fair share of taxes.”29 Treasury Secretary
Steven Mnuchin later added: “If you have
a wallet to own bitcoins, that company
has the same obligation as a bank to know
[you as a customer]…. We can track those
activities. The rest of the world doesn’t
have that, so one of the things we will be
working very closely with the G-20 is mak-
ing sure that this doesn’t become the Swiss
bank account.”30

If the IRS and DOJ follow their past
game plan, they will take the information
about virtual currency transactions received

from Coinbase, compare it with the tax-
payers’ disclosures on their tax returns,
and start bringing waves of coordinated
civil and criminal prosecutions across the
country to try to achieve deterrence through
the threat of significant taxes, penalties,
and imprisonment. The IRS and DOJ will
then seek to serve John Doe summonses on
other virtual currency exchangers to obtain
more information about taxpayers’ mal -
feasance, seek to have Congress pass legis-
lation concerning third-party reporting of
virtual currency transactions, and then have
the IRS implement a voluntary disclosure
program for those with unreported virtual
currency transactions. This potential Virtual
Currency Voluntary Disclosure Program
will offer the advantages of criminal non-
prosecution and minimal penalties if tax-
payers with such unreported transactions
“come in from the cold,” file amended
returns, pay taxes and interest owed, and
provide the IRS with details of their virtual
currency transactions. The IRS will then
build a database of virtual currency trans-
actions, like it did with offshore account
information, and use computer analytics
and artificial intelligence to determine which
taxpayers to audit for noncompliance.

This game plan, premised on the IRS’s
designation of cryptocurrency as property,
may work as long as the use of virtual cur-
rencies as a medium of exchange does not
explode into the hundreds of millions or
billions of transactions or start being used
as a country’s legal tender. However, as evi-
denced by statements made by authorities
in Venezuela31 and the Marshall Islands32

that they will launch their own cryptocur-
rencies in 2018 and by the growing list of
companies who are accepting virtual cur-
rencies as payment for goods and services,
the IRS may need to consider at some point
soon updating its 2014 guidance to deal
with the realities of the emerging crypto -
currency world. For in stance, rather than
treat all virtual currency as property, the
IRS should consider creating more defined
categories that focus on the particular use
of the cryptocurrency (e.g., medium of ex -
change, investment, utility token, etc.) to
determine its taxability. Otherwise, the
tidal wave of unreported virtual currency
transactions will threaten to undermine
the foundations of the American tax self-
reporting system.

The Wild West was won when the rule
of law—based on fairness, justice, due
process, and consistent enforcement—
replaced the rule of anarchy. With the explo-
sion of the Wild West of cryptocurrency
over the past several years, the crypto-
sheriffs have been trying to adapt rules and
regulations enacted for a different age to

apply to the unique aspects of virtual cur-
rency. As one of these crypto-sheriffs, the
IRS has treated cryptocurrencies as “prop-
erty,” a definition that may well work when
the number of crypto-transactions are in
the millions but not if they are in the hun-
dreds of millions or billions. Thus, the IRS,
like other crypto-law enforcers, will have
to quickly adapt to the changing technology
to stave off that technology overrunning
Main Street and Wall Street.                     n
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1. Cryptocurrency is a digital representation of value
that may function as a medium of exchange, a unit of
account, and/or a store of value.

True.
False.

2. Cryptocurrencies require financial institutions to
validate their transactions.

True.
False.

3. To validate a Bitcoin transaction, participants in the
network called “miners” receive bitcoins for being the
first to solve a mathematical puzzle related to the ver-
ification of this transaction.

True.
False.

4. The potential advantages to cryptocurrency trans-
actions over financial transactions through banks
include being faster, having smaller transaction fees,
and the ability to be conducted anywhere in the world
as long as the parties have access to the Internet.

True.
False.

5. Purchasers of cryptocurrencies can never exchange
them into traditional “fiat” currencies like U.S. dollars
or euros.

True.
False.

6. A “private key” to a digital wallet is a randomly gen-
erated string of alphanumeric characters that functions
like a PIN for a bank account.

True.
False.

7. Virtual currencies cannot yet be used for purchases
from retail merchants.

True.
False.

8. Warren Buffet, CEO of Berkshire Hathaway, is a
major proponent of the use of cryptocurrencies.

True.
False.

9. Cryptocurrencies concern law enforcement officials
since those who use them can operate:

A. Anonymously.
B. Electronically.
C. Very quickly across borders.
D. Without intermediaries or paper trails.
E. All of the above.

10. Cryptocurrency has been used to facilitate crimes
ranging from narcotics trafficking to money laundering
to terrorist financing.

True.
False.

11. Since cryptocurrencies are digitally based, they
cannot be stolen from those who possess or store
them.

True.
False.

12. The Internal Revenue Service treats cryptocurrencies
transactions for income tax purposes as “property”
transactions, subject to capital gains treatment.

True.
False.

13. If one uses cryptocurrency to buy a $20 pizza at
the local pizzeria, there is no possibility that that
person will owe the IRS capital gains tax on that trans-
action.

True.
False.

14. There is a de minimis exception to reporting capital
gains on a cryptocurrency transaction on a federal tax
return.

True.
False.

15. Over 1 million taxpayers reported virtual currency
transactions on their federal tax returns from 2014
through 2015.

True.
False.

16. A “John Doe” summons requires a company that
receives it to turn over records for a class of U.S. tax-
payers that falls within a certain defined group of those
who may have broken the tax laws, e.g., those U.S.
taxpayers who have not reported their virtual currency
transactions.

True.
False.

17. The IRS was completely thwarted in its effort to get
names and records of U.S. account holders from
Coinbase, the largest cryptocurrency exchanger in the
U.S., when it served Coinbase with a John Doe summons
for such names and records.

True.
False.

18. The IRS and the Department of Justice have used
the “carrot and stick” approach of voluntary disclosure
programs and criminal prosecutions to incentivize tax-
payers in the past (e.g., with offshore unreported bank
accounts) to report such accounts or face the potential
of criminal consequences.

True.
False.

19. The IRS has increased its enforcement staff by over
20 percent in the last eight years.

True.
False.

20. No country has launched its own cryptocurrency.
True.
False.
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