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AI protection
In the second in a two-part series, Morgan 
Lewis’ David V Sanker explores the factors 
when deciding between patent and trade secret 
protection for AI technology

Artificial intelligence (AI) is predicted to provide global economic 
growth of $15.7tr by 2030.1 Intellectual property protection for AI is 
growing accordingly. For example, “[t]he number of patent applications 
filed annually in the AI field grew by a factor of 6.5 between 2011 
and 2017.”2 The author’s earlier article in IPM,3 identified some of the 
factors to consider for protecting AI-related technology. The present 
article addresses some additional factors.

Is secrecy possible?
For an AI-related invention, protection against misappropriation 
requires typical security measures, such as maintaining secure computer 
networks, requiring strong passwords, limiting access, and educating 
employees about confidentiality obligations.4

To protect against legal copying and reverse engineering of AI 
technology, the simplified AI framework below in section 3 offers some 
suggestions. If the secret is in the construction of novel ‘features’, these 
calculations can be better secured if they are performed at a computing 
system not directly accessible to users. If the secret is the stored AI model, 
it is important to limit user access to the model. If not limited, a copycat 
could write an automated tool to perform thousands or millions of tests 
against the AI model to extract the ‘secret’ model parameters.

Cost 
Both patent protection and trade secret protection cost time and money, 
but the cost profiles over time differ. Patent protection requires a greater 
up-front investment in preparing a patent application and negotiating 
with the patent office to iron out the patent claims. For trade secret 
protection, the costs remain largely the same over the useful life of the 
invention, requiring continuous supervision to maintain secrecy.

Some factors to consider for inventions that use AI are:
• Additional costs for patent protection to address both complexity and 

rejections based on ‘patent-eligibility’;
• Generally shorter useful invention lifetime (affecting both patents 

and trade secrets); and 
• For trade secret protection, there may need to be increased oversight 

to prevent reverse engineering.

Proving infringement or misappropriation
A simplified framework for evaluating AI inventions is useful here, see 
figure 1. Proving infringement or misappropriation depends on which 
of the boxes in the framework are protected.
• When protection in based on using novel raw data elements, proving 

patent infringement is typically straightforward because the inputs 
used by infringers is visible.

• When a system constructs some ‘creative’ features from the raw data, 
it is possible to hide the calculations from others, particularly if the 
calculations are performed ‘in the cloud’ or other location that is not 
directly accessible by users. When hidden, evidence of infringement 
or misappropriation may be available only through litigation discovery. 

Indirect evidence, eg, former employee working for a competitor, may 
be useful to establish a basis for filing a complaint.

• An AI model can be stored as a set of parameters (for example, 
weights for nodes in a neural network). Although the weights 
are not patentable, they could be kept as a trade secret. Since a 
competitor is unlikely to publish the parameters of its AI models, 
proof of misappropriation will generally require discovery. Given 
sufficient access to an AI system, a competitor may be able to reverse 
engineer the model parameters through ‘black box’ testing.5 In that 
case, the competitor’s use of the same AI model parameters is not 
misappropriation.

• The usage of AI output is generally visible, so proving infringement  
(assuming the usage has sufficient novelty to be patentable!) is 
typically not difficult.

Legal remedies
For trade secret misappropriation, potential remedies include injunctions, 
seizure orders, monetary damages, costs, and attorneys’ fees. A seizure 
order may be valuable by enabling an owner to recover the trade secrets 
and prevent additional harm, which is often difficult to quantify.
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Figure 1: A simplified framework for evaluating AI inventions
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