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Decision time

In the first of a two-part series,  
David V Sanker discusses patents versus 
trade secrets in the era of artificial intelligence

When deciding on whether to protect inventions using patents 
or trade secrets, the usage of artificial intelligence (either as 
part of the invention or to create the invention) can affect the 
analysis. In some cases, the presence of artificial intelligence (AI) can 
influence how an invention is implemented.

Patent protection
The US Constitution provides for a patent system. A patent provides 
a time-limited monopoly for an invention in exchange for providing a 
full disclosure. Twenty years after the patent filing date the invention is 
available to the public.

To secure patent protection, the invention must be new, useful, 
and non-obvious, and the invention has to be described in detail in the 
patent application. See 35 USC section112(a).

Trade secret protection
Trade secret protection applies broadly to business, financial, and 
technical information, including software source code, when (i) the 
information is not generally known or ascertainable, (ii) the information 
provides independent economic value or business advantage, and (iii) 
reasonable efforts are taken to preserve secrecy.

Trade secret protection is theoretically unlimited in time, and does 
not require any government approval. Protection can continue as long 
as the information is kept secret. Even when a company takes strict 
measures to keep information secret, trade secret protection can be lost 
due to reverse engineering or independent derivation by others.

Typical rules for selecting between patents and 
trade secrets
The first consideration is whether there is an “invention”. If there is no 
invention, trade secret protection is the only option.

The second consideration is whether the invention will be publicly 
visible. If people can see the invention, then patent protection may 
be the only option (for example, a software user interface). Even 
if the invention is encapsulated in a device (such as a chip used in a 
smartphone), good engineers with good testing equipment can 
generally reverse engineer the invention.

The third consideration is how easily infringement is detected. If it is 
too difficult or impossible to do so (even with reverse engineering), then 
a patent would not provide much protection. Infringement evidence 
can be acquired during litigation discovery, but it could be very costly to 
pursue litigation only to discover there is no infringement. 

Overview of AI
AI is a very broad term covering computer processes that mimic human 
intelligence, typically involving some form of pattern recognition. Many 
implementations of AI start with a training set, and use an iterative 
training process to identify patterns. The identification of patterns can 
be stored as a model, and the model can be applied to evaluate new 
input data. For example, given a training set of emails that have already 
been classified as benign or malicious, AI algorithms can train a model. 
The model can then estimate whether a new email message is benign 
or malicious.

Figure 1 shows a simplified framework of how to identify patentable 
aspects of an invention that uses AI.

As illustrated by the third box in figure 1, the use of AI rarely 
creates patentably novelty because most usage involves AI techniques, 
algorithms, or software developed by others.

The first box in figure 1 refers to the specific pieces of raw data 
that will be used. In the example of figure 1 with email messages, the 
raw data may include the length of the message, the sender of the 
message, whether the message has an attachment, the presence of 
certain words or phrases, and other information extracted from the 
data and metadata of each email. If an inventor identifies a new piece 
of data to use, it could be enough for patentability.

The second box of figure 1 takes the raw data from the first box and 
determines how to organise or manipulate the data before applying AI. 
In the simplest case, the raw data items are the “features” input to 
the AI. However, in many cases an invention manipulates the raw data 
to form some of the features. For example, in the email example, an 
invention could compute the total number of typographical errors and 
divide that by the length of the message content. 

Finally, the fourth box points out that usage of AI output can lead 
to novelty. Just displaying a result would not lead to patentability, but 
using the output as part of a decision process might be patentable. 

 
AI

Figure 1: A framework showing how to identify patentable aspects 
of an invention that uses AI
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In the examples above, AI was used as a tool in an invention. In 
other cases, AI inventors actually create inventions, such as in new 
drug discovery. Given a dataset of molecules with various structures, 
AI algorithms can search the dataset to identify molecules having a 
desired structure. Using an “AI Assistant” in inventive processes is 
becoming more common.

Artificial intelligence can affect patent eligibility
Trade secrets can be used to protect any useful information, regardless 
of whether the information qualifies as a patentable invention. Because 
of this, trade secret protection may be the best option for inventions 
where patent eligibility is not clear. Clarity about patent eligibility 
decreased after the 2014 Supreme Court decision in Alice v CLS Bank 
(134 S Ct 2347). Although it was already well known that “abstract 
ideas” are not patentable, the Alice decision pushed examiners at the 
USPTO to labelled more inventions as “abstract ideas”.

For an invention that uses AI, inventors should exclude the AI when 
evaluating patent eligibility. That is, in the patentability framework 
above, omit the third box. Although AI may be the most technically 
complex part of an invention, it is typically treated as a black box (eg, 
an invention that uses AI typically does not claim back propagation to 
determine neuron weights and activation functions at the nodes in a 
neural network). When the non-AI portions of an invention are limited, 
trade secret protection may be a better option.

Often, inventions that use AI are software applications, which is an 
area having substantial variability regarding patent eligibility. Whether 
an invention is considered patent eligible can depend on both the art 
unit to which a patent application is assigned and the specific examiner 
assigned to the application. In some cases, patent attorneys “game 
the system” by drafting claims that are more likely to be assigned to 
favourable art units (using AI to determine likely art units!). When 
patent eligibility is too uncertain, trade secret protection may be safer.

AI inventors
Under current US patent law, AI cannot be an “inventor”. Inventors 
must be people.1 Because of this, a patent application must identify at 
least one human who had a substantial contribution to the invention. 
Even when there are AI inventors, one or more people typically (i) identify 
the problem to be solved and (ii) establish the framework in which the 
AI system solves the problem. These people are generally inventors. 
In some cases, the developers of an AI system can be identified as 
inventors of work created by their AI system. This is analogous to a 
metalworker constructing a specialised tool that is subsequently used 
to build a novel apparatus; the worker is an inventor of the apparatus.

As AI systems become more complex, however, it becomes more 
difficult to identify human inventors. Absent any human providing a 
substantial inventive contribution, trade secret protection could be the 
only alternative.

Patent offices are contemplating whether the definition of 
“inventor” should be expanded in some way to include AI inventors. 
The present author has suggested at least one way that AI inventors can 
be accommodated without substantially changing patent laws.2

Selecting protection based on the type of novelty
The patentability framework introduced above can be useful to decide 
between patent and trade secret protection for inventions that use AI. 
This begins by categorising the inventive novelty into one of the four 
boxes. As noted above, the inventive novelty is rarely in the “Apply AI” 
box, so the focus is on the other boxes. 

When the novelty is the specific raw data elements used, it is 
difficult to keep as a trade secret. Regardless of how the invention is 
used, it is difficult to hide what input data is being collected. In this case, 

patent protection is generally the best option.
When the novelty is the construction of calculated features, it is 

more likely that the calculation can be kept secret, particularly if the 
calculations are performed outside of public view (eg, in the cloud 
rather than on a user device). Trade secret protection may be a good 
option as long as black box testing is not able to reveal the novel 
calculations (see below). 

When the novelty is the use of data generated from an AI model 
(eg, in a user interface), the novelty is typically visible, so trade secret 
protection is generally unavailable.

The limits of trade secret protection of “black 
boxes”
Trade secret protection requires taking reasonable security measures, 
such as physical restrictions, digital permissions, and legal obligations.

The security provided by operating the AI externally in a black 
box may not be enough to protect the secrets. It may be possible to 
determine the functionality inside the black box by performing enough 
experiments. An analogy to early atomic physics helps to illustrate: the 
scientists could not directly see what atoms were composed of, but they 
were able to determine the atomic structure by bombarding atoms with 
high speed particles and observing the results. 

As a practical matter, protection through a black box depends on 
the complexity of the features computed from the raw data. If the 
calculations in box 2 of figure 1 are complex and inside the black box, 
trade secret protection is viable.

Using a hybrid of patent and trade secret protection 
Because of the uncertainty of securing patent rights and the risk of losing 
trade secret protection, a hybrid approach is possible when protection 
is required only in the US. Using a non-publication request, a patent 
application can be filed without risk of public disclosure. Simultaneously, 
the owner can treat the invention as a trade secret. Later, if the patent 
application is allowed, the owner can decide whether to pay the issue 
fee. If the patent office never allows the patent application, the owner 
can continue to keep it as a trade secret.

Summary
Many new inventions use AI and/or are invented using AI systems. For 
these inventions, owners must be aware of how IP protection may cover 
the invention and to what extent. The author continues to investigate 
this topic. 

Footnotes
1.  See 35 USC section 100(f); Beech Aircraft v EDO, 990 F.2d 1237, 1248 (Fed 

Cir 1993) (explaining that inventors must be natural persons); and MPEP 
section 2137.01.

2.  See, Can the US patent and trademark office handle ‘artificial inventors? 
David V Sanker, Daily Journal, 30 September 2019.
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