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C o n n e c t e d C a r s

In addition to opportunities for convenience and entertainment, connected cars raise sev-

eral significant privacy and security issues. Mandatory legislative or regulatory standards

could put U.S. automakers at a disadvantage on the world market, but auto manufacturers

may not be properly incentivized to adequately address cybersecurity on their own, the au-

thor writes.

Coming to Terms With Meaningful Automotive Cybersecurity

BY MARK L. KROTOSKI AND ELLIE F. CHAPMAN

T he automotive industry is rapidly transforming
with the development and evolution of ‘‘connected
cars,’’ which can not only operate as navigators,

personal assistants and personalized on-demand enter-
tainment systems, but also may soon be able to monitor
and help safeguard the safety, health and well-being of
drivers, passengers and others. The benefits of con-
nected cars appear endless, and consumer demand for
new and innovative automobile features remains
strong.

However, in addition to opportunities, this ‘‘connec-
tiveness’’ raises several significant privacy and security
issues. One of the primary challenges in vehicle cyber-
security is that the various electrical components in a
car (known as electronic control units, or ECUs) are
connected via an internal network. Thus, if hackers
gain access to vulnerable, peripheral ECUs—for in-
stance, a car’s Bluetooth—from there they may be able
to take control of safety-critical ECUs such as the
brakes or steering. Modern vehicles have up to 100
ECUs and more than 100 million lines of code—a colos-
sal attack surface.

In fact, in July 2015 security researchers demon-
strated their ability to remotely ‘‘hack into’’ motor ve-
hicles, gaining significant control over vehicle functions
remotely by exploiting wireless communications vul-
nerabilities. In a vehicle moving at low speeds (5-10
mph), the researchers were able to hack into the auto-
mobile to turn off the engine, disable the brakes and af-
fect the steering. In a vehicle moving at any speed, the
researchers were able to manipulate door locks, turn
signals, the tachometer and the radio/heating, ventila-
tion and air conditioning/GPS. As a result, the National
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Highway Traffic Safety Administration (NHTSA) used
its authority to recall nearly one and a half million ve-
hicles (NHTSA Recall Campaign Number: 15V461000).
This recall highlighted the significant safety concerns
based on inadequate cybersecurity protections in our
connected vehicles.

The introduction of cell phones and insurance

dongles establishes other potential cybersecurity

risks that must be considered.

Another issue concerns the impact of aftermarket de-
vices on vehicle cybersecurity. The introduction of cell
phones and insurance dongles, for example, establishes
other potential cybersecurity risks that must be consid-
ered.

In addition to safety issues, there are privacy con-
cerns as well. Consider that our automobiles are collect-
ing, storing and transmitting more data about us than
ever before, whether via telematics systems, electronic
device recorders, or other internet of things (IoT)/
connected devices. This data often involves ‘‘personal
information’’ about individuals’ activities, characteris-
tics and preferences. While this information can be ex-
tremely useful for marketing, research and develop-
ment, and other purposes to generate revenue, it is also
extremely sensitive information that many agree re-
quires some sort of privacy protection. While different
stakeholders may have varying opinions regarding the
level of privacy protection this information should be
afforded when used for legitimate business purposes,
most would agree that personal information should not
be available, or at risk, to cybercriminals for illegitimate
or unsafe purposes.

Against this background, the government is consider-
ing steps to promote effective vehicle cybersecurity. On
Oct. 24, the Department of Transportation (DOT) is-
sued federal guidance to the automotive industry for
improving motor vehicle cybersecurity. The proposed
cybersecurity guidance, which is voluntary and non-
binding, focuses on layered solutions to ensure that ve-
hicle systems are designed to take appropriate and safe
actions, even when an attack is successful. Specifically,
the guidance makes the following recommendations,
among others, to the auto industry:

s promote ‘‘cybersecurity oriented leadership
within the organization,’’ including over the product de-
velopment cycle;

s in ‘‘an ongoing risk management framework’’ as-
sess vulnerabilities at each stage in the process, includ-
ing ‘‘the entire supply-chain of operations;’’

s implement ‘‘a documented process for responding
to incidents, vulnerabilities, and exploits’’ that clearly
delineates roles and responsibilities for each respon-
sible group within the organization;

s conduct cybersecurity testing, including penetra-
tion testing, by ‘‘qualified testers who have not been
part of the development team, and who are highly in-
centivized to identify vulnerabilities;’’

s adopt self-auditing programs that include periodic
risk assessments and review of organizational deci-
sions;

s encourage information sharing about cybersecu-
rity risks and incidents including through the Auto Au-
tomotive Information Sharing and Analysis Center
(ISAC);

s consider the role of aftermarket devices (such as
cell phones and insurance dongles);

s remove unnecessary network services to control
the proliferation of network ports and limit attack vec-
tors;

s limit software developer access to ECUs where
‘‘no foreseeable operational reason’’ exists;

s maintain sufficient log records to identify how the
cyber attacks occurred or detect trends;

s implement employee training to educate the en-
tire automotive workforce on new cybersecurity prac-
tices, and share lessons learned; and

s address serviceability issues by providing ‘‘strong
vehicle cybersecurity protections that do not unduly re-
strict access by authorized alternative third-party repair
services.’’

The U.S. Department of Transportation guidance

raises important questions about the role of

government in promoting effective vehicle

cybersecurity.

The guidance is current under public comment which
ended on Nov. 28. The guidance raises important ques-
tions about the role of government in promoting effec-
tive vehicle cybersecurity. Many recognize that there is
no one-size-fits-all approach and that standards must
be tailored and flexible to address identified cyber
risks. Moreover, standards mandated today may soon
be outdated given the pace of technological change.

Sens. Edward J. Markey (D-Mass.) and Richard Blu-
menthal (D-Conn.) have criticized the voluntary stan-
dards and have drafted legislation, known as the Secu-
rity and Privacy in Your Car (SPY Car) Act, that would
direct the NHTSA and the Federal Trade Commission
(FTC) to set mandatory cybersecurity and privacy stan-
dards, and create a system to rate cars based on the
strength of their cybersecurity and privacy features.

The ramifications of such mandatory automobile cy-
bersecurity rules are currently uncertain. On the one
hand, some question whether general legislative stan-
dards can effectively promote cybersecurity for
automobiles—a common criticism of government inter-
vention in a society where technology is ever changing.
For example, the legislation provides that ‘‘[a]ll entry
points to the electronic systems of each motor vehicle
manufactured for sale in the United States shall be
equipped with reasonable measures to protect against
hacking attacks.’’ What constitutes ‘‘reasonable mea-
sures’’ is unclear.
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Moreover, mandatory legislative or regulatory stan-
dards may have costs of compliance. For example, man-
datory cybersecurity standards that impose burdens
without benefits could mean fewer resources for other
important aspects of product design. In a day and age
where consumers readily trade privacy and safety fea-
tures for entertainment and convenience, this sort of
mandatory resource allocation could put U.S. automak-
ers at a disadvantage on the world market.

On the other hand, for this very same reason, auto
manufacturers may not be properly incentivized to ad-
equately address cybersecurity on their own. Many ob-
servers believe that private industry so far has not taken
the threat seriously or invested enough time or money
to proactively address it.

In some respects, the debate on automobile cyberse-
curity is just beginning. Given the stakes, it is one we
should be engaged in.
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