
Consumers renting or purchasing online video content worried about how their personal

information is shared may find their ability to pursue federal Video Privacy Protection Act

claims restricted by recent case law in the U.S. Court of Appeals for the Ninth Circuit, the

authors write.

BY MARK L. KROTOSKI, NICOLE R. SADLER &
STEVEN A. ERKEL

he Video Protection Privacy Act (VPPA) was de-
signed to protect consumers’ video history from
being disclosed to third parties. Yet, in today’s digi-

tal age, protecting consumer information presents new
challenges. Not only can consumers and companies
easily share consumer information, but the Internet has
afforded companies with potential avenues to implicate
the VPPA. As consumers continue to purchase or rent
videos online, they may find that their private informa-
tion is at risk of exposure.
Recent litigation has addressed the VPPA’s applica-

bility in the digital age. In the Ninth Circuit, 2015 has
proven to be a busy year for the VPPA. Three different

decisions—two by the Ninth Circuit1 and one by the
Northern District of California2—have addressed the
proper statutory standards to assess how companies
compile, disclose, transmit, and obtain consumer video
information online.3 The two Ninth Circuit cases pre-
sented issues of first impression under the VPPA.

While the courts in these cases declined to apply the
VPPA to the online activities at issue, this does not sig-
nal the end of the VPPA in the digital age. To the con-

1 See Mollett v. N etflix , Inc., 795 F.3d 1062 (9th Cir. 2015)
(11 PVLR 1341, 9/3/12); Rodriguez v. Sony C omput. E ntm’t
Am., L L C , 801 F.3d 1045 (9th Cir. 2015) (14 PVLR 1679,
9/14/15).

2 See In re H ulu Privacy L itig., 86 F. Supp. 3d 1090 (N.D.
Cal. 2015) (14 PVLR 603, 4/6/15).

3While three decisions may appear at first glance small,
they are quite significant considering that courts within the
Ninth Circuit only cited the VPPA eight times from 1988-2011.
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trary, these decisions, and the rise in VPAA litigation
generally, illustrate how plaintiffs are trying to find
new, creative ways to establish liability under the stat-
ute. Thus, as digital sharing evolves and becomes in-
creasingly interconnected, companies engaged in shar-
ing online information should be on guard and clearly
understand how they use and disclose such informa-
tion. This Article reviews the substance and ramifica-
tions of recent VPPA ligation in the Ninth Circuit and
provides key takeaways for companies engaged in the
online sharing of information.

Statutory Overview
The VPPA, 18 U.S.C. § 2710, is perhaps best known

for its historical roots. In 1988, a Washington City Pa-
per reporter published the video rental history of then-
Supreme Court nominee, Robert Bork.4 Outraged by
this invasion of privacy, Congress, with bipartisan sup-
port, promptly acted to protect individuals’ video his-
tory. As Senator Alan Simpson explained:

It is nobody’s business what Oliver North or Robert
Bork or Griffin Bell or Pat Leahy watch on television or
read or think about when they are home. [I]n an era of
interactive television cables, the growth of computer
checking and check-out counters, of security systems
and telephones, all lodged together in computers, it
would be relatively easy at some point to give a profile
of a person and tell what they buy in a store, what kind
of food they like, what sort of television programs they
watch, who are some of the people they telephone. I
think that is wrong. I think that really is Big Brother,
and I think it is something that we have to guard
against.5

The Act’s principal purpose is to allow ‘‘consumers to
maintain control over personal information divulged
and generated in exchange for receiving services from

video tape service providers.’’6 The VPPA protects per-
sonal identifiable information (PII) in two ways. First, it
prohibits ‘‘[a] video tape service provider [from] know-
ingly disclose[ing], to any person, personally identifi-
able information concerning any consumer of such pro-
vider.’’7 The statute defines PII as ‘‘information which
identifies a person as having requested or obtained spe-
cific video materials or services from a video tape ser-
vice provider.’’8 The statute requires plaintiffs to estab-
lish that ‘‘the video provider . . . knowingly disclosed: 1)
a consumer’s identity; 2) the identity of ‘specific video
materials’; and 3) the fact that the person identified ‘re-
quested or obtained’ that material.’’9 Second, the VPPA
requires a person (or company) who comes into posses-
sion of a person’s video history to destroy its contents
‘‘as soon as practicable, but no later than one year from
the date the information is no longer necessary for the
purpose for which it was collected.’’10

There are a number of exceptions under the VPPA. In
relevant parts, the VPPA allows a video tape servicer to
disclose the PII of a consumer ‘‘to any person with the
informed, written consent (including through an elec-
tronic means using the Internet) of the consumer that’’:
(1) is in a form distinct from any financial or legal obli-
gation of the consumer; (2) is at the election of the con-
sumer, either at the time the disclosure is sought or in
advance of a set period of time; and (3) the video tape
servicer provides the consumer with the opportunity to
withdraw on a case-by-case basis.11 A video tape ser-
vicer may also disclose a consumer’s PII if it ‘‘is incident
to the ordinary course of business of the video tape ser-
vice provider.’’12 The statute defines ‘‘ordinary course
of business’’ as ‘‘debt collection activities, order fulfill-
ment, request processing, and the transfer of owner-
ship.’’13

The VPPA provides a private right of action for un-
lawful disclosures, and permits courts to award statu-
tory damages of at least $2,500 per violation and attor-
neys’ fees.14 The potential for high statutory penalties
under the statute may entice plaintiffs’ attorneys to try
to apply the VPPA to online activities.

Congress has revisited the scope of protection under
the VPPA. The statute was amended for the first time in
2013.15

Courts have found limitations in applying the VPPA
based on its language and structure. For example, the
Seventh Circuit has noted that the ‘‘statute is not well

4 See S. Rep. 100-599, at 5 (1988), reprinted in 1988 U.S.C-
.C.A.N. 4342-1.

5 Id. at 5-6.

6 Id. at 8.
7 18 U.S.C. § 2710(b)(1).
8 Id. (a)(3).
9 In re Hulu Privacy Litig., 86 F. Supp. 3d at 1095 (internal

citation omitted).
10 18 U.S.C. § 2710(e).
11 Id. (b)(2)(B) (i)-(iii).
12 Id. (b)(2)(E) (emphasis added).
13 Id. (a)(2).
14 Id. (c)(2)(A).
15 Pub. L. No. 112–258, 126 Stat. 2414 (Jan. 10, 2013),

https://www.gpo.gov/fdsys/pkg/PLAW-112publ258/pdf/PLAW-
112publ258.pdf.
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drafted.’’16 More recently, the Ninth Circuit has re-
ferred to the statute is ‘‘imperfectly drafted.’’17

Shift in the Video Landscape
Since the VPPA’s enactment in 1988, how videos are

purchased or rented has changed dramatically. In re-
sponse to this phenomenon, Congress amended the
VPPA in 2013 to provide consumers with the ability to
consent online to their PII to be disclosed to third par-
ties.18 In advocating for this amendment, Representa-
tive Bob Goodlatte addressed on the Floor of the House
of Representatives how the video retail market has
changed in large part because of the Internet:

Back [in 1988], the primary consumer consumption
of commercial video content occurred through the sale
or rental of prerecorded videocassette tapes. This re-
quired users to travel to their local video rental store to
pick a movie. Afterward, consumers had to travel back
to the store to return the rented movie. Movies that con-
sumers rented and enjoyed were recommended to
friends, primarily through face-to-face conversations.
With today’s technology, consumers can quickly and ef-
ficiently access video programming through a variety of
platforms, including through Internet protocol-based
video services, all without leaving their homes.19

Representative Lamar Smith also noted the shift in
the video landscape, stating that ‘‘[w]hen people view
entertainment on the Internet, often they like to share
their activities with friends through social media like
Facebook and Twitter.’’20

The Internet’s effect on the video landscape places
consumers’ private information at risk of exposure. Not
only can consumers easily (and at times unknowingly)
share their video history to their friends via an online
platform, such as Facebook or Twitter, so too can com-
panies. And while the VPPA may protect some transfers
of data, it may not protect all types of online sharing. In-
deed, even if what is being transferred is not a consum-
er’s name or address, a company may be able share
enough information—a consumer’s username, for
instance—to enable another company to determine the
identity of that user.21 The Internet’s role here calls for
courts to address newfound questions, such as: what
types of online information yield PII? And what types of
digital sharing are prohibited under the VPPA?

Each of these following decisions reflects this shifting
landscape and signals a change in courts’ application of
the VPPA.

Recent Cases

(1) Mollett v. Netflix, Inc. (U.S. Court of Appeals
for the Ninth Circuit)

Subscribers of Netflix, Inc. (Netflix) can either order
videos through the mail or stream videos instantly on-

line. When registering for Netflix, a subscriber must set
up an account and create a password. The password is
used every time subscribers access their account. Sub-
scribers can create a list of DVDs they wish to watch,
typically referred to as a ‘‘queue.’’ Once subscribers
watch the video, the title of the video is taken off their
queue. To assist subscribers in adding videos to their
queues or watching videos instantly, Netflix provides its
subscribers with a list of recommended videos. This is
based off predictive software that analyzes subscribers’
rental history. Netflix automatically displays subscrib-
ers’ queue, recommendation lists, and recently watched
videos automatically each time subscribers log into
their accounts. Subscribers cannot hide or remove
these contents. As such, when subscribers log into their
accounts in the presence of third parties, their rental
history and video content are revealed.22

In Mollett, Plaintiffs alleged that Netflix’s practice of
automatically making subscribers’ video content visible
to third parties in these situations, without Plaintiffs’
consent, violated the VPPA.23 Plaintiffs also argued that
Netflix had a duty to display their Netflix content in a
reasonably secure manner in order to guard against
these ‘‘incidental disclosures.’’24 The district court
granted Netflix’s motion to dismiss with prejudice,
which Plaintiffs appealed.25

The Ninth Circuit affirmed the district court’s ruling
in ‘‘an issue of first impression.’’26 The court found that
Netflix only sent a subscriber’s rental history or queue
to that subscriber. That subscriber could then elect ‘‘to
display the same content on their television screens’’ in
the presence of third parties.27 In that situation, the
subscriber’s Netflix page was revealed to third par-
ties.28 This action, the Ninth Circuit reasoned, is com-
pletely ‘‘outside of Netflix’s control.’’29 Thus, ‘‘[t]he
subscriber’s choice to [make his rental information vis-
ible to a third party] does not trigger some new statu-
tory duty on the part of Netflix.’’30

The Ninth Circuit also rejected Plaintiffs’ argument
that Netflix is required to display their Netflix content
in a reasonably secure manner.31 The Ninth Circuit
held that ‘‘[j]ust because Congress’[s] goal was to pre-
vent the disclosure of private information, does not
mean that Congress intended the implementation of ev-
ery conceivable method of preventing disclosures.’’32

‘‘To hold otherwise,’’ the court held, ‘‘would convert
section 2710(b)(1) from a prohibition on unlawful dis-
closure to a requirement of secure disclosure—an out-
come plainly not supported by the VPPA’s text.’’33

16 Sterk v. Redbox Automated Retail, LLC, 672 F.3d 535,
538 (7th Cir. 2012) (11 PVLR 465, 3/12/12).

17 Rodriguez v. Sony Comput. Entm’t Am., LLC, 801 F.3d
1045, 1051 (9th Cir. 2015) (agreeing with the Seventh Circuit).

18 See 18 U.S.C. § 2710(b)(2)(B)(i)-(iii).
19 158 Cong. Rec. H6849-01 (2012) (statement of Rep. Rob-

ert W. Goodlatte (R-Va.)).
20 Id. (statement of Rep. Lamar Smith (R. Texas)).
21 See, e.g., In re Hulu Privacy Litig., 86 F. Supp. 3d at

1105.

22 Mollett, 795 F.3d at 1064-1065.
23 Id. at 1065.
24 Id. at 1067.
25 Mollet v. Netflix, Inc., No. 5:11–CV–01629 (N.D. Cal. Aug.

17, 2012) (not reported in F. Supp.)
26 Id. at 1065, 1067.
27 Id.
28 Id.
29 Id.
30 Id.
31 Id. at 1067.
32 Id. (internal citation omitted).
33 Id. For similar reasons, the Ninth Circuit affirmed the dis-

missal of the state law video privacy claim under Cal. Civi.
Code § 1799.3.
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(2) Rodriguez v. Sony Computer Entertainment
America, LLC (Ninth Circuit)

In Rodriguez, Plaintiff brought action under the
VPPA against Sony Computer Entertainment America
LLC (Sony Computer) and Sony Network Entertain-
ment International, LLC (Sony Network) (collectively,
Sony) for retaining his PII beyond the statutory maxi-
mum and allegedly disclosing his PII.34

In 2008, Plaintiff was a registered user of Sony Com-
puter’s the PlayStation Network. Between 2009 and
2011, Plaintiff rented videos from the PlayStation Net-
work, but had not rented or purchased any movies since
August 2011. In 2011, Sony Network assumed control
of the PlayStation Network from Sony Computer. De-
spite Plaintiff’s decision not to purchase or rent videos
from Sony since 2011, Plaintiff alleged that Sony vio-
lated the VPPA by continuing to hold onto his PII be-
yond the one year statutory maximum. Plaintiff also al-
leged that when Sony Network assumed control of the
PlayStation Network, Sony Computer and Sony Net-
work impermissibly shared Plaintiff’s PII with one an-
other in violation of the VPPA. Sony filed a motion to
dismiss, which the district court granted.35

The Ninth Circuit had ‘‘not previously addressed’’
whether the VPPA permits a priviate right of action for
the alleged unlawful retention of data.36 Following the
Sixth and Seventh Circuits, the Ninth Circuit held that
the VPPA does not provide Plaintiff with a private right
of action for Sony’s failure to destroy his video history
beyond the statutory maximum.37 The Ninth Circuit
reasoned that, unlike unlawful disclosures, Congress
did not provide consumers with a private right of action
when a company retains their PII beyond the statutory
maximum.38 In addition to construing the statutory lan-
guage, the court noted that Congress did not clarify this
issue when it amended the statute in 2013 which lent
‘‘further support for our conclusion’’ that Congress did
not intend to establish a private right of action ‘‘for vio-
lations of the retention provision.’’39

The Ninth Circuit also held that Sony Computer and
Sony Network lawfully disclosed Plaintiff’s video his-
tory to each other during Sony Network’s acquisition of
the PlayStation Network.40 The Ninth Circuit opined
that the VPPA exempts the transfer of PII between re-
lated companies during ‘‘the transfer of ownership.’’41

Thus when Sony Network assumed ownership of the
PlayStation Network, the VPPA permitted Sony Net-
work and Sony Computer (related entities) to share
Plaintiff’s PII with each another.42 The Ninth Circuit
further reasoned that even if Sony Computer’s disclo-
sure of PII did not occur when Sony Network took over
the Playstation Network, these ‘‘intra-corporate disclo-

sures are not unauthorized disclosures under the
Act.’’43

(3) In Re Hulu Privacy Litigation (U.S. District
Court for the Northern District of California)

In April 2010, Hulu began adding a Facebook Like
button to each Hulu.com webpage.44 From April 2010
through June 2012, the Like button automatically
prompted a Hulu user’s browser to send both the user’s
Facebook identification (ID) and the title of the video
(contained in the Hulu watch-page address).45 Once
Facebook received a Facebook user’s ID, Facebook
could determine the identity of that user.46 Through
this process, Facebook was able to link the user’s iden-
tity with his or her video history, thereby constructing
PII as defined under the VPPA.47

Without any showing that ‘‘Hulu knew that

Facebook might combine’’ a Facebook user’s ID

and his or her watch-page data ‘‘to construct

information that would identify a user ‘as having

requested or obtained specific video materials

or services,’ ’’ there can be no liability under the

VPPA.

Plaintiffs argued that Hulu violated the VPPA when it
provided Facebook with the necessary data to identify a
person as having requested or obtained a particular
video.48 Plaintiffs maintained that the statute does not
require a showing that Hulu knew that Facebook would
link the user’s ID with his or her video history.49 Rather,
the statute only requires that they ‘‘demonstrate that
Hulu voluntarily provided user-specific information and
videos watched to a third party.’’50

The district court dismissed Plaintiffs’ action on sum-
mary judgment. The district court held that without any
showing that ‘‘Hulu knew that Facebook might com-
bine’’ a Facebook user’s ID and his or her watch-page

34 Rodriguez , 801 F.3d 1045.
35 Id. at 1048.
36 Id. at 1050.
37 Id. at 1050-1053 (citing Daniel v. Cantrell, 375 F. 3d 377,

384 (6th Cir. 2004) (3 PVLR 868, 7/26/04); Sterk v. Redbox Au-
tomated Retail, LLC, 672 F.3d 535, 538 (7th Cir. 2012)).

38 Id. It is important to note that two other circuits have con-
cluded that only unlawful disclosures can form a basis for li-
ability under the VPPA. See, e.g., Sterk, 672 F.3d 535(11 PVLR
465, 3/12/12); Daniel, 375 F.3d 377.

39 Id. at 1052.
40 Id. at 1054.
41 Id.; see also 18 U.S.C. § 2710(a)(2).
42 Rodriguez, 801 F.3d at 1054.

43 Id.
44 In re Hulu Privacy Litig., 86 F. Supp. 3d at 1093.
45 Id. at 1093-94. Hulu sent Facebook consumer informa-

tion automatically, even if the user did not click the Facebook
Like button.

46 Id. at 1093-94. The court provided an example of how
Facebook could determine the identity of the Facebook user. If
Hulu sent Facebook information that ‘‘c_user=55431124’’
watched a movie on Hulu, Facebook was able to link ‘‘c_
user=5541124’’ with the name that corresponds to that ‘‘par-
ticular Facebook user.’’ In other words, ‘‘c_user=55431124’’
does not identify a particular person unless Facebook deter-
mines what name corresponds with that Facebook user’s ID.

47 Id.
48 See id. at 1098.
49 As noted supra, the statute defines PII as ‘‘information

which identifies a person as having requested or obtained spe-
cific video materials or services from a video tape service pro-
vider.’’ See 18 U.S.C. § 2710(a)(3).

50 In re Hulu Privacy Litig., 86 F. Supp. 3d at 1098.
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data ‘‘to construct information that would identify a
user ‘as having requested or obtained specific video ma-
terials or services,’ ’’ there can be no liability under the
VPPA.51 Unlike the paradigmatic case, where a video
clerk hands a reporter a slip of paper with a customer’s
information and video history, a customer’s PII can only
be established here ‘‘by an act of the recipient.’’52 This
means that even if both the user’s Facebook ID and his
or her video material were sent to Facebook, PII was
not established unless Facebook took affirmative steps
to combine these two pieces of information together.53

The district court further held that Plaintiffs must
root any allegation of what Hulu knew about these data
transfers in actual fact. The district court found that
even though it is obvious that tech companies, such as
Hulu and Facebook, share PII with one another, ‘‘a jury
cannot be allowed to pass on liability based on broad
hand waves toward what we all know, what we all ex-
pect about how our personal information moves
around, and how things generally work in the age of the
Internet.’’54 ‘‘[C]laims,’’ the district court held, ‘‘must
still be rooted in reasonably specific proof about what
in fact was done here, what information was sent and
connected here, and what Hulu actually knew about
these things.’’55

Plaintiffs appealed the district court’s ruling, but the
parties have since signed a joint agreement dropping
the appeal.56

Conclusion
Companies and consumers can take away a few key

lessons from these cases.

1. First, plaintiffs may face a very high burden to es-
tablish liability under the VPPA. Even if a court ac-
cepts that technology companies freely share PII
with one another, plaintiffs must still root these con-
clusions in actual fact within the statutory confines
of the VPPA.57

2. Second, a company may be able to share consum-
ers’ video history so long as what is being transmit-
ted is not PII and the company does not know the re-
cipient will use that information to construct PII.58

3. Third, under some circumstances, companies may
be able to display subscribers’ video history on their
television or computer screens, regardless of
whether such information is visible to third parties.59

4. Fourth, plaintiffs do not have a private right of ac-
tion under the VPPA to pursue claims against com-
panies who retain their PII past the statutory maxi-
mum.60

5. Fifth, companies may be able to lawfully transfer
consumers’ PII between related companies even out-
side a transfer of ownership such as for ‘‘order ful-
fillment’’ or ‘‘request processing.’’61

6. Finally, the courts have recognized that there are
limitations to applying the VPPA based on the statu-
tory language and framework. The courts have made
clear that if the scope of the VPPA is to be expanded,
Congress will need to expressly do so by amending
the statute.

51 Id. at 1099 (emphasis added).
52 Id. at 1096.
53 Id.
54 Id. at 1101.
55 Id..
56 See In re Hulu Privacy Litig., Dkt. No. 306.

57 Id.
58 Id. at 1096.
59 See Mollett, 795 F.3d at 1064-67.
60 Rodriguez, 801 F.3d at 1053. Companies should note that

even if plaintiffs do not have standing to pursue these statutory
violations, government agencies may still be able to bring en-
forcement actions.

61 Id. at 1054.
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