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T R A D E S E C R E T S

In the third installment in a series of articles covering legal issues related to trade secrets,

the author looks at the difficulties trade secret owners have vindicating their interests un-

der current law and suggests that Congress can and should provide a fix.

Reviewing the Challenges in Bringing a Federal Trade Secret Case Under Current Law

BY MARK L. KROTOSKI

C ongress is giving serious consideration to legisla-
tion which would establish a federal civil private
right of action for the theft of trade secrets.1 Given

the importance and role of trade secrets to our eco-
nomic and national security, the legislation will better
promote trade secret innovation and provide enhanced
protection to trade secrets over current law.2

As part of the ongoing policy debate, this article
sheds light on some of the obstacles encountered in
bringing a trade secret case under current law. These
challenges further underscore the need for a federal
private right of action for trade secrets.

1 See Trade Secrets Protection Act of 2014, H.R. 5233,
113th Cong., 2d Sess. (July 29, 2014), http://www.gpo.gov/
fdsys/pkg/BILLS-113hr5233ih/pdf/BILLS-113hr5233ih.pdf; De-
fend Trade Secrets Act of 2014, S. 2267, 113th Cong., 2d Sess.
(April 29, 2014), http://www.gpo.gov/fdsys/pkg/BILLS-
113s2267is/pdf/BILLS-113s2267is.pdf; see also 160 CONG. REC.
S6125 (Nov. 19, 2014) (remarks of Sen. Orrin Hatch noting
that trade secret legislation remains a high priority as part of
the Innovation Agenda in the next Congress).

2 See, e.g., M. Krotoski, The Time Is Ripe for a New Federal
Civil Trade Secret Law, BNA’s Patent, Trademark & Copyright
Journal, 89 PTCJ 28 (Nov. 7, 2014) (89 PTCJ 28, 11/7/14)
[hereinafter ‘‘The Time Is Ripe’’] (identifying several reasons
warranting a federal trade secret private right of action).
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Current Challenges in Bringing a Federal
Trade Secret Case

Let’s assume you are a trade secret owner who sud-
denly learns that a trusted employee stole some of your
most valuable trade secrets just before departing. The
employee is now employed by a competitor in another
state. The competitor also has manufacturing facilities
in other countries. Not only are you concerned about
the theft of valuable company assets and the impact it
will have, but the competitor has the means to manufac-
ture the trade secrets outside the United States. Recov-
ering the trade secrets remains the highest priority.

Under current law, what options do you have for
relief? There are three primary avenues: (1) convince
the U.S. Department of Justice to bring a federal crimi-
nal case under the Economic Espionage Act of 1996
(EEA);3 (2) file a civil case in state court; or (3) try to
establish federal jurisdiction based on either (a) diver-
sity of citizenship jurisdiction relying on state legal
theories, or (b) federal question jurisdiction by piggy-
backing the case onto another federal statute.

Each avenue currently presents its own set of chal-
lenges and limitations. Few trade secret cases qualify
for federal criminal prosecution. While state law is of-
ten effective at addressing local harms, it is less so in
resolving national or international theft of trade secret
cases. Finally, efforts to stretch the case to satisfy cur-
rent federal jurisdiction standards often results in a
poor fit for the case. Let’s examine each option that
trade secret owners have under current law in more
depth.

A. Few Cases Qualify for Federal Criminal
Prosecution

The Economic Espionage Act of 1996 was enacted to
promote and protect national and economic security.4

The federal criminal justice system may impose signifi-
cant penalties for these criminal offenses.

Federal law enforcement does have effective investi-
gative tools for prosecuting the misappropriation of
trade secrets, including federal search warrants, the
grand jury process and subpoenas; preserving and ob-
taining electronic evidence;5 and dedicated federal
prosecutors and investigators who can pursue investi-
gative leads and rely on a federal network of re-
sources.6 These tools, among others, may be used to in-
vestigate and prove a theft of trade secret case, whereas
civil cases lack these law enforcement capabilities.

If trade secrets are removed from the United States,
international law enforcement avenues may be pur-
sued. For example, in one foreign economic espionage
case, federal prosecutors and investigators were able to
obtain a Mutual Legal Assistance Treaty request for law
enforcement officials in Germany who successfully re-
covered trade secrets in Germany and returned them to
the United States.7

Following a conviction by plea agreement or trial, the
federal court may impose a significant prison term,8 or-
der restitution,9 forfeiture,10 as well as the return of any
trade secrets possessed by the defendant.

Federal Criminal Case Examples
Federal prosecutors have charged and successfully

prosecuted several significant EEA cases. Consider,
among many cases since 1996, a few examples:

s A lead defendant was sentenced to 15 years in
prison, ordered to forfeit $27.8 million, and pay
$511,667.82 in restitution following a jury trial convic-
tion for conspiring to steal trade secrets from E.I. du
Pont de Nemours & Company concerning chloride-
route titanium dioxide production technology with the
intent to benefit state-owned companies of the People’s
Republic of China (PRC), along with other tax evasion,
bankruptcy fraud, and obstruction of justice counts.11

s The Ninth Circuit affirmed the bench trial convic-
tion and 15 year and 8 month sentence of a former Boe-
ing engineer on foreign economic espionage and re-
lated violations for misappropriating restricted technol-
ogy and trade secrets related to the space shuttle
program and Delta IV rocket from his employer.12

s A former research leader received an 87 month
sentence following a plea conviction for misappropriat-
ing and transporting trade secrets involving unique,

3 18 U.S.C. §§ 1831-1839.
4 See generally H.R. Rep. No. 788, 104th Cong., 2d Sess. 4

(1996) (noting ‘‘threats to the nation’s economic interest are
threats to the nation’s vital security interests’’).

5 See generally M. Krotoski, Identifying And Using Elec-
tronic Evidence Early To Investigate And Prosecute Trade Se-
cret And Economic Espionage Act Cases, 57 UNITED STATES AT-
TORNEYS’ BULLETIN 42-51 (Nov. 2009) (summarizing the role of
electronic evidence in trade secret prosecutions), http://
www.justice.gov/criminal/cybercrime/docs/prosecuting_ip_
crimes_manual_2013.pdf.

6 See generally M. Krotoski, Common Issues and Chal-
lenges In Prosecuting Trade Secret and Economic Espionage
Act Cases, 57 UNITED STATES ATTORNEYS’ BULLETIN 2-23 (Nov.
2009) [hereinafter ‘‘Common Issues and Challenges’’] (sum-
marizing key issues that arise in trade secret prosecutions),
http://www.justice.gov/usao/eousa/foia_reading_room/
usab5705.pdf.

7 See Plea Hearing Transcript, at 41-43 (Oct. 18, 2011), and
Sentencing Hearing Transcript, at 18 (Dec. 22, 2011) in United
States v. Huang, No. 10-CR-0102 (S.D. Ind.) (summarizing law
enforcement efforts in Germany). Disclosure: The author was
a member of the prosecution team in the Huang case with two
other dedicated federal prosecutors and two FBI agents.

8 1831, may result in a maximum sentence of 15 years in
prison and a fine up to $5 million for individuals, and a fine up
to $10 million or ‘‘3 times the value of the stolen trade secret to
the organization, including expenses for research and design
and other costs of reproducing the trade secret that the orga-
nization has thereby avoided’’ for organizations. A conviction
for trade secret theft, under 18 U.S.C. § 1832, may result in a
maximum sentence of 10 years in prison and a fine up to
$250,000 for individuals, and a fine up to $5 million for organi-
zations. The final sentence imposed by the court will be based
on consideration of the U.S. Sentencing Guidelines, applicable
federal statutes, and other relevant sentencing factors.

9 18 U.S.C. § 2323(c)(restitution).
10 Id. §§ 1834 (criminal forfeiture), 2323(a)(civil forfeiture),

2323(b)(criminal forfeiture).
11 United States v. Liew, No. 11-CR-00573 (N.D. Cal. July

11, 2014); see also Press Release, U.S. Dep’t of Justice, Walter
Liew Sentenced To Fifteen Years In Prison For Economic Es-
pionage, http://www.justice.gov/usao/can/news/2014/2014_07_
11_liew.sentenced.press.html.

12 United States v. Chung, 659 F.3d 815, 2011 BL 244585
(9th Cir. 2011); see also Press Release, U.S. Dep’t of Justice,
Former Boeing Engineer Convicted of Economic Espionage in
Theft of Space Shuttle Secrets for China (July 16, 2009), http://
www.justice.gov/opa/pr/former-boeing-engineer-convicted-
economic-espionage-theft-space-shuttle-secrets-china.
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proprietary organic insecticides from his employer Dow
AgroSciences LLC with the intent to benefit the PRC,
and foreign instrumentalities, and also for stealing a
trade secret from another employer, Cargill Inc.13

s A former Product Engineer for the Ford Motor
Company received a 70 month sentence after pleading
guilty for misappropriating trade secrets, including
Ford design documents, which were taken to the PRC
after he had accepted a new position in China.14

s The Eleventh Circuit affirmed a jury trial convic-
tion and 96 month sentence for an employee who con-
spired to misappropriate Coca Cola trade secrets along
with two outsiders who planned and offered to sell
them to a competitor.15

s Five Chinese People’s Liberation Army officers
were indicted for economic espionage, computer hack-
ing, and related charges involving the misappropriation
of trade secrets of companies in the U.S. nuclear power,
metals, and solar products industries,16 which Attorney
General Eric H. Holder, Jr. called ‘‘the first ever charges
against known state actors for infiltrating U.S. commer-
cial targets by cyber means’’;17

s Four individuals were charged with the cyber
theft of trade secrets involving Apache Helicopter Pilot
simulation software developed for the U.S. Army, and
related offenses to steal more than $100 million of intel-
lectual property and proprietary information including
gaming software.18 The conviction of one Canadian be-
lieved to be the first conviction of a foreign-based indi-

vidual for hacking into U.S. businesses to steal trade se-
cret information.’’19

s A Swedish national, was charged with the cyber
theft of source code belonging to Cisco Systems Inc.,
and with hacking into the computer network of the Na-
tional Aeronautics and Space Administration;20 ulti-
mately, the case was transferred to the Kingdom of
Sweden for prosecution.21

Discretionary Federal Prosecution Factors
With these illustrative case examples in mind, what

does it take to open a federal criminal trade secret case?
As a federal prosecutor handling foreign economic es-
pionage and trade secret cases in Silicon Valley and
later Washington, D.C., I had the opportunity to review
numerous cases to determine whether a criminal case
was appropriate.

The U.S. Attorney’s Manual lists relevant ‘‘discretion-
ary factors’’ to consider:

s the scope of the criminal activity, including evi-
dence of involvement by a foreign government, foreign
agent or foreign instrumentality;

s the degree of economic injury to the trade secret
owner;

s the type of trade secret misappropriated [did it in-
volve sensitive technology or implicate national secu-
rity].22

s the effectiveness of available civil remedies;

s the potential deterrent value of the prosecution.23

Additional questions include:

s What was the manner of the misappropriation
(circumstances of theft, substantial planning and prepa-
ration for the misappropriation, or fraud; are the trade
secrets imminently leaving the jurisdiction or country)?

s Was the misappropriated trade secret used or
what specific plans were made to use it?

13 United States v. Huang, No. 10-CR-0102 (S.D. Ind.), No.
11-cr-00163) (D. (Dec. 21, 2011); see also Press Release, U.S.
Dep’t of Justice, Chinese National Sentenced to 87 Months in
Prison for Economic Espionage and Theft of Trade Secrets
(Dec. 21, 2011), http://www.justice.gov/opa/pr/chinese-
national-sentenced-87-months-prison-economic-espionage-
and-theft-trade-secrets.

14 United States v. Yu, No. 09-CR-20304 (E.D. Mich. Apr.
12, 2011); see also Press Release, U.S. Dep’t of Justice, Chi-
nese National Sentenced Today For Stealing Ford Trade Se-
crets (April 12, 2011), http://www.justice.gov/usao/mie/news/
2011/2011_4_12_xyu.html.

15 United States v. Williams, 526 F.3d 1312 (11th Cir. 2008)
(per curiam); see also Press Release, U.S. Dep’t of Justice, Ex-
Employee of the Coca Cola Company and Co-Defendant Sen-
tenced for Stealing Trade Secrets (May 23, 2007), http://
www.justice.gov/criminal/cybercrime/press-releases/2007/
williamsSent.pdf; see also Common Issues and Challenges,
supra note 6, 11-12 (case summary).

16 United States v. Dong, No. 14-CR-118 (W.D. Pa. May 19,
2014), http://www.justice.gov/iso/opa/resources/
5122014519132358461949.pdf; see also Press Release, U.S.
Dep’t of Justice, U.S. Charges Five Chinese Military Hackers
for Cyber Espionage Against U.S. Corporations and a Labor
Organization for Commercial Advantage (May 19. 2014),
http://www.justice.gov/opa/pr/us-charges-five-chinese-
military-hackers-cyber-espionage-against-us-corporations-
and-labor.

17 Attorney General Eric Holder Speaks at the Press Con-
ference Announcing U.S. Charges Against Five Chinese Mili-
tary Hackers for Cyber Espionage (May 19, 2014), http://
www.justice.gov/opa/speech/attorney-general-eric-holder-
speaks-press-conference-announcing-us-charges-against-five.

18 United States v. Leroux, No. 13-CR-78 (D. Del. April 23,
2014) (superseding indictment), http://cryptome.org/2014/09/
xu-group-indictment-la-times.pdf.

19 Press Release, U.S. Dep’t of Justice, Four Members of In-
ternational Computer Hacking Ring Indicted for Stealing Gam-
ing Technology, Apache Helicopter Training Software (Sept.
30, 2014), http://www.justice.gov/opa/pr/four-members-
international-computer-hacking-ring-indicted-stealing-
gaming-technology-apache.

20 United States v. Pettersson, No. 09-CR-0471 (N.D. Cal.
May 5, 2009), http://www.justice.gov/criminal/pr/documents/
ccips-pettersson-indict.pdf; see also Press Release, U.S. Dep’t
of Justice, Swedish National Charged with Hacking and Theft
of Trade Secrets Related to Alleged Computer Intrusions at
NASA and Cisco (May 5, 2009), http://www.justice.gov/
criminal/cybercrime/press-releases/2009/
petterssonIndicted.pdf. Disclosure: The author was the pros-
ecutor on the Pettersson case working with multiple FBI
agents.

21 Press Release, U.S. Dep’t of Justice, Kingdom Of Sweden
Accepts Request For Transfer Of Prosecution In Case Involv-
ing Swedish National Charged With Hacking and Trade Secret
Theft (Feb. 8, 2010), http://www.justice.gov/criminal/
cybercrime/press-releases/2010/petterssonChar.pdf.

22 See, e.g., Common Issues and Challenges, supra note 6,
2-3 (listing prosecutions involving ‘‘misappropriated trade se-
crets involving military application technology’’).

23 USAM § 9-59.100, http://www.justice.gov/usao/eousa/
foia_reading_room/usam/title9/59mcrm.htm.
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s What steps were taken to disclose the trade secret
to a foreign government or competitor?

Many trade secret cases cannot satisfy these factors
needed to warrant a federal criminal case. Even where
some or many of these factors may be present, the case
may be declined based on other considerations. For ex-
ample, there may be insufficient investigative re-
sources. Senators Chris Coons (D-Delaware) and Orrin
Hatch (R-Utah), key bipartisan sponsors of reform leg-
islation, recently noted that only about 25 federal trade
secret cases were prosecuted during the last year.24

Distinguish Foreign Economic Espionage
In addition to the foregoing factors, a separate ap-

proval process applies for foreign economic espionage
cases involving a misappropriation of a trade secret
with the intent to benefit a foreign government, foreign
instrumentality, or foreign agent, under EEA Section
1831.25 Case examples include Liew, Chung, Huang,
and Dong, noted above.

Section 1831 charges must be authorized by the As-
sistant Attorney General for the National Security Divi-
sion.26 These cases are carefully reviewed to consider
foreign policy and other relevant factors. Since 1996,
ten foreign economic espionage cases have been autho-
rized.27

B. State Court Case
Under current law, trade secret owners may also con-

sider filing a case in state court. Presently, 47 states and
the District of Columbia, Puerto Rico, and the U.S. Vir-
gin Islands have enacted some form of the Uniform
Trade Secret Act (UTSA).28 Some states have made
trade secret misappropriation a crime.29

The state trade secret statutes are most effective for
intrastate trade secret theft. For example, if an em-
ployee steals trade secrets and brings them to a com-
petitor across town or another part of the same state,
the same state judicial process and rules can be used to
consider the misappropriation.

However, the legal options change significantly when
the trade secrets are stolen and taken to another state
or outside the country. Multiple court systems are nec-
essary to authorize subpoenas and depositions for inter-
state trade secret cases. For example, obtaining a depo-
sition of a witness in another state can require multiple
court orders and unacceptable delays.30 Multiple court
systems may be necessary to subpoena records. In-
stead, federal jurisdiction offers nationwide subpoena
service power.31 The cumbersome process and delays
for interstate trade secret theft cases can serve as a dis-
incentive to use the state court system.

C. Federal Court Jurisdiction
To avoid these delays and challenges, not surpris-

ingly trade secret owners often seek to vindicate their
rights in federal court. While there have been success-
ful federal civil trade secret cases, obtaining federal ju-
risdiction in a civil trade secret case is not always pos-
sible or a natural fit for the facts of the case. Under cur-
rent law, trade secret owners may consider two primary
paths for federal court jurisdiction: (1) diversity juris-
diction or (2) federal question jurisdiction.32

Diversity of Citizenship Jurisdiction
Federal jurisdiction is available where the ‘‘matter in

controversy’’ exceeds $75,000 and there is diversity of
citizenship among the parties; in other words the par-

24 Press Release, Senator Coons, Hatch Introduce Bill to
Combat Theft of Trade Secrets and Protect Jobs, April 29,
2014, http://www.coons.senate.gov/newsroom/releases/release/
senators-coons-hatch-introduce-bill-to-combat-theft-of-trade-
secrets-and-protect-jobs (noting ‘‘the Department of Justice
brought only 25 trade secret theft cases last year’’); see also
160 CONG. REC. S6125 (Nov. 19, 2014) (remarks of Sen. Orrin
Hatch noting that ‘‘the Department of Justice lacks the re-
sources to prosecute many such cases’’); Trade Secrets: Pro-
moting and Protecting American Innovation, Competitiveness
and Market Access In Foreign Markets, Hearing before the
House Judiciary Subcommittee On Courts, Intellectual Prop-
erty, and the Internet, at 33 (June 24, 2014) (Testimony Of
Thaddeus Burns, Senior Counsel, Intellectual Property &
Trade, General Electric) (‘‘The FBI and Department of Justice
do an excellent job, but they have limited resources, numerous
priorities, and would never be in a position to bring charges in
all instances of trade secret theft.’’), http://
judiciary.house.gov/_cache/files/5311b6c1-9a4f-49e5-a477-
451a3ee228bf/113-97-88436.pdf.

25 18 U.S.C. § 1831 (economic espionage).
26 USAM § 9-59.100 (Economic Espionage Act of 1996 (18

U.S.C. §§ 1831-1837)—Prosecutive Policy), http://
www.justice.gov/usao/eousa/foia_reading_room/usam/title9/
59mcrm.htm; see generally Thomas Reilly, Economic Espio-
nage Charges Under Title 18 U.S.C. § 1831: Getting Charges
Approved and The ‘‘Foreign Instrumentality’’ Element, 57
UNITED STATES ATTORNEYS’ BULLETIN 24-26 (Nov. 2009) (explaining
the approval process), http://www.justice.gov/usao/eousa/foia_
reading_room/usab5705.pdf.

27 Statement of Randall Coleman, Assistant Director, Coun-
terintelligence Division, Federal Bureau Of Investigation, be-
fore the Senate Judiciary Subcommittee On Crime And Terror-
ism, ‘‘Economic Espionage And Trade Secret Theft: Are Our
Laws Adequate For Today’s Threats?’’ (May 13, 2014) (‘‘Since
the law was passed in 1996, there have been 10 economic es-
pionage convictions’’ under Section 1831.), http://
www.judiciary.senate.gov/imo/media/doc/05-13-
14ColemanTestimony.pdf; see also Common Issues And Chal-
lenges, supra note 6, at 8 (listing the first six Section 1831
cases).

28 The UTSA was completed in 1979 by the Uniform Law
Commissioners, and amended in 1985. See http://
www.uniformlaws.org/Act.aspx?title=Trade+Secrets+Act.
For the UTSA as amended in 1985, see http://
www.uniformlaws.org/shared/docs/trade%20secrets/utsa_
final_85.pdf. For a list of the jurisdictions adopting the UTSA,
see http://www.uniformlaws.org/LegislativeFactSheet.aspx?
title=Trade Secrets Act.

29 See, e.g., CAL. PENAL CODE § 499c (trade secret theft may
result in a criminal fine up to $5,000 and up to one year in jail);
NEV. REV. STAT.§ 600A.035 (trade secret theft is punishable by
‘‘a minimum term of not less than 1 year and a maximum term
of not more than 10 years’’ in prison and ‘‘not more than
$10,000’’); RCW § 9A.56.010(6) (defining ‘‘deprive,’’ under the
theft and robbery statute, to include the ‘‘unauthorized use or
an unauthorized copy of records, information, data, trade se-
crets, or computer programs’’).

30 To address this problem, several states have adopted the
Uniform Interstate Depositions and Discovery Act. However,
many states have not, including Texas, Florida and Illinois. See
Legislative Fact Sheet—Interstate Depositions and Discovery
Act (listing states), http://www.uniformlaws.org/Act.aspx?
title=Interstate%20Depositions%20and%20Discovery%20Act.

31 FED. R. CIV. P. 45(b)(2) (‘‘A subpoena may be served at
any place within the United States.’’).

32 See 28 U.S.C. §§ 1331 (federal question), 1332 (diversity
of citizenship).
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ties are from different states or involve a state citizen
and non-citizen.33 Where diversity of citizenship is es-
tablished, the federal court applies state law. This
would be the same state law that the state court would
apply, typically based on the UTSA.

Diversity jurisdiction is not always an option. It is un-
available where the parties are from the same state
even if the trade secret was removed to another state or
outside the country. This may occur, for example,
where the person who steals the trade secret is from the
same state as the trade secret owner.

Even where diversity jurisdiction can be established,
to the extent that the federal legislation, if enacted,
would provide for enhanced protections of trade secrets
than state law, trade secret owners will likely prefer the
federal law. For example, some of the noted protections
include enhanced protective order measures, a longer
statute of limitations, a broader definition of trade se-
crets, and an extraterritorial provision which applies to
misappropriation conduct outside the United States.34

Federal Question Jurisdiction
In the absence of diversity jurisdiction, trade secret

owners may seek federal question (or subject matter)
jurisdiction by relying on another federal statute.35 One
example is the Computer Fraud and Abuse Act (CFAA),
which permits a limited federal civil cause of action.36

However, for at least two reasons, the CFAA does not
always apply to trade secret theft cases. First, the stat-
ute does not apply to trade secrets that are misappropri-
ated without a computer. Second, even when a com-
puter may have been used (for example to download or
transfer the misappropriated trade secret), the courts
are presently divided on whether an insider or em-
ployee acting with the intent to steal the company’s
trade secrets and information with the company’s com-
puter violates the CFAA.37 Until this issue is resolved,

whether the CFAA applies depends on which jurisdic-
tion the misappropriation occurred.

If the facts warrant, other federal statutes may be
considered such as the Lanham Act.38 However, the fo-
cus under this statute is on the infringement of the
trademarks of publicly available information, not on the
misappropriation of a trade secret.

Under these circumstances, the core case facts are
driven by the state law trade secret misappropriation,
but federal jurisdiction hinges on a convenient federal
statute that likely is not the primary basis for filing the
case. Stretching the case in this manner often does not
best fit the true facts of the case. The federal statute be-
comes the tail wagging the proverbial dog to obtain fed-
eral court review of the dispute.

Even where a federal statute applies, the federal
court may consider the state trade secret claims under
pendant or supplemental jurisdiction.39 Once again, the
federal court would be applying state trade secret law.
However, as with diversity jurisdiction, trade secret
owners likely would prefer a federal trade secret stat-
ute, if enacted, since it would lend more protections to
trade secrets than current state law.40

D. Conclusion
As demonstrated, under current law, trade secret

owners face some significant hurdles in obtaining relief
for the theft or misappropriation of their trade secrets.

First, while there have been several significant fed-
eral criminal trade secret prosecutions, realistically
they are infrequent. Many cases ultimately involve civil,
not criminal, disputes.

Second, while state law may be effective in redress-
ing intrastate trade secret theft, it is less adept in resolv-
ing the increasingly common interstate or foreign com-
merce trade secret theft circumstances. In today’s
global economy, it only takes a few seconds for stolen
trade secrets to be brought to another state or outside
the country. Third, establishing federal diversity or fed-
eral question jurisdiction is not always an option or
does not necessarily suit the facts of the case.

Federal law can and should fill these gaps particu-
larly given the significance of trade secrets to our na-
tional economy. A federal private right of action will
give trade secret owners a significant and essential new
forum to redress the theft of trade secrets. Congress can
reinforce trade secrets in our economy by enacting that
kind of legislation soon.

33 See also U.S. CONST. art. III, § 2 (‘‘The judicial power
shall extend to all Cases, in Law and Equity . . . between Citi-
zens of different States.’’).

34 The Time Is Ripe, supra note 2, at 4-5 (noting greater pro-
tections for trade secrets under the federal legislation than un-
der current state law under the UTSA).

35 28 U.S.C. §§ 1331 (federal question); see also U.S. Const.
art. III, § 2 (federal courts can hear ‘‘all cases, in law and eq-
uity, arising under this Constitution, [and] the laws of the
United States’’).

36 18 U.S.C. § 1030(g).
37 Compare United States v. Nosal, 676 F.3d. 854, 863, 2012

BL 89201 (9th Cir. 2012) (en banc) (‘‘we hold that the phrase
‘exceeds authorized access’ in the CFAA does not extend to
violations of use restrictions’’); WEC Carolina Energy Solu-
tions v. Miller, 687 F.3d 199, 206, 2012 BL 186206 (4th Cir.
2012) (adopting ‘‘a narrow reading’’ and holding the CFAA ap-
plies ‘‘only when an individual accesses a computer without
permission or obtains or alters information on a computer be-
yond that which he is authorized to access’’); with United
States v. Rodriguez, 628 F.3d 1258, 1263, 2010 BL 306634 (11th
Cir. 2010) (CFAA covers access of personal records for non-
business reasons); Int’l Airport Centers v. Citrin, 440 F.3d. 418,

420-21 (7th Cir. 2006) (an employee’s ‘‘breach of his duty of
loyalty’’ terminated ‘‘his authority to access the laptop’’ under
the CFAA); United States v. John, 597 F.3d 263, 271, 2010 BL
28137 (5th Cir. 2010) (under the CFAA, ‘‘authorized access’’
applies ‘‘when the user knows or reasonably should know that
he or she is not authorized to access a computer and informa-
tion obtainable from that access in furtherance of or to perpe-
trate a crime’’).

38 15 U.S.C. §§ 1051-1127 (trademark infringement).
39 28 U.S.C. § 1367 (supplemental jurisdiction).
40 See note 34, supra.
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