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Effectively Using Electronic Evidence
Before and at Trial 

Mark L. Krotoski
National Computer Hacking and Intellectual Property (CHIP) Program Coordinator
Computer Crime and Intellectual Property Section

I. Introduction

Electronic evidence provides unique information that may not otherwise be available in tangible

form or from other sources. Compare, for example, a print-out of an electronic version of a document with

a hard copy printout of the same record. The hard copy will provide information only about the content

and any other visible information, such as handwritten notations. The electronic version, on the other hand,

will provide the same content information generated by a computer as well as more information, including

metadata (but not the handwriting). The electronic version captures many details that may otherwise be

unavailable. Illustratively, the metadata—often referred to as data about data—from the electronic version

may indicate the name of the title and author, the date it was created and last saved, the date of the last

printed version, changes that were made, and more. Other electronic evidence may reveal activity on the

computer before and after the key electronic document was drafted or sent. In many regards, the metadata

provide insight and detail not only about the contents but also about what was transpiring at and around the

time that the document was created.

Electronic evidence is now commonplace in both civil and criminal cases. When the civil

procedure rules established new rules concerning “electronically stored information” in 2006, the advisory

committee notes advised that “new sources of electronic data are constantly being created, such as instant

and text messaging. Given the constant change in this area, it is important for lawyers to keep current on

evolving technologies.” FED. R. CIV. P. 34 advisory committee’s note (2006).

Electronic evidence has become increasingly essential to investigate, build, and solve many

criminal cases, regardless of type. In one case, for example, metadata from a document created by the

defendant and sent anonymously was one key to solving the “bind, torture, and kill” series of gruesome

murders after many years of investigation. See generally Monica Davey, Computer Disk Led to Arrest in

Killings, Pastor Says, N.Y. TIMES, Mar. 2, 2005, http://www.nytimes.com/2005/03/02/national/02btk.html

(reporting that information on the computer disk in the defendant’s final mailing was used “to trace it back

to a computer at Christ Lutheran Church” that the defendant “had used . . . a few weeks earlier”). In other

criminal cases, electronic evidence has changed the case focus by revealing the primary co-conspirators or

other participants and a fuller scope of the criminal activity.

This article uses recent case lessons to suggest practical steps on how to use electronic evidence

effectively and efficiently during an investigation and at trial. First, the article highlights the importance of

learning more about what electronic records are created in order to identify and use any evidentiary leads

from this data that may be relevant to the case. The details in these records can provide significant

information for the investigation. Second, the unique role of electronic evidence to test theories in the case

will be noted. Finally, a five-part plan is suggested to enhance the early identification and use of electronic

evidence in a criminal case, consisting of (1) investigation, (2) corroboration, (3) report, (4) admissibility,

and (5) presentation phases.
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II. Discovering what kinds of electronic records are available and how these records
may advance the case

Electronic evidence or records come in many different types. When starting work in criminal cases

involving the use of electronic evidence, it is helpful to consider and apply a basic understanding of these

records to identify which ones may be useful for the case. At its core, electronic evidence is simply an

event memorialized by a computer. This evidence reflects prior decisions made by someone else to record

certain events on computers and on computer networks. The question becomes, what events and details are

being recorded and how can they help the case?

This basic question helps to frame the issue and identify what records are created (on a laptop

computer or on a computer network) and what information may be useful. While similar companies may

create similar business or other records, they will not necessarily create the same ones. The details in these

records can make an important difference in a case.

An understanding about why and how particular records are created and what information is

collected can provide some useful evidence and possibly new leads in the case. For example, the records

may provide identifiers about the individual making the transaction (such as Internet Protocol address,

customer account information, or transactional history). The company and owner of the computer records

may have collected customer account information when the account was first opened. A particular credit

card may be linked to the account. Other identifiers may include username, company userid, and a history

of files uploaded or transactions (that may provide new leads). This information may shed light on who

was behind the transaction or may connect with other evidence in the case. Timestamp information often

yields useful information for creating a time line or showing the sequence of unfolding events. 

In working with another company’s computer records (such as an Internet Service Provider or

Internet company), some initial questions may help to focus on relevant events in the case and determine if

the company or hard drive memorializes those events: 

• Does your company make records of a particular event (online account access, online

financial payment, or any other activity relevant to the case)?

• Where on the computer/system/network is this event recorded? 

Once relevant records have been found, more refined questions may include:

• Who creates the information in the record (the user or computer)? 

• How or when is the record created? (In other words, what is the triggering event for the

creation of the record?)

• In how many places can a copy of this record or event be found? What related or

companion records are created?

• How are the details on the record created? What is their significance? For example,

account information may include data that is provided and updated over time.

• What is the business purpose for the records? Why is the information collected? 

For example, an Internet site that allows visitors to post images may record information about the

uploaded image for business purposes. The records about the image (including unique identifiers,

attributes, and other metadata) may be used to match information on the defendant’s computer to the

image. 
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If interstate commerce must be established as an element of the offense, it may be necessary to

show that a particular Internet communication crossed state lines. One question for an Internet Service

Provider may concern identifying the location of a particular server handling a key Internet transaction on

a particular day and time. If the server is in the same state as the prosecuting district, other theories or

transactions may be needed to show interstate commerce. If the Internet Service Provider can show that the

server handling the account or transaction was in another state, then interstate commerce is readily

established. 

Consider a forensic example involving possible deletions of data in a seized laptop. While the

original file may no longer be available, other records such as a link file (or shortcut to a local file) may

show that the computer was used to access certain named files. If Microsoft Windows was used, a “System

Restore” process can restore the computer files to an earlier point. The process may be useful to show what

programs or files were on a particular computer before significant changes (such as deletions) occurred. 

Each of these forensic examples is driven by the needs of the case. These records may not be

necessary or relevant in every case. However, by focusing on the key events and the types of records that

may be made concerning the event, significant evidentiary leads may be identified. Moreover, related

records may be found in multiple places. Recent cases underscore the importance of learning more about

the electronic records that are created (either on a computer network or a computer) in advancing the

investigation. 

III. Testing case theories 

From a prosecutor’s perspective, one benefit of electronic evidence is that it may be used to test

theories in the case, including theories offered by the defense. If certain events are alleged to have

occurred, they can be verified by checking for the types of records that would have been created by the

particular events. 

One useful example comes from the child pornography prosecution in United States v. Ganoe, 538

F.3d 1117 (9th Cir. 2008), cert. denied, 129 S.Ct. 2037 (2009). Defendant Ganoe was charged with receipt

and possession of child pornography. An investigation determined that a file sharing program (LimeWire)

was used to share child pornography. A search warrant was obtained to seize a computer and evidence

connected to a particular Internet Protocol address assigned to the defendant’s residence. During the

search, the defendant admitted that he had “inadvertently downloaded child pornography” and that the “

‘bad stuff’ could be found in the ‘z’ folder.” Ganoe, 538 F.3d at 1119. After charges were filed, a

computer forensics expert testified at trial that he located “72 pictures and videos depicting child

pornography in a subfolder entitled ‘z,’ located within the iTunes folder.” Id. at 1121. During the defense

case, the defendant’s sister, her boyfriend, and another friend testified that “a man named Ray Rodriguez”

had resided at the residence “but vanished after” learning about the seized computer. Id. at 1121-22. The

boyfriend testified that he “had personally observed Rodriguez search[ing] for and download[ing] child

pornography on to the computer.” Id. Rodriguez could not be found. The defendant also provided an alibi

during the periods of the downloading of the child pornography. 

How could the computer forensics address this trial defense? During rebuttal, the government

recalled the forensic examiner who testified about the computer user’s activity before and after the child

pornography was downloaded. He told the jury that based on his examination “whoever was using the

computer at the time the child pornography was downloaded had also accessed Ganoe’s PayPal account,

used Ganoe’s American Express card, logged onto his email account, and sent emails to people associated

with Ganoe, suggesting that it must have been Ganoe himself.” Id. at 1122. The computer forensics

provided further information about the computer user’s activity. 
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In response, the defense provided surrebuttal testimony from the boyfriend who “testified that a

list of passwords and user names for various password-protected websites was kept next to the computer,

suggesting that anyone using the computer could have accessed these sites.” Id. The jury convicted the

defendant on two receipt counts and one possession count, but acquitted him on one receipt count. The

convictions were affirmed on appeal. Id. at 1128.

The Ganoe case highlights how computer forensics helped respond to the defense claim that some

other user was responsible for the child pornography found on the seized computer. Without further review

of the electronic evidence, the jury would have been unaware of the activity on the computer. The case

also highlights the ongoing need to use computer forensics to respond to specific issues in the case and the

role of electronic evidence to test and verify case theories. 

This principle may be applied to other cases to test case theories. If the events had occurred as the

defense suggested, what records would be created? While the defense theory may be possible, how

probable is it as measured against the electronic evidence and non-electronic evidence? A time line of key

case events may also be useful to address these challenges. 

IV. Five key phases 

Five key phases enhance the identification and use of electronic evidence during an investigation

and, if necessary, at trial. The five phases that follow the seizure or acquisition of the electronic evidence

are (1) investigation, (2) corroboration, (3) report, (4) admissibility, and (5) presentation. These phases are

interrelated and build on one another. 

A. Investigation phase

The investigation phase identifies key evidence to further the investigation and prove the case. At

this stage, forensic challenges may include the necessity to act quickly (before the defendant or

conspirators leave the jurisdiction or country); to examine voluminous data and/or the limited time to

review the seized data; and to identify, preserve, and collect electronic evidence from multiple sources

before the retention period for the data expires. 

During the investigative phase, electronic evidence generally falls into two broad categories:  (1)

computers or devices containing electronic evidence (such as hard drives or cell phones); and (2)

electronic records (such as emails, chat, Paypal records) provided by a company maintaining the records,

usually through legal process. This distinction is significant because records on a computer hard drive may

fill gaps or corroborate electronic records created and maintained by other companies or at other locations.

For example, the company may have information about the payment for a transaction and the information

may include the Internet Protocol address and other identifiers. Evidence of the transaction may be found

on the hard drive.

Key steps during the investigative phase include (1) using early triage steps to focus on key events

and transactions, (2) identifying leads from both the forensic examiner and the agent, (3) addressing user

attribution issues, (4) filling gaps in the evidence, and (5) proving events abroad. 

Using early triage steps to focus on key events and transactions:  Many cases now confront the

challenge of dealing with voluminous data. Triage refers to steps that are essential to effectively and

efficiently identify key evidence within the scope of a search warrant and consistent with the needs of the

case. Given the lower costs of purchasing a hard drive with one or more terabytes of data (one terabyte is

equivalent to 1,024 gigabytes), it is not uncommon for a hard drive to contain hundreds of thousands of

files. One terabyte may contain “1,000 copies of the Encyclopedia Britannica.” MEGABYTES, GIGABYTES,

TERABYTES . . . WHAT ARE THEY?, http://www.whatsabyte.com/. Consequently, it is not humanly possible
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to view each file. While not a substitute for a complete forensic examination, triage steps can identify key

transactions or new leads that may be critical for the early phase and direction of the case. 

More common triage tools and approaches are becoming available. The following basic triage

example may be helpful. If a particular image or file is important to the case, a hash of the item, commonly

referred to as a “digital fingerprint,” see infra Part IV.D., can be used to search the data for a match. If a

match is confirmed on some but not all seized hard drives, the disparity can prioritize the order that the

media will be examined in the case. 

While several common forensic tools and techniques may be available, they must be tailored to the

case at hand. The forensic examination should address the specific needs of the case, just as other

investigative techniques are adapted to the particular case. The same forensic examination is not required

in every case. Some cases may merely require identification of key evidence (such as images or emails) on

electronic media. Other cases may require more information about the history of these documents and how

and when they were placed on the computer. The metadata may be important in some cases but not others. 

Initial three-way discussion:  One important practice that has proven effective is to encourage an

initial three-way discussion between the examiner, agent, and prosecutor. This conversation will focus on

the key evidence in the case. The agent will be able to identify key investigative leads and avenues

external to the computer media. The prosecutor can address proof and other legal issues in the case. With

this background and understanding, the examiner can identify relevant records and techniques that may

produce key evidence. This three-way conversation will serve to bring an early focus to the case issues. If

key evidence is identified early, the defense may entertain a pre-indictment resolution. If key evidence

reveals that the case is larger (in scope and participants) than initially anticipated, then new investigative

leads can be pursued. This three-way discussion ensures that the forensic review addresses the particular

needs of the case. Some questions to ask during this early discussion may include: 

• What are the primary transactions or events in the case? What records may confirm those

transactions or events?

• How many participants were involved? Are there any co-conspirators? What are the roles

of each participant/co-conspirator?

• What key documents, transactions, or evidence, such as a particular file, image, or email,

may be found?

• What planning and preparation evidence can be located?

• What role did the laptop serve in the case? Was the laptop used as an instrumentality to

commit the offense or does it store data related to the offense?

• Are there any financial or monetary ties to the computer?

• What are the anticipated defenses and the government’s responses? 

Finally, as the case advances and new leads are identified, it may be productive to renew the three-

way discussion. For example, a particular file or image that may not have appeared significant early in the

case may refocus the forensic examination and investigative steps later on. The discussion can focus on

these emerging matters. 

Identifying and using leads from both the forensic examiner and the agent:  For this aspect,

there are two key issues:  (1) How can forensics help or guide the investigation? (2) How can the

investigation help or guide the forensics? 
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Recent cases also demonstrate the benefits of exchanging information and sharing new leads

between the examiner and investigator as the case advances. Each serves a unique role in the case. They do

not operate in isolation. The examiner may locate additional information that fills gaps or provides new

leads that may aid the investigators and that otherwise might not have been found. Investigators can

identify key areas for the examiner to focus on within the scope of the search warrant. For example, the

examiner may identify new email accounts that may have been unknown to the investigators. With this

information, the investigators can use appropriate legal process to obtain the evidence related to the new

accounts or leads. Alternatively, the examiner may reveal that a key document was the product of several

drafts over a period of time or had contributions from others. These forensic details may otherwise be

beyond the reach of the investigators. 

This exchange of information may also benefit the examiner as investigators suggest key

transactions, time periods, witness statements, or external events that the examiner may be able to

corroborate on the computer media. The mutual benefits from this two-way exchange of information are

not a one-time event. As more leads and evidence are gathered, it may be necessary for the forensic

examiner or agents to review the evidence anew within the scope of the search warrant. For example, it

may be that information about a key report or document resides on the laptop hard drive among 500,000 or

more files. The report by itself may not seem significant early in the investigation. However, if the

investigators learn that the defendant was aware of the report or document, it may be necessary for the

examiner to review the hard drive again for this new evidence. 

Addressing user attribution issues:  One recurring issue is proving the defendant was the user of

the computer during the offense or responsible for the key transactions in the case. The investigative phase

can help address this issue. Some questions to consider may include:

• What electronic evidence tends to confirm who the user or owner of the seized computer

was during the key events in the case?

• What indicia suggests who the author was of an email or chat message (e.g., nickname or

other identification or familiarity with unique facts)?

• Can metadata provide information about the author of a file?

• What evidence external to the computer or email message provides information about the

author?

• Can a pattern of access to customer accounts before and after a key event shed light about

the computer user, such as Internet browsing history or access to accounts controlled by a

specific person?

• Can the recipient of a message or electronic communication identify the author?

In a number of cases, early focus on user attribution issues has confirmed ownership and

authorship issues. 

Filling in gaps in the evidence:  Electronic evidence has proven useful to identify gaps in the

evidence. For example, in a series of email communications, perhaps only a few in the series will be found.

During the investigative phase, it helps to consider how many places the same or comparable evidence

may be found. In filling in evidence gaps, some useful questions to consider may include: 

• How are the defendants communicating?

• What electronic records are being created?

• What computers or devices are being used?
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• How many places can that electronic evidence be found (e.g. sender’s computer,

recipient’s computer, Internet service provider records)?

• What process is necessary to obtain this evidence? 

If evidentiary gaps are identified, it also helps to consider the role of the electronic evidence in the

transaction or communication. 

Proving events abroad:  In cases involving international activities, electronic evidence is

important to establish events abroad. Information from a computer or email and related communications

have been used to establish a time line of key events that may have occurred outside of the United States. 

For example, in some recent economic espionage cases under 18 U.S.C. § 1831 (involving the

misappropriation of a trade secret with an intent to benefit a foreign government or foreign

instrumentality), the seizure of the defendant’s laptop and emails was instrumental to show the preparation,

planning, misappropriation, and use of trade secrets in other countries. Without this information, the same

information would have been more challenging for law enforcement to obtain. With this information, new

leads and requests can be pursued with law enforcement partners in other countries under the 24/7 High

Tech Crime Network (about 55 member countries provide a law enforcement point of contact, 24 hours a

day, 7 days a week, to preserve evidence in a foreign country) and the Mutual Legal Assistance Treaties. 

B. Corroboration phase 

A related and significant phase concerns the identification of corroboration between the electronic

evidence and external events (or non-electronic evidence). While this phase is certainly related to the prior

investigative phase, given its significance, it is highlighted as a distinct area of focus. It also applies to

each of the other key phases in using electronic evidence. Apart from the investigation, it can also be a key

area at trial in presenting the evidence to the jury and rebutting defense claims. Once key events are

identified by investigators external to the electronic media, the question becomes, can related evidence be

found on the electronic media? Correspondingly, can evidence discovered through a forensic examination

be confirmed by related external events? 

Corroboration based on traditional investigative techniques:  It is rare that electronic evidence 

alone can help prove all of the elements of the offense. More commonly, traditional investigative

techniques will be used in conjunction with the forensic examination to prove the case. These tried and

tested traditional investigative techniques may include: 

• Witness interviews

• Physical evidence seized at a residence or company pursuant to a search warrant

• Surveillance

• Undercover activities

• Use of a confidential informant or cooperating witness

• Financial or transactions records (“follow the money” approach)

• Communication records (such as phone records) to show the relationship of key parties

• Confessions (partial or complete) 

Evidence obtained under these traditional investigative approaches may be corroborated by

electronic evidence such as email or chat. 

Corroborating other electronic evidence:  Corroboration is not restricted to electronic evidence

and external events. A key corroborative area may involve corroborating electronic evidence with other

electronic evidence. For example, if a key document is located on the defendant’s laptop, the statements or
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representations in the document may be corroborated by other evidence found on the computer. If the

document recounts planning and preparation steps in a conspiracy, those steps may be confirmed by other

computer activity or records. Also, a key document may have been shown to have been distributed to

others. This chain of electronic evidence can strengthen the investigation and case presentation. 

Corroboration benefits:  At least four key benefits may result from the corroboration phase.

First, the corroboration of external events with evidence from the laptop computer (or other electronic

media) helps confirm the role and trace the activity under investigation directly to the computer user. This

tracing may assist in answering who the computer user is. 

Second, the corroboration strengthens the weight of the evidence and increases the chances of

proving the case beyond a reasonable doubt. Information from external events may provide a fuller

understanding about the electronic evidence. For example, witnesses may be able to testify about non-

electronic events that preceded or followed the electronic transaction. The electronic record may have

details or information that assists the witnesses in recalling the events. In building and presenting a strong

case at trial, it helps to show the corroboration between the electronic evidence and external evidence. The

linkage may help prove the case to the jury beyond a reasonable doubt. The fact-finder is also aided in

considering the weight of the evidence presented at trial.

Third, the corroboration often removes issues in the case. For example, if the defense seeks to

challenge the integrity of the electronic evidence records, it becomes harder to do so when independent

confirmation of the event external to the electronic media is established. In one computer intrusion trial,

the defense suggested that integrity questions concerning the collection of electronic evidence were an

issue until the evidence presented showed that the same events on a company network were independently

corroborated. See generally United States v. Shea, 493 F.3d 1110 (9th Cir. 2007) (logic bomb

prosecution).

Fourth, the corroboration may resolve or prevent appellate issues after a trial. For example, the

corroborated evidence may help to address a challenge to the admission of any particular evidence by

showing that error was harmless under FED. R. EVID. 103(a) or was not plain error if no objection was

lodged under FED. R. EVID. 103(d). If a challenge is raised to specific evidence, the corroborated evidence

may show that any error was harmless or did not rise to the level of plain error. 

C. Report phase

After key forensic evidence has been identified during the investigation phase and key external

and electronic evidence have been corroborated, the prosecutor will need to decide whether the

information requires expert testimony. If so, pretrial expert disclosure of the opinions and bases of the

opinion will be needed if requested by the defense. This obligation arises from FED. R. CRIM. P.

16(a)(1)(G) that provides: 

At the defendant’s request, the government must give to the defendant a written summary

of any testimony that the government intends to use under Rules 702, 703, or 705 of the

Federal Rules of Evidence during its case-in-chief at trial. . . . The summary provided

under this subparagraph must describe the witness’s opinions, the bases and reasons for

those opinions, and the witness’s qualifications. 

Id. 

While not all testimony concerning the admission of electronic evidence requires expert testimony,

a substantial portion may. The threshold focus is determining whether expert testimony is needed and

therefore whether a Rule 16 expert’s summary report must be provided. If the testimony is deemed to
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involve expert conclusions, the defense may seek to exclude the testimony altogether based on the non-

compliance with the expert disclosure requirements or may request other appropriate sanctions. 

Evaluating lay and expert testimony:  Case law confirms that it is not always clear what aspects

of the expert examination may constitute expert testimony. See generally United States v. Hilario-Hilario,

529 F.3d 65, 72 (1st Cir. 2008) (“There is no bright-line rule to separate lay opinion from expert witness

testimony; circuits, and indeed decisions within a circuit, are often in some tension.”); United States v.

Ayala-Pizarro, 407 F.3d 25, 28 (1st Cir. 2005) (“The line between expert testimony under Fed. R. Evid.

702 . . . and lay opinion under Fed. R. Evid. 701 . . . is not easy to draw.”) (citation omitted). Some

forensic evidence may be introduced as lay testimony without any expertise. 

Lay opinion testimony must be “rationally based on the perception of the witness[,]” which

includes “the familiar requirement of first-hand knowledge or observation.” FED. R. EVID. 701 advisory

committee’s notes. Under Rule 702, if “scientific, technical, or other specialized knowledge will assist the

trier of fact,” a qualified expert may testify “in the form of an opinion or otherwise . . . .” Id. The

determinative factor is not whether the witness is an expert or lay witness but whether the proffered

testimony is expert or lay testimony. Rule 701 “does not distinguish between expert and lay witnesses, but

rather between expert and lay testimony.” Consequently, “it is possible for the same witness to provide

both lay and expert testimony in a single case.” FED. R. EVID. 701 advisory committee’s notes.

A few case examples illustrate the differences between lay and expert testimony but also highlight

the challenge for courts and attorneys in drawing a distinction. In a bank fraud case, an FBI financial

analyst with 23 years of experience testified about a company’s financial and business records. The analyst

noted that the “expertise and the use of computer software” made review of the records “more efficient” in

arriving at the conclusions. Was the government required to provide a pretrial expert summary report for

this testimony? The Eleventh Circuit held that the testimony was proper lay testimony under Rule 701: 

Contrary to Appellants’ contention, the government was not required to certify [FBI

financial analyst] Odom as an expert witness and comply with [Federal] Rule [of Criminal

Procedure] 16(a) with respect to Odom’s testimony. To prepare for his testimony, Odom

simply added and subtracted numbers from a long catalogue of MCC records, and then

compared those numbers in a straightforward fashion. As Odom himself explained at trial,

while his expertise and the use of computer software may have made him more efficient at

reviewing MCC’s records, his review itself was within the capacity of any reasonable lay

person. 

United States v. Hamaker, 455 F.3d 1316, 1331-32 (11th Cir. 2006) (footnote omitted). Alternatively, even

if pretrial expert disclosure was required under FED. R. CRIM. P. 16, the defense effectively had notice

about the analyst’s testimony. Id. at 1332. 

In a comparable vein, some federal investigative agencies rely on agents to use common forensic

tools to identify evidence on seized computer media. The agent may not be a “forensic expert” in the

classic sense. Many of the findings by the agent may be admitted through lay testimony.

Consider a related scenario. Can lay testimony be used to present forensic evidence by “running

commercially-available software, obtaining results, and reciting them[?]” United States v. Ganier, 468

F.3d 920, 925 (6th Cir. 2006). In Ganier, forensic software was used to generate reports “display[ing] a

heading, a string of words and symbols, date and time, and a list of words” based on “three different types

of searches performed with particular search terms at particular times.” Id. at 926. On the eve of trial, the

defense filed a motion to exclude this testimony because it did not receive pretrial disclosure of the expert

testimony. The trial court granted the motion in limine, excluding the expert testimony for non-compliance

60 UNITED STATES ATTORNEYS’ BULLETIN NOVEM BER 2011



with FED. R. CRIM. P. 16(a)(1)(G). The government appealed the exclusion of evidence. The Sixth Circuit

agreed that expert testimony was implicated: 

The average layperson today may be able to interpret the outputs of popular software

programs as easily as he or she interprets everyday vernacular, but the interpretation [the

witness] needed to apply to make sense of the software reports is more similar to the

specialized knowledge police officers use to interpret slang and code words used by drug

dealers . . . [and the] knowledge and familiarity with computers and the particular forensic

software [was] well beyond that of the average layperson. 

Id. The fact that the government failed to provide pretrial notice of this expert testimony did not mandate

exclusion of the evidence, particularly where no bad faith was shown by the government. The case was

remanded for further findings and determination on the appropriate remedy. Id. at 927-28.

While some may question the analysis in the Ganier case, the opinion does serve to highlight the

challenge in distinguishing between lay testimony and expert testimony. These cases essentially teach that

a continuum between lay and expert testimony exists. Some matters may clearly be on the lay testimony

side of the continuum, such as the use of computer software to find records or basic review functions. On

the expertise side, more advanced knowledge and training may be required to analyze the data for

recovering deleted files, understanding the imaging process, and determining the operation of malware or

the use of codes and commands. 

Given these cases and the difficulty in discerning lay and expert testimony on some forensic

issues, what recommendations can be made? If in doubt, a Rule 16 expert summary may be provided out

of an abundance of caution. The disclosure may state that while the testimony of witness A is admissible

independent of expert Rule 702, in the event the trial court concludes that Rule 702 applies, the following

summary provides the opinions and bases in support of those opinions. 

The expert report:  One question concerns who should prepare the Rule 16(a)(1)(G) expert

summary report. Some prosecutors prefer to prepare the summary after meeting with the forensic

examiner. One benefit of this approach is that the prosecutor will carefully consider, in advance, exactly

how and why the electronic evidence may be admitted at trial. If the prosecutor drafts the summary report,

the examiner must be comfortable with the opinions and bases included in the summary disclosure. 

It is more common, however, for the expert to author the Rule 16(a)(1)(G) report. The tradeoff is

that forensic examiners may not be accustomed to preparing an effective report for trial. This distinction is

important. Review of some recent forensic reports shows that they were not “trial ready.” This review

highlights some recurring problems. Under the rules, the report is a trial document, not a technical or

academic paper. 

Determining whether the report is “trial ready” is also an important aspect of the case. Generally,

forensic examiners have received some training in report writing. However, not many examiners have had

their opinions tested at trial or it may have been years since the examiner’s last trial testimony. The

experience in preparing the expert summary for trial is often limited. An effective report should reflect

discussions and consultation with the prosecutor about case presentation issues. If the report fails to

summarize the expert “testimony that the government intends to use . . . during its case-in-chief at trial,” as

required under Rule 16(a)(1)(G), then the forensic testimony may be subject to exclusion or other

sanctions.

Recurring concerns:  Two primary issues recur in expert reports authored by forensic examiners.

First, the report may contain technical representations that are too difficult to follow or comprehend. The

role of the expert at trial is not to impress the jury with technical expertise or specialized knowledge but to

assist the fact-finder in understanding and deciding the contested facts. Rule 702 provides that an expert
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witness may be permitted to testify regarding “scientific, technical, or other specialized knowledge” if such

knowledge “will assist the trier of fact to understand the evidence or to determine a fact in issue         . . . .”

FED. R. EVID. 702 (emphasis added); see also Daubert v. Merrell Dow Pharm., Inc., 509 U.S. 579, 592

(1993) (“[T]he trial judge must determine at the outset, pursuant to Rule 104(a), whether the expert is

proposing to testify to (1) scientific knowledge that (2) will assist the trier of fact to understand or

determine a fact in issue.”) (footnotes omitted). If the jury cannot follow and understand the expert, then

the expert will have failed in his primary objective to assist the jury in understanding the facts of the case.

The expert’s report should thus be written with the trial and jury comprehension objectives in mind. 

A second recurring challenge is that the report may provide an unfocused presentation. Under FED.

R. CRIM. P. 16(a)(1)(G), the summary report is a trial document summarizing expert testimony that the

government will offer during its case-in-chief. Therefore, the report should clearly and succinctly

summarize the evidence that the government intends to offer in its case-in-chief and present a focused

summary of the primary conclusions and support for those conclusions. 

Practice tips:  In order to address these two primary recurring issues, some practical suggestions

are offered. An informal discussion with the examiner about the key forensic conclusions and the bases

supporting those conclusions is encouraged to focus on the central areas to present to the jury. This

discussion may require a couple of meetings. For example, the examiner may be asked the following

questions:  What is your conclusion concerning a key aspect of the case, such as the location of key

documents or images, the metadata on a particular document, or finding deleted fragments? What specific

bases support that conclusion? How many bases support that conclusion? How does the conclusion square

with anticipated cross-examination or the theory of the defense? Each primary conclusion can be reviewed

and probed. This informal dialogue can be accompanied by simulated cross-examination. This oral

preparation process often helps refine and focus the conclusions and the bases in support of those

conclusions in the final written report. In addition, more bases may be identified during this exercise that

will help reinforce the weight of the expert testimony. 

Another important tool is the use of a forensic time line that highlights key case events identified

during the forensic examination. The time line can be helpful for the examiner in drafting the report. It

may also aid the jury in following the key events. The time line can also be used to corroborate other case

evidence, both electronic and external. 

D. Admissibility phase 

Thus far, the investigation phase led to the identification of key electronic evidence, steps have

been made to corroborate electronic evidence with external events, and a useful pretrial expert report under

FED. R. CRIM. P. 16 has been completed. The fourth phase involves consideration of the admissibility

issues concerning the electronic evidence. This phase will typically address hearsay, authentication, and

duplicate issues. 

Hearsay:  In considering hearsay questions, the following questions may be asked: 

• Who made the statement?

• Was the statement machine-generated?

• Is there a non-hearsay purpose to admit the statement or record?

• Do party admission rules (FED. R. EVID. 801(d)) apply?

• Do other hearsay exceptions apply (such as co-conspirator, business, and public records)?

Computer-generated information:  Many key records that are generated by a computer will not

present any hearsay issues. Hearsay is defined as “a statement, other than one made by the declarant while
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testifying at the trial or hearing, offered in evidence to prove the truth of the matter asserted.” FED. R.

EVID. 801(c). A machine does not make a “statement” within the meaning of the rule. 

It is important to distinguish between computer-generated records and computer-stored records.

One useful case addressing this issue arose in the Tenth Circuit in United States v. Hamilton, 413 F.3d

1138 (10th Cir. 2005). The court in that case held that “header” information (including the screen name,

subject of the posting, the date that the images were posted, and the individual’s IP address) was not

hearsay. There was no “person” making a statement. Id. at 1142-43.

Surprisingly, not many cases address this issue, perhaps because the conclusion is readily

apparent. Some related cases add further support to the notion that machine-generated output does not

create a statement for purposes of the hearsay rules. See also United States v. Washington, 498 F.3d 225,

231 (4th Cir. 2007) (machine-generated data used in a DUI case to determine whether a blood sample

contained drugs or alcohol were not statements of the lab technicians and were not hearsay statements

because they were not made by persons but rather by machines analyzing the sample; no Confrontation

Clause issues), cert. denied, 129 S.Ct. 2856 (2009); United States v. Khorozian, 333 F.3d 498, 506 (3d Cir.

2003) (information automatically generated by fax machine is not hearsay because “nothing ‘said’ by a

machine . . . is hearsay”). 

For some electronic evidence, a portion may include non-hearsay computer-generated information

and other portions may include potential hearsay statements. For example, an email may include a

statement typed by the user but transmission information (for example, the date and time that the message

was sent) will be computer-generated. 

Admissibility of the defendant’s and participants’ statements:  The statements of the defendant

contained in electronic evidence may be admitted as statements against a party-opponent. Under FED. R.

EVID. 801(d), “[a] statement is not hearsay if . . . [t]he statement is offered against a party and is (A) the

party’s own statement, in either an individual or a representative capacity . . . .”

A number of cases recognized the application of this rule with regard to electronic evidence. See,

e.g., United States v. Burt, 495 F.3d 733, 738 (7th Cir. 2007) (admitting portions of an online chat

communication that represented defendant’s writings as admissions by a party opponent under FED. R.

EVID. 801(d)(2)); United States v. Siddiqui, 235 F.3d 1318, 1323 (11th Cir. 2000) (noting that the emails

“sent by Siddiqui constitute admissions of a party pursuant to FED. R. EVID. 801(d)(2)(A)”); United States

v. Safavian, 435 F. Supp. 2d 36, 43 (D.D.C. 2006) (“The [email] statements attributed directly to Mr.

Safavian come in as admissions by a party opponent under Rule 801(d)(2)(A) of the Federal Rules of

Evidence.”); In re Homestore.com, Inc. Sec. Litig., 347 F. Supp. 2d 769, 781 (C.D. Cal. 2004) (noting in a

civil securities action, emails “written by a party are . . . admissible as non-hearsay under FED. R. EVID.

801(d)(2)”); see also Sea-Land Serv., Inc. v. Lozen Int’l., LLC, 285 F.3d 808, 821 (9th Cir. 2002)

(company email copied and forwarded to another employee “ ‘manifested an adoption or belief in [the]

truth’ of the information contained in the original e-mail” admitted under Rule 801(d)(2)(B)). 

The statements of other participants to the conversation may be admitted as non-hearsay to provide

context to the communication. See, e.g., Burt, 495 F.3d at 738-39 (third party portion of chat was

admissible as non-hearsay to provide context to the conversation); United States v. Dupre, 462 F.3d 131,

136-37 (2d Cir. 2006) (emails from investors demanding information about defendant’s fraudulent scheme

were not hearsay when offered to provide the context for the defendant’s message sent in response and to

rebut defendant’s argument that she did not know the scheme was fraudulent; no Confrontation Clause

issues arose because the statements were offered for a non-hearsay purpose). 

Defendant’s exculpatory statements:  The defendant’s own exculpatory statements remain

another important point for consideration. The defendant may seek to admit some of his “exculpatory”
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statements without testifying. Under the Federal Rules of Evidence, a defendant’s statement is admissible

only if offered against him; a defendant may not elicit his own prior statements. FED. R. EVID.

801(d)(2)(A); see also United States v. Palow, 777 F.2d 52, 56 (1st Cir. 1985) (“The requirement of Rule

801(d)(2)(A) that an admission be offered against a party is designed to exclude the introduction of self-

serving statements by the party making them.”).

Two useful cases have addressed this issue. See United States v. McDaniel, 398 F.3d 540, 544 (6th

Cir. 2005); United States v. Ortega, 203 F.3d 675, 682 (9th Cir. 2000). In McDaniel, the Sixth Circuit

noted: 

Turning to the testimony at issue in this case, it is clear that the district court correctly

prohibited [defendant] McDaniel’s counsel from eliciting testimony from Postal Inspector

Locke regarding certain statements made by McDaniel. Whereas Rule 801(d)(2)

authorized the Government to question Postal Inspector Locke on direct examination

regarding statements made by McDaniel because of McDaniel’s status as a party-

opponent, any testimony by Postal Inspector Locke on cross-examination by McDaniel’s

counsel regarding additional statements made by McDaniel that had not already been

introduced on direct examination would have constituted inadmissible hearsay that would

have effectively allowed McDaniel to testify without being under oath, without cross-

examination, and without direct scrutiny by the jury. 

McDaniel, 398 F.3d at 545-46. 

Of course the defendant is protected by the Fifth Amendment from being compelled to testify at

trial. The McDaniel court cited with approval to Ortega, a case that provides a useful discussion of the

reasons why the defendant’s exclupatory statements are not admissible by the defense. Ortega involved

drug and firearms charges. The Ninth Circuit held that the trial court correctly precluded the defendant

from “eliciting his own exculpatory statements, which were made within a broader, inculpatory narrative.”

Ortega, 203 F.3d at 681. In the excluded oral statements, the defendant claimed that the guns and drugs

found in his residence belonged to someone else. On appeal, the defendant argued that exclusion of the

statements violated the rule of completeness, the Confrontation Clause, FED. R. EVID. 801(d)(1) (exception

for recent fabrication), and FED. R. EVID. 807 (residual exception). In affirming the exclusion of the

defendant’s “non-self-inculpatory statements,” the court explained: 

First, Ortega’s non-self-inculpatory statements are inadmissible even if they were made

contemporaneously with other self-inculpatory statements. The self-inculpatory

statements, when offered by the government, are admissions by a party-opponent and are

therefore not hearsay . . . but the non-self-inculpatory statements are inadmissible hearsay.

. . . Second, the rule of completeness applies only to written and recorded statements. . . .

Even if the rule of completeness did apply, exclusion of Ortega’s exculpatory statements

was proper because these statements would still have constituted inadmissible hearsay. 

Id. at 682 (citations omitted); see also United States v. Collicott, 92 F.3d 973, 983 (9th Cir. 1996) (The

rule of completeness under “Rule 106 does not compel admission of otherwise inadmissible hearsay

evidence[.]”) (citation omitted); United States v. Dorrell, 758 F.2d 427, 434-35 (9th Cir. 1985) (no

violation of the rule of completeness where edited statement does not distort meaning of passage). 

This precedent should assist in responding to efforts to admit the defendant’s exculpatory

statements without the defendant taking the stand and being subject to cross-examination. 

Other hearsay exceptions:  Other hearsay exceptions may be considered to admit statements

contained in electronic evidence. Some examples include business and public records and co-conspirator

statements, noted below, among others.
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Business records:  Computer business records provide a good example of this type of exception.

The hearsay business records exception may apply to admit useful electronic records. One court noted that

under FED. R. EVID. 803(6) “it is immaterial that the business record is maintained in a computer rather

than in company books.” United States v. Catabran, 836 F.2d 453, 457 (9th Cir. 1988). Another court

explained that “computer data compilations are admissible as business records . . . if a proper foundation as

to the reliability of the records is established.” United States v. Briscoe, 896 F.2d 1476, 1494 (7th Cir.

1990); see also Potamkin Cadillac Corp. v. B.R.I. Coverage Corp., 38 F.3d 627, 632 (2d Cir. 1994) (“A

business record may include data stored electronically on computers and later printed out for presentation

in court, so long as the ‘original computer data compilation was prepared pursuant to a business duty in

accordance with regular business practice.’ “) (citation and internal quotations omitted). 

The business records rule expressly applies to a “memorandum, report, record, or data

compilation, in any form . . . .” FED. R. EVID. 803(6). The term “data compilation” is “used as broadly

descriptive of any means of storing information other than the conventional words and figures in written or

documentary form. It includes, but is by no means limited to, electronic computer storage.” FED. R. EVID.

803(6) advisory committee notes; see also Rosenberg v. Collins, 624 F.2d 659, 665 (5th Cir. 1980)

(admitting computer business records involving commodity trading activity and explaining that “[u]nder

Rule 803(6), computer data compilations may be business records themselves, and should be treated as any

other record of regularly conducted activity”). Computer business records can be computer-generated

and/or stored on a computer. 

Business records are admissible as a hearsay exception because they are considered to be reliable.

See, e.g., Timberlake Constr. Co. v. U.S. Fidelity & Guar. Co., 71 F.3d 335, 341 (10th Cir. 1995) (“The

rationale behind the business records exception is that such documents have a high degree of reliability

because businesses have incentives to keep accurate records.”); United States v. Blackburn, 992 F.2d 666,

670 (7th Cir. 1993) (“First, businesses depend on such records to conduct their own affairs; accordingly,

the employees who generate them have a strong motive to be accurate and none to be deceitful. Second,

routine and habitual patterns of creation lend reliability to business records.”). 

Many businesses use computers to create and maintain records that are admissible as business

records. See, e.g., United States v. Salgado, 250 F.3d 438, 452 (6th Cir. 2001) (telephone toll records);

Dyno Constr. Co. v. McWane, Inc., 198 F.3d 567, 576 (6th Cir. 1999) (Federal Express delivery records);

United States v. Cestnik, 36 F.3d 904, 909-10 (10th Cir. 1994) (money transfer orders); United States v.

Loney, 959 F.2d 1332, 1341-42 (5th Cir. 1992) (admitting frequent flier airline miles under FED. R. EVID.

803(6) and 1006). 

Public records:  Computer public records are another example of a hearsay exception that may be

used to admit statements contained in electronic evidence. FED. R. EVID. 803(8) allows public records to be

admitted as an exception to the rule excluding hearsay. Based on public duties in creating the records,

public records are “unusually trustworthy sources of evidence.” Chesapeake & Del. Canal Co. v.

United States, 250 U.S. 123, 128-29 (1919); see also United States v. Quezada, 754 F.2d 1190, 1193 (5th

Cir. 1985) (“Two principal reasons underlie this exception to the general rule excluding hearsay:  the

presumed trustworthiness of public documents prepared in the discharge of official functions, and the

necessity of using such documents, due to the likelihood that a public official would have no independent

memory of a particular action or entry where his duties require the constant repetition of routine tasks.”)

(footnote omitted). 

Computer public records can also be computer-generated and/or stored on a computer. Many

public records in the form of computer records have been admitted under FED. R. EVID. 803(8). See, e.g.,

United States v. Lopez-Moreno, 420 F.3d 420, 437 (5th Cir. 2005) (Immigration agency’s “computer

records of the passengers’ deportations are the type of public records that are admissible under Rule
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803(8), and they are not the sort of investigative reports (i.e., police reports) that would be excluded under

Rule 803(8)(B).”) (citations omitted); Malkin v. United States, 243 F.3d 120, 123 (2d Cir. 2001) (where

records in IRS computer files were admissible under Rule 803(8) after original IRS consent form

extending limitations period was lost or destroyed); Hughes v. United States, 953 F.2d 531, 540 (9th Cir.

1992) (admitting computer-generated IRS Certificates of Assessments and Payments (Form 4340)). 

Co-conspirator exception:  Co-conspirator statements constitute another example of hearsay

exceptions. These statements are admissible under FED. R. EVID. 801(d)(2)(E) against a party as non-

hearsay. In appropriate circumstances, computer records have been admitted under this hearsay exception.

For example, in United States v. Moran, 493 F.3d 1002, 1010-11 (9th Cir. 2007) (per curiam), a case

involving a tax and fraud trial, Quickbooks financial records that were recovered from a co-defendant’s

computer were admissible as records in furtherance of conspiracy under Rule 801(d)(2)(E). The records

were used to keep track of complex financial transactions that furthered the conspiracy and served to keep

the co-conspirators abreast of the ongoing conspiracy activities.

Authentication issues:  A second evidence issue concerning electronic evidence involves

authentication. The foundational “requirement of authentication or identification as a condition precedent

to admissibility is satisfied by evidence sufficient to support a finding that the matter in question is what its

proponent claims.” FED. R. EVID. 901(a). As Seventh Circuit Judge Richard Posner summarized,

“Evidence that is not oral testimony must be shown to be what it purports to be rather than a forgery or

other fabrication or an innocent misidentification. But there are no rigid rules, such as chain of custody, for

authentication; all that is required is adequate evidence of genuineness.” United States v. Dawson, 425

F.3d 389, 392-93 (7th Cir. 2005).

Most courts have recognized that the burden to authenticate is not a high one. United States v.

Gagliardi, 506 F.3d 140, 151 (2d Cir. 2007) (“The bar for authentication of evidence is not particularly

high.”) (citation omitted). Once an exhibit is authenticated, the jury decides its genuineness and how much

weight to give it. McQueeney v. Wilmington Trust Co., 779 F.2d 916, 930 (3d Cir. 1985) (Once the prima

facie standard is met, the opposing party may “argue that the documents are not genuine, or that they are

somehow not worthy of great weight in the jury’s deliberations.”); United States v. Caldwell, 776 F.2d

989, 1002 (11th Cir. 1985) (“Once that prima facie showing has been made, the evidence should be

admitted, although it remains for the trier of fact to appraise whether the proffered evidence is in fact what

it purports to be.”). 

 The failure to authenticate the electronic evidence can result in exclusion with fatal results. See,

e.g., United States v. Baker, 538 F.3d 324, 332-33 (5th Cir. 2008) (reversing distribution count based on

plain error in admitting image printouts and report where “[n]o other witness or document in evidence

vouches for the source, accuracy, or circumstances surrounding preparation of” the exhibits); United States

v. Jackson, 208 F.3d 633, 637 (7th Cir. 2000) (Web posting excluded due to lack of authentication where

defendant, a skilled computer user, failed to show that the postings were made by the groups allegedly

responsible for them and not by him); United States v. Jackson, 488 F. Supp. 2d 866, 871 (D. Neb. 2007)

(“chat” conversations excluded as not authenticated and not an accurate original or duplicate where an

undercover agent cut-and-pasted without preserving the original). 

Witness with knowledge:  A common form of authenticating electronic evidence—used often for

authenticating physical, non-electronic evidence—is the use of a witness with knowledge of the event or

transaction. For example, for chat room log printouts, a witness can explain “how he created the logs” and

that they “appeared to be an accurate representation of the chat room conversations . . . .” United States v.

Tank, 200 F.3d 627, 630 (9th Cir. 2000). In Tank, the government made a prima facie showing of

authenticity concerning chat room log printouts. A witness “explained how he created the logs with his

computer and stated that the printouts, which did not contain the deleted material, appeared to be an
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accurate representation of the chat room conversations among members of the Orchid Club.” Another case,

United States v. Barlow, 568 F.3d 215, 220 (5th Cir. 2009), also involved this form of authentication. In

that case, online chats between the defendant and a person posing as a minor were authenticated by the

witness’s testimony that they were a full and fair reproduction of their year-long online “relationship.” The

witness “as the other participant in the year-long ‘relationship,’ had direct knowledge of the chats” and

“could sufficiently authenticate the chat log presented at trial . . . .” In a similar manner, an undercover

agent can testify about his participation in the communications. For example, in United States v. Simpson,

152 F.3d 1241, 1249-50 (10th Cir. 1998), an undercover FBI agent communicated with the defendant in a

chat room devoted to child pornography. The agent testified about his Internet chat conversation with the

defendant, an individual identified as “Stavron,” who also gave the agent his name, his street address, and

his email address. 

 Case agent based on investigation:  A case agent may be able to authenticate electronic records

obtained during the investigation, including those from computer media. The defendant in United States v.

Whitaker, 127 F.3d 595 (7th Cir. 1997), was convicted of conspiring to distribute marijuana. A computer

seized from his residence contained computer records of drug transactions and the drug business. The

Seventh Circuit rejected the argument that the government was required to supply a witness with personal

knowledge of the computer system and concluded that the computer printouts were sufficiently

authenticated. The court held that the agent’s testimony authenticated the computer printouts under Rule

901(a) where the computer was seized during the execution of a warrant, the agent was present when the

computer records “were retrieved from the computer using the Microsoft Money program,” and the agent

“testified concerning his personal knowledge and his personal participation in obtaining the printouts.” Id.

at 601. The court in United States v. Salcido, 506 F.3d 729 (9th Cir. 2007) (per curiam), reviewed the

conviction of a defendant who was prosecuted for the possession and receipt or distribution of material

involving the sexual exploitation of minors. The court held that “the government properly authenticated

the videos and images under Rule 901 by presenting detailed evidence as to the chain of custody,

specifically how the images were retrieved from the defendant’s computers.” Id. at 733.

 Unique or distinctive characteristics:  Distinctive characteristics have also been used to

authenticate electronic evidence under FED. R. EVID. 901(b)(4). Rule 901(b)(4) provides that distinctive

characteristics may include “[a]ppearance, contents, substance, internal patterns, or other distinctive

characteristics, taken in conjunction with circumstances.” Courts have admitted email and chat

communications that were authenticated by their distinctive characteristics. In United States v. Siddiqui,

235 F.3d 1318 (11th Cir. 2000), an email was authenticated by its content and context. The email included

the email address and an automatic reply to sender. The messages themselves indicated knowledge of

matter and used nicknames. Moreover, foreign deposition testimony concerning phone conversations after

email messages were transmitted further authenticated the email. In United States v. Safavian, 435 F. Supp.

2d 36 (D.D.C. 2006), emails between defendant government official and a lobbyist were authenticated by

distinctive characteristics. The characteristics included the email addresses that bore the sender’s and

recipient’s names, the contents, and “the name of the sender or recipient in the bodies of the e-mail, in the

signature blocks at the end of the e-mail, in the ‘To:’ and ‘From:’ headings, and by signature of the

sender.” Id. at 40.

 Using hash values:  Hash values are frequently used to authenticate electronic evidence from a

hard drive that is examined to a particular file or document. Hash values are uniformly accepted as a

“digital fingerprint.” See, e.g., United States v. Finley, 612 F.3d 998, 1000 (8th Cir. 2010) (noting Secure

Hash Algorithm (SHA) “values are, in essence, unique digital fingerprints or signatures”); United States v.

Richardson, 607 F.3d 357, 363 (4th Cir. 2010) (referring to a “hash value” as a digital fingerprint);

United States v. Henderson, 595 F.3d 1198, 1199 (10th Cir. 2010) (same). A “hash value” or hash
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algorithm provides another accepted method to authenticate an electronic document by distinctive means.

The following excerpt explains what a hash value is: 

A unique numerical identifier that can be assigned to a file, a group of files, or a portion of

a file, based on a standard mathematical algorithm applied to the characteristics of the data

set. The most commonly used algorithms, known as MD5 and SHA, will generate

numerical values so distinctive that the chance that any two data sets will have the same

hash value, no matter how similar they appear, is less than one in one billion. “Hashing” is

used to guarantee the authenticity of an original data set and can be used as a digital

equivalent of the Bates stamp used in paper document production. 

FED. JUDICIAL CTR., MANAGING DISCOVERY OF ELECTRONIC INFORMATION:  A  POCKET GUIDE FOR

JUDGES, FEDERAL JUDICIAL CENTER, at 24 (2007) (quoted in Lorraine v. Markel Am. Ins. Co., 241 F.R.D.

534, 546-47 (D. Md. 2007)). 

Hash values are becoming commonly used to authenticate electronic evidence in court. See, e.g.,

Lorraine, 241 F.R.D. at 546-47 (“Hash values can be inserted into original electronic documents when

they are created to provide them with distinctive characteristics that will permit their authentication under

Rule 901(b)(4).”); Williams v. Sprint/United Mgmt. Co., 230 F.R.D. 640, 655 (D. Kan. 2005) (“This [hash

value] method allows a large amount of data to be self-authenticating with a rather small hash mark,

efficiently assuring that the original image has not been manipulated.”); see also United States v.

Miknevich, 638 F.3d 178, 181 (3d Cir. 2011) (“A SHA1 (or SHA–1) value is a mathematical algorithm

that stands for Secured Hash Algorithim used to compute a condensed representation of a message or data

file. Thus it can act like a fingerprint.”). 

Significantly, hash values are reproducible and can be verified. If one minor change is made, the

hash value would result in a completely different number. Consider an example. The table below shows

the hash value under two common versions for the same electronic text of the Declaration of

Independence. Rows 1 and 2 show the hash value for the Declaration of Independence using two common

hash value forms, known as MD5 and SHA-1, a longer alpha-numeric number. Rows 3 and 4 show the

hash value result after one period was added to the text of the Declaration of Independence. Thus, Row 1

and Row 3 are the same text with Row 3 representing the text with the addition of one dot or period. As

shown, a completely new and different hash value results from this minor change. 

Declaration of Independence Text

Row Text Hash Value Form Alpha-Numeric Hash Value

1 Text MD5 9b410f7b04070020949dca04b1323777

2 Text SHA-1 fe3ff81814de9b201af9b7eccd3e9fa71d7a47c1 

3 Text + Dot MD5 64a31cf43f9e0fe17a1ed7f8d8e8f085 

4 Text + Dot SHA-1 dbec59860472bd08c3fda88934b27c3e86501bbc 

In this way, hash values can be used to verify that one data set (for example, a hard drive, file,

document, email, image, or other electronic communication) is the same as the data set to which it was

compared. The same alpha-numeric hash value (or digital fingerprint) confirms that two data sets are the

same and the evidence has not been altered or corrupted. 

If different hash values are produced, then an issue is raised about an alteration to the data set. The

probability of a random collision (two inputs with the same output) is 1 in 1,208,925,819,614,
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629,174,706,176. The chances of winning the lottery multiple times in a row are more likely than the

chances that two hash values match, a likelihood that readily satisfies a prima facie or comparable showing

needed to authenticate a record. For this reason, the hash value may be useful to authenticate electronic

evidence. 

Computer-generated records:  Rule 901(b)(9) applies to “[e]vidence describing a process or

system used to produce a result . . . .” Computer records have been authenticated under this rule. In one

case involving an insurance dispute brought by an insured and the primary insurer against an excess

insurer, computer-generated summaries reflecting the insurance company’s indemnity payments and loss

adjustment expense payments for the insurance claims were admissible as a business record and

authenticated under this rule. U-Haul Int’l, Inc. v. Lumbermens Mut. Cas. Co., 576 F.3d 1040 (9th Cir.

2009). The claims manager, who “was familiar with the recordkeeping practices of the company, testified

regarding the computer system used to compile and search the insurance claim records, and testified

regarding the process of querying the computer system to create the summaries admitted at trial.” Id. at

1045. The court held that it was not necessary for the computer programmer to testify to authenticate the

computer-generated records as long as one with knowledge of the record system testified. 

 Comparisons:  Another manner of authentication recognized in the rules is by comparison. See

FED. R. EVID. 901(b)(3) (“Comparison by the trier of fact or by expert witnesses with specimens which

have been authenticated.”). In appropriate cases, this method has been used to authenticate emails. See,

e.g., United States v. Safavian, 435 F. Supp. 2d 36, 40-41 (D.D.C. 2006) (emails between defendant

government official and lobbyist were authenticated by comparing email addresses, the use of the

defendant’s name, and his business).

Duplicates:  A third evidence issue for electronic evidence involves the use of duplicates. The

rules of evidence allow duplicates to be admitted as originals unless questions of genuineness or fairness

arise. Specifically, FED. R. EVID. 1001(3) provides that an original is the writing or recording itself, a

negative or print of a photograph or, “[i]f data are stored in a computer or similar device, any printout or

other output readable by sight, shown to reflect the data accurately . . . .” 

Under FED. R. EVID. 1001(4), a “duplicate” is “a counterpart produced by the same impression as

the original, or from the same matrix, or by means of photography, including enlargements and miniatures,

or by mechanical or electronic re-recording, or by chemical reproduction, or by other equivalent

techniques which accurately reproduces the original.” A duplicate is admissible to the same extent as an

original unless a genuine question is raised as to the authenticity of the original or it would be unfair to

admit the duplicate instead of the original under the circumstances. FED. R. EVID. 1003. 

E. Presentation phase

At this point, key evidence has been identified during an effective investigation, corroborated with

other electronic and external evidence, summarized in a forensics expert’s report that is “trial ready,” and

is well-supported by admissibility theories under the rules of evidence. The fifth and final presentation

phase focuses on whether the jury, as finders of fact, can follow and understand the electronic evidence.

Some electronic evidence can be highly technical. The output of a forensic examination can be

important to prove issues in the case but may be difficult to present and comprehend at trial. While the

technical forensic evidence discovered during an examination may be useful to obtain a plea agreement or

as a reference in the factual basis for a plea agreement, a jury may not be able to follow this evidence.

Because juries generally retain information better when obtained through visual senses, graphics can be an

important tool in presenting the electronic evidence. 
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A fair amount of brainstorming may be involved in considering and developing appropriate

graphics among trial team members. Many prosecuting offices have a litigation support specialist who can

suggest fresh ideas and options in assisting in trial graphics. Some suggestions are noted below. 

Network or computer diagrams:  The context of the key exhibits can be easier to follow through

a diagram that provides an overview. For example, the location of key events involving electronic

evidence can be important to understand the sequence of events. Past criminal trials have used network

diagrams or computer hard drive directories to highlight where certain events occurred. Generally, the

diagrams do not have to be overly detailed because a basic understanding of the locations and the

relationships can serve as an effective jury aid.

In one trial, a computer directory was used to show the different locations in which files were

downloaded on the computer. Times were placed next to the files on the directory to indicate the download

periods. Certain files had different colors to highlight subsequent deletions. In this manner, in one graphic,

the jury was able to observe several key related and relevant events.

Avoiding complex matters:  In reviewing the electronic evidence for the trial, a prosecutor will

have to decide whether the data is useful as an exhibit or whether the expert can testify about the

conclusion subject to cross-examination. Some exhibits are readily familiar or apparent to juries. Some

examples will include email or other communications and online financial transactions. Other evidence

will be inherently technical or complex. For example, the output or exhibit may contain lines of computer

code that may be significant to the examiner but challenging for the jury to follow. If a tutorial is required

to understand an exhibit, other graphic portrayals should be considered. 

Summary tables:  Electronic records from companies can appear to be congested for trial

purposes. While this data may be useful for business recordkeeping purposes, it may be hard to focus on

the relevant portions of the record. For example, Internet account access records may include some data

that may not be necessary for the jury to see. In addressing this issue, recent trials have used summary

tables highlighting only relevant fields. The data is the same as in the original with extraneous information

extracted. 

Time lines:  Time lines have been used in recent trials to focus on key electronic evidence records.

A time line can be based on a computer forensic examination or series of emails from a provider. One

benefit of a time line is that the underlying exhibits can be admitted with the time line and the witness can

testify about key events in the time line instead of each entry individually. 

Summary:  It is one matter to find and use electronic evidence as part of an investigation; it is

quite another to use electronic records in a persuasive manner at trial in a criminal case. As the foregoing

suggestions illustrate, special care should be taken to present this evidence to the jury in an understandable

manner. 

V. Conclusion

Electronic evidence takes many forms, including email, text message, screen shot, Internet

activity, images, and more and this type of evidence is becoming more pervasive. The electronic evidence

may be stored on many different types of media, such as hard drives, thumb drives, and cell phones.

Electronic information can be maintained by information providers or companies, such as Internet Service

Providers, financial institutions, and cell phone companies. Electronic evidence touches nearly every

federal criminal case. This article has focused on some key phases and five distinct phases that may be

worth considering to enhance the use of this evidence during an investigation and ultimately, if necessary,

at trial.�
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