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Consider a couple of examples: 

 Gang prosecutions:  In a gang or organized crime investigation, a leader may use texting to 

communicate commands with confederates. If any of the smart phones or devices used for texting 

are seized, a forensic examination will likely recover many of the text messages. Recovered smart 

phone images may also identify other confederates and contain pictures taken at past crime scene 

locations.  

Hash values may be used in imaging the seized devices as part of the forensic examination 

process and in locating key messages, images, and other records. At an organized crime trial, a 

forensic examiner authenticates the images and text messages based on the hash values and 

confirms how the same crime scene images were sent to several confederates shortly after 

specific crimes were committed. A timeline connects the date and time of key text messages and 

images with the offenses and helps the jury understand the unfolding events.  

 Trade secret misappropriations:  In a trade secret case, a former employee downloads critical 

files from the company network just before leaving to take another position with a competitor. 

The employee was a long-time, trusted supervisor, and no one anticipated any misappropriation 

until after his departure. As part of the theft, the employee used a thumb drive to transfer the 

company files and records. After transferring the files, the employee changed the names of the 

files as part of an effort to conceal them. Company network logs and an examination of his work 

computer provide the date and time of the download, transfer, and misappropriation of data.  

Hash values are used in the forensic examination of the media and to help identify the specific 

files that were downloaded and transferred. At the trade secret theft trial, the forensic examiner 

provides the dates and times that key trade secret files were downloaded from the company 

network to the defendant’s work computer and transferred to the thumb drive. The examiner 

notes that the files were later transferred to another device and then emailed outside the country. 

The files were also deleted, but recovered from the thumb drive. Finally, the examiner testifies 

that matching hash values confirmed and located the misappropriated trade secret files, even 

though the names of the files were changed. The examiner explains to the jury that the hash value 

matched the content and that the change in the name of the file did not affect the hash value 

determination.  

 Company obstruction of justice:  After search warrants were executed at multiple company 

offices, some employees begin destroying records at a satellite office that was not the subject of 

the search warrants. As part of the destruction effort, one employee with some tech savvy slightly 

alters the content of some of the electronic records before deleting them. He anticipates that hash 

values may be used to find the original content and believes investigators will not find the altered 

content. After investigators learn about the destruction, network data and computers are seized.  

At an obstruction of justice trial, a forensic examiner testifies how hash values were used to 

locate a number of deleted records and assisted in recovering the deleted records that were not yet 

overwritten. Some of the deleted files were restored from backups. The examiner notes that by 

using “fuzzy hashing” (or context-triggered piecewise hashing), she was able to locate files with 

slightly altered content, as she was able to identify those files containing a high percentage of 

similarities.  

In each of these examples, the collection and review of data requires the use of hash values. Hash 

values will be used, among other purposes, to authenticate electronic evidence, ensure the integrity of a 

forensic exam, provide investigative leads, efficiently review a voluminous amount of data to determine 

whether a particular document or email is on a seized computer or how many copies exist on seized 

media, and reduce the amount of data to be reviewed by eliminating unnecessary records or duplicates. 
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See generally infra Section IV (summarizing some common uses of hash values in investigations and 

cases).  

Given the importance of hash values to electronic evidence, this article brings a forensics and 

courtroom perspective to using hash values effectively in investigations and at trial. It provides a 

comprehensive review of hash values and links to primary reference materials as a resource and aid to 

prosecutors and other practitioners seeking to address issues that may arise concerning the use of hash 

values involving electronic evidence in investigations and cases.   

As an overview, the article surveys recent cases and legal issues that have been raised concerning 

the application and use of hash values. Section I(A) of this article compares hash values to alphanumeric 

serial numbers used to identify vehicles, firearms, currency, computers, and other devices. Hash values, 

however, are based on a mathematical algorithm and are much stronger and more reliable than these 

physical serial numbers. Common definitions of hash values are reviewed in Section I(B). In Section II, 

the two primary hash values used in the electronic evidence review process are highlighted—specifically, 

MD5 Message Digest Algorithm (MD5) and SHA-1 Secure Hash Algorithm (SHA-1). Examples using 

the Preamble to the U.S. Constitution are provided for these two common hash values.  

Section III reviews cases and literature recognizing hash values as a “digital fingerprint” or 

“digital DNA.” However, hash values are even more distinctive than common fingerprints or DNA 

because the likelihood of a random match for hash values is significantly less likely than for either 

fingerprints or DNA. Section IV highlights some common uses of hash values in investigations and cases. 

Section V considers the remote improbability of a random match for electronic evidence using hash 

values, explaining that it is actually one-in-340 undecillion for MD5 hash values and one-in-1.4 

quindecillion for SHA-1 hash values. Section V(E) reviews the issue of a theoretical “collision” (the 

likelihood that two data sets will have the same hash value) and explains why the possibility (more likely 

the improbability) of a theoretical “collision” does not impact the use of hash values in computer 

forensics. In fact, in recent decisions, courts have considered and rejected the “collision” argument. The 

use of hash values in various legal contexts (for probable cause for a search warrant, to authenticate 

evidence, and at trial) is noted. The objective of this article is to provide practitioners with a better 

understanding of the vital role of hash values in the forensic process so that this tool can be effectively 

used in investigations, in cases, and at trial.  

I. Overview:  What are hash values? 

A hash value is a unique result representing a specific data set (for example, a particular file, 

record, or hard drive). The result, which is generated by an algorithm, is a distinct alphanumeric string, 

using a combination of letters and numbers. The following is an example: 

26a981554d7d761230bc7ef3a6645375 

(This MD5 hash value is further discussed as an example in Section II(D)). The algorithm result is 

sometimes referred to as hash values, hash sums, checksums, or message digest. In this article, hash 

values refer to the hash function calculation for a data set, such as a file, record, or hard drive.  

Hash values have a variety of uses and purposes and originally were important for cryptography 

(concerning secure or coded communications). See generally CRYPTOLOGY TIMELINE, available at 

http://www.math. cornell.edu/~morris/135/timeline.html. Today, they are used for network and 

information security, military communications, and digital certificates for secure Web sites, among other 

areas. 

Hash values also provide a fundamental role in forensic examinations concerning the review and 

analysis of data. Years ago, “Brian Deering of the National Drug Intelligence Center introduced the 

paradigm of using cryptographic hashes, such as the MD5 Message Digest Algorithm (“MD5”), to 

uniquely identify files to the forensics community.” WARREN HARRISON, THE DIGITAL DETECTIVE:  AN 
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INTRODUCTION TO DIGITAL FORENSIC, ADVANCES IN COMPUTERS:  INFORMATION SECURITY 101 (2004) 

(describing use of the Hashkeeper dataset) (footnote omitted). While hash values have been modified and 

enhanced over the years, and certainly will continue to be updated in the coming years, they provide a 

powerful tool in forensic examinations, investigations, and cases to authenticate, locate, and reduce the 

review of data. This article focuses on the use of hash values for forensic review of electronic evidence. It 

does not consider the use of hash values for cryptography or other security functions.  

 

A. Contrasting other unique serial numbers used to identify particular evidence 

There is an ongoing need to have an effective and efficient process to identify a specific record or 

item of evidence and to determine whether it is dissimilar from other evidence. Over the years, a variety 

of systems have been developed to identify or authenticate a particular piece of evidence or object. One 

common approach is based on the assignment of a unique alphanumeric string to a particular object. Hash 

values electronically follow this process, but are more reliable and distinctive. The following are some 

traditional examples. 

Vehicle identification numbers:  A vehicle may generally be identified by make, model, color, 

or other similar characteristics. However, a vehicle identification number (VIN) or license plate is used to 

identify a particular vehicle. See, e.g., United States v. Woods, 321 F.3d 361, 362 (3d Cir. 2003) (in 

carjacking trial, admitting agent testimony that “he was able to trace the [stolen] minivan’s unique vehicle 

identification number to a manufacturing plant located in Tarrytown, New York, using the database 

maintained by the National Insurance Crime Bureau”); United States v. Shoffner, 826 F.2d 619, 622 (7th 

Cir. 1987) (in “chop shop” conspiracy, “the victims authenticated certified title histories of their vehicles, 

which bore the VINs of the stolen vehicles”).  

 Since 1954, VINs have been in use. In 1981, the National Highway Traffic Safety Administration 

“established a fixed VIN format” of 17 characters. The VIN is divided into four parts:  (1) World 

Manufacturer’s Identification, which is three numbers or letters, (2) Vehicle Description Section, which is 

five numbers or letters, (3) The VIN Accuracy Check Digit, which is one number, and (4) Vehicle 

Identification Section, which is eight numbers or letters. The following is a VIN example: 

1ZVBP8CF5B5161451 

This unique 17 character VIN identifies a particular 2011 Ford Mustang G, 2 door coupe with a V8, 5 OL 

engine, designated as a small passenger car with rear wheel drive, manufactured in Flat Rock, Michigan. 

See Ronald Montoya, How To Quickly Decode Your VIN, What 17 Numbers Can Tell You About Your 

Car, EDMONDS (Aug. 20, 2013) (providing example), available at http://www.edmunds.com/how-

to/how-to-quickly-decode-your-vin.html; see also 49 C.F.R. §§ 565.1–.2 (2014) (VIN Requirements); see 

generally NATIONAL HIGHWAY TRAFFIC SAFETY ADMINISTRATION, VEHICLE IDENTIFICATION NUMBERS 

(VINS),  available at http://www.nhtsa.gov/Vehicle+Safety/Vehicle-Related+Theft/Vehicle+Identificatio 

n+Numbers+(VINs) (summarizing history and noting that “with model year (MY)1981, the National 

Highway Traffic Safety Administration required that all over-the-road-vehicles sold must contain a 17-

character VIN”). A felony prosecution may result for knowingly altering or removing motor vehicle 

identification numbers under 18 U.S.C. § 511.  

Firearm Serial Numbers:  Similarly, a firearm may generally be identified by make, model, 

caliber, and type. However, a particular firearm is often identified by its serial number. See, e.g., 

United States v. Morales, No. 95-16161996, 1996 WL 390466, at *3 (1st Cir. July 12, 1996) 

(unpublished) (firearm authenticated by serial number and detective testimony).  

The Gun Control Act of 1968, Public Law 90-618, established a serial number requirement for 

firearms. See 18 U.S.C. § 923(i) (2014) (“Licensed importers and licensed manufacturers shall identify by 

means of a serial number engraved or cast on the receiver or frame of the weapon, in such manner as the 
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Attorney General shall by regulations prescribe, each firearm imported or manufactured by such importer 

or manufacturer.”); see generally BUREAU OF ALCOHOL, TOBACCO, FIREARMS AND EXPLOSIVES, DEP’T 

OF JUSTICE, POLICE OFFICER’S GUIDE TO RECOVERED FIREARMS 8 (2009), available at https://www.atf. 

gov/files/publications/download/p/atf-p-3312-12.pdf; BUREAU OF ALCOHOL, TOBACCO, FIREARMS AND 

EXPLOSIVES, DEP’T OF JUSTICE, FIREARMS:  TRACING & IDENTIFICATION (2007), available at http://www 

.atf.gov/files/publications/download/i/atf-i-3317-5.pdf. The following is a firearm serial number example:  

510NN01001 

This serial number identifies a particular Browning 9mm Hi-Power pistol, made in 1999, with the serial 

number 01001. See BROWNING HI-POWER PISTOL, available at http://www.browning.com/customerservi 

ce/dategun/detail.asp?id=35. The removal or alteration of the serial number from a firearm may result in a 

felony prosecution under 18 U.S.C. § 922(k).  

U.S. currency:  Similar to a VIN and firearm serial number, since 1928 each U.S. currency note 

also has a unique serial number. See 12 U.S.C. § 413 (2014) (“Federal Reserve notes shall bear upon their 

faces a distinctive letter and serial number which shall be assigned by the Board of Governors of the 

Federal Reserve System to each Federal Reserve bank.”). For example, U.S. currency produced since 

1996 for $5 bills and higher notes has an eight-digit number supplemented with two capital letters before 

and one capital letter after the eight-digit number. The first prefix letter designates the series (A=1996, 

B=1999, C=2001, etc.) and the second letter designates which of the twelve Federal Reserve Banks 

(FRB) issued the note (A=Boston, B=New York, C=Philadelphia, etc.). The suffix letter designates the 

run of notes for that denomination for that FRB. Consider this hypothetical example: 

BC12345678A 

BC12345678B 

The first note comes from the 1999 series from Philadelphia (BC12345678A), and the second 

note is the second run for that same denomination in 1999 (BC12345678B). A “star” or “replacement” 

note provides an exception to the numerically incremented serialized currency. The star note is used to 

replace an imperfect note, detected during production, and is also substituted for the 100 millionth note in 

a series. Star notes have their own special unique serial number followed by a star in place of the suffix 

letter.  

The Federal Reserve Bank of Atlanta has summarized the system used: 

The serial number appears twice on the front of the note. No two notes of the same kind, 

denomination, and series have the same serial number. This fact can be important in 

detecting counterfeit notes; many counterfeiters make large batches of a particular note 

with the same number. Notes are numbered in lots of 100 million. Each lot has a different 

suffix letter, beginning with A and following in alphabetical order through Z, omitting O 

because of its similarity to the numeral zero. 

Because serial numbers are limited to eight numerals, a “star” note is substituted for the 

100 millionth note. Star notes also replace notes damaged in the printing process. Made 

up with independent runs of serial numbers, star notes are exactly like the notes they 

replace except that a star is substituted for one of the serial letters. 

FEDERAL RESERVE BANK OF ATLANTA, DOLLARS AND CENTS:  FUNDAMENTAL FACTS ABOUT U.S. 

MONEY 6 (2006), available at http://www.frbatlanta.org/filelegacydocs/DollarsCents.pdf; see also 

BUREAU OF ENGRAVING & PRINTING, CURRENCY NOTES 14, available at http://www.moneyfactory.gov/ 

images/Currency notes 508.pdf  (describing serial number system); see generally Dave Undis, How Rare 

are Fancy Serial Numbers?, 274 PAPER MONEY 293, 293 (2011), available at http://coolserialnumbers. 

com/HowRareAreFancySerialNumbers.pdf. In addition to the serial number, other factors may be used to 
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identify counterfeit currency, such as the watermark, security thread, printing pattern, color-shifting ink, 

microprinting, and other established design features for each dollar. See, e.g., U.S. SECRET SERVICE, 

KNOW YOUR MONEY, available at http://www.secretservice.gov/KnowYourMoneyApril08.pdf  

(summarizing distinctive features of currency). 

Currency serial numbers may be used in criminal cases. As an example, in bank robbery cases, 

“bait” money (involving the use of known currency listed by serial numbers) may be provided to the 

robbers and later recovered as evidence. See, e.g., United States v. Brown, 242 F. App’x 920, 921 (4th 

Cir. 2007) (per curiam) (“admitting testimony from a police detective that serial numbers on some of the 

currency found in Brown’s home matched recorded serial numbers on the bank’s ‘bait money’ list”); 

United States v. Smith, 10 F.3d 724, 726 n.1 (10th Cir. 1993) (trial stipulation noting that some of the 

bank robbery money included “$251 in bait money”). As the Tenth Circuit in Smith explained: 

Bait money is a packet of U.S. Currency which is placed in a bank teller’s drawer and 

monitored by an alarm system. The individual bills and serial numbers in the bait money 

packet are also recorded and kept with one of the officers of the bank. The “bait money” 

purpose is to set off an alarm, inform police when money is taken from the drawer, and 

enable the money to be traced in the event of a theft. $50 of the bait money taken by the 

defendant was recovered from Mrs. Barbara Johnson who had received it from the 

defendant for the purchase of a car. 

Smith, 10 F.3d at 726 n.1. 

Other devices:  The serial numbering system is a common means used to identify a variety of 

devices and equipment. For example, computer serial numbers may be used to authenticate the evidence 

or connect the defendant to the offense. See, e.g., United States v. Gavegnano, 305 F. App’x 954, 958 (4th 

Cir. 2009) (computer was authenticated by “match[ing] the serial number for the computer subject to the 

forensic report with the computer and hard drive issued to” the defendant); United States v. Robertson, 

493 F.3d 1322, 1331 (11th Cir. 2007) (computer serial numbers used to establish mail fraud scheme).  

Seized computer equipment or devices are typically identified by serial numbers and other 

features. See, e.g., United States v. Espinal-Almeida, 699 F.3d 588, 609–10 (1st Cir. 2012) (GPS device 

authenticated by serial number recorded on custody receipt form). In forfeiture proceedings, serial 

numbers are used to identify forfeited computer equipment obtained during a criminal case. See, e.g., 

United States v. Christensen, No. 4:12CR3044, 2012 WL 5354745, at *5–6 (D. Neb. Oct. 29, 2012) 

(listing several hard drives by manufacturer, mode, and serial numbers).  

In the forensics process, seized computer equipment is usually identified by serial numbers in the 

forensic or chain of custody report. These examples highlight the role of serial numbers as one means to 

identify computer equipment and property.  

Compare hash values:  In each of the prior examples, a unique alphanumeric string is assigned 

to a particular item (vehicle, firearm, U.S. currency, or device). 

In a similar manner, for electronic data, hash values assign a unique alphanumeric string to a 

particular record, file, or other data set. This result confirms whether two electronic records are the same 

or different from another one.  

The following is an example of an MD5 hash value for the Preamble of the Constitution: 

26a981554d7d761230bc7ef3a6645375 

 The 32 characters of numbers and letters in this instance are assigned to one file (or data set), 

which in our example is the text for the first sentence in the Constitution. If this was an important email, 
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(SHA-1) (original text)  

 Alphanumeric string of 40 

characters 

 Discussed in Section II(D) 

 

In fact, hash values are more reliable than the serial number examples highlighted above for 

VINs, firearms, devices, or other objects that are physically applied or introduced to the object. Efforts 

may be made to tamper with, alter, or replace a physical serial number. Counterfeits might be used.  

In contrast, the same hash value can be generated by an algorithm each time for a particular data 

set. If necessary, for further verification, different types of hash values (such as the MD5 or SHA-1) can 

be used to identify one particular data set. If a different hash value result occurs, then we know that the 

original data has been modified. Any attempt to alter the electronic data will be exposed by a different 

hash value.  

B. Defining hash values  

For computer forensics, one primary objective of a hash function is to verify the integrity of data. 

How are hash values defined? A hash function is a mathematical algorithm that produces a fixed size 

value or result (a hash value that is always the same length) from any size of data. The concept may 

generally be expressed and understood as follows:  

Fixed-Size Hash Value = hash function algorithm (variable-length block of Data) 

or 

HV=hf(D) 

 

There are numerous fixed-size hash values. Two common ones used in forensics are MD5 

Message Digest Algorithm and SHA-1 Secure Hash Algorithm. Any change to the data set (or variable-

length block of data) will change the hash value.  

 The National Institute of Standards and Technology (NIST) defines “Hashing” as “[t]he process 

of using a mathematical algorithm against data to produce a numeric value that is representative of that 

data.” NAT’L INST. OF STANDARDS AND TECH., DEP’T OF COMMERCE, GLOSSARY OF KEY INFORMATION 

SECURITY TERMS 85 (2013) (citations omitted), available at http://nvlpubs.nist.gov/nistpubs/ir/2013/NIS 

T.IR.7298r2.pdf. 
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The following definitions of “hash function” and “message digest” are provided by NIST: 

Hash Function – 

A function that maps a bit string of arbitrary length to a fixed length bit string. Approved 

hash functions satisfy the following properties: 

1) One-Way. It is computationally infeasible to find any input that maps to any 

prespecified output. 

2) Collision Resistant. It is computationally infeasible to find any two distinct inputs that 

map to the same output. 

*** 

A mathematical function that maps a string of arbitrary length (up to a predetermined 

maximum size) to a fixed length string. 

Id. at 84. 

 Message Digest – 

The result of applying a hash function to a message. Also known as a “hash value” or 

“hash output”. 

A digital signature that uniquely identifies data and has the property that changing a 

single bit in the data will cause a completely different message digest to be generated. 

A cryptographic checksum, typically generated for a file that can be used to detect 

changes to the file. Synonymous with hash value/result. 

Id. at 121–22. 

II. Two common hash values used for the forensic review of electronic evidence 

There are numerous types of hash values that are developed and used for different objectives. 

New hash values are being developed. See infra Section II(C). As mentioned above, for forensic 

examinations, two common hash values are typically used:  MD5 and SHA-1.  

The MD5 and SHA-1 hash values have been used for a variety of purposes over the years. For 

example, they have been used for cryptography and for network and information security. While these 

early hash values are being discontinued for cryptography or security purposes, they still serve a 

fundamental role in computer forensics. The forensic use involves the review of data and does not 

concern issues related to secure communications or security issues. In fact, many forensic tools will 

automatically generate both MD5 and SHA-1 hash value results as part of the forensic examination 

process.  

A. MD5  

MD5 was the fifth revision of a message digest algorithm developed by Professor Ronald Rivest 

of RSA Laboratories. He summarized this measure:  

The algorithm takes as input a message of arbitrary length and produces as output a 128-

bit “fingerprint” or “message digest” of the input. It is conjectured that it is 

computationally infeasible to produce two messages having the same message digest, or 

to produce any message having a given prespecified target message digest. The MD5 

algorithm is intended for digital signature applications, where a large file must be 

“compressed” in a secure manner before being encrypted with a private (secret) key 

under a public-key cryptosystem such as RSA.  
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RONALD L. RIVEST, THE MD5 MESSAGE-DIGEST ALGORITHM (1992), available at http://people.csai 

l.mit.edu/rivest/pubs/Riv92c.txt  (emphasis added); see generally TIM BOLAND & GARY FISHER, 

SELECTION OF HASHING ALGORITHMS 8–10, 12 (2000), available at http://www.nsrl.nist.gov/Docume 

nts/hash-selection.pdf (summarizing hashing algorithms CRC32, MD4, MD5, and SHA-1). The MD5 

creates an alphanumeric result consisting of 32 characters. (An example is provided in Section II(D) 

infra). 

B. SHA–1  

The SHA-1standards are published by NIST. SHA-1, published in 1995, was the first algorithm 

developed by the National Security Agency. It was based on the design principle of MD4. It applies the 

Merkle-Damgard paradigm to a dedicated compression function. It can produce a hash value of any input 

size smaller than 264 (or 2 billion gigabytes or 1.86264514 Exabyte’s). See generally WILLIAM E. BURR, 

U.S. NAT’L INST. OF STANDARDS &TECH., CRYPTOGRAPHIC HASH STANDARDS:  WHERE DO WE GO 

FROM HERE? 88 (2006), available at http://csee.wvu.edu/~katerina/Teaching/CS-465-Fall-2007/HashSta 

ndards.pdf (“The US National Security Agency (NSA) followed the Merkle-Damgaard principles in 

designing the SHA-1 hash function, which NIST adopted as a federal standard in 1995, and the SHA-2 

functions (SHA-224, SHA-256, SHA-384, and SHA-512), adopted in 2002.”); TIM BOLAND & GARY 

FISHER, SELECTION OF HASHING ALGORITHMS 10 (2000), available at http://www.nsrl.nist.gov/Docum 

ents/hash-selection.pdf (“NIST, along with the National Security Agency (NSA), designed the Secure 

Hash Algorithm Revision 1 (SHA-1) for use with the Digital Signature Standard (DSS) (REF12); this 

standard is the Secure Hash Standard; SHA-1 is the algorithm used in the standard.”).  

Generally, the SHA-1 works well for most forensic applications and can be used for historical, 

stored, or transferred records. See generally INFO. TECH. LAB., U.S. NAT’L INST. OF STANDARDS & 

TECH., SECURE HASH STANDARD (SHS) 3 (Mar. 2012), available at http://csrc.nist.gov/publications/fip 

s/fips180-4/fips-180-4.pdf; NIST:  SECURE HASHING, available at http://csrc.nist.gov/groups/ST/toolkit/s 

ecure hashing.html; NIST:  POLICY ON HASH FUNCTIONS, available at http://csrc.nist.gov/groups/ST/has 

h/policy.html. In contrast to the shorter MD-5 hash value, the SHA-1 creates an alphanumeric result 

consisting of 40 characters. (An example is provided in Section II(D)).  

C. New, emerging hash values 

Given the important role for hash values and their wide application, new hash values have been 

and will continue to be developed over time. In 2001, the SHA-2 standard was published. See, e.g., U.S. 

NAT’L INST. OF STANDARDS & TECH., SECURE HASH STANDARD, FEDERAL INFORMATION PROCESSING 

STANDARDS PUBLICATION 180–82 (2002) (archived copy), available at http://csrc.nist.gov/publications/fi 

ps/fips180-2/fips180-2.pdf; see generally BART VAN ROMPAY, ANALYSIS AND DESIGN OF 

CRYPTOGRAPHIC HASH FUNCTIONS, MAC ALGORITHMS AND BLOCK CIPHERS 44 (2004), available at 

https://www.cosic.esat.kuleuven.be/publications/thesis-16.pdf (summarizing the development of hash 

values).  

In 2012, NIST announced the selection of a new a SHA-3 standard, which is not yet released. See 

SHU-JEN CHANG ET AL., U.S. NAT’L INST. OF STANDARDS & TECH., THIRD-ROUND REPORT OF THE 

SHA-3 CRYPTOGRAPHIC HASH ALGORITHM COMPETITION 1 (2012), available at http://nvlpubs.nist.gov/ 

nistpubs/ir/2012/NIST.IR.7896.pdf; see also NIST:  NIST SELECTS WINNER OF SECURE HASH 

ALGORITHM (SHA-3) COMPETITION, available at http://www.nist.gov/itl/csd/sha-100212.cfm; U.S. 

NAT’L INST. OF STANDARDS & TECH., SHA-3 SELECTION ANNOUNCEMENT, available at http://csrc.nist. 

gov/groups/ST/hash/sha-3/sha-3 selection announcement.pdf; NIST:  SHA-3 COMPETITION (2007-2012), 

available at http://csrc.nist.gov/groups/ST/hash/sha-3/index.html.  

These newer standards are primarily designed and used for cryptography and information security 

purposes. Based on the past trend, it is expected that enhanced hash values will continue to be announced 
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over time. As with the MD5 and SHA-1 hash values, these newer tools may have residual benefits for 

forensic applications.  

D. MD5 and SHA-1 hash value examples 

What does a hash value result look like for the commonly used MD5 and SHA-1? Consider the 

text for the Preamble to the U.S. Constitution (our data set). Let’s assume a file named “Preamble” has 

the text for the Preamble. Then assume two minor alterations will be made to the text file, first by 

removing the period at the end of the sentence, and second by adding an extra space before the period at 

the end of the sentence. Observe what happens to the hash values:  

Original and modified text example:   

“Preamble” File (Original Preamble Text) 

 

MD5:  26a981554d7d761230bc7ef3a6645375 

 SHA-1:  f15b1ce9a37e7fb69086f25216617ae0a0e5706e 

Now, using the same text, one slight change is made by merely removing the period at the end of 

the Preamble: 

 

The hash value changes in the following manner: 

 MD5:  8ef46ff929b2b1af43f7bb326562ecc1 

 SHA-1:  37e8bbd169beb75c446db1ad844e82b7aea9b68f 

 In one final example, watch what happens to the hash value when a single “space” is added to the 

previous example in the place where the period was removed. This example demonstrates how any 

change to the content, even adding an extra space, significantly changes the hash value: 
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Special features of hash values:  These examples also highlight a few of the special features of 

hash values. First, the process can be readily replicated. A particular digital file can be measured using the 

hash function again and again. The fact that the same hash value results each time confirms that there is 

no change to the original digital file. Also, if needed, more than one hash value (such as MD5 and SHA-

1) can be used to provide additional verification.  

Hash values also operate “one-way.” In other words, the hash value for a particular data set can 

be determined, but the content cannot be reassembled or determined by knowing the hash value. See, e.g., 

BRUCE SCHNEIER, APPLIED CRYPTOGRAPHY:  PROTOCOLS, ALGORITHMS, AND SOURCE CODE IN C 2.4 

(2d ed. 1996), available at http://www.cse.iitk.ac.in/users/anuag/crypto.pdf (“A one-way hash function is 

a hash function that works in one direction:  It is easy to compute a hash value from pre-image, but it is 

hard to generate a pre-image that hashes to a particular value. . . . A good one-way hash function is also 

collision-free:  It is hard to generate two pre-images with the same hash value.”); see also BRIAN 

DEERING, DATA VALIDATION USING THE MD5 HASH, available at http://www.woodmann.com/crackz/T 

utorials/Md5info.htm (“This fingerprint is ‘non-reversible’, it is computationally infeasible to determine 

the file based on the fingerprint. This means someone cannot figure out your data based on its MD5 

fingerprint.”). 

Consequently, it is also possible to generate a hash value without seeing or reviewing the content 

of the data. For example, if there is a privileged communication or contraband, a hash value may be 

obtained of the record that will uniquely identify it, without review of the content. See, e.g., United States 

v. Keith, No. 11-10294-GAO, 2013 WL 5918524, at *8 (D. Mass. Nov. 5, 2013) (“In this regard it is 

worth noting that matching the hash value of a file to a stored hash value is not the virtual equivalent of 

viewing the contents of the file. What the match says is that the two files are identical; it does not itself 

convey any information about the contents of the file. It does say that the suspect file is identical to a file 

that someone, sometime, identified as containing child pornography, but the provenance of that 

designation is unknown. So a match alone indicts a file as contraband but cannot alone convict it.”).  

Finally, the risk of collision (the same hash value resulting for two different records) is 

immaterial or unlikely for forensic purposes. Professor Ronald Rivest described this feature as 

“computationally infeasible.” RONALD L. RIVEST, THE MD5 MESSAGE-DIGEST ALGORITHM (1992), 

available at http://people.csail.mit.edu/rivest/pubs/Riv92c.txt (“It is conjectured that it is computationally 

infeasible to produce two messages having the same message digest, or to produce any message having a 

given prespecified target message digest.”); see also NAT’L INST. OF STANDARDS & TECH., DEP’T OF 

COMMERCE, GLOSSARY OF KEY INFORMATION SECURITY TERMS 84, 121–22 (May 2013) (defining “hash 

function” as “collision resistant” since it “is computationally infeasible to find any two distinct inputs that 

map to the same output”), available at http://nvlpubs.nist.gov/nistpubs/ir/2013/NIST.IR.7298r2.pdf.  

III. Recognizing the signature characteristics of hash values 

A. A “digital fingerprint” or “fingerprinting files” 

For the past couple of decades, a hash value has been referred to as a “fingerprint” or “digital 

fingerprint.” This label is used to capture the unique signature properties of a hash value. Only one data 

set is identified by this unique digital fingerprint. As noted below, the fingerprint attribute of hash values 

has been used by the developers of hash values in court proceedings and cases and by the legal 

community. However, as will be explained, this apt characterization actually understates the utility of 

hash values because the chance of a random match for a “digital fingerprint” is more unlikely than for 

standard fingerprints.  

Early recognition of the “fingerprint” qualities of hash values:  The early developers and 

users of hash values took note of the “fingerprint” qualities of hash values. More than 20 years ago, 
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Massachusetts Institute of Technology Professor Ronald Rivest originally described the MD5 algorithm 

as “produc[ing] as output a 128-bit ‘fingerprint’ or ‘message digest’ of the input” which was “intended 

for digital signature applications.” RONALD L. RIVEST, THE MD5 MESSAGE-DIGEST ALGORITHM (1992) 

(emphasis added), available at http://people.csail.mit.edu/rivest/pubs/Riv92c.txt.  

Others have also referred to hashing as a “fingerprint.” For example, a few years later, Bruce 

Schneier provided the following example:  

Think of it as a way of fingerprinting files. If you want to verify that someone has a 

particular file (that you also have), but you don’t want him to send it to you, then ask him 

for the hash value. If he sends you the correct hash value, then it is almost certain that he 

has that file. This is particularly useful in financial transactions, where you don’t want a 

withdrawal of $100 to turn into a withdrawal of $1000 somewhere in the network. 

BRUCE SCHNEIER, APPLIED CRYPTOGRAPHY:  PROTOCOLS, ALGORITHMS, AND SOURCE CODE IN C 2.4 

(2d ed. 1996) (emphasis added), available at http://www.cse.iitk.ac.in/users/anuag/crypto.pdf (listing 

“fingerprint” as one of the names for “one-way hash function,” and explaining that [t]he point . . . is to 

fingerprint the pre-image:  to produce a value that indicates whether a candidate pre-image is likely to be 

the same as the real pre-image”); see also BRIAN DEERING, DATA VALIDATION USING THE MD5 HASH, 

available at http://www.woodmann.com/crackz/Tutorials/Md5info.htm (describing the “non-reversible” 

features of the MD5 “fingerprint” which “means someone cannot figure out your data based on its MD5 

fingerprint”).  

Recent cases referring to hash values as a “digital fingerprint”:  Since the developers and 

users of hash values considered it to be a form of fingerprinting, it is not surprising that in cases and court 

proceedings, a hash value is commonly referred to as a “digital fingerprint.” During the past few years, an 

increasing number of cases have referred to hash values as a “digital fingerprint.” So far, this includes the 

following six federal courts of appeals:  

 First Circuit:  United States v. Chiaradio, 684 F.3d 265, 271 (1st Cir. 2012) (referring to hash 

values as “essentially, the digital fingerprint” used to compare files), cert. denied, 133 S. Ct. 589 

(2012); see also United States v. Farlow, 681 F.3d 15, 19 (1st Cir. 2012) (describing “hash value” 

as “a sort of digital fingerprint” in denying motion to suppress, and rejecting defendant’s claim 

that law enforcement should have limited the search for an image based solely on hash values), 

cert. denied, 133 S. Ct. 460 (2012). 

 Third Circuit:  United States v. Miknevich, 638 F.3d 178, 181 n.1 (3d Cir. 2011) (noting how a 

SHA-1 mathematical algorithm “can act like a fingerprint”), cited in United States v. Beatty, 437 

F. App’x 185, 186 (3d Cir. 2011); United States v. Sutton, 350 F. App’x 780, 781 n.2 (3d Cir. 

2009) (noting five images were identified “by matching the SHA 1 hash value, a kind of digital 

fingerprint”); see also United States v. Cunningham, 694 F.3d 372, 376 n.3 (3d Cir. 2012) (“Each 

hash value ‘is an alphanumeric string that serves to identify an individual digital file as a kind of 

“digital fingerprint.” ’ ”) (reversing trial conviction based on evidence error concerning child 

pornography video clips) (quoting United States v. Wellman, 663 F.3d 224, 226 n.2 (4th Cir. 

2011)). 

 Fourth Circuit:  United States v. Wellman, 663 F.3d 224, 226 n.2 (4th Cir. 2011) (A hash value 

“is an alphanumeric string that serves to identify an individual digital file as a kind of digital 

fingerprint. Although it may be possible for two digital files to have hash values that collide, or 

overlap, it is unlikely that the values of two dissimilar images will do so.”) (internal quotation 

marks omitted), cert. denied, 132 S. Ct. 1945 (2012); see also United States v. Brown, 701 F.3d 

120, 122 n.2 (4th Cir. 2012) (“A hash value is a code that identifies an individual digital file as a 

kind of digital fingerprint.) (internal quotation marks omitted) (quoting Wellman, 663 F.3d at 226 

n.2); United States v. Richardson, 607 F.3d 357, 362–63 (4th Cir. 2010) (The AOL’s Image 
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Detection and Filtering Program “recognizes and compares the digital ‘fingerprint’ (known as a 

‘hash value’) of a given file attached to a subscriber’s email with the digital ‘fingerprint’ of a file 

that AOL previously identified as containing an image depicting child pornography.”). 

 Sixth Circuit:  United States v. Schimley, 467 F. App’x 482, 484 (6th Cir. 2012) (per curiam) 

(Trooper “used the ‘SHA–1 hash value,’ which is a unique signature or fingerprint for a file, to 

verify that the child-pornography video he had downloaded was the same file being shared by 

[the defendant]”); see also United States v. Bradley, 488 F. App’x 99, 100–01 (6th Cir. 2012) 

(quoting district court case summary explaining that an investigator “conducted an undercover 

investigation that targeted internet protocol (‘IP’) addresses that displayed hash values, 

commonly described as digital fingerprints, of known or suspected child pornography”). 

 Eighth Circuit:  United States v. Glassgow, 682 F.3d 1107, 1110 n.2 (8th Cir. 2012) (describing 

the SHA-1 hash value as “a digital fingerprint of a computer file”), cert. denied, 133 S. Ct. 631 

(2012); United States v. Finley, 612 F.3d 998, 1000 n.3 (8th Cir. 2010) (“The SHA is a 

mathematical algorithm that allows for unique identification of digital images and videos. SHA 

values are, in essence, unique digital fingerprints or signatures.”) (citing United States v. 

Klynsma, No. CR. 08-50145-RHB, 2009 WL 3147790, at *6 (D.S.D. Sept. 29, 2009)). 

 Tenth Circuit:  United States v. Stevahn, 313 F. App’x 138, 139 (10th Cir. 2009) (“ ‘The 

United States has adopted the SHA-1 hash algorithm’ for ‘computing a condensed representation 

of a message or data file’; thus it can act ‘like a fingerprint.’ ”) (quoting United States v. Warren, 

No. 4:08 CR 189 RWS, 2008 WL 3010156, at *1 n.4 (E.D. Mo. July 24, 2008)); see also 

United States v. Henderson, 595 F.3d 1198, 1199 n.2 (10th Cir. 2010) (“SHA value serves as a 

digital fingerprint . . . [and n]o two computer files with different content have ever had the same 

SHA value.”).  

Consistent with these appellate decisions, several district courts have also taken note of the 

“digital fingerprint” attribute of hash values. See, e.g., Malibu Media LLC v. Gilvin, No. 3:13-CV-72 

JVB, 2014 WL 1260110, at *1 (N.D. Ind. Mar. 26, 2014) (“Each bit of a file has a unique hash value (‘bit 

hash’) that is the bit’s unique digital fingerprint. The entire digital file also has a unique hash value (‘file 

hash’).”); United States v. Thomas, Nos. 5:12-cr-37, 5:12-cr-44, 5:12-cr-97, 2013 WL 6000484, at *9 (D. 

Vt. Nov. 8, 2013) (“The Gnutella Network bases all of its file shares on the Secure Hash Algorithm 

(SHA1). This mathematical algorithm allows for the fingerprinting of files. Once you check a file with a 

SHA1 hashing utility capable of generating this SHA1 value (the fingerprint), that will be a fixed-length 

unique identifier for that file.”); United States v. Skow, No. 1:11-CR-373-CAP, 2013 WL 5493308, at *2 

(N.D. Ga. Oct. 2, 2013) (based on hearing testimony, summarizing an initial step in the forensic 

examination imaging process as “obtaining a digital signature, or fingerprint, of the computer and each 

document or file in it known as a ‘hash value’ ”); United States v. Dodson, 960 F. Supp. 2d 689, 692 n.1 

(W.D. Tex. 2013) (“A ‘hash’ value is a code that identifies an individual digital file as a kind of ‘digital 

fingerprint.’ ”) (citing United States v. Wellman, 663 F.3d 224, 226 n.6 (4th Cir. 2011), cert. denied, 132 

S. Ct. 1945 (2012)); United States v. Broadhurst, No. 3:11-cr-00121-MO-1, 2012 WL 5985615, at *1 n.1 

(D. Or. Nov. 28, 2012) (“A SHA-1 value is best described as a digital fingerprint of a computer file.”) 

(citing United States v. Glassgow, 682 F.3d 1107, 1110 n.2 (8th Cir. 2012), cert. denied, 133 S. Ct. 631 

(2012)); Patrick Collins, Inc. v. John Does 1-21, 282 F.R.D. 161, 164 (E.D. Mich. 2012) (“The Unique 

Hash Identifier (also known as a hash tag, SHA1 hash, or a digital fingerprint) is a long string of letters 

and numbers that is used to compare a copy of a file with the original to ensure data integrity.” (footnote 

omitted)), report and recommendation adopted by 286 F.R.D. 319 (E.D. Mich. 2012); L-3 Commc’ns 

Westwood Corp. v. Robichaux, No. 06-279, 2008 WL 577560, at *2 n.2 (E.D. La. Feb. 29, 2008) (“A 

‘hash value’ is an electronic fingerprint. In order for two hash values to match, the files must be identical 

for every character and every line.”); United States v. Cartier, No. 2:06-cr-73, 2007 WL 319648, at *1 

(D.N.D. Jan. 30, 2007) (“Some computer scientists compare a hash value to an electronic fingerprint in 

that each file has a unique hash value.”); see also United States v. Brooks, No. 3:13-cr-58-J-34JRK, 2014 
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WL 292194, at *3 (M.D. Fla. Jan. 27, 2014) (noting that the search warrant affidavit described “[e]very 
file has a specific and unique SHA-1 value or signature that is similar to a fingerprint for the file” 
(internal quotation marks omitted)); United States v. Hock Chee Koo, 770 F. Supp. 2d 1115, 1123 (D. Or. 
2011) (“The ‘hash value’ is a series of numbers that acts as a digital fingerprint; when the hash value 
changes it means the content of a file has changed.”); United States v. Collins, 753 F. Supp. 2d 804, 806 
n.3 (S.D. Iowa 2009) (“A mathematical algorithm assigns a unique SHA-1 value to computers files, 
including images and video content files. Special Agent Larsen testified that a SHA-1 value is akin to a 
digital fingerprint and that it is more than 99.9999% reliable.”). 

Legal community:  The legal community also has accepted the role of hash values as “digital 
fingerprints.” For example, the Seventh Circuit Electronic Discovery Pilot Program referred to the hash 
value as an “electronic fingerprint”:  

 

SEVENTH CIRCUIT ELECTRONIC DISCOVERY PILOT PROGRAM, E-DISCOVERY PRACTICAL GUIDE, WHAT 
EVERYONE SHOULD KNOW ABOUT THE MECHANICS OF EDISCOVERY 64 (Apr. 6, 2011), available at 
http://www.discoverypilot.com/sites/default/files/MLS_7Circuit_Slides.pdf. 

Some bar committees have also recognized the role of hash values as a “digital fingerprint.” See, 

e.g., E-DISCOVERY COMM., COMMERCIAL & FED. LITIG. SECTION OF THE N.Y. STATE BAR ASS’N, BEST 
PRACTICES IN E-DISCOVERY IN NEW YORK STATE AND FEDERAL COURTS VERSION 2.0 36 (Dec. 2012), 
available at http://www.nysba.org/Sections/Commercial_Federal_Litigation/ComFed_Display_Tabs/Re 
ports/Edisc overy_Final5_2013_pdf.html (approved by the NYSBA Executive Committee April 5, 2013) 
(defining “Hash” as “[a] relatively small, unique number representing the unique digital ‘fingerprint’ of 
data, resulting from applying a mathematical algorithm to the set of data. The fingerprint may be called 
hash, hash sum, hash value, or hash code. Used to validate the authenticity and/or integrity of data.”). 

Legal articles also refer to hash values as a “digital fingerprint.” See, e.g., John Sammons, Solid-

State Drives Are a Game Changer for Deleted Files, Technology for the Litigator, AM. BAR ASS’N (June 
11, 2012), available at http://apps.americanbar.org/litigation/committees/technology/articles/summer20 
12-0612-solid-state-drives-deleted-files-discovery.html (“Traditionally, forensic examiners have relied on 
cryptographic hashing algorithms, such as MD5 or SHA1, to take the ‘digital fingerprint’ or ‘digital 
DNA’ of a hard drive. We can then take the ‘fingerprint’ of our evidentiary image at any time and 
compare it with the ‘fingerprint’ of the original. They should match exactly, verifying the integrity of the 

http://www.discoverypilot.com/sites/default/files/MLS_7Circuit_Slides.pdf
http://www.discoverypilot.com/sites/default/files/MLS_7Circuit_Slides.pdf
http://www.discoverypilot.com/sites/default/files/MLS_7Circuit_Slides.pdf
http://www.discoverypilot.com/sites/default/files/MLS_7Circuit_Slides.pdf
http://www.nysba.org/Sections/Commercial_Federal_Litigation/ComFed_Display_Tabs/Reports/Ediscovery_Final5_2013_pdf.htmlhttp:/www.nysba.org/Sections/Commercial_Federal_Litigation/ComFed_Display_%20Tabs/R
http://www.nysba.org/Sections/Commercial_Federal_Litigation/ComFed_Display_Tabs/Reports/Ediscovery_Final5_2013_pdf.htmlhttp:/www.nysba.org/Sections/Commercial_Federal_Litigation/ComFed_Display_%20Tabs/R
http://www.nysba.org/Sections/Commercial_Federal_Litigation/ComFed_Display_Tabs/Reports/Ediscovery_Final5_2013_pdf.htmlhttp:/www.nysba.org/Sections/Commercial_Federal_Litigation/ComFed_Display_%20Tabs/R
http://apps.americanbar.org/litigation/committees/technology/articles/summer2012-0612-solid-state-drives-deleted-files-discovery.html
http://apps.americanbar.org/litigation/committees/technology/articles/summer2012-0612-solid-state-drives-deleted-files-discovery.html
http://apps.americanbar.org/litigation/committees/technology/articles/summer2012-0612-solid-state-drives-deleted-files-discovery.html
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evidence.”); Sharon D. Nelson & John W. Simek, Practical Guidance is an Antidote to Fear, Electronic 

Discovery in Everyday Cases, OR. STATE BAR BULLETIN (Feb./Mar. 2009), available at http://www.osba 

r.org/publications/bulletin/09febmar/discovery.html (describing the “mathematical algorithm (normally 

an ‘MD5 hash,’ a sort of digital fingerprint),” which is used to confirm a match with “the MD5 fingerprint 

of the acquired computer hard drive”); see also Hash Value Tool (Or “Digital Fingerprint”) Increasingly 

Noted In Cases Involving Electronic Evidence, FED. EVIDENCE REV. (Feb. 19, 2013),available at 

http://federalevidence.com/blog/2013/february/hash-value-tool-or-%E2%80%9Cdigital-

fingerprint%E2%80%9D-increasingly-noted-cases-involving-elect (“[H]ash values are commonly 

referred to as ‘digital fingerprints’ or ‘digital DNA’ and have been described as having more than a 99 

percent level of accuracy to confirm two files or records match.”).  

Random hash value matches are far less likely than random fingerprint matches:  The 

“digital fingerprint” description represents an effort to capture the uniqueness of hash values, as one 

discrete hash value can be assigned to a particular data set. However, the likelihood of a random match 

for a “digital fingerprint” is more remote than a random match for traditional fingerprints. It is generally 

recognized that “the chances of two separate sets of data having matching MD5 hashes is far more 

unlikely than two individuals having matching fingerprints.” Hashing!, VENDARI (Mar. 19, 2013), 

available at http://verndari.net/archives/tag/hash-collision. The statistical likelihood of a random match is 

difficult to obtain for traditional fingerprints given a variety of factors, including the role of expert 

opinion in making an identification and the quality of the print being considered. Nonetheless, consider 

these estimated ranges for the chance of a fingerprint match: 

Sir Francis Galton (1892), considered to be the father of Fingerprint Classification, 

estimated that there was a 1 in 64 billion chance that two fingerprints could match, and 

with 10 fingers each, the chance for two people to have matching fingerprints was 1 in 

6.4 billion. . . . 

In following up on Galton’s work, Osterburg (1980) estimated that the chances of 

two individuals having the same fingerprint was more in the range of 1 in 

100,000,000,000,000,000,000 (or 100 billion, billion). . . . 

In this regard, the chances of two separate sets of data having matching MD5 

hashes is far more unlikely than two individuals having matching fingerprints, and 

Fingerprint Classification has been widely used and upheld (under Daubert) in cases 

throughout the United States. 

Id. (referencing FRANCIS GALTON AND FINGERPRINTS, available at http://galton.org/fingerprinter.html; 

James W. Osterburg, T. Parthasarathy, T. E. S. Raghavan & Stanley L. Sclove, Development of a 

Mathematical Formula for the Calculation of Fingerprint Probabilities Based on Individual 

Characteristics, 72 AMERICAN STATISTICAL ASSOCIATION 772, 777–78 (1977), available at http://cs.iup 

ui.edu/~tuceryan/pdf-repository/Osterburg1977.pdf; see also Sharath Pankanti, Salil Prabhakar & Anil K. 

Jain, On the Individuality of Fingerprints, 24 IEEE TRANSACTIONS ON PATTERN ANALYSIS AND 

MACHINE INTELLIGENCE 1010, 1010 (Aug. 2002), available at http://biometrics.cse.msu.edu/Publication 

s/Fingerprint/PankantiPrabhakarJain FpIndividuality PAMI02.pdf (estimating the “probability that a 

fingerprint with 36 minutiae points will share 12 minutiae points with another arbitrarily chosen 

fingerprint with 36 minutiae points is 6.10 x 10
-8

”). 

Additionally, fingerprint analysis entails some level of making judgments based on experience. 

Two examiners may use different approaches in their fingerprint analysis even if they arrive at the same 

conclusion. Instead, a hash value is based on a defined algorithm that can be calculated again and again 

on a particular dataset. The ability to make a fingerprint identification also depends on the sufficiency of 

the information about the fingerprint. So, while it is appropriate and useful to refer to hash values as 

“digital fingerprints,” to be precise, hash values are actually more distinctive than fingerprints.  
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B. “Digital DNA” analogy 

Recent cases:  Recognizing the distinctive attributes of hash values, some cases have also 

described hash values as a form of “digital DNA.” See, e.g., United States v. Crist, 627 F. Supp. 2d 575, 

578, 578 (M.D. Pa. 2008) (“An MD5 hash value is a unique alphanumeric representation of the data, a 

sort of ‘fingerprint’ or ‘digital DNA.’ ”); see also United States v. Wernick, No. 03-CR-0189 (DRH), 

2010 WL 415395, at *2 (E.D.N.Y. Jan. 29, 2010) (forensic copy of hard drive provided to the defense 

was based on “comparing the hash value of each original (equivalent to a DNA marker of the computer 

hard drive) to the forensic images” which provided “exact copies of the originals for evaluation”); 

United States v. Wellman, No. 1:08-cr-00043, 2009 WL 37184 (S.D. W. Va. 2009) (“[A] hash value or 

algorithm is ‘[a] digital fingerprint or a DNA of a file.’ ”), aff’d, 663 F.3d 224 (4th Cir. 2011), cert. 

denied, 132 S. Ct. 1945 (2012); State v. Lyons, 9 A.3d 596, 598 (N.J. Super. Ct. App. Div. 2010) (“The 

file was identifiable by its secure hash algorithm (SHA) value, a numerical value that acts as a data file’s 

digital DNA.”).  

Hash values are far more accurate and unique than traditional DNA evidence:  Hash values 

are described as “digital DNA” based on the distinctive attributes in identifying a particular file. 

However, in using this analogy, it is important to recognize that hash values (such as the MD5 or SHA-1) 

are more reliable and distinctive than DNA identification. See, e.g., United States v. Thomas, Nos. 5:12-

cr-37, 5:12-cr-44, 5:12-cr-97, 2013 WL 6000484, at *3 (D. Vt. Nov. 8, 2013) (The SHA-1 value “is more 

reliable than DNA (in that the likelihood of two individuals coincidentally sharing the same DNA is 

greater than the likelihood that more than one file will have the same SHA-1 value) and a collision 

between two files with identical SHA-1 values but with non-identical content has never been shown to 

exist.”); see also United States v. Beatty, No. 1:08-cr-51-SJM, 2009 WL 5220643, at *1 n.5, *7, *20 

(W.D. Pa. 2009) (denying motion to suppress evidence seized from the defendant’s computer and noting 

that agent’s affidavit described “the SHA1 ‘digital fingerprint’ as ‘more unique to a data file than DNA is 

to the human body’ ”), aff’d, 437 F. App’x 185 (3d Cir. 2011); see generally State v. Mahan, No. 95696, 

2011 WL 4600044, at *1 n.2 (Ohio Ct. App. Oct. 6, 2011) (referring to investigator’s testimony “that 

SHA1 values are accurate in identifying a file to the 160th degree, which is ‘better than DNA’ ”). 

As the Supreme Court recently noted, generally, under current DNA procedures, “extreme 

accuracy in matching individual samples” is possible with a “random match probability of approximately 

1 in 100 trillion (assuming unrelated individuals).” Maryland v. King, 133 S. Ct. 1958, 1968 (2013) 

(quoting JOHN M. BUTLER, FUNDAMENTALS OF FORENSIC DNA TYPING 270 (2009)). Some have 

suggested, depending on the circumstances, that the odds may be slightly larger. See also Hirschfield a 1-

in-240 trillion DNA match, criminalist says, THE SACRAMENTO BEE (Oct. 9, 2012), available at 

http://blogs.sacbee.com/crime/archives/2012/10/hirschfield-a-1-in-340-trillion-dna-match-criminalist-

says.html (“A state Department of Justice criminalist testified today that Richard Joseph Hirschfield’s 

DNA profile is a one-in-240 trillion match to a semen stain linked to the killings of two UC Davis 

students 32 years ago.”).  

In comparison, there is a higher degree of accuracy in using hash values. For example, if a DNA 

profile has a random match probability of 1 in 100 trillion, the odds of a match (or collision) are 

significantly higher for hash values, as described below. See infra Section V. Specifically, the 100 trillion 

odds for DNA (100 followed by 12 zeros) is a substantially smaller number when compared with the 340 

undecillion odds for MD5 (340 followed by 36 zeros) or 1.4 quindecillion for SHA-1 (1.4 followed by 48 

zeros).  

The fact that the probability of a random match is significantly higher with DNA than with hash 

values has been noted by others. See, e.g., Loren D. Mercer, Computer Forensics Characteristics and 

Preservation of Digital Evidence, 73 FBI L. ENFORCEMENT BULL. 28, 30–31 (Mar. 2004), available at 

http://www.fbi.gov/stats-services/publications/law-enforcement-bulletin/2004-pdfs/mar04leb.pdf (stating 
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that the likelihood that “two different data set values could prove identical” under MD5 hash values is 

“infinitely smaller” than for DNA results based on probability tables); see also Cindy McPherson, 

Forensic Data Collection, XACT DATA DISCOVERY (Jan. 29, 2014), available at http://www.xactdatadisc 

overy.com/digital-forensics-101/ (“The chance of two dissimilar files having the same MD5 hash is 

2×10
34

. The chance of two people having the same DNA is 6×10
9
. There is more of a chance of two 

people having the same DNA than of an MD5 value matching a dissimilar file.”); see generally George 

Ou, Putting the cracking of SHA-1 in perspective, ZDNET (Jan. 22, 2007), available at http://www.zdnet 

.com/blog/ou/putting-the-cracking-of-sha-1-in-perspective/409 (“The science of finger print forensics or 

even genetic DNA matching is far less reliable than SHA-1 hashing but perfectly legitimate in the 

courts.”); JOHN PATZAKIS & VICTOR LIMONGELLI, EVIDENTIARY AUTHENTICATION WITHIN THE ENCASE 

ENTERPRISE PROCESS 2 (June 2003), available at http://faculty.usfsp.edu/gkearns/Articles Fraud/EEEau 

thentication.pdf (“The odds of two computer files with different contents having the same MD5 hash 

value is more than 1 in 340 undecillion. This is a higher level of certainty than even DNA enjoys.”). 

DNA profiling is considered to be highly reliable for identification purposes and may be used as 

evidence to convict or acquit an individual. Hash values, such as SHA-1, have an even higher level of 

precision. In terms of courtroom evidence, it is difficult to imagine any other evidence that offers the 

same level of accuracy and an astronomically remote chance of a random collision than that offered by 

hash values. Given only the theoretical possibility of collision (“finding” two random items with the same 

SHA-1 hash value, much less manufacturing or orchestrating a duplicate image of a hard drive or dataset) 

so far exceeds the odds of finding two people with the same DNA and fingerprint, that law enforcement 

and the courts can reasonably rely on the integrity of digital evidence verification of hashed digital 

evidence.  

C. High level of accuracy in confirming a match 

One effective use of hash values is to confirm whether two electronic records are identical. 

Generally, it is well-recognized that a hash value has been used to produce a greater than 99 percent 

probability of a match between one file and a known file. There are few matching tools that can 

consistently produce the same high level of accuracy. 

This high level of confirming a match has been noted in several cases. See, e.g., United States v. 

Glassgow, 682 F.3d 1107, 1110 (8th Cir. 2012) (relying on expert testimony that “there was a 99.9999% 

probability that exhibit 1 contained the same video clips that” the defendant possessed), cert. denied, 133 

S. Ct. 631 (2012); United States v. Wellman, 663 F.3d 224, 225 n.2 (4th Cir. 2011) (“[T]he district court 

found that files with the same hash value have a 99.99 percent probability of being identical.”); see also 

United States v. Gozola, No. 12-130, 2012 WL 3052911, at *2 (D. Minn. July 10, 2012) (quoting officer’s 

affidavit as noting that the “hash value can identify identical files with a certainty ‘exceeding 99.99 

percent,’ regardless of the name given to the file by a user”); United States v. Driver, No. 11-20219, 2012 

WL 1605975, at *1 (E.D. Mich. May 8, 2012) (“A hash value is an alphanumeric algorithm that functions 

like a file’s DNA or fingerprint-they are essentially unique, up to 99.99%. The name of a file can change, 

but the hash value remains the same as long as the content is unchanged.”); United States v. Willard, No. 

3:10-CR-154, 2010 WL 3784944, at *1 n.1, *5 (E.D. Va. Sept. 20, 2010) (stating that “[b]y comparing 

the SHA1 values of two files, investigators can determine whether the files are identical with precision 

greater than 99.9999 percent certainty” and, in denying motion to suppress, rejecting request for Franks 

hearing based upon a claim “that the officers making the affidavit made false statements regarding the 

accuracy of SHA1”); United States v. Collins, 753 F. Supp. 2d 804, 808 n.6 (S.D. Iowa 2009) 

(“Defendant’s forensic computer expert agreed . . . that SHA-1 values are in excess of 99.9999 percent 

accurate and that if a collision of values ever did occur, it would make P2P networks entirely obsolete.”); 

United States v. Wellman, No. 1:08-cr-00043, 2009 WL 37184, at *1 n.2 (S.D. W. Va. Jan. 7, 2009) 

(special agent’s affividavit noting, “Because each hash value is unique, an algorithm, the Secure Hash 

Algorithm-1 (SHA-1), can be used to show to a 99.99 percent certainty that a file with the same hash 
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value is an identical copy of the same file.”); see generally United States v. Bershchansky, 958 F. Supp. 

2d 354, 357 n.3 (E.D.N.Y. 2013) (Special agent’s affidavit noted that “[b]y comparing the SHA1 values 

of two files, one can conclude that two files are or are not the same with a precision of 99.9999 percent 

certainty. I am aware of no documented occurrences of two different files being found on the Internet 

having different content while sharing the same SHA1 value. The use of SHA1 values to match movies 

and images has proven to be extremely reliable.”); United States v. Righter, No. 4:11CR3019, 2011 WL 

2489949, at *3 (D. Neb. May 19, 2011) (denying motion to suppress and rejecting challenge to 

investigator’s affidavit using the 99.9999 percent accuracy figure, because the affidavit explained that, 

inter alia, “the origin of SHA1 values, and explains how law enforcement uses these values to create a 

master list for digital images known to depict child pornography” and “that based on this officer’s 

experience and training, SHA1 values are 99.999% reliable in identifying illegal pornographic images”), 

report and recommendation adopted by United States v. Righter, No. 4:11CR3019, 2011 WL 2470673 

(D. Neb. June 21, 2011).  

IV. What are some common uses of hash values in investigations and cases? 

Hash values have a variety of uses in investigations and at trial. As described below, hash values 

may be used during an investigation:  (1) to support a search warrant application, (2) to comb a 

voluminous amount of data to determine whether particular or similar files are located on computer 

media, (3) to facilitate discovery (by Bates Stamping records, for de-duplication, and managing 

voluminous records), (4) to authenticate, locate, and reduce the amount of electronic records in a forensic 

examination, and (5) to authenticate and admit records at trial. While there are many ways in which hash 

values can be used in forensics, a few are highlighted below.  

A. Investigative phase 

During the investigative phase of the case, hash values may be used to identify leads and confirm 

the use or distribution of contraband. For example, for some crimes committed over the Internet, 

investigators have identified contraband by matching known files. See, e.g., United States v. Bradley, 488 

F. App’x 99, 101 (6th Cir. 2012) (affirming denial of motion to suppress and stating that during an 

investigation, a “specific IP address in Fayette County had been observed displaying file names and hash 

values consistent with known or suspected child pornography, and that this IP address was assigned to a 

fire station located . . . in Lexington, Kentucky”); see also United States v. Stevenson, 727 F.3d 826, 828 

(8th Cir. 2013) (affirming denial of motion to suppress and quashing of subpoena where an Internet 

service provider identified certain hash values associated with suspected child pornography and reported 

it to the National Center for Missing and Exploited Children). 

Hash values may be used along with other information in applying for a search warrant. For 

example, in considering the totality of the circumstances, a hash value match or confirmation may verify 

the presence of an infringing item or contraband. See, e.g., infra Section V(F)(4) (citing case examples).  

During the execution of a search warrant, hash values may be used to identify electronic 

evidence. For example, in a copyright infringement investigation, if the infringing works have known 

hash values, investigators may be able to scan a large number of hard drives and identify those with hits 

for the infringing hash values consistent with the terms of the search warrant. While this process would 

take considerably less time than examining every drive manually, two factors should be considered:  (1) 

Hashing every file on a hard drive can take a significant amount of time, and (2) because hash values are 

specific to only an exact duplicate, a file with any modification to the content will have a significantly 

different hash and would not be identified. This process can confirm whether exact duplicates of infringed 

copyrighted works are present on computer media, thus assisting in the decision on whether to limit the 

number of seized items.  
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B. Identifying known records  

The hash of known images or files can be used to search and identify matching records. In 

particular, hash values are effective in reviewing a voluminous amount of data to determine whether a file 

or data set resides on a computer, or to determine how many copies of the file reside on the media. For 

this reason, the use of hash values has proven to be an effective means to identify the possession or 

distribution of child pornography because there is a large known set of images. See, e.g., United States v. 

Schimley, 467 F. App’x 482, 484 (6th Cir. 2012) (per curiam) (Trooper “used the ‘SHA-1 hash value’ . . . 

to verify that the child-pornography video he had downloaded was the same file being shared by” the 

defendant); United States v. Richardson, 607 F.3d 357, 362–63 (4th Cir. 2010) (AOL’s Image Detection 

and Filtering Program identified possible child pornography based on a hash value match). 

The National Center for Missing and Exploited Children maintains a database of child 

pornography “elements.” Congress has directed that the elements may include “hash values, relating to 

any apparent child pornography image of an identified child reported to the National Center for Missing 

and Exploited Children.” 18 U.S.C. § 2258C (2014).  

The same principle of matching hash values to contraband can be used in other areas. All that is 

required is a known data set for comparison. For example, in copyright infringement cases, if a known 

hash value is obtained for a copyrighted work, a match of the hash value may reinforce concerns about 

infringement. See, e.g., Breaking Glass Pictures v. John Does 1-32, No. 2:13-cv-849, 2014 WL 467137, 

at *2 (S.D. Ohio Feb. 5, 2014) (alleging copyright infringement based on “the exact same unique copy of 

Plaintiff’s movie as evidenced by the cryptographic hash value”) (footnote omitted); TCYK, LLC v. Does 

1-47, No. 2:13-cv-539, 2013 WL 4805022, at *2 (S.D. Ohio Sept. 9, 2013) (“Plaintiff also alleges that ‘all 

of the infringements alleged in this lawsuit arise from the exact same unique copy of Plaintiff’s movie as 

evidenced by the cryptographic hash value.’ ”) (footnote omitted); Bicycle Peddler, LLC v. John Does 1-

177, No. 13-cv-0671-WJM-KLM, 2013 WL 1103473, at *1 (D. Colo. Mar. 15, 2013) (In considering 

joinder of multiple defendants in a copyright infringement action, the court stated that “[d]uring the 

course of this investigation, the company identified 177 IP addresses in the District of Colorado that had 

downloaded a file with one of the following hash values: 354A7CFDE35B396C4F2130CEA73CA71 DO 

or 5E813482FACE3941 F09D3FBB7AA1 F98327 (‘Hash Numbers’), which have been associated with 

the Work.”) (footnote omitted).  

C. Discovery 

In cases involving voluminous amounts of electronic records, hash values may be used during 

discovery for civil and criminal cases. Hash values are being used in a number of ways in the discovery 

process. 

A new substitute for Bates stamping:  Traditionally, discovery has followed a Bates Numbering 

process to identify each page or document. Based on the increasing use of electronic evidence, hash 

values are beginning to be substituted for the number role served by the Bates Stamp. See, e.g., BARBARA 

J. ROTHSTEIN, RONALD J. HEDGES & ELIZABETH C. WIGGINS, FED. JUDICIAL CTR., MANAGING 

DISCOVERY OF ELECTRONIC INFORMATION:  A POCKET GUIDE FOR JUDGES 38 (2d ed. 2012), available at 

http://www.fjc.gov/public/pdf.nsf/lookup/eldscpkt2d eb.pdf/$file/eldscpkt2d eb.pdf (“ ‘Hashing’ is used 

to guarantee the authenticity of an original data set and can be used as a digital equivalent of the Bates 

stamp used in paper document production.”); see also Ralph C. Losey, HASH:  The New Bates Stamp, 12 

J. TECH. L. & POL’Y 1, 12–13 (2007), available at http://ralphlosey.files.wordpress.com/2007/ 

09/hasharticlelosey.pdf (proposing a process for using hash values to mark discovery).  

In fact, some courts have formally suggested that parties use hash values for electronic records: 

Because identifying information may not be placed on ESI as easily as bates-stamping 

paper documents, methods of identifying pages or segments of ESI produced in discovery 
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should be discussed, and, specifically, and without limitation, the following alternatives 

may be considered by the parties:  electronically paginating Native File ESI pursuant to a 

stipulated agreement that the alteration does not affect admissibility; renaming Native 

Files using bates-type numbering systems, e.g., ABC0001, ABC0002, ABC0003, with 

some method of referring to unnumbered “pages” within each file; using software that 

produces “hash marks” or “hash values” for each Native File; placing pagination on 

Static Images; or any other practicable method. The parties are encouraged to discuss the 

use of a digital notary for producing Native Files. 

U.S. DIST. COURT FOR THE DIST. OF MD., SUGGESTED PROTOCOL FOR DISCOVERY OF ELECTRONICALLY 

STORED INFORMATION (“ESI”) 20–21 (2009), available at http://federalevidence.com/pdf/2008/09-

Sept/DMd Protocol%20for%20ESI%20Discovery.pdf; see also U.S. DIST. COURT FOR THE DIST. OF 

KAN., GUIDELINES FOR CASES INVOLVING ELECTRONICALLY STORED INFORMATION [ESI] 7 (2013), 

available at http://www.ksd.uscourts.gov/guidelines-for-esi (“Because identifying information may not be 

placed on ESI as easily as bates stamping paper documents, methods of identifying pages or segments of 

ESI produced in discovery should be discussed. Counsel are encouraged to discuss the use of either a 

digital notary, hash value indices or other similar methods for producing native files.”) (footnotes 

omitted).  

De-duplication:  Given the voluminous amount of discovery of electronic records, hash values 

can be used to reduce the amount of production in discovery. Some courts have specifically suggested the 

use of hash values or a hash database to remove duplicate data or unnecessary information. One example 

from the District Court of Kansas provided:  

Counsel should discuss the elimination of duplicative ESI and whether such 

elimination will occur only within each particular custodian’s data set or whether it will 

occur across all custodians, also known as vertical and horizontal views of ESI. 

In addition, counsel should discuss the de-NISTing of files which is the use of an 

automated filter program that screens files against the NIST list of computer file types to 

separate those generated by a system and those generated by a user. [NIST (National 

Institute of Standards and Technology) is a federal agency that works with industry to 

develop technology measurements and standards.] NIST developed a hash database of 

computer files to identify files that are system generated and generally accepted to have 

no substantive value in most cases. 

U.S. DIST. COURT FOR THE DIST. OF KAN., GUIDELINES FOR CASES INVOLVING ELECTRONICALLY 

STORED INFORMATION [ESI] 6 (2013) (footnote omitted), available at http://www.ksd.uscourts.gov/gui 

delines-for-esi.  

Discovery orders may contain stipulations to use hash values for de-duplicating discovery. See, 

e.g., North Carolina State Conference Of The NAACP v. McCrory, Nos. 1:13-CV-658, 1:13-CV-660, 

1:13-CV-861, at 8 (M.D.N.C. Jan. 17, 2014), available at http://moritzlaw.osu.edu/electionlaw/litigat 

ion/documents/NAACP 000.pdf (revised consent order regarding discovery of documents and 

electronically stored information) (“The parties agree to use MD-5 hash values to deduplicate exact 

duplicate documents for individual custodians.”). 

In large cases, discovery management procedures will use hash values as part of the de-

duplication process. See, e.g., United States v. eBay, Inc., No. 12-cv-05869-EJD, 4, 10 (Doc. No. 34-2) 

(N.D. Cal. May 31, 2013), available at http://www.justice.gov/atr/cases/f297500/297578.pdf (attachment 

B to joint case management statement and [proposed] order:  DOJ standard specifications for production 

of ESI) (providing metadata table listing hash values for MD5 and SHA-1 “used for deduplication or 

other processing,” and stating, “Before doing any de-duplication, provide the Division with a written 

description of the method used to de-duplicate (including which elements are compared and what hash 
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codes are used), and what is considered a duplicate.”); In re Elec. Books Antitrust Litig., No. 12-cv-

03394-DLC, 16, 19 (Doc. No. 111) (S.D.N.Y. July 6, 2012), available at http://www.justice.gov/atr 

/cases/f285000/285031.pdf (joint initial report revised) (“Apple will use a document hosting vendor to 

apply non-manual techniques to cull duplicates and material previously produced to the DOJ, including 

but not limited to the MD5 Hash standard within custodians. Apple will then manually review documents 

for attorney-client privilege, work-product, and responsiveness as well as to prepare documents for 

production. . . . ESI will be subject to date restrictions, as agreed by counsel, and will be de-duped by 

custodian using a MD5 Hash standard.”). 

Discovery management of privileged communications:  In managing discovery, hash values 

may be useful in marking or locating particular records. Since hash values do not reveal the content of the 

record but only identify a particular data set, hash values have proven useful in addressing attorney-client 

privilege issues.  

For example, where privileged communications may be involved, the parties may obtain a log of 

privileged communications. The hash value and any relevant metadata may establish the existence of the 

communication. If a court needs the list for in camera review, the list of hash values will be useful. (In the 

same way, contraband may be identified by hash values without viewing the contraband, such as child 

pornography.) 

D. Computer forensic examinations 

Hash values have numerous uses in forensic examinations, in fact, too many to list. As a general 

overview, hash values may assist in three primary areas of forensic examinations:  (1) authenticating 

electronic records, (2) identifying or finding records, and (3) reducing the amount of data for review. In 

criminal cases, a forensic examination will normally be conducted pursuant to the terms of a search 

warrant, unless some other legal basis for the examination is authorized (such as consent).  

Authenticating electronic records:  One primary function for hash values is to authenticate 

electronic records. A common means occurs during the imaging and examination process of a computer 

hard drive. 

Prior to a forensic examination, three hash values are normally obtained for seized media (such as 

a computer hard drive). Consider this example: 

Agents seize a computer hard drive pursuant to a search warrant. Initially, a 

decision may be made on whether to image the hard drive on site or to seize it and book it 

into evidence. Due to a host of factors, let’s assume the original is booked into evidence. 

Back at the lab, a bit by bit mirror image of the original will be made. In this process, a 

first hash value will be obtained of the original computer hard drive. After the imaging, a 

second hash value will be made of the mirror image copy. A match in the two hash values 

confirms that the copy is identical to the original. A mismatch would alert the examiner 

to determine what caused the discrepancy.  

Consistent with best practices, the forensic examination is conducted on the 

copy. The original is therefore returned to evidence control. After the forensic 

examination is completed, a third hash value will be made of the mirror image copy. A 

third match will confirm the integrity of the examination, that is, no alterations were 

made during the examination process. This final hash verification helps document that 

none of the processes or tools used in the examination made any modifications to the 

forensic image. Similar to this final hash verification, a hash value is generated for any 

file extracted from the original forensic image. This hash is compared to the file inside 
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the original forensic image to ensure the extracted copy is an exact duplicate and no 

changes/modifications occurred during the extraction.  

A copy of the original forensic image file may also be copied to a forensic server. A study of 

100,000 different types of hard disk drives, conducted by researchers at Carnegie Mellon University, 

found that the actual reported failure rate of hard disk drives is much higher than stated in manufacturers’ 

data sheets. BIANCA SCHROEDER & GARTH A. GIBSON, COMPUTER SCIENCE DEP’T, CARNEGIE MELON 

UNIV., DISK FAILURES IN THE REAL WORLD:  WHAT DOES AN MTTF OF 1,000,000 HOURS MEAN TO YOU?, 

FAST07, 5TH USENIX CONFERENCE ON FILE AND STORAGE TECHNOLOGIES (2007), available at http://w 

ww.pdl.cmu.edu/ftp/Failure/failure-fast07.pdf. Although the observed real world failure rates were 

between approximately 2 to 4 percent (with some as high as 13 percent), which are relatively low, 

frequent handling and transportation of hard disk drives inevitably jostles the sensitive mechanical parts 

in the drives and can only increase the potential for drive failure. A more advanced and safer method of 

maintaining forensic images is to upload, or copy, the forensic image to a fault tolerant Redundant Array 

of Independent (or Inexpensive) Disks (RAID) system. The entire purpose of RAID storage is 

redundancy—if one disk in the array fails, the data remains secure on one of the other redundant disks. 

Also, unlike a powered-down hard disk drive, a running RAID system can be configured to conduct 

routine backups to tape archives, which can be stored off-site. This is a useful data recovery backstop in 

the event of a disaster, such as a flood or fire at an evidence storage location. Indeed, the implementation 

of secure RAID evidence storage appears to adhere to the National Institute of Justice, Office of Justice 

Programs’ recommendation that investigators preserve evidence “in a manner designed to diminish 

degradation or loss.” NAT’ INST. OF JUSTICE, OFFICE OF JUSTICE PROGRAMS, DEP’T OF JUSTICE, CRIME 

SCENE INVESTIGATION:  A GUIDE FOR LAW ENFORCEMENT 28 (2000), available at http://www.ncjrs.gov 

/pdffiles1/nij/178280.pdf. After transferring a copy of the forensic image file to a forensic server, the hash 

value is verified again to ensure no changes or damage occurred during the transfer.  

Other files may be authenticated as part of the examination. For example, the computer forensic 

expert may use a hash value comparison to explain how the hash of a known file matched other files 

during the forensic examination.  

Data reduction:  Hash values can provide efficiencies by reducing the amount of data to be 

reviewed and, therefore, can save time spent reviewing relevant records. See generally Dan Mares, Using 

File Hashes to Reduce Forensic Analysis, SC MAGAZINE (May 1, 2002), available at http://www.scma 

gazine.com/using-file-hashes-to-reduce-forensic-analysis/article/30472 (highlighting the role of hash 

values in data reduction for forensic review). At the onset of a forensic examination, examiners often use 

Known File Filters (KFFs) to eliminate certain files and highlight others. Typically, there are at least two 

types of KFFs:  (1) Known Ignorable, and (2) Known Alerts. Known ignorable files generally are 

operating system and application files. By eliminating known operating system and application files that 

contain no user information, examiners can sometimes reduce the amount of files to examine in a case by 

nearly 50 percent. In corporate or other structured environments, examiners can often obtain what is 

known as the corporate “Gold Standard.” This gold standard includes data for new fully configured 

computer systems that are provided to new employees. By eliminating all files that come standard on a 

system, examiners can focus on only those files that have been created or changed by user actions. 

There are several kinds of known alert files. The National Center for Missing and Exploited 

Children maintains a list of hashes of known child pornography. The National Software Reference 

Library (NSRL) provides the collection of hashes of software from various sources that are incorporated 

into a Reference Data Set (RDS) of information. The NSRL RDS contains known ignorable hash sets for 

various operating systems and applications, as well as known alerts for files that may be considered 

malicious (for example, keyloggers, steganography tools, and hacking scripts), but do not contain any 

hash values of any illicit data. Other organizations (both private and governmental) often create and 

maintain their own set of hash libraries. The purpose of these hash libraries ranges from known 
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intellectual property to classified documents. Depending on the situations, investigative agencies may 

create or use case specific hash libraries to quickly identify and categorize known files (either as 

ignorable or alert for further review).  

Identifying and locating matching or similar records:  During a forensic examination, hash 

values also provide a valuable tool to identify records. One value of using known file filter alerts (hash 

value libraries) is that they allow the rapid identification of very specific files, without exposing the 

digital investigative analyst to the content of the file. If an alert hash library identifies a file, even without 

human examination, the file is known to be an exact copy of a known file. Because identifying files via 

their hash does not require or expose any human to the content of the file, this technique provides the least 

amount of invasion of privacy. In classified environments, this technique would allow an analyst to detect 

the existence of highly classified documents, to know what classification level the documents are, and to 

alert the authority with the proper clearance level, all without being exposed to information. Some 

Internet or mail service providers also employ hash libraries to detect malware, viruses, and contraband. 

See, e.g., United States v. Richardson, 607 F.3d 357, 362–63 (4th Cir. 2010) (noting operation of AOL’s 

Image Detection and Filtering Program).  

During forensic examinations, hash values are often used to identify duplicate copies of files, 

regardless of their file name. It is not uncommon to find identical files with different file names. This 

occurs both unwittingly when a user downloads the same file to the same location twice and when the 

operating system automatically modifies the file name (in many cases appending the word “copy” or 

“(1)” to the file name). Other instances have occurred when the user renames a file in an attempt to hide 

it. (For example, a user renames a trade secret Word document to look like a picture file.). As previously 

discussed, the file name is not part of the file content that is hashed and, as such, has no impact on the 

hash value of the file. See Section II(D), supra. 

What if the user intentionally alters the data set to avoid a match with hash values? With “fuzzy 

hashing” (or context triggered piecewise hashing), files that have been slightly modified may be 

identified. The “fuzzy hashing” tool is able to locate data that contains a high percentage of similarities. 

See generally Jesse Kornblum, Identifying almost identical files using context triggered piecewise 

hashing, in DIGITAL INVESTIGATION S91–97, S91 (2006), available at http://dfrws.org/2006/proceedings/ 

12-Kornblum.pdf (“describ[ing] a method for using a context triggered rolling hash in combination with a 

traditional hashing algorithm to identify known files that have had data inserted, modified, or deleted”). 

Consequently, if slight alterations are made to a record, these records may be found using the “fuzzy 

hashing” tool. “Fuzzy hashing” may be particularly useful to locate intellectual property documents that 

have been slightly modified.  

E. Trial evidence 

At trial, hash values may be used to admit forensic evidence or electronic records. A recent child 

pornography prosecution in the Eleventh Circuit demonstrates how hash values were used to authenticate 

and admit videos and images obtained from the defendant’s computer. 

[Defendant] challenges his convictions on the ground that the District Court 

abused its discretion in admitting into evidence Government’s Exhibit 11, a CD 

containing videos and still images of child pornography. [Investigator] Wilkins testified 

that the videos and images on the exhibit had SHA-1 values matching the SHA-1 values 

for the files he found on [Defendant’s] computers. “SHA” stands for Secured Hash 

Algorithm, which is “used to compute a condensed representation of a message or date 

file.” United States v. Miknevich, 638 F.3d 178, 181 n.1 (3d Cir. 2011). A SHA-1 value 

“can act like a fingerprint.” Id. See also United States v. Sutton, 350 F. App’x. 780, 781 

n.1 (3d Cir. 2009) (a SHA-1 value is “a kind of digital fingerprint”) (unpublished). A 

national data base contains a listing of SHA-1 values for known images of child 
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pornography. Thus, when Wilkins identified file names on [Defendant’s] computers 

indicative of child pornography, he checked the national database for the SHA-1 values 

for those files. When he found a match, he concluded that a specific file saved on 

[Defendant’s] computer contained an image of child pornography. 

The district court, pursuant to Federal Rule Evidence 104, found that Exhibit 11 

contained videos and images that matched videos and images stored on [Defendant’s] 

computer. The evidence was obviously relevant and thus admissible, see Federal Rule of 

Evidence 402, unless the District Court’s threshold findings—that the videos and images 

on the computers matched what Wilkins found in the national database—were clearly 

erroneous. We conclude that they were not. To the extent that [Defendant] contends that 

the evidence should have been excluded under Federal Rule of Evidence 403, his 

contention is meritless. Exclusion of relevant evidence under Rule 403 is an 

extraordinary remedy, a discretionary call. We find no abuse of discretion in the call the 

court made, to admit Exhibit 11 into evidence. 

United States v. Cobb, 479 F. App’x 210, 211–12 (11th Cir. 2012). In Cobb, the SHA-1 hash values 

confirmed a match of files obtained from the defendant’s computer with a known database. The trial court 

was able to make an admissibility ruling under Federal Rule of Evidence 104. The files were relevant to 

issues at trial and not unfairly prejudicial. Id. at 212. 

 In another trial, a forensic expert authenticated images found on the defendant’s computer with 

known images by comparing the hash values:  

A government expert, however, verified that the images in exhibits 3 through 17 were the 

actual enlarged images from [Defendant’s] computer. To the extent [Defendant] is 

challenging the government’s exhibit 1 (a DVD compilation of three video clips from a 

law enforcement database), the SHA-1 values of these videos matched the SHA-1 values 

of the files offered for distribution from [Defendant’s] computer.  

United States v. Glassgow, 682 F.3d 1107, 1110 (8th Cir. 2012) (footnote omitted), cert. denied, 133 S. 

Ct. 631 (2012). These cases provide a few recent examples of how hash values have been used to admit 

electronic evidence at trial.  

V. How likely is one-in-340 undecillion or even one-in-1.4 quindecillion? 

The likelihood of a random match for electronic evidence using hash values is extremely remote. 

The probability is unparalleled when compared with other evidence typically admitted in court. In fact, 

the numbers are astronomical and daunting. To grasp the remoteness, some uncommon numbers must be 

considered.  

A. An undecillion and other large numbers 

An undecillion is a very large number. It is 10
36

 or 1 followed by 36 zeros: 

1,000,000,000,000,000,000,000,000,000,000,000,000 

Alternatively, it is 1 billion, billion, billion, billion. To place this number in context, undecillion 

follows some other very large numbers: 

 billion, 1 followed by 9 zeroes 

 trillion, 12 zeroes 

 quadrillion, 15 zeroes 

 quintillion, 18 zeroes 
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 sextillion, 21 zeroes 

 septillion, 24 zeroes 

 octillion, 27 zeroes 

 nonillion, 30 zeroes 

 decillion, 33 zeroes 

Next is undecillion, 1 followed by 36 zeroes. Yet it is still smaller than: 

 duodecillion, 39 zeroes 

 tredecillion, 42 zeroes 

 quattuordecillion, 45 zeroes 

 quindecillion, 48 zeroes 

 or even googol, 100 zeroes 

See generally RUSS ROWLETT, HOW MANY? A DICTIONARY OF UNITS OF MEASUREMENT, NAMES FOR 

LARGE NUMBERS, available at http://www.unc.edu/~rowlett/units/large.html. 

B. MD5 remote improbability of a random match  

What is the significance of an undecillion for hash values? Actually, the likelihood of two 

different files randomly having the same MD5 hash value is 2^128, or more than 1 in 340 undecillion (or 

more than 1 in 340 billion, billion, billion, billion chance). The exact number is: 

1 in 340,282,366,920,938,463,463,374,607,431,768,211,456 

Brian Deering explained the remoteness of this number by stating, “There are actually 3.402 x 

10^38 or 340 billion billion billion billion or a little more than 1/3 of a googol possibilities. When you 

consider that most people have never seen a million of anything the actual number becomes really 

difficult to conceptualize.” BRIAN DEERING, DATA VALIDATION USING THE MD5 HASH, available at 

http://www.woodmann.com/crackz/Tutorials/Md5info.htm; see also Hashing!, VENDARI (Mar. 19, 2013), 

available at  http://verndari.net/archives/tag/hash-collision (reviewing the probabilities); STEVE MEAD, 

UNIQUE FILE IDENTIFICATION IN THE NATIONAL SOFTWARE REFERENCE LIBRARY 2 n.1 (2005), 

available at http://www.nsrl.nist.gov/Documents/analysis/draft-060530.pdf (“The probability of a 

collision between hashes in either MD5 or SHA1 is so small that it is effectively zero.”).   

C. SHA-1 remote improbability of a random match 

For SHA-1, the chance of two different files randomly having the same hash value is even more 

remote:  2^160, or a 1.46 trillion, trillion, trillion, trillion. See WOLFRAMALPHA, available at http://www 

.wolframalpha.com/. To date, the authors can find nothing beyond the theoretical documentation of 

random collisions (the likelihood of two items randomly having the same SHA-1 hash value).  

Furthermore, attempts at calculating even theoretical collision resistance of SHA-1 range from 

2^69 to 2^160. See XIAOYUN WANG, YIQUN LISA YIN & HONGBO YU, FINDING COLLISIONS IN THE FULL 

SHA-1 2 (2005), available at http://people.csail.mit.edu/yiqun/SHA1AttackProceedingVersion.pdf; see 

generally T. POLK ET AL., SECURITY CONSIDERATIONS FOR THE SHA-0 AND SHA-1 MESSAGE-DIGEST 

ALGORITHMS 4 (Internet RFCs, ISSN 2070-1721, RFC 6194, 2011), available at http://www.rfc-

editor.org/pdfrfc/rfc6194.txt.pdf (“[I]t will take 2^106 computations to find a second pre-image in a 60-

byte message.”); QUYNH DANG, COMPUTER SEC. DIV., INFO. TECH. LAB., RECOMMENDATION FOR 

APPLICATIONS USING APPROVED HASH ALGORITHMS 8 (2012), available at http://csrc.nist.gov/publicati 

ons/nistpubs/800-107-rev1/sp800-107-rev1.pdf (discussing strengths of the approved hash algorithms); 
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om/HowRareAreFancySerialNumbers.pdf. 

 

 

Winning the 

Mega 

Millions 

lottery 

 

1 in 259 million or 

more 

 See Tanya Basu, Feeling Lucky? How Lotto 

Odds Compare to Shark Attacks and Lightning 

Strikes, NATIONAL GEOGRAPHIC (Dec. 19, 

2013), available at http://news.nationalgeogra 

phic.com/news/2013/12/131219-lottery-odds-

winning-mega-million-lotto/ (noting it is 

“more likely to get killed by an asteroid or 

injured by a toilet than win the lottery”). 

 See also Matt Stevens, $400-million 

Powerball:  Odds of winning are 1 in 175 

million, L.A. TIMES (Feb. 19, 2014, 4:30 AM), 

available at http://www.latimes.com/local/lan 

ow/la-me-ln-400-million-powerball-jackpot-

numbers-20140218,0,7635405.story#ixzz2vT 

1qlIEC. 

 

 

Selecting a 

perfect 

March 

Madness 

basketball 

bracket 

 

1 in 128 billion  Derek Thompson, Warren Buffett and Quicken 

Loans Will Pay You $1 Billion for the Perfect 

March Madness Bracket, THE ATLANTIC (Jan. 

21, 2014), available at http://www.theatlantic. 

com/business/archive/2014/01/warren-buffett-

and-quicken-loans-will-pay-you-1-billion-for-

the-perfect-march-madness-bracket/283228/ 

(“Those odds are 1 in 128 billion, according to 

DePaul math professor Jeff Bergen. (Some 

outlets are quoting 1 in 9.2 quintillion, but that 

assumes that all 63 games are 50-50 toss-ups, 

which they’re not. For example, Number 1 

seeds just about always advance to the second 

round.) If everyone in the United States filled 

out a bracket, Chris Chase calculated, we’d get 

a $1 billion winner every 400 years.”). 

 See also Warren Buffett Wants to Pay You $1 

Billion for the Perfect March Madness Bracket, 

REUTERS (Jan. 29, 2014, 3:51 PM), available 

at http://www.reuters.com/article/2014/01/29/ 

idUS35781187820140129 (“The chances of 

someone predicting the correct outcome of all 

63 games is around 1 in 9.2 quintillion (that’s 

18 zeroes).”) (assuming each team has an equal 

change to win). 

 

 

DNA random 

 

1 in 100 trillion  100 trillion is 1 followed by 14 zeroes. 
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match 

probability  JOHN M. BUTLER, FUNDAMENTALS OF 

FORENSIC DNA TYPING 270 (2009) (“Since 

they were selected in November 1997, the 13 

CODIS core STR loci have been required for 

data entry into the national level of the U.S. 

DNA database. These 13 STR markers provide 

a random match probability of approximately 1 

in 100 trillion (assuming unrelated 

individuals).”), cited in Maryland v. King, 133 

S. Ct. 1958, 1968 (2013). 

 

 

Lottery:  

Selecting the 

20 random 

winning 

numbers 

between 1 

and 80 

 

1 in 1 quintillion  1 quintillion is 1 followed by 18 zeroes. 

 Mike Orkin, WHAT ARE THE ODDS?  CHANCE 

IN EVERYDAY LIFE 13–14 (2000) (“If there is 

one drawing per week and everyone on earth 

(6 billion people) always buys a ticket, it will 

take an average of about 5 million years to 

produce a winner.”). 

 

 

Coin Toss:  

Chance of 

100 

consecutive 

heads in 100 

coin tosses 

 

1 in 1 nonillion 

 

 

 

 

 

 

 

 

 1 nonillion is 1 followed by 30 zeroes. 

 Mike Orkin, WHAT ARE THE ODDS?  CHANCE 

IN EVERYDAY LIFE 14 (2000) (“If every person 

on earth (6 billion people) starts tossing coins 

24 hours per day, with each person tossing at 

the rate of 100 tosses every 5 minutes, it will 

take an average of about a million billion 

(1,000,000,000,000,000) years until somebody 

gets 100 heads in 100 tosses.”). 

 

 

Possible 

values 

generated by 

an MD-5 

hash 

 

1 in 340 undecillion 

 

 

 Precisely:  

340,282,366,920,938,463,463,374,607,431,76

8,211,456 

 Or 340 followed by 36 zeroes 

 Or 340 billion, billion, billion, billion 

 See WOLFRAMALPHA, available at 

http://www.wolframalpha.com/. 

 See also BRIAN DEERING, DATA VALIDATION 

USING THE MD5 HASH, available at http://ww 

w.woodmann.com/crackz/Tutorials/Md5info.h

tm. 
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Possible 

values 

generated by 

a SHA-1 

hash 

 

1 in 1.46 

quindecillion 

 

 Precisely:  

1,461,501,637,330,902,918,203,684,832,716,2

83,019,655,932,542,976 

 Or 1.46 followed by 48 zeroes 

 Or 1.46 trillion, trillion, trillion, trillion 

 Or 4 billion times larger than the possible 

values generated by an MD-5 hash 

 See WOLFRAMALPHA, available at 

http://www.wolframalpha.com/. 

 

When it comes to hash values, the likelihood of a match for two different data sets are 

infinitesimally small and remote, particularly when compared to many daily events. See generally BRUCE 

SCHNEIER, APPLIED CRYPTOGRAPHY:  PROTOCOLS, ALGORITHMS, AND SOURCE CODE IN C 30 (2d ed. 

1996), available at http://www.cse.iitk.ac.in/users/anuag/crypto.pdf.  

Specifically, if someone claims that hash values are unreliable for forensic purposes, based on 

theoretical collisions, the astronomical improbability of a collision must be understood in context. No 

other evidence provides the same remote probabilities, including DNA or fingerprint evidence, which are 

often considered to be highly reliable.  

As noted in Section V(F) below, it is also relevant to consider the legal context for which the hash 

value is being considered. For example, authentication normally requires a “prima facie” or “some 

evidence” showing of genuineness under Federal Rule of Evidence 901(a). After this threshold showing, 

the judicial process will be used to test and assess the strengths and weaknesses of any evidence.  

E. Theoretical “collision possibility” 

Occasionally, the argument is advanced that it is theoretically “possible” for two different records 

to have a matching hash value. This is often referred to as a “collision.” See, e.g., NAT’L INST. OF 

STANDARDS & TECH., DEP’T OF COMMERCE, GLOSSARY OF KEY INFORMATION SECURITY TERMS 36 

(2013) (a “collision” occurs when “[t]wo or more distinct inputs produce the same output”), available at 

http://nvlpubs.nist.gov/nistpubs/ir/2013/NIST.IR.7298r2.pdf.  

Theoretical developments:  Some recent papers have provided theoretical collisions for some 

hash values. See, e.g., XIAOYUN WANG, DENGGUO FENG, XUEJIA LAI & HONGBO YU, COLLISIONS FOR 

HASH FUNCTIONS MD4, MD5, HAVAL-128 AND RIPEMD (2004), available at http://eprint.iacr.org/200 

4/199.pdf; XIAOYUN WANG, YIQUN LISA YIN & HONGBO YU, COLLISION SEARCH ATTACKS ON SHA1 

(2005), available at http://www.c4i.org/erehwon/shanote.pdf; see generally Bruce Schneier, 

Cryptanalysis of SHA-1, SCHNEIER ON SECURITY (Feb. 18, 2005), available at https://www.sc 

hneier.com/blog/archives/2005/02/cryptanalysis o.html (“Earlier this week, three Chinese cryptographers 

showed that SHA-1 is not collision-free. That is, they developed an algorithm for finding collisions faster 

than brute force.”). 

Assessing the theoretical significance for reviewing electronic evidence:  To what extent 

should a theoretical “collision” matter in using hash values for computer forensics purposes? While a 

collision is certainly important for cryptography, military communications, digital certificates for secure 
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Web sites, and network and information security, it does not undermine the role of hash values for 

forensic purposes.  

First, the role in using hash values must be considered. In information security, any vulnerability 

must be identified, assessed, and analyzed. Remote possibilities may be too risky for national or 

information security purposes. See, e.g., QUYNH DANG, COMPUTER SEC. DIV., INFO. TECH. LAB., 

RANDOMIZED HASHING FOR DIGITAL SIGNATURES 2 (2009) (NIST Special Publication 800-106), 

available at http://csrc.nist.gov/publications/nistpubs/800-106/NIST-SP-800-106.pdf (“Collision 

resistance is a required property for the cryptographic hash functions used in Digital Signature 

Applications.”); WILLIAM E. BURR, U.S. NAT’L INST. OF STANDARDS & TECH., CRYPTOGRAPHIC HASH 

STANDARDS:  WHERE DO WE GO FROM HERE? 88 (2006), available at http://csee.wvu.edu/~katerina/Tea 

ching/CS-465-Fall-2007/HashStandards.pdf (“[R]esearchers have successfully attacked MD5 and SHA-1, 

the two most commonly used cryptographic hash functions. It’s no longer advisable to use them in 

applications such as digital signatures, although some other applications, such as hashed message 

authentication codes, aren’t affected.”).  

In contrast, for forensic examinations, hash values are used as a tool to review and authenticate 

existing data. A collision has not been shown to impact the use of hash values for forensics. The context 

in which the hash values are being used must be taken into account. The security concerns over collision 

for cryptography do not bear on the use of hash values for forensic purposes.  

Second, a random collision has never been observed in an actual case. What may be possible in a 

laboratory environment remains improbable in an actual case. In the lab, the theory can be considered by 

manipulating or controlling certain variables. For example, matching hash values can theoretically be 

constructed. The two data sets (or inputs) are manufactured to test the collision theory. In contrast, the 

random collision for hash values has never been observed in any case. 

Consequently, the possibility of a collision is confined to theory, not to the real world. See, e.g., 

United States v. Thomas, Nos. 5:12-cr-37, 5:12-cr-44, 5:12-cr-97, 2013 WL 6000484, at *3 (D. Vt. Nov. 

8, 2013) (noting “a collision between two files with identical SHA1 values but with non-identical content 

has never been shown to exist”) (footnote omitted); see also Richard P. Salgado, Fourth Amendment 

Search And The Power Of The Hash, 119 HARV. L. REV. F. 38, 40 n.8 (2006) (“Research shows that, 

under controlled and artificial circumstances, it is possible to engineer two different files with the same 

hash value. Some effort has been made to design a tool that can create collisions. It is extremely unlikely 

that collisions would happen in the wild, much less in the context of digital media imaging and 

forensics.”). 

Third, in an examination, one hash value result is never considered in isolation. Other 

circumstances and factors concerning any record can be considered. In fact, most forensic tools generate 

multiple hashes. For example, by default, Access Data’s Forensic Tool Kit (FTK), the most widely used 

digital investigative analysis software, generates three different hash values for every file (MD5, SHA-1 

and SHA-256). Furthermore, FTK Imager, one of the most popular software applications to create 

forensic images, by default, generates two different hash values when creating forensic images MD5 and 

SHA-1.  

Other forensic tools are used to authenticate extracted data. The theoretical “collision” argument 

focuses on one narrow issue and fails to consider the variety of tools used in a forensic examination.  

Fourth, questions about the identity of any record can be considered in conjunction with the 

surrounding circumstances. For example, the electronic evidence usually will consist of much more than 

the mere confirmation of a match in hash values. Other circumstances, such as the time and location of 

the file, corroborated with external information (witness interviews and events), will be considered. In 

this manner, hash values provide a powerful tool to confirm an event. The surrounding case 

circumstances may explain or provide further insight into any discrepancy. The hash value result provides 



 

76 United States Attorneys’ Bulletin MAY 2014 

 

only one piece of information that is considered along with other facts uncovered in the forensic 

examination or case investigation.  

Fifth, it is unlikely that any case will focus only on one matching hash value for two records. For 

example, if there was one match for one copyright infringed work, there likely are many others in the 

case. Consequently, there likely will be multiple hash value matches for each different record. It is simply 

infeasible to anticipate that multiple “collisions” will result in any one case. If the odds of a random 

match are remote for one file, they are significantly more remote where multiple files may be involved. 

For this additional reason, the theoretical possibility of a collision is unlikely to impact the forensic 

review in any single case. 

Finally, as noted below, the judicial process has time-tested avenues to assess the strengths and 

weaknesses of any evidence. All evidence remains subject to challenge and review under established 

standards and processes. Electronic evidence is not treated any differently under the Federal Rules of 

Evidence and judicial processes. See infra Section IV(F). 

For these reasons, the theoretical remote possibility of a collision is immaterial when it comes to 

the use of hash values in forensics. When viewed in proper context, the collision issue does not 

undermine the role of hash values for forensic purposes.  

Judicial rejection of “collision” arguments:  Not surprisingly, the mere theoretical possibility 

of a collision has been raised in challenges to electronic evidence presented in court. When this issue has 

been advanced, the courts have rejected it.  

Consider a case where this argument was considered through expert testimony. The district court 

summarized the following: 

Each party presented an expert who testified regarding the reliability of hash 

values in file identification. Cartier’s expert testified hash values are not a reliable means 

of determining what a file contains. He testified an investigator cannot evaluate a file’s 

content based on the hash value alone. He also testified two files could have duplicate 

hash values but completely different content, known as a “collision” of hash values. The 

Government’s expert testified that hash values were a reliable means of investigating 

child pornography because in practical application, a file’s hash value is unique to that 

file. He testified that if this premise were not true, P2P networks would not work because 

the searcher could not reliably search for a known file, which is what P2P networks are 

designed to do. He also testified that as long as the investigator starts with an image with 

known content and a known hash value, an investigator can use the hash value to search 

for duplicates of that file. Both experts testified that in their professional knowledge, the 

only collision of hash values ever encountered were in studies designed to prove that hash 

values can be duplicated in different files. The Government’s expert testified that had two 

hash values ever collided in “real-world” application, the event would be well publicized 

because it would be significant in their field. 

United States v. Cartier, No. 2:06-cr-73, 2007 WL 319648, at *2 (D.N.D. Jan. 30, 2007). The Eighth 

Circuit affirmed the district court’s denial of the motion to suppress and noted that the trial court heard 

both experts. It also rejected the defense’s expert testimony “that hash values could collide and that in 

laboratory settings these values had done just that” after crediting government expert testimony “that no 

two dissimilar files will have the same hash value.” United States v. Cartier, 543 F.3d 442, 446 (8th Cir. 

2008).  

 Relying on Cartier, the Fourth Circuit arrived at the same conclusion when the argument was 

presented:  
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A “hash value” is an alphanumeric string that serves to identify an individual digital file 

as a kind of “digital fingerprint.” Although it may be possible for two digital files to have 

hash values that “collide,” or overlap, it is unlikely that the values of two dissimilar 

images will do so. United States v. Cartier, 543 F.3d 442, 446 (8th Cir. 2008). In the 

present case, the district court found that files with the same hash value have a 99.99 

percent probability of being identical.  

United States v. Wellman, 663 F.3d 224, 226 n.2 (4th Cir. 2011) (emphasis added) (suspected child 

pornography identified by hash values), cert. denied, 132 S. Ct. 1945 (2012).  

 In another case, the theoretical argument was made and then withdrawn in light of “real world 

experience.” United States v. Collins, 753 F. Supp. 2d 804, 808 n.6 (S.D. Iowa 2009). In denying a 

motion to suppress a search warrant, the district court noted:  

Defendant argued in his brief that using SHA-1 values to compare files was an inaccurate 

method of confirming the presence of contraband content because of the theoretical 

possibility that two SHA-1 values could collide. In the wake of evidence that, in actual 

real world experience, two SHA-1 values have never collided, the Defendant withdrew 

this argument. In fact, Defendant’s forensic computer expert agreed with Special Agent 

Larsen that SHA-1 values are in excess of 99.9999 percent accurate and that if a collision 

of values ever did occur, it would make P2P networks entirely obsolete. 

Id. 

 Several other cases have reached the same result. See, e.g., United States v. Stewart, 839 F. Supp. 

2d 914, 931 (E.D. Mich. 2012) (“The likelihood of two data collections having the same hash value is 

extremely remote, so hash values can be used to verify that a forensic image or clone was captured 

successfully.”); see also United States v. Thomas, Nos. 5:12-cr-37, 5:12-cr-44, 5:12-cr-97, 2013 WL 

6000484, at *13 (D. Vt. Nov. 8, 2013) (Defense expert initially “opined that a SHA1 value is not a 

reliable indicator of a file’s contents and that more than one file may have the same SHA1 value. She later 

clarified her testimony to acknowledge that she had personally never seen or heard of a SHA1 value 

colliding, and she acknowledged that two files with the same SHA1 value cannot have different content. 

(Tr. 7/30/13 at 86, 87.) She asserted a similar opinion with regard to the MD4 hash value, but did not cite 

to any specific instances of collisions or any research that has found an MD4 hash value cannot reliably 

be used to identify a file’s contents.”); United States. v. Klynsma, No. CR. 08-50145-RHB, 2009 WL 

3147790, at *6 (D.S.D. Sept. 29, 2009) (“A SHA value of a computer file is, so far as science can 

ascertain presently, unique. No two computer files with different content have ever had the same SHA 

value.”); United States v. Schmidt, No. 4:09CR00265 ERW, 2009 WL 2836460, at *10 (E.D. Mo. Aug. 

27, 2009) (“The chances of a ‘collision,’ which is when two digital video files, with some significant 

difference in the video characteristics, share the same SHA1 value, are not mathematically significant.”) 

(footnote omitted); see also United States v. Cunningham, 694 F.3d 372, 376 n.3 (3d Cir. 2012) 

(“Although it may be possible for two digital files to have hash values that collide, or overlap, it is 

unlikely that the values of two dissimilar images will do so.”) (reversing trial conviction based on 

evidence error concerning child pornography video clips) (quoting United States v. Wellman, 663 F.3d 

224, 226 n.2 (4th Cir. 2011)). 

F. Considering hash values in context 

 Context matters, particularly in considering hash values. For cryptography, military 

communications, and network and information security, the theoretical possibilities of a collision remain 

important. The possibility of any vulnerability must be determined and assessed.  

However, for electronic evidence, the use of hash values concerns the review of data. This role 

for hash values is distinct from the security of communications or a network (the classic “apples vs. 



 

78 United States Attorneys’ Bulletin MAY 2014 

 

oranges” distinction). Consequently, for electronic evidence, the remote improbability of a random hash 

collision is not material. Additionally, questions about the identity of any record can be considered in 

conjunction with other evidence. For example, the evidence will consist of much more than the mere 

confirmation of a match in hash values. Other circumstances such as the time and location of the file, 

corroborated with external information (witness interviews and events) will be considered. In this manner, 

hash values provide a powerful tool to confirm an event.  

The judicial process has established avenues to assess the weight of the evidence. In the 

courtroom, the rules of evidence do not require that any other evidence satisfies the lofty standards 

provided under hash values (for example, 1 in more than 340 undecillion for the MD5 hash value). Hash 

value results substantially exceed the “prima facie” or “some evidence” standard to authenticate evidence 

in court. At trial, other time-tested avenues are available to assess the admissibility and weight of the 

electronic evidence based on hash values. All evidence is subject to the same scrutiny and process. A few 

examples of the use of hash values in these contexts are reviewed below.  

Authentication—“prima facie” or “some evidence” threshold showing for admissibility:  

One legal context in using hash values concerns the authentication of electronic evidence. While hash 

values are not the only means to authenticate electronic evidence, they are generally an effective and 

proven way to do so.  

Generally, a high standard is not required to establish the genuineness of particular evidence. 

Most courts apply a “prima facie” or “some evidence” standard to satisfy the threshold authentication 

requirement. See, e.g., United States v. Vidacak, 553 F.3d 344, 349 (4th Cir. 2009) (“The burden to 

authenticate under Rule 901 is not high—only a prima facie showing is required.”); In re McLain, 516 

F.3d 301, 308 (5th Cir. 2008) (“[T]his Court does not require conclusive proof of authenticity before 

allowing the admission of disputed evidence [as] Rule 901 merely requires some evidence which is 

sufficient to support a finding that the evidence in question is what its proponent claims it to be.”) 

(emphasis added) (quoting United States v. Jimenez-Lopez, 873 F.2d 769, 772 (5th Cir. 1989)); 

United States v. Dhinsa, 243 F.3d 635, 658–59 (2d Cir. 2001) (noting that “Rule 901 does not erect a 

particularly high hurdle” and that hurdle may be cleared by “circumstantial evidence”) (citation omitted); 

United States v. Holmquist, 36 F.3d 154, 168 (1st Cir. 1994) (“[T]he burden of authentication does not 

require the proponent of the evidence to rule out all possibilities inconsistent with authenticity, or to prove 

beyond any doubt that the evidence is what it purports to be. Rather, the standard for authentication, and 

hence for admissibility, is one of reasonable likelihood.”); United States v. Ortiz, 966 F.2d 707, 716 (1st 

Cir. 1992) (“The rule does not erect a particularly high hurdle.”); United States v. Goichman, 547 F.2d 

778, 784 (3d Cir. 1976) (“[T]here need be only a prima facie showing, to the court, of authenticity, not a 

full argument on admissibility.”) (emphasis added).  

Initially, the trial court, serving as a gatekeeper, determines whether the evidence is admissible. 

See generally FED. R. EVID. 104. After a threshold showing of admissibility, the jury (or factfinder) 

ultimately decides the authenticity and weight of any evidence. See, e.g., United States v. Fluker, 698 

F.3d 988, 999 (7th Cir. 2012) (“Only a prima facie showing of genuineness is required; the task of 

deciding the evidence’s true authenticity and probative value is left to the jury.”); United States v. Isiwele, 

635 F.3d 196, 200 (5th Cir. 2011) (“Once the proponent has made the requisite showing, the trial court 

should admit the exhibit . . . in spite of any issues the opponent has raised about flaws in the 

authentication. Such flaws go to the weight of the evidence instead of its admissibility.”) (citation and 

internal quotation marks omitted); Orr v. Bank of America, 285 F.3d 764, 773 n.6 (9th Cir. 2002) (“Once 

the trial judge determines that there is prima facie evidence of genuineness, the evidence is admitted, and 

the trier of fact makes its own determination of the evidence’s authenticity and weight.”); United States v. 

Caldwell, 776 F.2d 989, 1002 (11th Cir. 1985) (“Once that prima facie showing has been made, the 

evidence should be admitted, although it remains for the trier of fact to appraise whether the proffered 

evidence is in fact what it purports to be.”).  
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As already noted, hash values generally have a 99.99 percent probability of confirming a match. 

See supra Section III(C). Additionally, there is an incredibly improbable likelihood of a collision (at least 

1 in 340 undecillion for an MD5 hash, and even more remote for a SHA-1 hash). See supra Section V. 

Consequently, evidence that is authenticated by hash values substantially surpasses the “prima facie” or 

“some evidence” showing or the low bar normally used to authenticate evidence. The jury is often 

allowed to consider evidence despite questions raised about flaws or defects in authentication or chain of 

custody. In the end, the jury determines the final weight given to the evidence.  

Hash values provide one effective means to authenticate evidence at trial. In particular,  

authentication may be made by distinctive characteristics. The features of the record may include 

“[a]ppearance, contents, substance, internal patterns, or other distinctive characteristics of the item, taken 

together with all the circumstances.” FED. R. EVID. 901(b)(4). Hash values are one way to authenticate 

electronic evidence under this Rule. See, e.g., Lorraine v. Markel American Ins. Co., 241 F.R.D. 534, 547 

(D. Md. 2007) (“Hash values can be inserted into original electronic documents when they are created to 

provide them with distinctive characteristics that will permit their authentication under Rule 901(b)(4).”). 

Any alternation in the record (such as adding or removing one character) would result in a different hash 

value, confirming that two records do not match. United States v. Keith, No. 11-10294-GAO, 2013 WL 

5918524, at *1 (D. Mass. Nov. 5, 2013) (noting “any alteration of the file, including even a change of one 

or two pixels, would result in a different hash value” and “once a file has been ‘hashed,’ a suspected copy 

can be determined to be identical to the original file if it has the same hash value as the original, and not 

to be identical if it has a different hash value”).  

Consequently, hash values provide a powerful and significant avenue to authenticate electronic 

evidence. If courts will authenticate physical evidence that may have defects in the chain of custody, 

certainly hash values with a greater degree of reliability may be admitted and subjected to the time-tested 

means of scrutinizing the evidence. Given the high level of accuracy of hash values, they readily exceed 

the authentication standards under Rule 901.  

Distinguishing “possible” from “probable” alterations:  For electronic evidence, the opposing 

party may argue that the evidence is subject to alteration. When it comes to electronic evidence, the courts 

have also demonstrated the ability to distinguish between probable or possible alterations. Remote 

possibilities have not posed a bar to admitting otherwise relevant evidence.  

As with other forms of evidence, most electronic evidence can be modified. For example, an 

email can be readily modified. One district court explained the following in dismissing a challenge to 

admit emails on the bare claim that they are subject to possible alteration: 

The defendant argues that the trustworthiness of these e-mails cannot be 

demonstrated, particularly those e-mails that are embedded within e-mails as having been 

forwarded to or by others or as the previous e-mail to which a reply was sent. The Court 

rejects this as an argument against authentication of the e-mails. The defendant’s 

argument is more appropriately directed to the weight the jury should give the evidence, 

not to its authenticity. While the defendant is correct that earlier e-mails that are included 

in a chain—either as ones that have been forwarded or to which another has replied— 

may be altered, this trait is not specific to e-mail evidence. It can be true of any piece of 

documentary evidence, such as a letter, a contract or an invoice. Indeed, fraud trials 

frequently center on altered paper documentation, which, through the use of techniques 

such as photocopies, white-out, or wholesale forgery, easily can be altered. The 

possibility of alteration does not and cannot be the basis for excluding e-mails as 

unidentified or unauthenticated as a matter of course, any more than it can be the 

rationale for excluding paper documents (and copies of those documents). We live in an 

age of technology and computer use where e-mail communication now is a normal and 

frequent fact for the majority of this nation’s population, and is of particular importance 
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in the professional world. The defendant is free to raise this issue with the jury and put on 

evidence that e-mails are capable of being altered before they are passed on. Absent 

specific evidence showing alteration, however, the Court will not exclude any embedded 

e-mails because of the mere possibility that it can be done.   

United States v. Safavian, 435 F. Supp. 2d 36, 41 (D.D.C. 2006) (emphasis in original). 

Courts have repeatedly rejected efforts to exclude otherwise admissible evidence on the grounds 

of some possible or theoretical claim that the evidence could be altered. See, e.g., id. at 41; see also 

United States v. Gagliardi, 506 F.3d 140, 151 (2d Cir. 2007) (“[A] reasonable juror could have found that 

the exhibits did represent those conversations, notwithstanding that the e-mails and online chats were 

editable.”); United States v. Bonallo, 858 F.2d 1427, 1436 (9th Cir. 1988) (“The fact that it is possible to 

alter data contained in a computer is plainly insufficient to establish untrustworthiness. The mere 

possibility that the logs may have been altered goes only to the weight of the evidence not its 

admissibility.”).  

In the same vein, the extraordinarily remote theoretical possibility of a collision for hash values 

should not prevent relevant hash value evidence from being admitted. Generally, the jury, as the finder of 

fact, should hear all relevant evidence. Most importantly, as noted below, the judicial process has a 

variety of avenues to take when considering challenges to evidence. 

Trial measures to test the evidence:  Once evidence has been authenticated and admitted for the 

factfinder’s consideration, there are a number of other issues to consider. When questions about the 

reliability of evidence have been raised, the Supreme Court has continually noted the ability of the 

judicial process to highlight any merits and deficiencies of the evidence. For example, with regard to 

expert testimony, the Court noted the following in a landmark ruling: 

[R]espondent seems to us to be overly pessimistic about the capabilities of the jury and of 

the adversary system generally. Vigorous cross-examination, presentation of contrary 

evidence, and careful instruction on the burden of proof are the traditional and 

appropriate means of attacking shaky but admissible evidence. Additionally, in the event 

the trial court concludes that the scintilla of evidence presented supporting a position is 

insufficient to allow a reasonable juror to conclude that the position more likely than not 

is true, the court remains free to direct a judgment, Fed. Rule Civ. Proc. 50(a), and 

likewise to grant summary judgment, Fed. Rule Civ. Proc. 56. These conventional 

devices, rather than wholesale exclusion under an uncompromising “general acceptance” 

test, are the appropriate safeguards where the basis of scientific testimony meets the 

standards of Rule 702.  

Daubert v. Merrell Dow Pharm., Inc., 509 U.S. 579, 596 (1993) (citations omitted).  

More importantly, evidence at trial is rarely viewed in isolation, as the surrounding circumstances 

and facts are taken into account. The jury may consider whether any evidence is corroborated or makes 

sense in the context of all the other evidence, including any challenges to the weight of the evidence. 

These long-established judicial processes provide an adequate test to highlight the strengths and 

weaknesses of any evidence, whether it is a fingerprint, firearm, or electronic record.  

Probable cause:  Another important legal context concerns establishing probable cause to obtain 

a search warrant. Hash values may be useful in considering the totality of the circumstances to determine 

whether there is probable cause to search a particular place under the Fourth Amendment. As the 

Supreme Court explained, under this standard, the judge must “make a practical, common-sense decision 

whether . . . there is a fair probability that contraband or evidence of a crime will be found in a particular 

place.” Illinois v. Gates, 462 U.S. 213, 238 (1983).  
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One district court noted the following in denying a motion to suppress a search warrant in which 

hash values were used in an investigation to identify child pornography images: 

When considered in proper context however, the cited language merely 

establishes that use of SHA1 values provides an extremely high level of precision in 

identifying specific file content—a level of precision which, according to the affidavit, is 

more unique than DNA matching. Such precision likely exceeds the exactitude necessary 

to establish proof beyond a reasonable doubt; certainly, it exceeds what is necessary 

under general probable cause standards. Thus, the affidavit may be fairly read as 

implying a fairly obvious principle—that SHA1 values provide a more reliable means of 

identifying actual file content than is possible by virtue of file names alone. This 

principle, however, does not lead ineluctably to the conclusion that file names thereby 

always constitute meaningless information. 

United States v. Beatty, No. 1:08-cr-51-SJM, 2009 WL 5220643, at *7 (W.D. Pa. Dec. 31, 2009), aff’d, 

437 F. App’x 185, 186–88 (3d Cir. 2011) (affirming denial of motion to suppress and describing how 

files were matched using a SHA1 value to known child pornography files contained in a database 

maintained by the Wyoming Internet Crimes Against Children Task Force); see also United States v. 

Bershchansky, 958 F. Supp. 2d 354, 376 (E.D.N.Y. 2013) (on motion to suppress, rejecting defendant’s 

“meritless” argument questioning the reliability of a SHA1 value match and explaining that “[a]s 

numerous courts have found, SHA1 values are sufficiently accurate as to form a reliable basis on which a 

court may find that there is probable cause to believe that contraband or evidence of a crime will be found 

in a particular place”).  

The final assessment of probable cause will be based on a totality of the circumstances. Hash 

values are typically considered along with other evidence obtained during the investigation.  

VI. Conclusion 

Hash values remain a valuable and powerful tool to identify electronic evidence in a reliable, 

effective, and efficient manner.   

This article has surveyed the recent use of hash values for electronic evidence in investigations 

and cases. Hash values are somewhat akin to serial numbers that may be used to uniquely identify 

particular items such as a Vehicle Identification Number, firearm serial number, U.S. currency serial 

number, or device serial numbers. However, hash values—compared to these other examples—are 

stronger, more distinctive, and cannot be altered.  

 Hash values are commonly referred to as “digital fingerprints” or “digital DNA.” The 

“fingerprinting” qualities have been noted by early developers of hash values, by recent cases, and by 

those in the legal community. However, the likelihood of a random match for hash values is significantly 

more remote than for either fingerprints or DNA. Generally, hash values produce a greater than 99 

percent probability of a match between one file and a known file. In fact, the probability of a random 

match is significantly higher with DNA than it is for the MD5 or SHA-1 hash values.  

This article considered the recent issue of a theoretical “collision” (the likelihood that two data 

sets will have the same hash value) and demonstrated that while this issue may be important for 

cryptography and other fields, it does not affect the use of hash values for forensic purposes. When the 

“collision” argument has been raised concerning the forensic use of hash values, courts have, so far, 

rejected it. Among several reasons noted, this remote possibility has yet to be observed in an actual case. 

Most importantly, the judicial process has effective avenues to consider and weigh the strength of any 

evidence, electronic or otherwise. As the Supreme Court noted, “Vigorous cross-examination, 

presentation of contrary evidence, and careful instruction on the burden of proof are the traditional and 

appropriate means of attacking shaky but admissible evidence,” among other steps. Daubert v. Merrell 






