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Consider the following facts:  John is an executive who works at a growing company with an 
emerging product. For the past week, he has been traveling out of the country on a business trip. He 
arrives at work early Monday morning, when he learns for the first time that hundreds of thousands of 
company records were systematically deleted over the weekend. The attack started while he was traveling 
on a long flight back, when he was unreachable. The IT Department responded quickly but has not yet 
been able to determine the source of the attack. Private contractors working with the company on network 
issues were incident responders and immediately assisted. A team of company officials and outsiders is 
assembled and tasked to determine the cause of the attack. Initial signs suggest that a time bomb may 
have been planted on the network and was designed to cause significant damage and harm. There is no 
other explanation for how so many sensitive records could have been destroyed. Whoever was 
responsible appears to be familiar with the company network as the malicious code exploited some key 
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network vulnerabilities. The company is momentarily paralyzed as employees are denied access to the 
network until further information can be obtained. Based on what is known so far, the company decides to 
report the incident to law enforcement.  

These hypothetical facts present a common scenario when a time bomb (sometimes referred to as 
a “logic bomb”) has been placed on a computer network. Unlike other computer intrusion offenses, time 
bomb cases present some unique issues and challenges. The use of time or logic bombs is periodically in 
the news. See, e.g., Kim Zetter, Logic Bomb Set Off South Korea Cyberattack, WIRED (Mar. 21, 2013) 
(“A cyberattack that wiped the hard drives of computers belonging to banks and broadcasting companies 
in South Korea this week was set off by a logic bomb in the code, according to a security firm in the 
U.S.”), available at http://www.wired.com/ threatlevel/2013/03/logic-bomb-south-korea-attack/. As noted 
below, there have been a number of successful time bomb investigations and prosecutions. See infra Part 
X (summarizing cases).  

This article will review some of the unique obstacles that arise in time bomb cases. The article 
also identifies some key recurring issues and recommends five specific steps that may assist in addressing 
and overcoming the challenges in this distinct type of computer intrusion case.  

I. What is a time bomb? 
A time bomb is a unique form of a computer intrusion. Typically, a time bomb is carefully 

designed to cause significant damage to a computer network at a predetermined time or event. Malicious 
code or software may be planted by someone with familiarity with the network or company operations. 
Usually, it is an insider who knows enough about the vulnerabilities of the network and is motivated by 
anger or some dispute. 

One definition that captures the operation of a logic or time bomb provides: 

Logic Bomb:  A logic bomb is a type of malware that executes a set of instructions to 
compromise information systems based on the logic defined by its creator. Logic bombs 
are usually programs that use either time or an event as the trigger. When the condition(s) 
stipulated in the instruction set is met, the code present in its payload is executed. It is 
mostly used by disgruntled employees planning revenge on their employers or by 
Blackhats hackers for financial gains. 

AMAN HARDIKAR, MALWARE 101—VIRUSES 7 (SANS Institute 2008), available at http://www. 
sans.org/reading-room/whitepapers/incident/malware-101-viruses-32848.  

II. Unique challenges 
Time bomb investigations and cases present unique issues that do not arise in other computer 

intrusion or cyber cases. 

A. Insider 
Many computer intrusion cases involve external acts. Someone outside a company hacks into the 

company network remotely. In contrast, many time bomb cases are typically an inside job. For example, 
the defendant may plant the bomb on the network after he learns he will be terminated or as he departs the 
company over a dispute. See, e.g., United States v. Lloyd, 269 F.3d 228, 236 (3d Cir. 2001) (noting 
Government’s trial theory that the defendant, “before he was terminated from his employment . . . 
sabotaged the computer system,” reversing grant of motion for a new trial, reinstating the conviction, and 
directing that the trial court proceed to sentencing). While time bombs may also be committed by 
outsiders to the network, this is less common.  
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B. Intimate familiarity with the network 
Someone familiar with the company network plants a malicious code, which is set to destroy a 

number of records or commit some other malicious act. The gravity of the harm may result from the 
insider’s familiarity with where the sensitive information may be located.  

C. Alibi issues 
It may be difficult to determine who is responsible for the time bomb, particularly when the 

execution may have been designed to prevent detection of the person planting it. The offense is normally 
committed by someone with a sophisticated understanding of the company network and computer issues. 
The perpetrators may have planned what they believe is a perfect alibi, launching the time bomb after 
they have left the company. 

D. Concealment 
Most likely, steps have been taken to conceal the offense and trail of evidence. In destroying 

records, obstruction of justice may apply. The individual may have left the company and moved on and 
may even have a planned alibi, as mentioned above. 

E. Technical evidence 
Much, if not most, of the evidence may be electronic and highly technical, raising questions about 

the presentation of the evidence and ability of the jury to follow it. Experts may be required to understand 
the operation of the malicious code or software. The difficulty in finding the code may be exacerbated if 
steps to delete it were made. Much of the evidence may be circumstantial.  

This article reviews recent time bomb cases and some of the lessons learned in investigating and 
prosecuting these cases. 

III. Common charge to consider:  18 U.S.C. § 1030(a)(5)(A) 
In terms of charges, most often the intentional computer damage provision of 18 U.S.C. 

§ 1030(a)(5)(A) will be utilized. This provision punishes anyone who “knowingly causes the transmission 
of a program, information, code, or command, and as a result of such conduct, intentionally causes 
damage without authorization, to a protected computer.” 18 U.S.C. § 1030(a)(5)(A) (2014). 

The Ninth Circuit jury instruction provides an example of the elements for this offense: 

First, the defendant knowingly caused the transmission of [a program] [a code] [a 
command] [information] to a computer; 

Second, as a result of the transmission, the defendant intentionally impaired without 
authorization the [integrity] [availability] of [data] [a program] [a system] [information];  

Third, the computer was [exclusively for the use of a financial institution or the United 
States government] [used in or affected interstate or foreign commerce or 
communication] [located outside the United States but was used in a manner that affects 
interstate or foreign commerce or communication of the United States] [not exclusively 
for the use of a financial institution or the United States government, but the defendant’s 
transmission affected the computer’s use by or for a financial institution or the United 
States government]; and  

Fourth, the impairment of the data, program, system or information resulted in either (a) 
loss to one or more persons aggregating at least $5,000 in value during the one-year 
period following the date of the impairment; (b) the modification or impairment, or 
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potential modification or impairment, of the medical examination, diagnosis, treatment, 
or care of one or more individuals; (c) physical injury to any person; (d) a threat to public 
health or safety; (e) damage affecting a computer used by or for an entity of the United 
States Government in furtherance of the administration of justice, national defense, or 
national security; or (f) damage affecting 10 or more protected computers during any 
one-year period.  

18 U.S.C. § 1030(a)(5)(A) (modified to include fourth felony element) (2014); NINTH CIRCUIT MANUAL 
OF MODEL CRIMINAL JURY INSTRUCTIONS § 8.100—Intentional Damage To A Protected Computer, 
available at http://www3.ce9.uscourts.gov/jury-instructions/node/558. 

A misdemeanor results under the first three elements for § 1030(a)(5)(A). The fourth element 
makes the offense a felony under §§ 1030(a)(5)(A) and 1030(c)(4)(B)(i) (felony penalty provision). 
Sections 1030(b) and 1030(c)(4)(B)(ii) punish an attempted violation of § 1030(a)(5)(A) in the same 
manner.  

For time bomb cases charging a violation of § 1030(a)(5)(A), consider:  United States v. 
Makwana, 445 F. App’x 671, 674 (4th Cir. 2011) (per curiam) (affirming time bomb jury trial conviction 
of a UNIX engineer working as a contractor at Fannie Mae, under §§ 1030(a)(5)(A)(i), (B)(i), (c)(4)(A)); 
United States v. Shea, 493 F.3d 1110, 1112 (9th Cir. 2007) (affirming the jury trial conviction of a system 
administrator who planted a “time bomb” on the company network after becoming disgruntled at work, 
under § 1030(a)(5)(A)(i)); United States v. Sullivan, 40 F. App’x 740, 744 (4th Cir. 2002) (per curiam) 
(affirming conviction of computer programmer who inserted a “logic bomb” into the software for Lance, 
under § 1030(a)(5)(A)); United States v. Lloyd, 269 F.3d 228 (3d Cir. 2001) (reinstating the trial 
conviction of a former computer network administrator at Omega Engineering Corporation, under 
§ 1030(a)(5)(A)); United States v. Duchak (D. Colo. 2010) (No. 10-CR-131-MSK) (plea agreement 
conviction of a data analyst working as a government contractor at the Transportation Security 
Administration, under §§ 1030(a)(5)(A), 1030(b), and 1030(c)(4)(B)); United States v. Yung-Hsun Lin 
(D.N.J. 2007) (No. 06-cr-00963-JLL) (plea agreement conviction of former computer systems 
administrator for Medco Health Solutions, Incorporated, under §§ 1030(a)(5)(A)(i), 1030(a)(5)(B)(i), 
1030(c)(4)(A), 1030(b)); United States v. Roger Duronio (D.N.J. 2006) (No. 02-CR-00933-JLL) (jury 
trial conviction of former systems administrator at UBS Paine Webber, under §§ 1030(a)(5)(A)(i), 
1030(c)(4)(A) and one count of securities fraud). The background and outcome in these cases is 
summarized in Part X below.  

With these elements in mind, the most challenging area of proof typically involves the first 
element:  establishing that the defendant knowingly caused the transmission of the code or program. This 
challenge may stem in part from efforts taken by the defendant to conceal the time bomb activity. The 
second element, intended impairment of a network, usually was the objective for designing the time 
bomb. The evidence will readily establish that the malicious code resulted or was designed to cause 
substantial harm. For most businesses, the third element, showing that the computer was either used in or 
affected interstate or foreign commerce or communication or was used by a financial institution, is readily 
established. 

Finally, establishing the loss resulting from the impairment usually can be proven by showing the 
intended impact (how the time bomb was designed) and the actual resulting harm. Section 1030(e)(11) 
defines “loss” as including “any reasonable cost to any victim, including the cost of responding to an 
offense, conducting a damage assessment, and restoring the data, program, system, or information to its 
condition prior to the offense, and any revenue lost, cost incurred, or other consequential damages 
incurred because of interruption of service.” 18 U.S.C. § 1030(e)(11) (2014). Section 1030(e)(8) further 
defines “damage” as “any impairment to the integrity or availability of data, a program, a system, or 
information.” Id. § 1030(e)(8). The term “ ‘government entity’ includes the Government of the 
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United States, any State or political subdivision of the United States, any foreign country, and any state, 
province, municipality, or other political subdivision of a foreign country.” Id. § 1030(e)(9).  

Depending on the facts, other offenses may include § 1030(a)(5)(B) (causing damage recklessly), 
§ 1030(a)(5)(C) (causing damage (and loss) negligently), or § 1030(a)(4) (computer fraud, for example, if 
a misrepresentation was used to commit the offense).  

IV. Obtaining the electronic records 
Since the offense was likely committed on a computer network, much of the evidence will consist 

of electronic records. The initial steps in the investigation may therefore be among the most important.  

The company will likely be scrambling to mitigate the damage, maintain business operations, and 
determine the cause. The company will also likely assign a team to investigate the circumstances and may 
have started its own forensic analysis and assessment of the cause of the damage.  

Some time may elapse before more is known and a company decision can be made as to whether 
to contact law enforcement. Consequently, the processing of electronic evidence may not be handled by 
law enforcement for a substantial period of time. By the time law enforcement arrives, the electronic 
records may no longer be in the same condition as they were shortly after the incident. However, when 
law enforcement does arrive, it normally receives the results of the company’s internal investigation and 
will need to complete an independent review of the evidence as part of the law enforcement investigation. 
The company also may have backup tapes, which may be useful in analyzing and restoring, if possible, 
the electronic records. 

V. Five-step process:  operation, access, ability, knowledge, motive 
After the company has contacted law enforcement, assume you have been asked to assist in the 

investigation and prosecution of a reported time bomb. Initially, there may be a handful of primary 
subjects within the scope of the investigation. What steps can be taken to focus on the most likely 
candidates? How will you prepare for anticipated defenses which may include an alibi defense or claims 
that someone else did it? 

Given that some level of disgruntlement may have supplied a motive to plant the time bomb, 
there may be labor dispute issues between the key suspects either currently or formerly employed by the 
company. Will those issues distract from the presentation of the evidence at trial? 

In confronting these challenges, certain lessons can be drawn from time bomb investigations and 
cases. In particular, a five-step process has been utilized in handling past time bomb investigations and 
prosecutions. This process has proven useful to identify the primary perpetrators and to present and focus 
the trial evidence. The five steps include determining:  (1) how the time bomb operated, (2) what access 
was necessary to plant and execute the time bomb, (3) who had the ability to prepare and use the time 
bomb, (4) who had the knowledge (or familiarity) to tailor the time bomb to the company network or 
records, and (5) who had the motive to install and launch the time bomb, particularly given the specific 
type of harm caused.   

A. Operation of the time bomb 
Initially, investigators need to learn as much as possible about the time bomb. This information 

will provide clues about the capabilities of the perpetrators and identify new leads. Some initial questions 
may include: 

 How was the time bomb designed to operate?  

 Were any particular programming languages used for the source code?  
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 Were any signature aspects noted in the manner in which the time bomb code was written (e.g., 
unique or specific commands)? 

 Was any proprietary code necessary? 

 How did the time bomb interface with the network and system on which it was planted?  

 What steps to test the time bomb may have been taken? 

 What planning and preparation may have been necessary? 

 When and how was the time bomb planted onto the system?  

 What was the triggering event for the time bomb (for example a date and/or event)?  

 What significance is there to the triggering event or date? 

 Were steps taken to wipe or delete evidence?  

The initial answers to these and other relevant questions will help focus on the individual(s) who had the 
means to design and launch the time bomb. 

B. Access  
Once information is obtained about the operation of the time bomb, a second key issue concerns 

access. In order to launch the time bomb, what access was required? Was access made remotely, such as 
through a company laptop or by hackers, or was access made from inside the company? 

The access point may provide some key evidence leads about the commission of the offense. 
Other questions to consider may include:  

 Were particular computers used to access the network?  

 Was access within or outside the company?  

 If remote access was made, how is access to the network obtained? How many steps are 
involved? 

 What credentials or passwords are required to obtain network access? 

 How many passwords are needed to obtain access (for example, one password to use a computer 
and a separate password to visit certain network areas)? 

 For password usage, who determines the password? Does the user choose or does the company 
assign a password? What is the company policy on how frequently the passwords for each level 
necessary to obtain access must be changed? 

 Are any company policies concerning computer security implicated in assessing how access was 
made? 

 How many computers do the likely suspects have assigned? Is there evidence of planning, 
preparation, or testing of the time bomb on other devices?  

 Was any proprietary program or software involved? 

Access may include physical and network levels. On the physical level, if the investigation shows 
that a particular computer was used to plant and launch the time bomb, what physical access is required to 
get to that computer? Are there security measures that restrict outsiders from entering the company or 
areas of the company? Is there a sign-in log for visitors? Do key card records show the date and time of 
access of individuals to a particular area where the computer was located?  
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Separate from physical access is network access. It may be that access to the network where the 
time bomb was launched requires multiple passwords. For example, an initial password may be necessary 
to operate the computer. Other passwords may be required to visit certain locations on the network. Log 
records may demonstrate the date and time for this type of network access.  

Normally the five-level process (operation, access, ability, knowledge, motive) can be used 
collectively to narrow the list of suspects responsible for the time bomb. Usually, more than access is 
required to identify the primary perpetrator of the time bomb attack. However, the Duchak time bomb 
case provides an example of how the access evidence was used to confirm the defendant’s involvement. 
The stipulated factual basis of the plea agreement provided:  

Mr. Duchak’s work station, together with those of other CSOC [Colorado Springs, 
Colorado] employees, were located in an office space whose entrance was monitored by 
video surveillance and secured doors that could be accessed only though use of an 
electronic card reader, keypad (with unique user access code) and thumb print scan. 

A subsequent internal investigation, including review of video surveillance of the CSOC 
entrance, computer logs, and records generated at the secured door (card swipe, keypad access, and thumb 
print) showed that: 

(1) On October 23, 2009, Douglas James Duchak returned to the CSOC after business 
hours, and remained there between approximately 6:59 p.m. and 8:11 p.m. 

(2) Once inside, the defendant logged on to his work station using his network credentials 
and input computer code that directed, in essence, “if date is November 3, 2009, then no 
fly list will be replaced with TSDB” (the Code V). The defendant then copied the Code 
from his work station to a server at the CSOC. 

Had this Code operated on November 3, 2009, its effect would have been to replace a 
much smaller file with a much larger file and thereby prevent new data from being properly 
updated into the TSDB and temporarily disable the Transportation Security Administration’s 
vetting function. 

(3) The defendant then logged off his own work station; logged on to the work station 
assigned to N.l. using the defendant’s credentials, and copied the Code from the CSOC 
server to N.l.’s work station. 

United States v. Duchak (D. Colo. 2010) (No. 10-CR-131-MSK) (plea agreement factual basis 
stipulation) (Doc. No. 70).  

C. Ability 
A third issue concerns ability. Access alone is likely to be insufficient for a successful time bomb 

attack. Ability is typically required to design and plant the time bomb on the network. See, e.g., 
United States v. Lloyd, 269 F.3d 228, 234 (3d Cir. 2001) (Government argument that only the defendant 
possessed certain “system administrative skills, programming skills, Microsoft Windows experience, and 
independent knowledge of how to change the deleting program’s message” to commit the time bomb); 
see also United States v. Shea, 493 F.3d 1110, 1117–18 (9th Cir. 2007) (noting the defendant’s “ability to 
program in the Unix database and in the Collector System files” used in the time bomb was “undisputed 
and appears to have been unique among” company employees). 

Once information is obtained about how the code operated, how it was planted, how it was set 
off, and what type of ability was necessary? Some initial questions that may be relevant concerning 
ability may include:  

 What skills are necessary to design, implement, and launch the time bomb? 



 
MARCH 2014 United States Attorneys’ Bulletin 37 
 

 What special programming skills may be necessary? 

 What other skills are required given the computer network system? 

 Was any proprietary code or information involved?  

 Which primary suspects have this ability?  

 Are there any signature attributes in the manner in which the programming language for the 
malicious code was written? If so, how do they compare to other work of the suspect?  

 What does the defendant’s or suspect’s resume (or other employment papers) show about the 
abilities necessary to execute the time bomb? 

D. Knowledge 
Access and ability alone may be insufficient for a successful time bomb attack. Knowledge about 

the network and files is also required. The manner in which the time bomb was planted and operated 
likely entails intimate familiarity with the files and networks. Few individuals may have this knowledge 
or familiarity. 

The familiarity that the perpetrator had about the network may reveal how he could exploit 
unique network vulnerabilities. The list of suspects will further be narrowed by considering who had 
access, ability, and knowledge to plant and launch the time bomb.  

Some questions to consider may include: 

 How was the malicious code designed to destroy particular company files or records? 

 Were any proprietary or unique company names used in the malicious code? 

 How did the perpetrator know which company files and records to access? 

 What does the network location in which the time bomb was planted reveal about familiarity with 
the company computer system? 

 How many individuals have this level of familiarity and knowledge? 

E. Motive 
Finally, as a fifth aspect, there is usually a motive that provides the basis for an individual to plan, 

prepare, and launch the time bomb.  

A number of the cases involve termination or labor disputes. See, e.g., United States v. Shea, 493 
F.3d 1110, 1112–13 (9th Cir. 2007) (defendant convicted at trial for planting a “time bomb” on the 
company network after engaging in employment disputes, being placed on a “performance plan,” and 
being terminated for failing to come to work); United States v. Sullivan, 40 F. App’x 740, 741 (4th Cir. 
2002) (per curiam) (“Sullivan then quit without telling anyone about the bomb. The bomb went off about 
four months later, disabling 824 hand-held computers used by Lance’s sales representatives to 
communicate with the headquarters.”); United States v. Lloyd, 269 F.3d 228, 232 (3d Cir. 2001) (“The 
government argued at trial that the demotion, along with the substandard performance review and raise, 
indicated to Lloyd that he would soon be fired, thus providing him with the motive to sabotage Omega’s 
computer system.”); United States v. Rajendrasinh Babubahai Makwana (D. Md. 2010) (No. 09-cr-
00043) (defendant convicted at trial for malicious code transmitted following termination that was 
designed to execute on Fannie Mae computer network three months later). 

Some key questions may include:  
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 If the time bomb appears to be the work of insiders, was the employee terminated or did the 
employee leave on unfriendly terms? Was the employee placed on a performance improvement 
plan? 

 Was an exit interview conducted prior to the employee’s departure? 

 What statements did the suspects make to others concerning his or her views of the company? 

 What happened days and weeks before the time bomb was planted on the system that may 
demonstrate an escalating dispute or misunderstanding? 

 Were any performance review meetings held prior to the time bomb and what happened at these 
employment meetings? 

 Once a time line of key events is developed, how do labor dispute issues fit on the time line? 

The answers to these questions will highlight new evidence leads. For example, if there was an 
employment dispute, the investigation can focus on the events surrounding the dispute. Did the suspect 
make angry statements about harming the company? Did the suspect confide in others his contempt of 
company management? 

F. Process used to narrow and identify likely suspects 
This five-part process, which has been used in prior cases, will help focus the investigation on 

identifying the likely suspects. The list of suspects who may be responsible for the time bomb will be 
narrowed depending on who had the access, ability, knowledge, and motive. The five steps will help 
identify key evidence for the investigation and possibly new leads. Once the key evidence is obtained, the 
five-part process will help formulate a timeline to use at trial and will focus the presentation of the trial 
evidence and rebutting of defense claims.  

VI. Key anticipated defenses 
Most of the time bomb defenses are typically based on claims that someone else committed the 

offense or some other occurrence caused the computer damage. 

A. Someone else did it 
Given that the time bomb was designed to be triggered by a particular date and/or event, it is not 

uncommon for the theory of defense to be that someone else was responsible. For example, the time 
bomb may have been planted while the defendant was still employed at the company, but executed on a 
date following his termination. See, e.g., Shea, 493 F.3d at 1117 (The defendant “was apprised of his 
termination at the office on Monday, January 20. [Time bomb] CLEAR.CF.MARKS allegedly triggered 
early in the morning January 30.”); Lloyd, 269 F.3d at 233 (The defendant was terminated based on an 
employment dispute on July 10, 1996, and the time bomb was detected on July 31, 1996.). 

Illustratively, this claim was made in the circumstantial time bomb trial in Shea. In that case, the 
Ninth Circuit noted: 

Shea also argues that several other BACS [Bay Area Credit Services] employees had 
access to his computer or could have logged on as him remotely. He presented evidence 
to the jury that another BACS employee was logged in from Shea’s desktop computer at 
all the relevant times. However, given Shea’s level of access, which included access to 
the Unix names and passwords of all other BACS employees, and given Shea’s tendency 
to open multiple sessions at once from his computer, operating from both his laptop and 
desktop computers, a juror could reasonably infer that Shea had logged in as the other 
employee during all the relevant times. Because the prosecution “need not affirmatively 



 
MARCH 2014 United States Attorneys’ Bulletin 39 
 

rule out every hypothesis except that of guilt,” Wright v. West, 505 U.S. 277, 296 (1992) 
(internal quotation marks omitted), we find that reasonable inferences from this record 
support Shea’s conviction. 

Shea, 493 F.3d at 1117–18. The multiple process factors (access, ability, knowledge, motive) were useful 
in showing there was sufficient evidence to support the conviction on appeal. As the Ninth Circuit 
concluded: 

Viewing the evidence in the light most favorable to the prosecution, with all reasonable 
inferences that can be drawn from the record, we hold that a rational juror could have 
found Shea guilty. His access to the relevant files is undisputed. His ability to program in 
the Unix database and in the Collector System files is undisputed and appears to have 
been unique among BACS [Bay Area Credit Services] employees. His antagonistic 
relationship with BACS executives provided him with a motive, and the timing of certain 
edits corresponds with the meetings and e-mails that preceded his termination. 

Id. at 1117.  

B. Another source caused the computer damage 
The defense may also try to argue that the computer damage was caused by accident or some 

other occurrence. As an example, this argument was presented at trial in the Lloyd case: 

The defense’s theory was that the massive deletion of files could have resulted from an 
accident or could have been caused by another employee, either intentionally or 
unintentionally. The defense contended that Lloyd could not have committed the act of 
sabotage because he did not have direct access to the system after he was fired and 
because he had no motive before he was fired, as his firing was without warning. 

Lloyd, 269 F.3d at 231.  

In response, the Government focused on the facts of the case, which showed:  (1) that “the 
specificity of the commands” were inconsistent with “accidental deletion[s],” (2) that “the exact same 
strings of commands” used in the time bomb were located on a hard drive obtained from the defendant’s 
residence, (3) that the time bomb had been tested “on three separate occasions” when the defendant was at 
work, and (4) the date on which the time bomb was planted. Id. at 234. The Government’s evidence at 
trial showed how the details about the manner in which the time bomb was executed, along with other 
facts, can be used to counter an accidental damage theory or claim that another source may be 
responsible. The jury rejected this defense and convicted the defendant. 

C. Consider a Rule 12.1(a)(1) request for an alibi notice 
If it is anticipated that the defense will claim that someone else committed the offense, a Request 

for an Alibi Notice under Federal Rule of Criminal Procedure 12.1 should be considered. As noted by the 
rule drafters, “The objective of rule 12.1 is to prevent [surprise] by providing a mechanism which will 
enable the parties to have specific information in advance of trial to prepare to meet the issue of alibi 
during the trial.” FED. R. CRIM. P. 12.1 advisory committee’s note (1974). See generally Williams v. 
Florida, 399 U.S. 78, 81–82 (1970) (noting that because an alibi defense is easily “fabricated,” the 
Government’s “interest in protecting itself against an eleventh-hour defense is both obvious and 
legitimate,” adding that defendants must know that a criminal trial “is not . . . a poker game in which 
players enjoy an absolute right always to conceal their cards until played”). 

The provisions of the rule are triggered by the Government’s request. Under Rule 12.1(a)(1), a 
prosecutor submits a written request that the defendant provide notice whether an alibi defense is 
intended. The request “must state the time, date, and place of the alleged offense.” FED. R. CRIM. P. 
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12.1(a)(1). The defense must respond within 14 days of the Government’s request, including detailed 
information about “(A) each specific place where the defendant claims to have been at the time of the 
alleged offense; and (B) the name, address, and telephone number of each alibi witness on whom the 
defendant intends to rely.” Id. 12.1(a)(2)(A), (B). After the defense responds with this information, the 
Government must provide information about witnesses that undermine an alibi theory under Rule 
12.1(b)(1). There is a continuing duty of disclosure under Rule 12.1(c).  

The failure to provide notice may result in the exclusion of a defense alibi witness. See FED. R. 
CRIM. P. 12.1(e) (providing that “a court may exclude the testimony of any undisclosed” alibi witness if a 
party does not comply with the Rule’s requirements); see also United States v. Acosta-Colon, 741 F.3d 
179, 187–90 (1st Cir. 2013) (affirming exclusion of the defendant’s wife as an alibi witness based on a 
failure to comply with the rule); United States v. Ford, 683 F.3d 761, 764 (7th Cir. 2012) (“Notice to the 
prosecution of proposed alibi evidence is required because an alibi defense is at once compelling if 
accepted and easy to concoct, so the prosecution is justified in wanting an opportunity to investigate it in 
advance of trial. . . . And so the district judge was right to exclude the evidence because of the defendant’s 
failure to have complied with Rule 12.1(a).”) (citations omitted); United States v. Nelson-Rodriguez, 319 
F.3d 12, 35–36 (1st Cir. 2003) (affirming exclusion of alibi evidence based on untimely notice under Rule 
12.1).  

Rule 12.1 provides useful procedures to mitigate any surprise alibi defense at trial. Given the 
nature and design of time bombs to launch on the occurrence of an event when the defendant may not be 
at the company, this process will be helpful to prepare for these issues at trial. 

Prosecutors may want to consider separate levels of alibis:  a physical one and an electronic one. 
The physical alibi request will focus on where the defendant or other suspects or individuals were at key 
times and events in the planning, preparation, planting, and launching of the time bomb. The electronic 
alibi would focus on where the defendant and others were in terms of the transmission of the codes and 
commands connected with the time bomb.  

VII. Charging obstruction of justice 
Some time bomb cases may present obstruction of justice issues. For example, steps may have 

been taken to conceal or destroy evidence so investigators could not find it. If so, one possible charge 
would include 18 U.S.C. § 1519, which provides: 

Whoever knowingly alters, destroys, mutilates, conceals, covers up, falsifies, or makes a 
false entry in any record, document, or tangible object with the intent to impede, obstruct, 
or influence the investigation or proper administration of any matter within the 
jurisdiction of any department or agency of the United States or any case filed under title 
11, or in relation to or contemplation of any such matter or case, shall be fined under this 
title, imprisoned not more than 20 years, or both. 

In 2002, Congress enacted Section 1519 as part of the Sarbanes-Oxley Act. See Sarbanes-Oxley Act of 
2002, Pub. L. No. 107-204, § 802(a), 116 Stat. 800 (July 30, 2002) (codified at 18 U.S.C. § 1519 (2014)).  

This provision was expressly drafted to apply to the destruction of records prior to the 
commencement of an actual investigation, as long as it can be established that the destruction was 
conducted in anticipation of a federal investigation. As explained in the Senate Report: 

Other provisions, such [as] 18 U.S.C. § 1503, have been narrowly interpreted by 
courts, including the Supreme Court in United States v. Aguillar, [515 U.S. 593,] 115 S. 
Ct. 593 (1995), to apply only to situations where the obstruction of justice can be closely 
tied to a pending judicial proceeding. . . . In short, the current laws regarding destruction 
of evidence are full of ambiguities and technical limitations that should be corrected. This 
provision is meant to accomplish those ends.  
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Section 1519 is meant to apply broadly to any acts to destroy or fabricate 
physical evidence so long as they are done with the intent to obstruct, impede or 
influence the investigation or proper administration of any matter, and such matter is 
within the jurisdiction of an agency of the United States, or such acts done either in 
relation to or in contemplation of such a matter or investigation. . . . It also extends to acts 
done in contemplation of such federal matters, so that the timing of the act in relation to 
the beginning of the matter or investigation is also not a bar to prosecution. The intent of 
the provision is simple; people should not be destroying, altering, or falsifying documents 
to obstruct any government function. 

S. REP. NO. 107-146, at 14–15 (2002). 

Generally, the elements of proof for Section 1519 will include:  “First, the defendant knowingly 
altered, destroyed or concealed a record or document; and Second, the defendant acted with the intent to 
impede, obstruct or influence the investigation of a matter by or within the jurisdiction of the Federal 
Bureau of Investigation which he either knew of or contemplated.” United States v. Kernell, 667 F. 3d 
746, 753 n.3 (6th Cir. 2012). If there is sufficient evidence to show that the defendant intended to impede 
an anticipated investigation by the destruction of records about the time bomb or evidence that may 
identify the perpetrator, Section 1519 may be considered as an appropriate additional charge.  

VIII. Trial issues  
Much of the evidence is likely to be electronic, such as network logs and computer code. Will the 

jury be able to follow the technical evidence?  

A. Expert testimony  
Expert testimony will likely be necessary to help the jury understand the evidence, including how 

the time bomb was found, how it operated, and how it caused damage to the system. In addressing these 
issues, potential experts may include network specialists, programming language experts to explain how 
the malicious code was designed to operate, and forensic examiners.  

Some candidates for expert testimony may include company officials or the first incident 
responders who assisted in assessing the source and cause of the damage. Law enforcement officials can 
provide expert testimony about the forensic examination and how certain log or other electronic records 
were obtained. Given the technical nature of much of the evidence, care must be taken to identify the best 
experts to assist the jury in understanding the evidence. 

B. Role of visual evidence for the jury 
Much of the evidence will include electronic evidence. Some of the electronic evidence can be 

highly technical and difficult to comprehend. How can the essence of this evidence best be communicated 
to the jury? Visual diagrams of the network may illustrate to the jury where the time bomb was planted 
and launched. Visuals may aid the jury in understanding how certain commands in the malicious code 
operated. The investment of time in brainstorming the best visual exhibits will be worthwhile to 
overcome and explain technical issues in the case.  

C. Using a timeline 
Consider a timeline to focus on the unfolding events and highlight the key issues demonstrating 

the defendant’s involvement. The timeline can illustrate the planning and preparation and any testing of 
the time bomb before it was planted and executed.  
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The timeline will also be useful in showing motive and intent. For example, the timeline may also 
juxtapose motive evidence, including any performance review meetings, employment warnings, and 
terminations. Key statements by the defendant can be added to the timeline.  

Finally, the timeline may also be helpful in responding to any issues raised on appeal. See, e.g., 
Shea, 493 F.3d at 1115 (“At Shea’s trial, the prosecution constructed a timeline for the two relevant 
programs    . . . .”); id. at 1116–17 (summarizing timeline).  

D. Avoiding diversionary issues 
In many time bomb cases, there may be a cloud of issues surrounding any labor dispute. While 

some labor dispute evidence may be relevant to show motive, the defense may seek to introduce 
additional evidence to seek sympathy from the jury over the employment issues. The Federal Rules of 
Evidence can be used to maintain focus on relevant issues under rules 401 and 402, and avoid evidence 
that risks “unfair prejudice, confusing the issues, misleading the jury, undue delay, wasting time, or 
needlessly presenting cumulative evidence” under rule 403. See FED. R. EVID. 401–03. The case should 
necessarily focus on who intentionally caused computer damage under 18 U.S.C. § 1030(a)(5)(A), and 
not on the merits of any labor dispute. 

The defense likely will seek to confuse the jury on the technical issues. Consequently, it is 
imperative to focus on what the electronic records established in the case. Here is an example in which 
the defense tried to suggest that others with root level access may have had access to the network and 
could have been responsible for the time bomb. During extensive defense cross-examination of the 
government network expert, defense counsel suggested that anyone with root level access could be 
responsible, and a number of company officials had root level access. On redirect, the expert was asked:  

Question:  So you were asked about 35 minutes of questions about root access. How do 
those questions relate to the evidence that you have reviewed concerning the 
access and the modification of the malicious time bomb in this case? 

Answer:  The evidence I found didn’t show that the changes were made by the actual root 
user. 

United States v. William Carl Shea, Trial Transcript, 387 (N.D. Cal. 2005) (No. CR 03-20057-RMW). It 
also helps to focus on the type of records that would be created under the defense version of events and 
determine whether those records confirm the defense theory. The following demonstrates this point: 

Question: If someone accesses the network by root level access, what types of logs or 
records are created?” 

Answer: Normally, a log record is created, a command stack record is made, and separate 
passwords are used for this access.  

 
Question: Did you find records consistent with root level access for the time bomb in this 

case? 

Answer:  None of the records I mentioned were found.  

Id. Trial Transcript, 590-91 (modified for clarity). The computer records may also confirm the 
defendant’s connection to the time bomb activity:  

Question: Did you review the digital evidence in this case to determine whether there was 
any super user access?   

 Answer: Yes. 

 Question: And what did you determine based on that review? 
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Answer: The only super user access at that time was from [the defendant] and accounts 
assigned to him. The other times of access did not involve super-user access.  

Id. Trial Transcript, 712-13. These examples show how the electronic records can respond to defense 
efforts to confuse or divert the jury’s attention on technical issues, or reconfirm the defendant’s role 
concerning the time bomb.  

IX. Sentencing issues 
A number of sentencing issues arise in time bomb prosecutions. This overview highlights some 

common issues: 

Base Offense Level       6 
  [U.S.S.G. § 2B1.1(a)(2)]    

Amount of Loss       + ?  
  [U.S.S.G. § 2B1.1(b)]  

Intentional damage    +4 
[U.S.S.G. § 2B1.1(b)(18)(A)(ii)] 

Sophisticated Means      +2 
  [U.S.S.G. § 2B1.1(b)(10)(C)] 

Special Skill/Abuse Of Trust    +2 
  [U.S.S.G. § 3B1.3]  

  Factors under 18 U.S.C. § 3553(a)  

As with most intrusion cases, a portion of the sentence will be based upon the loss under the 
Sentencing Guidelines table, pursuant to U.S.S.G. § 2B1.1(b). As explained in application note 
3(a)(v)(III),  

actual loss includes the following pecuniary harm, regardless of whether such pecuniary 
harm was reasonably foreseeable:  any reasonable cost to any victim, including the cost 
of responding to an offense, conducting a damage assessment, and restoring the data, 
program, system, or information to its condition prior to the offense, and any revenue 
lost, cost incurred, or other damages incurred because of interruption of service. 

U.S. SENTENCING GUIDELINES MANUAL § 2B1.1 cmt. n.3(a)(v)(III) (2014). 

A conviction under 18 U.S.C. § 1030(a)(5)(A) results in a four-level increase under U.S.S.G. 
§ 2B1.1(b)(18)(A)(ii). See, e.g., United States v. Douglas James Duchak (D. Colo. 2010) (No. 10-CR-
131-MSK) (plea agreement stipulation to four level enhancement under §2B1.1(b)(16)(A)(ii)) (Doc. No. 
70); United States v. Yung-Hsun Lin (D.N.J. 2007) (No. 06-cr-00963-JLL) (plea agreement stipulation to 
four level enhancement under prior § 2B1.1(b)(14)(A)(ii) (for a violation of 18 U.S.C. § 1030(a)(5)(A)(i), 
increase by 4 levels)) (Doc. No. 16).  

Abuse of a position of trust and use of a special skill to commit the offense may result in a two-
level enhancement under U.S.S.G. § 3B1.3. See e.g., Duchak, (plea agreement stipulation to two level 
enhancement under §3B1.3) (Doc. No. 70).  

Another two-level enhancement may apply for an offense involving "sophisticated means" under 
§ 2B1.1(b)(10)(C). Under the guidelines, this typically “means especially complex or especially intricate 
offense conduct pertaining to the execution or concealment of an offense.” U.S. SENTENCING GUIDELINES 
MANUAL § 2B1.1 cmt. n.9 (2014). See, e.g., United States v. Makwana, 445 F. App’x. 671, 673 (4th Cir. 
2011) (per curiam) (“Although not every aspect of Makwana’s scheme was complex or intricate, we 
easily conclude that, viewed as a whole, Makwana’s mode of access to the Fannie Mae server in which he 
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embedded malicious code, coupled with his efforts to conceal the presence of the code and his connection 
to it, were unambiguously sophisticated.”). 

Depending on the facts, other sentencing enhancements may apply: 

 Financial Institution:  Four-level enhancement under U.S.S.G. § 2B1.1(b)(16)(B)(i) because the 
offense substantially jeopardized the safety and soundness of a financial institution. See also, e.g., 
Makwana, 445 F. App’x. at 674 (“The district court’s findings make clear that Makwana’s 
offense conduct jeopardized Fannie Mae’s soundness by exposing the entity to the non-illusory 
risk of losing all of the data stored on its computer servers. Although the malicious code was 
discovered and removed before the date it was programmed to execute, it was not necessary to 
the application of Makwana’s enhancement that the data on the servers be actually deleted.”). 

 Risking Death and Serious Bodily Injury:  Two-level enhancement under U.S.S.G. 
§ 2B1.1(b)(15)(A) for consciously and recklessly risking death or serious bodily injury. See, e.g., 
United States v. Yung-Hsun Lin (D.N.J. 2007) (No. 06-cr-00963-JLL) (plea agreement stipulation 
to two level enhancement under prior § 2B1.1(b)(12)) (Doc. No. 16).  

Finally, as with any sentence, the court will consider the sentencing factors under 18 U.S.C. 
§ 3553(a).  

X. Other time bomb case examples 
There have been a variety of successful time bomb prosecutions over the past several years. Some 

cases have been resolved by pleas. Others have resulted in jury convictions. As examples, the background 
and outcome of some of these time bomb cases are summarized below:  

 United States v. Rajendrasinh Babubahai Makwana, (D. Md. 2010) (No. 09-CR-00043):  A jury 
convicted the defendant, who was a UNIX engineer working as a contractor at Fannie Mae, for 
transmitting malicious code that was designed to destroy all data on network computers, 
including financial, securities, and mortgage information, following his termination, in violation 
of 18 U.S.C. §§ 1030(a)(5)(A)(i), (B)(i), (c)(4)(A). The code was designed to execute three 
months later. He was sentenced to serve 41 months in prison. His conviction and sentence were 
affirmed on appeal. See United States v. Makwana, 445 F. App’x. 671(4th Cir. 2011) (per 
curiam). See also Thomas Claburn, Fannie Mae Contractor Indicted For Logic Bomb, INFO. 
WEEK (Jan. 29, 2009) (“Had the malicious script designed to wipe Fannie Mae’s 4,000 servers 
not been discovered, the company could have lost millions of dollars and a week’s worth of 
uptime.”), http://www.informationweek.com/traffic-management/fannie-mae-contractor-indicted-
for-logic-bomb/d/d-id/1076111; Press Release, Dep’t of Justice, Former Employee Of Fannie 
Mae Contractor Convicted Of Attempting To Destroy Fannie Mae Computer Data (Oct. 4, 2010), 
available at http://www.justice.gov/criminal/cybercrime/press-releases/2010/makwanaCo 
nvict.pdf; Press Release, Dep’t of Justice, Fannie Mae Computer Intruder Sentenced To Over 3 
Years In Prison For Attempting To Wipe Out Fannie Mae Financial Data (Dec. 17, 2010) 
(“Malicious Code Would Have Destroyed Mortgage Information”), available at 
http://www.justice.gov/criminal/cybercrime/press-releases/2010/makwanaSent.pdf.  

 United States v. Douglas James Duchak, (D. Colo. 2010) (No. 10-CR-131-MSK):  The defendant 
was convicted by plea agreement of violating one count of 18 U.S.C. §§ 1030(a)(5)(A), 1030(b), 
and 1030(c)(4)(B). He was a data analyst working as a government contractor at the 
Transportation Security Administration and had first been told that his responsibilities were being 
transferred to another employee, and later that his position was being eliminated and his 
employment terminated. He deleted instructional code from an arrest warrant database and 
inputted code to replace it, on a designated date, in the Terrorist Screening database. He was 
sentenced to 24 months in prison. See Kim Zetter, TSA Worker Gets 2 Years for Planting Logic 

http://www.informationweek.com/traffic-management/fannie-mae-contractor-indicted-for-logic-bomb/d/d-id/1076111
http://www.informationweek.com/traffic-management/fannie-mae-contractor-indicted-for-logic-bomb/d/d-id/1076111
http://www.justice.gov/criminal/cybercrime/press-releases/2010/makwanaConvict.pdf
http://www.justice.gov/criminal/cybercrime/press-releases/2010/makwanaConvict.pdf
http://www.justice.gov/criminal/cybercrime/press-releases/2010/makwanaConvict.pdf
http://www.justice.gov/criminal/cybercrime/press-releases/2010/makwanaConvict.pdf
http://www.justice.gov/criminal/cybercrime/press-releases/2010/makwanaSent.pdf
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Bomb in Screening System, WIRED (Jan. 12, 2011), available at http://www.wired.com/threatlev 
el/2011/01/tsa-worker-malware; Press Release, Dep’t of Justice, Colorado Springs Man Indicted 
For Attempting To Corrupt TSA Computer Database (Mar. 10, 2010), available at http://www. 
justice.gov/usao/co/news/2010/March10/3_10_10.html.  

 United States v. Yung-Hsun Lin, (D.N.J. 2007) (No. 06-CR-00963-JLL):  The defendant, a former 
computer systems administrator for Medco Health Solutions, Inc., was convicted by plea 
agreement for planting a “logic bomb” on company computer systems that was designed to 
“detonate” on his birthday and delete data stored on more than 70 servers, in violation of 18 
U.S.C. §§ 1030(a)(5)(A)(i), 1030(a)(5)(B)(i), 1030(c)(4)(A), 1030(b). He was sentenced to serve 
30 months in prison. See Jaikumar Vijayan, Unix admin pleads guilty to planting logic bomb at 
Medco Health, Malicious code would have wiped out critical data on 70 servers, 
COMPUTERWORLD (Sept. 21, 2007), available at http://www.computerworld.com/s/article/print/ 
9038218/Unix_admin_pleads_guilty_to_planting_logic_bomb_at_Medco_Health; Sharon 
Gaudin, Medco sys admin gets 30 months for planting logic bomb, Inside saboteur could have 
crippled pharmacists’ ability to check for deadly drug interactions, U.S. attorney says, 
COMPUTERWORLD (Jan. 8, 2008), available at http://www.computerworld.com/s/article/9056284/ 
Medco_sys_admin_gets_30_months_for_planting_logic_bomb?intsrc=news_ts_head; Press 
Release, Dep’t of Justice, Former Systems Administrator Admits Planting “Logic Bomb” in 
Company Computers (Sept. 19, 2007), available at http://www.justice.gov/usao/nj/Press/files/pd 
ffiles/Older/lin0919rel.pdf; Press Release, Dep’t of Justice, Former Systems Administrator Gets 
30 Months in Prison for Planting “Logic Bomb” in Company Computers (Jan. 8, 2008), available 
at http://www.justice.gov/criminal/cybercrime/press-releases/2008/linSent.pdf. 

 United States v. William Carl Shea, (N.D. Cal. 2005) (No. CR 03-20057-RMW):  The defendant, 
who served as the system administrator, planted a “time bomb” on the company network after 
becoming disgruntled at work. He was convicted in a jury trial for violating 18 U.S.C. 
§ 1030(a)(5)(A)(i). He was sentenced to one year and a day in prison. His conviction was 
affirmed on appeal. See United States v. Shea, 493 F.3d 1110 (9th Cir. 2007). See also Press 
Release, Dep’t of Justice, Federal Jury Convicts Former Technology Manager Of Computer 
Hacking Offense Defendant Found Guilty of Placing Computer “Time Bomb” On Employer’s 
Network Following Employment Dispute (Sept. 8, 2005), available at http://www.justice.gov/cri 
minal/cybercrime/press-releases/2005/sheaConvict.htm; Press Release, Dep’t of Justice, Former 
Technology Manager Sentenced To A Year In Prison For Computer Hacking Offense (June 23, 
2006), available at http://www.justice.gov/criminal/cybercrime/press-releases/2006/sheaSent.ht 
m; San Jose man sent to prison for computer ‘time bomb,’ SILICON VALLEY BUSINESS JOURNAL 
(June 23, 2006) (“The malicious code was written to delete the source code but officials 
eventually found a copy on a backup tape, investigators said.”), http://www.bizjournals.com/sanj 
ose/stories/2006/06/19/daily78.html. 

 United States v. Roger Duronio, (D.N.J. 2006) (No. 02-CR-00933-JLL):  The defendant, the 
former systems administrator at UBS Paine Webber, was convicted at trial on one count of 
securities fraud and one count of computer fraud in violation of 18 U.S.C. § 1030(a)(5)(A)(i), 
1030(c)(4)(A); the jury acquitted on two mail fraud counts. A logic bomb, planted by the 
defendant after he received a lower bonus than he thought he should have received, damaged 
more than 1,000 UBS Paine Webber computer stations. The securities fraud conviction was based 
on his purchase of “put options” after he anticipated the company stock would decrease upon 
news of the computer logic bomb. He was sentenced to 97 months in prison. See United States v. 
Duronio, 2006 WL 1457936, at *4 (D.N.J. May 23, 2006) (denying motion to dismiss 
indictment); United States v. Duronio, 2006 WL 3591259, at *1 (D.N.J. Dec. 11, 2006) (denying 
motion for a new trial). The conviction and sentence were affirmed on appeal. See United State v. 
Duronio, 2009 WL 294377 (3d Cir. Feb. 9, 2009). See also Sharon Gaudin, Ex-UBS Systems 

http://www.wired.com/threatlev%20el/2011/01/tsa-worker-malware
http://www.wired.com/threatlev%20el/2011/01/tsa-worker-malware
http://www.computerworld.com/s/article/print/9038218/Unix_admin_pleads_guilty_to_planting_logic_bomb_at_Medco_Health
http://www.computerworld.com/s/article/print/9038218/Unix_admin_pleads_guilty_to_planting_logic_bomb_at_Medco_Health
http://www.computerworld.com/s/article/print/9038218/Unix_admin_pleads_guilty_to_planting_logic_bomb_at_Medco_Health
http://www.computerworld.com/s/article/9056284/Medco_sys_admin_gets_30_months_for_planting_logic_bomb?intsrc=news_ts_head
http://www.computerworld.com/s/article/9056284/Medco_sys_admin_gets_30_months_for_planting_logic_bomb?intsrc=news_ts_head
http://www.computerworld.com/s/article/9056284/Medco_sys_admin_gets_30_months_for_planting_logic_bomb?intsrc=news_ts_head
http://www.justice.gov/usao/nj/Press/files/pd%20ffiles/Older/lin0919rel.pdf
http://www.justice.gov/usao/nj/Press/files/pd%20ffiles/Older/lin0919rel.pdf
http://www.justice.gov/usao/nj/Press/files/pdffiles/Older/lin0919rel.pdf
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http://www.justice.gov/criminal/cybercrime/press-releases/2006/sheaSent.htm
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Admin Sentenced To 97 Months In Jail, INFO. WEEK (Dec. 13, 2006) (“Roger Duronio was found 
guilty of computer sabotage and securities fraud for writing, planting, and disseminating 
malicious code that took down up to 2,000 servers.”), http://www.in formationweek.com/ex-ubs-
systems-admin-sentenced-to-97-months-in-jail/d/d-id/1049873; Press Release, Dep’t of Justice, 
Disgruntled UBS PaineWebber Employee Charged with Allegedly Unleashing “Logic Bomb” on 
Company Computers (Dec. 17, 2002), available at http://www.justice.gov/criminal/cybercrime/p 
ress-releases/2002/duronioIndict.htm. 

 United States v. Timothy Lloyd, (D.N.J. 2002) (No. 98−CR−00061−WHW):  The defendant, a 
former computer network administrator at Omega Engineering Corp., was convicted at trial for 
violating of 18 U.S.C. §§ 1030(a)(5)(A). The time bomb deleted about 1,200 computer programs. 
He was sentenced to 41 months in prison and his conviction was affirmed on appeal. See United 
States v. Lloyd, 269 F.3d 228 (3d Cir. 2001) (reversing grant of new trial and reinstating 
conviction). See also Press Release, Dep’t of Justice Press, Former Computer Network 
Administrator at New Jersey High-Tech Firm Sentenced to 41 Months for Unleashing $10 
Million Computer “Time Bomb” (Feb. 26, 2002), available at http://www.justice.gov/criminal/ 
cybercrime/press-releases/2002/lloydSent.htm. 

 United States v. John Michael Sullivan, (W.D.N.C. 2000) (No. 99−CR−00122−RLV):  After the 
defendant, a computer programmer, became upset at work, he planted a “logic bomb” into the 
company’s software, which disabled 824 hand-held computers used by company sales 
representatives. A jury convicted him of violating 18 U.S.C. § 1030(a)(5)(A). He was sentenced 
to serve 24 months. His conviction and sentencing were affirmed on appeal. See United States v. 
Sullivan, 40 F. App’x. 740 (4th Cir. 2002) (per curiam). See also Timothy Roberts, FBI targets 
computer crime, CHARLOTTE BUS. Journal (June 19, 2000), available at http://www.bizjournals. 
com/charlotte/stories/2000/06/19/focus1.html?page=all. 

XI. Conclusion 
A time bomb case is a distinct form of computer intrusion, often designed to cause significant 

harm by destroying particular company records. Investigating and prosecuting time bomb cases presents 
some unique issues and challenges. As the past cases have shown, most often the time bomb is planted by 
a disgruntled insider who exploits specific vulnerabilities on the company network. The defendant may 
have unique familiarity with the company network and computer records that are targeted for destruction.  
There may be labor dispute issues that provided the motive to plan and execute the time bomb. Much of 
the evidence will be electronic. The time bomb may have been designed to launch when the defendant has 
an alibi or no longer has access to the company network.   

Based on past cases, a five-part process—focusing on the operation, access, ability, knowledge, 
and motive—may help identify those responsible for the time bomb. This process, in conjunction with 
other steps, may help identify the most useful evidence and new leads, and focus the presentation of 
evidence at trial. These steps may aid the jury in understanding how the time bomb operated and 
determining whether the evidence confirms the defendant’s role beyond a reasonable doubt.❖ 
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