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I. What are log records? Why are they important?

Log record analysis is an underutilized area of expertise that can effectively be used in a variety

of criminal investigations and trials. Log records essentially memorialize Internet communications and

connections on various devices along the path of transmission. Because of the importance of Internet

communications and activity, log records are rich in data and may contain significant evidence in many

criminal cases. Common log records may include Web access or firewall log records.

Log records are useful because they record commands or other information transmitted through

the Internet. For example, log records may show places visited on the Internet by indicating the

click-by-click activity by a computer user. Log records may reveal identifying information, such as the

type of operating system and browser that were used by the computer transmitting the request. This type

of information is called “user-agent string” information and is discussed further below.

In many cases, log records can be important to show what activity took place on a computer or

device even when the computer is no longer available, data on the computer was deleted, or malware was

executed solely in Random Access Memory. While it certainly helps to use log records in conjunction

with records from the computer, log records may reveal computer activity even without the original

computer or its records because log records are external to the computer or device.

In addition to Internet activity, log records are also important in intrusion and botnet cases.

Botnets are a collection of compromised computers connected to the Internet that were exploited through

the use of malicious software. Log records can reveal connections to computers administering the botnet.

For example, in the case of an HTTP-based (Hypertext Transfer Protocol) Command & Control (C&C)

server used to administer a botnet, the C&C aspect is nothing more than a Webserver designed to help

maintain and administer the botnet. All victim systems will check-in with the C&C server at regular

intervals to the same resource or file that sits on the server. Each check-in causes a specific entry in the

server’s access logs. From the victim’s perspective, the log records include significant information

regarding the location of the victim, the size of the botnet, types of systems being targeted (for example,

browser types, operating systems, etc.), and more. From the attacker’s perspective, the log records may

capture administrative activity including the Internet Protocol (IP) addresses used and information about

the botnet owner’s system.
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A. Overview

This article reviews the use of log record analysis in criminal cases. Lessons learned from recent

trials and investigations are shared. The issues discussed include answers to the following questions:

• What are log records and how are they created?

• How are log records retained and obtained through legal process?

• Can log records (like other electronic evidence) be manipulated?

• How does an analyst conduct log record analysis and what tools are used?

• What are some recent case examples in which log records were successfully used to

provide information that was not readily available from other sources?

B. How are log records created?

To illustrate how log records are created and used in criminal cases, consider a hypothetical

defendant who used a computer to commit an offense that targeted a victim computer or network. The

conduct can be just about any offense involving a computer, such as an intrusion or unauthorized access

(18 U.S.C. § 1030), misappropriating trade secret information (18 U.S.C. § 1832), wire fraud involving

the transmission of an interstate communication (18 U.S.C. § 1343), or identity theft (18 U.S.C. § 1028).

The transmission of information from the defendant’s computer to the targeted victim computer will

travel along a path on the Internet that involves dozens or more computers or devices. The figure below

shows a simplified example of an internal network. At each system or device along the transmission path,

logging records will record certain activity and events that may provide valuable evidence of the subject

crime.

Hypothetical criminal scenario:  An attacker exploits an unpatched vulnerability to gain

unauthorized access to a company Web server. The firewall logs may provide an investigator with useful

information about the activity. These records may contain artifacts that show the attacker’s IP address,

file names of any transferred data via FTP (File Transfer Protocol, used to exchange files over the

Internet), attack and exploit signatures, and more. The various systems along the path, often obstructed

from the view of the attacker, constantly log elements of the attack as it progresses. Each transmission or

activity along the path creates new log records. This trail of information may provide useful leads for the

investigation. These records can provide a time line of the unfolding events and be used to correlate the

information on other log records or computers.

The figure and accompanying table below show a simplified network diagram of an intrusion into

a corporate network. The PIX®/ASA (Private Internet eXchange/Adaptive Security Appliance) firewall,

depicted as the brick wall at the center of the diagram, is a network security appliance that allows or

denies network traffic based on certain rules set by an administrator. The log records created by these

types of network devices are normally used to identify malicious activity or to locate and correct

problems on a network. However, to an investigator these records may reveal a detailed account of

network-level transactions much like an online personal bank account would have log records showing

financial transactions and activity. The log entries contain detailed information about each connection that

was denied or allowed by the device.
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The transmissions involving the intruder and victim systems will pass through the firewall each time a

connection is made. The following steps show a hypothetical scenario:

Step Activity Possible Log Information

1 Intruder scans for

vulnerabilities

Scanning is easily identified in firewall logs as each

TCP/UDP (Transmission Control Protocol / User Datagram

Protocol) connection attempt is logged.

The logs will show what services are being targeted, which

IP addresses are being scanned, where (IP) the activity may

be originating, etc.

2 Intruder attempts to exploit

known vulnerability

The logs will show the exploitation of a known

vulnerability.

For example, if a user exploits an SMB (Server Message

Block) vulnerability, the logs will capture the connection

each time the exploit is attempted over Port 445.

3 Exploit causes internal

host to retrieve files from

remote FTP server

The logs will show the time of activity, filename, account

used, IP address of the server or first proxy, size of file, etc.

4 Internal host connects to

remote Internet Relay Chat

(IRC) server

The logs will contain entries showing each unique IRC

connection, the IP or first proxy for the connection, duration,

total bytes transferred, time, etc.
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Types of logging devices:  What are examples of computers or devices that may log

information? The types of devices along the transmission path will vary depending on the objective of the

device or computer. For example, firewall log records may show, among other things, what IP addresses

are trying to access the network, what internal systems they accessed, and the duration of the connection.

Web Server Access Logs may include details about a visit to a Web site such as the pages or resources

requested, the outcome of a request, the visitor’s IP address, and click-by-click activity. Proxy server logs

may confirm the source and destination of the computer user along with the activity. A network diagram

may be useful to identify key devices that may contain useful log entries. Some common examples of

devices and log records along the path include:

• Firewall Logs

• Web Server Access Logs

• Simple Mail Transfer Protocol / Internet Message Access Protocol Servers (email)

• FTP Servers (file transfer protocol)

• Proxy Server Logs

• Secure Shell Servers (remote access)

• Routers and Switches

• Chat Servers

• Intrusion Detection Systems 

• DNS Servers (Domain Name System)

• Victim and Attacker Systems

Information collected in log entries:  The type of information that may be retained in log

records can vary depending on the role of the logging device. What are some examples of the type of

information that may be recorded by logging activity? The excerpt below shows another example of

Apache access logs from a Web server. The different fields have been numbered to identify the type of

data that may be included in the log record.

No. Field or Activity Context/Notes

1 Requestor’s Internet Protocol (IP)

address

The user’s IP address requesting information over the Internet or last connection

computer (such as a proxy computer)

In the example, the IP address is 218.1.111.50.

2 Identity and user id The identity value and user id of the user requesting the resource at the

Webserver.

In the example, both values are empty. The identity check is turned off by

default with the Apache server as the value is highly unreliable. The user id of

the account associated with the request is blank in this case. This is normally

due to the resource not requiring authentication in order to access it.  

3 Date/Timestamp Date and time of logged activity. The time zones in one set of logs may need to

be normalized with different time zones used in other logs or on a computer.

In the example, the date is March 13, 2005 and the time is 10:36:11 a.m.
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4 HTTP (Hypertext Transfer Protocol)

M ethod

The type of method may reveal the activity. For example, the “GET” method

may be used to retrieve data; the “POST” method may be used to store data,

send an email, or order a product.

The example displays a GET method

5 Request URI Indicates what was requested at the server

The example shows a user has requested www.yahoo.com a number of times

which indicates the user has visited the main Yahoo! page. 

6 HTTP Protocol Version This is the HTTP protocol version used by the client during the request.

The example shows all clients utilized HTTP version 1.1 for each of the

requests.  

7 HTTP Status Code Indicates how the server resolved the request— success, redirect, or error. For

example, a 404 would indicate the requested resource was not found on this

server. A 200 would indicate the request was fulfilled successfully by the

Webserver.   

The example notes:  403 (Forbidden). 

8 Total bytes transferred The size of transferred files/data (for example, image or file) not including the

HTTP response headers sent by the server.

The example shows 1063 bytes were returned by the Webserver.

9 Referrer Where the request originated, such as the Webpage or Uniform Resource

Locator (URL) (for example, the referrer may show that the request came from

Facebook)

The example notes a blank referrer field indicating the field was purposely

suppressed or the Uniform Resource Identifier (URI) was requested directly and

not referred by another resource on the Internet.

10 User Agent String The type of operating system, browser and other applications from the user’s

computer

The example indicates the client had a user-agent string of “Mozilla/4.0

(compatible; M SIE 4.01; Windows 95)” revealing information about the Web

browser and operation system.

As the illustration shows, log records contain a substantial amount of content that may be relevant

in a criminal case. For example, the timing of key events over the Internet may be confirmed through log

records, such as click-by-click activity. The log records may reveal identity information that connects the

activity to user attributes, including the IP address used and the type of operating system, browser, and

applications of the computer user. Logs are timestamp-centric, making them ideal for filling in time line

gaps in an investigation.

Log records from different servers may use different formats or time zones. As explained in Part

IV.B below, log records can be normalized to make them more readable and to focus on key events or

activity.

II. Retaining and obtaining log records

A. Limited log record retention period

Log records are usually maintained for a very limited period. Each provider or company

determines how long to retain its records. In past cases, many providers have maintained log records for

only a few days. Other providers may retain the records for a week or so. Some providers may not log all

events.
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Because of the limited retention period for log records, it is useful to consider other places to find

the same or similar data. For example, consider a scenario where a user from within a corporate network

was suspected of sending sensitive company data to a remote storage site on the Internet. The Web access

logs on the remote server may not be accessible. However, by analyzing the Domain Name Service

(DNS) server logs, an investigator may be able to confirm the initial DNS request for the remote site. This

identification would be important in both confirming the activity and developing a time line of events.

B. Legal process steps:  identify, preserve, and collect 

To obtain log records, three steps are recommended:  (1) identify the types of records and where

they are maintained; (2) preserve the records with the providers maintaining them; and (3) use legal

process to collect the records.

There are a variety of common log records that a company may maintain. See supra Part I.B

(listing examples). After identifying log records maintained by providers, as covered by the Electronic

Communications and Privacy Act (ECPA), 18 U.S.C. §§ 2701–2712, the records should be preserved

under 18 U.S.C. § 2703(f)(1) pending further legal process. This provision requires the provider to retain

the requested records for 90 days. The government may renew the initial request for an additional 90

days. Id. § 2703(f)(2). The Computer Crime and Intellectual Property Section (CCIPS) has model

preservation request letters, if needed. As a starting point, consider preserving the log records enumerated

in Part I.B above.

After the records have been preserved, the next question is what legal process may be warranted?

Part of the answer depends on whether the log records contain content. A § 2703(a) search warrant may

be used to obtain content information. See 18 U.S.C. § 2703(a). Generally, “contents” under the ECPA,

“when used with respect to any wire, oral, or electronic communication, includes any information

concerning the substance, purport, or meaning of that communication[.]” 18 U.S.C. § 2510(8) (2010). For

example, some courts have concluded that uniform resource locator (URL) or Web address information

may include content. See, e.g., In re Pharmatrak, Inc., 329 F.3d 9, 16 (1st Cir. 2003) (noting that content

is revealed when a search phrase “appear[s] in the URL”).

While it may be possible to obtain non-content log records through a subpoena or § 2703(d)

order, the use of a § 2703(a) search warrant, as a matter of prudence, provides the broadest legal basis to

obtain log records, particularly if content is involved. CCIPS is available to assist in answering these legal

questions. For more information, call 202-514-1026.

III. Can log records be manipulated?

When dealing with electronic evidence, one question that may arise is whether log records can be

manipulated. While it is possible that log records, like other forms of electronic evidence, can be

modified, it would be highly improbable that all the log records along the path of transmission could be

altered because each of the devices creating log records would have to be compromised to some degree.

There are simply too many records under the control of other entities that would have to be modified.

To illustrate, assume that our computer attacker made unauthorized access to a victim network or

computer on the Internet. In doing so, the computer attacker connected through firewall, Web, mail, and

proxy servers, only a few of the possible servers at which log records may be maintained. To manipulate

information in a log record, the records at each server would have to be modified in a consistent manner.

Information on the attacker’s computer and victims’ computers would have to be changed. Furthermore,

each click on the Internet creates new log records along the path of transmission. These records would

also have to be modified.
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As the example shows, there are simply too many records to manipulate if an attacker or

defendant intended to do so. Consequently, it is highly improbable that log records can be effectively

manipulated for use in an investigation or in court. If an allegation was made that log records introduced

in court could possibly have been manipulated, an analyst could compare other log records along the path.

The claim could readily be rebutted by comparing information in other log records with those from the

attacker or victim computers. This also provides a built-in check to demonstrate that the records have not

been manipulated. If one log record was changed, it can be compared with records on the user’s

computer, the victim’s computer, and other log records.

In court, questions concerning the trustworthiness of records normally go to the weight of the

evidence and not to admissibility. One district court opinion generally placed this issue in perspective

when dismissing a challenge to admit emails:

The defendant argues that the trustworthiness of these e-mails cannot be demonstrated,

particularly those e-mails that are embedded within e-mails as having been forwarded to

or by others or as the previous e-mail to which a reply was sent. The Court rejects this as

an argument against authentication of the e-mails. The defendant’s argument is more

appropriately directed to the weight the jury should give the evidence, not to its

authenticity. While the defendant is correct that earlier e-mails that are included in a

chain-either as ones that have been forwarded or to which another has replied-may be

altered, this trait is not specific to e-mail evidence. It can be true of any piece of

documentary evidence, such as a letter, a contract or an invoice. Indeed, fraud trials

frequently center on altered paper documentation, which, through the use of techniques

such as photocopies, white-out, or wholesale forgery, easily can be altered. The

possibility of alteration does not and cannot be the basis for excluding e-mails as

unidentified or unauthenticated as a matter of course, any more than it can be the

rationale for excluding paper documents (and copies of those documents). We live in an

age of technology and computer use where e-mail communication now is a normal and

frequent fact for the majority of this nation’s population, and is of particular importance

in the professional world. The defendant is free to raise this issue with the jury and put on

evidence that e-mails are capable of being altered before they are passed on. Absent

specific evidence showing alteration, however, the Court will not exclude any embedded

e-mails because of the mere possibility that it can be done.

United States v. Safavian, 435 F. Supp. 2d 36, 41 (D.D.C. 2006).

IV. Key steps in conducting log analysis

Five key steps are necessary to conduct log analysis:  (1) data collection, (2) data normalization,

(3) analysis, (4) correlation, and (5) report.

A. Data collection

The data collection phase involves assembling the log records and other computer records that

will be used in the analysis. For example, log records may be obtained from a proxy, a victim company,

or a social networking site such as Facebook. Moreover, information on a computer or hard drive, such as

Internet activity records, may be used to correlate the activity reflected in the log records.

All best practices in traditional computer forensic evidence collection apply to the collection of

log records as well. The integrity of the data is paramount, as it is with all evidence. Log records are no

different, but the challenge lies in identifying records that may be helpful to the investigation prior to logs
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being overwritten or deleted. The investigator must be able to call on expertise that expands past the

computer hard drive and onto the greater network where valuable artifacts reside.

By gathering log records from different devices such as a Web server, proxy, or Internet Service

Provider (ISP), the analyst can confirm and corroborate Internet activity. For example, the same request to

visit an email provider such as Gmail may be reflected in the independent records of the Gmail Web

server and proxy server. This type of confirmation in different records is important because events can be

corroborated and it is very difficult to challenge or question the records once they have been confirmed by

an independent source.

B. Data normalization

Data normalization is the process of parsing, filtering, and revealing additional metadata to

facilitate the extraction of key information. For example, oftentimes data sets are taken from different

time zones. The practice of synching all time-stamps into a single time zone is one part of the

normalization process. Another step in normalization is revealing hidden metadata associated with the

different fields found in the logs. For instance, IP addresses can be associated with the following

metadata:

• Geographical location of IP addresses

• ISP information

• Association with known harmful activity (for example, spamming block lists)

• Organizational affiliation

• Derivative log data (such as an Internet company’s unique naming convention for

certain events)

Log analysis often involves very large data sets. Adding this data is essential in order for it to be

leveraged and used across all data simultaneously. Some log tools may contain parsers that assist in the

normalization process, but knowledge in a scripting language (such as PERL or Python, among others)

and/or programming language is considered a necessity when processing large data sets. The graphic

below illustrates the normalization of Apache Web access logs. Note the cleaner tab delimited format and

the addition of metadata. This format makes it much easier to combine with other related and normalized

data sets from other sources and sets the stage for inputting the data into analysis tools.

The “after” portion of the record provides the information in a format that allows focus on key

events or fields. For example, the first line of the lower portion of the illustration indicates the date and

time of the activity (September 15, 2008 at 20:10:43), the IP address where the request came from, the

geographic and ISP information related to the IP address, and the other Web access log fields covered

previously.
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C. Analysis

The analysis phase includes a review of the log entries in a manner that is relevant to the

investigation and case. Log analysis often deals with large and disparate data sets that require a phased

approach to analysis. It is important to understand the data being analyzed before digging deeper. A few

of the many questions that may need to be answered at the front end are:

• What kind of systems conducted the logging? Firewalls, Webserver, etc.?

• What log format is being used?

• What fields are being logged and how are they defined?

• How do the different data sets relate to each other? Are they in the same network, same

attacker or same victim data, etc.?

By using the time and date information—after normalizing different time zones on different log

records—a time line of key events can be developed. The sequence of events may provide new leads for

the investigation.

A “macro”-to-“micro” approach is generally useful for the analysis. Starting with general

statistics allows the analyst to get to know the data. Accustoming one’s self with the data in this way

allows any unusual or suspicious activity to become more noticeable when deeper analysis begins later

on. Beginning with a macro view on analysis will quickly identify the relevant issues, such as:

• Time period for an attack

• Type of attack

• Reconnaissance activity

• Automated vs. manual attack

• Signatures for known tools

The next step involves a deeper level of analysis of the log data. It is essential to use a tool that

allows the analyst to mine through the data and interrogate it. Log records are time-stamp centric so any

interactive time line-based tools will be helpful. The key to deeper analysis is not getting lost in the noise,

as most log data will contain large amounts of unrelated data. The graphic below provides an example of
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using an application named Splunk to conduct log analysis. The application allows the analyst to data

mine, drill down, and interrogate the data very quickly. The time line allows information such as periods

of high activity to stand out immediately.The image below indicates information from the “Show report”

tool in the top right corner of the image above.

D. Correlation

The correlation phase involves the comparison and confirmation of common records or activity

on different log records or computer records. For example, log records may show that a user initiated a

request through a social networking site, used a proxy to conceal the user’s source or origination point,

and then made unauthorized access to a computer or network. Log records from the victim company

(such as firewall logs) may be compared with log records from the proxy site and the social Internet site.

This comparison may highlight useful investigative leads as patterns emerge and key events and

relationships are identified. The comparison of the records may also provide corroboration of the Internet

activity at trial. Independent log records from different companies may confirm the particular activity

taking place through the connections.

A key aspect of the correlation phase is relating the different data sets to key elements of the

investigation or other data sets. Artifacts found through analysis of the log records can often be correlated

with those found on a victim or suspect system through traditional hard drive forensics. For example,

Internet activity to specific Web sites can be correlated in both the browser history logs, such as the

index.dat file in the case of Microsoft Internet Explorer, and the Web access logs found at the visited Web

server.

E. Report

The report phase ensures that the analysis and conclusions are summarized and accompanied by

the bases in support of the conclusions. The expert’s report is used to prepare for the trial testimony and

to satisfy the pretrial notice requirements of Rule 16(a)(1)(G) of the Federal Rules of Criminal Procedure.

In civil cases, the expert disclosure requirements are mandated under Rule 26(a)(2) of the Federal Rules

of Civil Procedure.

Report writing for the technical analyst can be as challenging as the analysis itself. The ability to

convey technical analysis and conclusions to non-technical audiences is required in forensic log analysis

as it is with most forensic disciplines. The forensic report will focus on and summarize the primary

opinions and bases in support of the forensic conclusions.

The Rule 16(a)(1)(G) pretrial notice obligation in criminal cases expressly provides:

At the defendant’s request, the government must give to the defendant a written summary

of any testimony that the government intends to use under Rules 702, 703, or 705 of the
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Federal Rules of Evidence during its case-in-chief at trial. If the government requests

discovery under subdivision (b)(1)(C)(ii) and the defendant complies, the government 

must, at the defendant’s request, give to the defendant a written summary of testimony

that the government intends to use under Rules 702, 703, or 705 of the Federal Rules of

Evidence as evidence at trial on the issue of the defendant’s mental condition. The

summary provided under this subparagraph must describe the witness’s opinions, the

bases and reasons for those opinions, and the witness’s qualifications.

FED. R. CIV. P. 16(a)(1)(G).

The log analyst’s report will indicate, among other things, what media or log records were used in

the analysis. Identifying information such as an IP address or user-agent information may be provided

about the particular computer user. Conclusions about the user’s activities such as the transfer of data,

sites visited, or other communications may also be included. A time line of key events may be useful in

the report as well. If the computer user’s hard drive indicates that information was deleted, the log records

may reveal what transmissions were made by the computer. Other relevant details for the case will also be

summarized. Because of the technical nature of log records, it is helpful to include graphics and tables

that may summarize the information and opinions. In supporting the conclusions, the log records may

provide a unique chance to highlight the corroboration of the identified activities based on confirmation

of log records obtained from different companies. Another key area in the report may be confirming

events identified in a forensic review on the user’s laptop with information from the log records that were

created external and independent of the laptop. In addition to fulfilling the pretrial notification

requirements, a well-written report will focus on the key issues to be presented at trial.

V. Recent case examples

The usefulness of log records in investigations and criminal cases can be highlighted by

considering some scenarios from recent cases. While log records may assist in confirming a wide variety

of activity taking place on the Internet, four examples are noted:  (1) email account activity; (2) posting

and deleting content on the Internet; (3) unique identifying information about the user; and (4) interstate

commerce activity.

A. Email account activity

Log records may reveal specific activity in an email account such as the places that were visited

in the account or whether any email was sent during a particular visit. Other common records from an

email provider, such as IP connection logs that reveal the IP address connected to the account by date and

time or basic account subscriber information associated with the account, will not contain this

information.

Consider a scenario where a user sends a message from a Web-based email service such as

Gmail, Hotmail, or Yahoo!. The Web access logs will capture this activity albeit in a somewhat

non-understandable format to the average observer. The two entries below show a visitor navigating to

the “compose” function of a Web-based email service and then subsequently sending an email. Note that

some fields from the log have not been included for the sake of brevity.

IP Address Status Code HTTP Method Uniform Resource Identifier (URI)

113.23.10.11 200 GET http://us.mc1100.mail.yahoo.com/mc/compose?..

113.23.10.11 200 POST http://us.mc1100.mail.yahoo.com/mc/compose?...
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The fields in this scenario are defined as follows:

• IP Address:  IP where the request originated

• Status Code:  The outcome of the request. In this case “200” indicates the Web server

successfully resolved the request.

• HTTP Method:  The HTTP method sent to the Web server. The GET request is the initial

“click” on the “compose” link on the page. The POST request is the “click” of the “send”

button on the page.

• URI:  The Web server’s content or resource that has been requested by the user. In this

case it is the part of the site that allows a user to compose and send an email.

This information from the log records shows that the particular user visited an email account and

composed and sent a message. While this evidence is external to the user’s computer, it may be important

to confirm records and activities on the user’s computer if it is seized or available in the investigation.

B. Posting and deleting content on the Internet

Analysis of the access logs can also confirm a user’s activity to post or delete information in an

account. Considering how content is shared on the Internet is helpful to better understand the way such

confirmation works. The nature of the Web revolves around dynamic content that is often provided by the

end users sitting behind a computer. Usually, requests are sent back and forth between systems without

any direct interaction from the user. Social networking sites have created an environment that allows easy

sharing of content across the Web. Each time content is shared or requests are sent, the receiving servers

generate a specific log entry in different logs across numerous networks. These logs can tell us what was

requested, from what resource or page the request was generated, details about the system requesting the

resource, and the outcome of the request. Facebook is one of the more popular social networking sites

with nearly 700 million active users. If requested and received, the Web access logs can essentially

retrace a user’s activity on the site. The actual content of a posting may not be determined through the

logs themselves but the action of posting, deleting, or logging in/out can be confirmed through analysis of

the access logs.

The table below contains some of the fields that would be found in access logs related to

Facebook activity. Note that other data would be mixed in with a large amount of noise. The order of log

entries can be summarized as such:

• A user navigates to Facebook.com and logs into an account.

• The user hovers over a link for Facebook ID 123456 from their home page.

• The user navigates to the home page of Facebook ID 123456.

• The user posts comments to the home page of Facebook ID 123456.

• The user deletes comments from the home page of Facebook ID 123456.

• The user logs out of their Facebook account while on the home page of Facebook ID

123456. 
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HTTP

M ethod

HTTP

Status

Request URI Referer Description

GET 200 / – User navigates to facebook.com.

Lack of referrer indicates user likely

entered URI into browser.

POST 302 /login.php?login_attempt=1 https://www.facebook.com/index.php User logs into account and is redirected

upon sending username and password.

Referer shows user logged in from main

facebook.com page.

GET 200 /home.php https://www.facebook.com/index.php User is sent to the home page associated

with their account.

GET 200 /ajax/hovercard/user.php?id=

123456

https://www.facebook.com/home.php User hovers over a Facebook user’s

account link. The facebook user’s

Facebook ID is 123456.

GET 200 /joesmith https://www.facebook.com/home.php User navigates to Facebook user Joe

Smith’s page. This coincides with

previous Facebook id of 123456.

POST 200 /ajax/updatestatus.php?_a=1 https://www.facebook.com/joesmith User enters text and posts comment to

home page of Facebook ID 123456 (Joe

Smith). 

POST 200 /ajax/minifeed.php https://www.facebook.com/joesmith User deletes text from home page of

Facebook ID 123456 (Joe Smith).

POST 302 /logout.php https://www.facebook.com/joesmith User logs out of Facebook account and is

redirected. The referrer field shows the

user logged out while on the homepage of

Facebook ID 123456 (Joe Smith).

GET 200 /index.php https://www.facebook.com/joesmith User goes to main Facebook page. Referer

shows user came from home page of

Facebook ID 123456 (Joe Smith).

A number of the fields that would have been logged have been redacted but these entries illustrate some

of the artifacts that can be identified. 

C. Unique identifiers

One recurring issue in investigations and cases is identifying the computer user behind the

activity. Log records may contain useful information about the computer user. This article has addressed

how the IP address may be identified in the log records. However, the identification information in those

log records can indicate even more about the particular user. 

For example, log entries often contain information that correlates directly to the hardware and/or

software of the requesting system. The user-agent string is one such example that provides information

related to the browser type/version, the operating system, and other third-party plug-ins or applications. It

is normally logged at the Web Server in the Web access logs. An example is shown below:

Mozilla/5.0 (BlackBerry; U; BlackBerry 9800; zh-TW) AppleWebKit/534.8+ (KHTML, like Gecko)

Version/6.0.0.448 Mobile Safari/534.8+

This user-agent string tells us the following details about the visitors:

• The user is visiting with a BlackBerry with Blackberry OS version 6.0.0.448.

• The user’s client is localized for a “Chinese-Taiwan” language setting (zh-TW).
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• AppleWebKit build 534.8

• The KHTML layout engine is used.

• A Safari-based mobile browser is used.

All of this information can be corroborated through traditional mobile device forensics or other

elements of the investigation. It should be noted that it is trivial to spoof the user-agent string since other

information related to the investigation may be considered when determining the credibility of the

information contained in the user-agent string. 

D. Interstate commerce 

Many offenses contain an interstate commerce element. For example, wire fraud under 18 U.S.C.

§ 1343 requires a transmission in interstate or foreign commerce; interstate transportation of stolen

property under 18 U.S.C. § 2314 includes proof of the transfer and transmission or transport across state

lines or abroad; unauthorized access to information in a protected computer under 18 U.S.C.

§ 1030(e)(2)(B) requires that the computer was “used in or affecting interstate or foreign commerce or

communication”; and some identity theft offenses under 18 U.S.C. § 1028(a), (c)(3)(A) mandate proof

that “the production, transfer, possession, or use prohibited by this section is in or affects interstate or

foreign commerce, including the transfer of a document by electronic means[.]” See, e.g., United States v.

Wittig, 575 F.3d 1085, 1093 (10th Cir. 2009) (holding that one of the three elements the government must

prove to establish wire fraud is “an interstate wire communication”); United States v. Klopf, 423 F.3d

1228, 1239 (11th Cir. 2005) (“[W]e now hold that the government must prove only a minimal nexus with

interstate commerce in a § 1028(a) prosecution to satisfy the ‘in or affects interstate or foreign commerce’

requirement[.]”); see generally United States v. MacEwan, 445 F.3d 237, 245 (3d Cir. 2006) (“[T]he

Internet is an instrumentality and channel of interstate commerce[.]”). In addressing this element of proof,

log records may contain information that can be used to establish interstate or foreign commerce.

Advertisement revenue is a major part of the Internet. Log records may include information about

advertisements on the Internet site that can be used to show interstate commerce. The log records may

also confirm that the transmission was in interstate commerce.

Most major sites will subject visitors to numerous third-party ads that are hosted throughout the

world on different servers. A single visit to cnn.com may generate well over 150 unique requests. Many

of these requests are directed to third-party advertisement sites on different systems. Each access log at

the different servers will correlate with the original request for cnn.com through the referrer field. This

correlation identifies how the visitor arrived at the requested advertisement. For example, each entry

would have a referrer of “www.cnn.com” from the same IP address that would have been observed in the

access logs at the point the user visited www.cnn.com.

Analysis of log data will likely highlight other unknown datasets that can be brought into the

investigation. For example, if the logs identify intellectual property being sent out to a public FTP server,

one may move quickly to have the FTP server logs preserved at the remote system. This data would

corroborate all data transfer from point A to point B. Moreover, one could use DNS records to establish a

time line of activity to specific sites. These logs could lead to a request to preserve all Web access logs at

certain sites within a specific time period key to an investigation.

VI. Conclusion

As these examples demonstrate, log records can provide useful and key evidence during the

course of investigation or for trial. Few other types of records are comparable to log records’ usefulness.

As one of the unique benefits, log records are external to the computers that are used, and it is highly 
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unlikely that all of the log records in the path of communication can be successfully manipulated. Any

claims of manipulation can be checked by referring to other log entries recording the same events or by

correlating the log records with other evidence. Log records can also be used to fill in gaps in the

evidence either where records have been deleted or where records are otherwise unavailable. In this way,

log records may provide a full or at least more complete picture of the activity. Log records are useful to

establish a time line of key events or, where possible, the click-by-click activity in an account. Log

records can provide important identification information about the user of the computer behind the

activity under investigation. Log entries may confirm whether one or more persons had access to an

account during a particular period. Given the importance of log records and their limited retention, it is

essential that they be identified and preserved early in the investigation.�

ABOUT THE AUTHORS

�Mark L. Krotoski, a federal prosecutor since 1995, has served as National Computer Hacking and

Intellectual Property (CHIP) Program Coordinator at the Computer Crime and Intellectual Property

Section in the Criminal Division for almost four years.a

�Jason Passwaters currently serves as the President of EdgePoint Forensics, LLC. He has been asked to

assist with a number of federal cases involving network data and log analysis. His experience includes

network data analysis for the Department of Defense during his service as a United States Marine and in

support of other federal law enforcement cases.a

The views expressed in the article are those of the authors and not of the agencies for which they have

served.

NOVEMBER 2011 UNITED STATES ATTORNEYS’ BULLETIN 15




