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How The 2nd Circ. Aleynikov Opinion Went Awry 

Law360, New York (July 09, 2012, 12:28 PM ET) -- In April, the Second Circuit in United States v. 
Aleynikov created an unfortunate cloud over the scope of the federal trade secret statute.[1] In 
reversing the trade secret theft conviction of a computer programmer who had misappropriated his 
employer’s source code, the court held that the stolen source code did not satisfy the interstate 
commerce element under 18 U.S.C. § 1832(a).[2] 
 
Under this provision, the federal statute applies to the misappropriation of a trade secret that “is related 
to or is included in a product that is produced for or placed in interstate or foreign commerce.”[3] The 
court concluded that because the product to which the source code related was a proprietary securities 
trading system thatGoldman Sachs had no present intent to sell or market, the source code did not meet 
this statutory test. 
 
The Second Circuit is the first court to narrow the scope of the statute under this language. The decision 
detracts from the primary legislative objectives to promote and protect the national economic security 
and punish individuals who misappropriate intellectual property in the form of trade secrets.[4] 
 
The impact of the Aleynikov decision is already being felt in other cases. On June 21, 2012, during oral 
argument, defense counsel in United States v. Agrawal (2d Cir.) (No. 11-1074) urged the Second Circuit 
to overturn a trade secret theft jury trial conviction based on the Aleynikov construction of “product” 
under the statute.[5] 
 
New Questions Raised 
 
A host of preliminary questions — relevant at least in the Second Circuit at the moment — are raised by 
this decision: 

 To what extent are source code and algorithms, essential to a wide variety of computer 
programs and processes, no longer protected under the federal statute? For example, are 
search engine or other Internet algorithms — which are often similarly proprietary and aimed at 
running “back end” systems — impacted by the decision? 

 Are other company internal processes that are essential to maintaining a competitive 
advantage, but which are not sold or licensed, protected after this decision? 

 To what extent is unpublished research on emerging ideas or innovations covered under the 
statute? 
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 If the objective of the Economic Espionage Act is to promote and protect innovation in the form 
of trade secrets, why should it matter whether a company has a present intent to sell or license 
the trade secret? 

 What actions should companies consider to protect their current trade secrets? 

 
Case Background 
 
In December 2010, a jury convicted defendant Sergey Aleynikov, a computer programmer, on two 
counts for stealing and transferring the proprietary computer source code of his employer Goldman 
Sachs & Co. While this particular source code was unique, a scenario involving insider theft of valuable 
proprietary information regrettably is not. 
 
The source code at issue in Aleynikov involved a high-frequency trading system used to make split 
second trades based on algorithms considering rapid market developments and other such data. The 
trading system was valued at approximately $7 million to $20 million dollars and is used in various 
financial markets around the world, including the New York Stock Exchange and NASDAQ. 
 
Based on the evidence presented at trial, the defendant stole valuable source code from his employer as 
he was leaving to take a position as an executive at a startup company that was developing a similar 
high-frequency trading system. Just before his farewell party on his last day of employment at Goldman 
Sachs, the defendant “encrypted and uploaded to a server in Germany more than 500,000 lines of 
source code.” He then deleted the encryption program and the history showing his computer 
commands. 
 
After returning to his New Jersey residence, he downloaded the source code from the German server. A 
few weeks later, he brought portions of the source code to a meeting with his new employer in Chicago. 
He was arrested when he returned to New Jersey.[6] After his jury trial convictions, he was sentenced to 
97 months in prison and a fine of $12,500, the highest sentence to date for a Section 1832 conviction. 
 
District Court Ruling 
 
Before trial, Southern District of New York District Judge Denise Cote, after thoroughly considering the 
plain meaning and legislative history of the statute, denied the defendant’s motion to dismiss the 
indictment. The district court held that the trading system was a “product,” since it was “the result of 
human or mechanical effort or some natural process.”[7] The court noted that: 

The only difference between the Trading System and other computer software, like Microsoft 

Windows, is that Goldman does not presently intend to sell or license the Trading System. This 

characteristic does not, however, render the Trading System any less of a “product” within the 

meaning of the EEA.[8] 

 
The court ultimately found that the trading system was “produced for” interstate commerce, since “the 
sole purpose for which Goldman purchased, developed, and modified the computer programs that 



 

 

comprise the Trading System was to engage in interstate and foreign commerce.”[9] The district judge 
also concluded that the plain meaning of the language was supported by the legislative history of the 
Economic Espionage Act of 1996, which was focused on devising “a systematic approach” to address the 
theft of trade secrets from U.S. industry.[10] 
 
Arguments on Appeal 
 
On appeal, the defendant urged the Second Circuit to limit the statute to the “theft of trade secrets 
relating to commercially-distributed products.”[11] He contended that the federal trade secret statute 
was not violated because the source code “is not currently, has not ever been, and will not ever be 
distributed commercially for public use or consumption.” Appellant’s Brief, at 30 (filed June 3, 2011). 
 
The government countered that the district court properly construed the statute as it applied to the 
misappropriated source code. Among other points, it noted that the “trading system was created to 
trade securities and commodities in markets in the United States, Europe, and Asia,” and “the source 
code itself traveled in interstate and foreign commerce” since it was edited in New York, stored on a 
New Jersey server, and used by computers around the world.[12] 
 
Second Circuit Reversal 
 
On Feb. 16, 2012, immediately after oral argument, the panel quickly ordered the reversal of the two 
convictions and the release of the defendant from prison. The order noted that an explanatory opinion 
would follow.[13] In the April 11 opinion, the court explained that the interstate language was 
“deliberately chosen” as a limitation by Congress.[14] The opinion, written by Chief Judge Dennis Jacobs, 
held that the trading system “was not designed to enter or pass in commerce, or to make something 
that does,” and therefore could not violate the statute.[15] 
 
From the legislative history of the EEA, the panel also drew an inference that language from the Senate 
version of the bill (barring the misappropriation of “proprietary economic information having a value of 
not less than $100,000”)[16] was specifically rejected in favor of a narrower provision in the House 
version (“produced for or placed in interstate or foreign commerce”).[17] 
 
Congressional Action Should Not Be Necessary 
 
In a concurring opinion, Judge Guido Calabresi recognized that Congress intended to cover the case 
conduct but agreed with the majority’s limiting construction. He expressly invited congressional action 
to remedy the scope of the statute. The narrow construction of the interstate language adopted by the 
Second Circuit is inconsistent with the breadth with which Congress enacted the federal trade secret 
statute.[18] 
 
First, the conduct on which the jury convicted the defendant is covered by the plain meaning of the 
statute’s language. The trading system was produced to engage in interstate commerce: the domestic 
and international trading of securities. The trading system is also placed in interstate commerce, as the 
source code and system are stored and used in servers in other states. 
 
At the very least, the trading system “is related to ... a product that is produced for or placed in 
interstate or foreign commerce,”[19] as the trading system, which enables large volumes of trades in 
fractions of a second based on algorithms, facilitates the trading of securities and commodities in a 
variety of markets in which it is used. The plain and ordinary meaning of the terms “related to” and 



 

 

“product” would readily appear to cover the trading system source code. 
 
Second, the statutory objectives were broad and designed to fill prior legislative gaps and protect and 
promote innovation and national economic security. In fact, the legislative history of the EEA 
underscores that Congress wanted to protect this form of intellectual property: “the development of 
proprietary economic information is an integral part of America’s economic well-being” and “threats to 
the nation’s economic interest are threats to the nation’s vital security interests.”[20] 
 
Congress concluded that existing statutes were unable to do so. As the House report noted with regard 
to other statutes, “The principal problem appears to be that there is no federal statute directly 
addressing economic espionage or which otherwise protects proprietary information in a thorough, 
systematic manner.”[21] These express objectives are undermined by the Second Circuit’s narrow 
interpretation of the “interstate commerce” element. 
 
Third, consistent with the broad statutory objectives, Congress took at least four steps to broaden the 
scope of the federal statute: (1) the term ‘‘trade secret’’ was broadened to “include all types of financial, 
business, scientific, technical, economic, or engineering information,” including intangible information 
“regardless of the means by which the information is stored, compiled, or memorialized;”[22] (2) 
language was selected to “broadly” cover misappropriation conduct;[23] (3) Congress included an 
extraterritorial provision to reach misappropriation conduct outside the United States;[24] (4) Congress 
included a nonpreemption provision to ensure that other civil or criminal remedies could apply.[25] 
 
Given these efforts to ensure a comprehensive reach under the statute, and particularly given the need 
to fill a prior legislative void, why would Congress impose a strict limitation on the interstate element 
that would exclude numerous sensitive and highly protected products based solely on whether the 
product was itself sold? 
 
Fourth, further review of the legislative history actually supports the district court’s conclusion that 
“[t]here is nothing in the legislative history to suggest” that the adoption of the House bill over the 
Senate bill “was intended to narrow the types of trade secrets protected” for either commercial trade 
secret theft or foreign economic espionage. 
 
In particular, during Senate hearings, Sen. Diane Feinstein, D-Calif., asked FBI Director Louis Freeh about 
the Senate provision relating to a minimum dollar amount. Director Freeh, who was largely responsible 
for promoting and supporting the Economic Espionage Act and had served as a former federal 
prosecutor and judge, expressed reservations as to any dollar limitation and indicated a preference to 
remove such a requirement in order to preserve flexibility and prosecutorial discretion.[26] During 
House hearings, similar comments were made by industry witnesses.[27] 
 
The Second Circuit opinion did not consider this part of the legislative record. The legislative history 
indicates an understanding that the House version was broader than the Senate language, thus leaving 
more discretion to federal prosecutors. This legislative record supports the district court analysis and 
undermines the more restrictive construction by the Second Circuit. 
 
Conclusion 
 
Courts outside the Second Circuit are not bound by the Aleynikov decision. For these jurisdictions, it 
seems that both the district court’s construction of the plain meaning of the statute and analysis of the 
legislative history is more consistent with the broad congressional objectives in enacting Section 1832. 



 

 

 
In 1996, Congress recognized that “the development of proprietary economic information [was] an 
integral part of America’s economic well-being” and thus warranted federal protection when criminal 
misappropriation occurred. As important as these objectives were 16 years ago, they are even more 
vital in today’s economy. When the statute is considered in context, including the need to fill statutory 
gaps and the objective to promote and protect national economic security, it can and should be applied 
to similar facts as arose in Aleynikov. A strong federal statute covering trade secret theft remains 
essential to promote and protect American innovation. 
 
--By Mark L. Krotoski and Richard S. Scott, U.S. Department of Justice 
 
The authors are federal prosecutors and have handled economic espionage and trade secret theft cases. 
 
The opinions expressed are those of the authors and do not necessarily reflect the views of the U.S. 
Department of Justice, Portfolio Media Inc., or any of its or their respective affiliates. This article is for 
general information purposes and is not intended to be and should not be taken as legal advice. 
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