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Reading Recent Advances On The Information Sharing Front 

Law360, New York (February 11, 2015, 1:00 PM ET) --  

Cybersecurity information sharing is recognized as one cornerstone 
of any effective cybersecurity program. Information sharing can 
advance several significant objectives, including prevention, 
identification and mitigation of cyberthreats before serious harm 
occurs. This article reviews recent government efforts to advance 
cybersecurity information sharing and identifies further necessary 
efforts to address liability concerns which remain essential to 
accomplish the objective. 
 
Background on Cybersecurity Information Sharing 
 
The sharing and coordination of cyberthreat information helps 
businesses and government entities track cyberattack patterns so 
they can ward off threats in advance. As the National Institute of 
Standards and Technology has recognized, cyberattacks are often 
part of larger campaigns against multiple organizations. Hackers use 
techniques that are difficult for individual organizations to detect.[1] 
Further, once hackers successfully defeat one system’s defenses, attacks are quickly commoditized and 
spread throughout other systems in the same industry, technology stack or against organizations with 
similar types of targeted information.[2] Cyberthreats are best headed off if organizations are aware of 
threats against others in similar situations. Receiving technical information in advance of an attack is 
crucial to protecting system integrity.[3] 
 
There are a number of significant benefits from information sharing. Some of the benefits may include 
shared situational awareness, enhanced threat understanding, knowledge maturation, greater defensive 
agility, improved decision-making, efficient handling of information requests and rapid notifications.[4] 
 
There are also a number of challenges to coordination and sharing of threat information. Some of the 
challenges may include legal and organizational restrictions, risk of disclosure, preserving privacy from 
contributors, infrastructure to produce information, infrastructure to consume information, 
interoperability and classification of information.[5] 
 
The sharing of cyberthreat information can flow in different directions: (1) from government to a private 
entity; (2) from a private entity to government; and (3) from a private entity to another private entity. 
Sharing intelligence about cyberthreats can greatly improve system safety across many networks in the 
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nation. 
 
Notwithstanding many benefits, under current law, many targets of cyberattacks are hesitant to share 
information for fear they may put themselves at increased risk of legal action. By analogy, imagine living 
in a neighborhood suffering a spate of burglaries. Everyone in the neighborhood has sophisticated 
security systems, yet the burglars are managing to break in without triggering them. If one neighbor 
discovers how the burglars defeated their system, other neighbors would naturally want to know how 
so they could take steps to fix theirs. And the neighbors would also want to be able to share any useful 
information with law enforcement to identify and locate the burglars. This is the situation targets of 
cyberattacks face, except in order to share threat information they must navigate a complex legal and 
regulatory system that may expose them to legal action. Such exposure chills and discourages helpful 
information sharing. 
 
In his recent State of the Union Address, President Obama called for Congress to pass comprehensive 
cybersecurity legislation.[6] The White House cybersecurity agenda includes cyberthreat information 
sharing.[7] The federal government has made cybersecurity sharing a priority. 
 
Examples of Recent Federal Government Guidance 
 
While the government can obtain cyberthreat information and warn the private sector about new 
threats, the government can serve other roles in information sharing. One key area concerns providing 
guidance on the application of law to selected areas of concern. For example, some companies may 
have useful cyber information to share but may be reluctant to do so based on the uncertainty of 
whether some enforcement actions or other laws may be implicated or violated. Since the federal 
government has made the sharing of cyberthreat information a priority, it can help provide guidance 
concerning the application of law. Two examples of this type of guidance occurred last year. 
 
Antitrust Policy Guidance 
 
The U.S. Department of Justice and Federal Trade Commission issued important guidelines to encourage 
sharing cyberthreat information and spell out how to do so without violating antitrust or electronic 
communications laws.[8] These guidelines help clarify “that properly designed cyberthreat information 
sharing is not likely to raise antitrust concerns and can help secure the nation’s networks of information 
and resources.”[9] 
 
The government should be commended and encouraged to provide background on relevant factors and 
insights to remove unnecessary barriers to cybersecurity information sharing. 
 
On antitrust matters, the Sherman Act prohibits competitors from agreeing to fix prices, rig bids or 
allocate markets.[10] Competitor contacts are often scrutinized and minimized to avoid violating the 
law.[11] So if a competitor in one industry obtains important cyberthreat information, should it share 
the information with other competitors or refrain from doing so to avoid any suggestion of an unlawful 
competitor communication? 
 
This issue was confronted on April 10, 2014, in an Antitrust Policy Statement on Sharing of Cybersecurity 
Information,[12] by the DOJ and FTC. The enforcement agencies concluded that the antitrust laws 
should not pose an obstacle to legitimate information sharing between competitors. Information 
sharing is subject to a rule-of-reason analysis where liability depends upon the type of information 
shared.[13] Generally speaking, sharing information related to such things as price, output, costs or 



 

 

strategic planning is likely to raise antitrust concerns. But sharing technical data may not be. The 
guidelines assert that information relating directly to cybersecurity, especially technical information 
such as threat signatures, source IP addresses and target ports should not pose antitrust concerns. 
 
The agencies will consider the following factors in analyzing potential antitrust liability for cybersecurity 
information sharing between private entities: 

1. Purpose of information sharing: Cybersecurity information sharing may serve a valuable purpose 
(improving efficiency and securing important resources) which the agencies will take into 
account. 

2. Nature of the cyberthreat information shared: Competitively sensitive information will raise 
antitrust concerns. But technical information involving threat signatures, for example, is very 
different from competitively sensitive information and is unlikely to raise antitrust concerns. 

3. Whether the information sharing is likely to harm competition: Cyberthreat information is 
typically limited in scope, and sharing it is unlikely to lead to reduced output or raised prices, 
quality, service or innovation. But this part of the analysis is highly fact-dependent. An 
information sharing arrangement used as a cover to fix prices would raise antitrust concerns. 

 
The DOJ’s responses to recent industry business review letters requesting guidance on proposed 
information sharing programs has demonstrated application of these guidelines and that it will not 
challenge the sharing of technical threat information.[14] 
 
Stored Communications Act Guidance 
 
As another example, in its recent white paper, Sharing Cyberthreat Information Under 18 U.S.C. § 
2702(a)(3), the DOJ also clarified the extent to which the Stored Communications Act restricts network 
operators from voluntarily sharing aggregated data with the government to protect from cyberthreats. 
The Stored Communications Act generally restricts communications service providers “to the public” 
from voluntarily disclosing to governmental entities “a record or other information pertaining to a 
subscriber to or customer of such service[.]”[15] However, the DOJ believes that “as long as the 
aggregation of data results in records or other noncontent information that does not identify or 
otherwise provide information about any particular subscriber or customer,” disclosure to the 
government is not prohibited.[16] Assistant Attorney General for the Criminal Division Leslie Caldwell 
has affirmed the DOJ’s commitment to eliminating uncertainty about information sharing.[17] 
 
NIST Information Sharing Guide Draft 
 
In October 2014, the NIST also published a draft report encouraging information sharing and 
recommending that industry establish formal relationships to gather and share threat intelligence.[18] 
The report highlights key issues and factors in implementing an information sharing program. Public 
comments were due by Nov. 28, 2014.[19] The final report is pending release. 
 
Further Considerations 
 
Each of these government steps promotes the sharing of cyberthreat information. Further uncertainty 
remains about how and when businesses may share information on cyberthreats, and whether it should 
be shared with the government or other private entities.[20] And as commendable as the recent 
government guidance is, more can be done particularly on the issue of private civil liability. It is time for 



 

 

Congress to address these problems with comprehensive legislation protecting legitimate cyberthreat 
information sharing. 
 
Legislative Proposals 
 
Organizations that share information still face significant legal uncertainty. For example, as 
the Information Technology Industry Council has pointed out, customers, partners or unaffiliated 
organizations harmed by cyberattacks could sue a business that has shared threat information for not 
informing them of the incident as soon as it was aware of it, using the business’s information sharing 
disclosure as evidence it was aware of the attack.[21] Or a company could voluntarily report information 
on a cyberattack as part of an information sharing program with the government before it has 
conducted an extensive investigation, only to learn later that information protected by the Health 
Insurance Portability and Accountability Act was compromised and to find government regulators using 
the initial disclosures as evidence in a case against the company.[22] Information sharing remains a risky 
proposition. 
 
Congress has recently considered proposals to comprehensively regulate cyberthreat information 
sharing.[23] In April 2012, the House passed the Cyber Intelligence Sharing and Protection Act, by a vote 
of 248-168, which would have encouraged the sharing of cyberthreat information among private 
entities and between private entities and the government.[24] CISPA shields legitimate sharing of 
technical cyberthreat information from legal liability when company officials act “in good faith to use 
cybersecurity systems for monitoring to identify and obtain cyberthreat information in accordance with 
the provisions of the legislation.”[25] The House passed CISPA again by a vote of 288-127 in April 
2013.[26] Both bills died in the Senate. The current Congress has again taken up CISPA, which was 
referred to the House Judiciary Committee’s Subcommittee on the Constitution and Civil Justice on Feb. 
2, 2015.[27] 
 
All of this brings us back to the State of the Union Address and call for comprehensive cybersecurity 
legislation. The president is urging Congress to pass legislation that encourages: (1) the formation of 
private sector-led information sharing and analysis organizations to facilitate information sharing and 
oversee compliance with protecting personal information; and (2) the private sector to share 
cyberthreat information with the U.S. Department of Homeland Security’s National Cybersecurity and 
Communications Integration Center, which will share it with relevant federal agencies and private sector 
ISAOs by providing liability protection for appropriate information sharing.[28] The details will be sorted 
out in the legislative process. 
 
Meaningful information sharing will require legislative enactment of liability protections shielding 
cyberthreat information sharing from civil or criminal actions. Liability protection would be tailored 
specifically to the sharing of legitimate cyberthreat information (i.e., information about a threat to or 
vulnerability of private systems or networks shared only for the purpose of cybersecurity).[29] Only 
good faith efforts to share cyberthreat information would be protected.[30] 
 
Conclusion 
 
Effective cybersecurity is critical to national and economic security. Some significant steps have been 
taken in the past few years to promote cybersecurity information sharing. More needs to be done to 
accomplish the primary objectives of prevention, identification and mitigation of cyberthreats. 
 
Organizations should not be punished for legitimate, good faith efforts to head off cyberthreats. At the 



 

 

same time, unnecessary personally identifiable information should remain private, and any information 
shared with the government should be used only for cybersecurity purposes. Congress should pass 
legislation encouraging information sharing with appropriate safeguards so all stakeholders understand 
what conduct is permissible. As technology progresses and cybercrime becomes more sophisticated, our 
laws must adapt. 
 
—By Mark L. Krotoski, Morgan Lewis & Bockius LLP 
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