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US V. Chung — A Study Of Economic Espionage 

Law360, New York (December 20, 2011, 12:31 PM ET) -- The recent Ninth Circuit decision in United 
States v. Chung, 659 F.3d 815 (9th Cir. 2011), is the first appellate court decision in the country 
addressing foreign economic espionage (Section 1831) issues on the merits since the statute was 
enacted in 1996. 
 
While the case has not received extensive discussion, it highlights some important issues and lessons for 
practitioners and businesses. In Chung, the Ninth Circuit considered the definition of a trade secret, the 
reasonable measures standard, the “intent to benefit a foreign government” element, a statute of 
limitations question, and one open issue. 
 
Background: Economic Espionage Act 
 
In 1996, Congress enacted the Economic Espionage Act (EEA).[1] The objective is to promote and protect 
national economic security. As the legislative history noted, “the development of proprietary economic 
information is an integral part of America’s economic well-being” and “threats to the nation’s economic 
interest are threats to the nation’s vital security interests.”[2] 
 
Two distinct offenses under the statute involve the misappropriation of a trade secret. First, common 
trade secret misappropriation arises under Section 1832. Federal criminal trade secret misappropriation 
requires proof of the “intent to convert a trade secret ... to the economic benefit of anyone other than 
the owner” and “intending or knowing that the offense will, injure any owner of that trade secret.” 
Section 1832 offenses typically involve the theft of a trade secret by an employee-insider or competitor. 
 
The second offense, under Section 1831, sometimes referred to as foreign economic espionage, involves 
the misappropriation of a trade secret with the intent to benefit a foreign government or foreign 
instrumentality. Under the U.S. Attorney’s Manual, Section 1831 may not be charged without prior 
approval and review by the Assistant Attorney General for the National Security Division.[3] The Chung 
case was the fifth of eight Section 1831 cases that have been authorized for prosecution in the 15-year 
history of the EEA. 
 
Case Background 
 
Dongfan “Greg” Chung was a former Boeing engineer who provided technological information to China. 
Chung, a naturalized United States citizen, worked on aerospace projects for most of his career.[4] He 
retired from Boeing in 2002 but returned as a contractor the following year. 
 
Another FBI investigation led the FBI to suspect that Chung may have been passing technical materials 

mailto:customerservice@law360.com


 

 

to China. During a 2006 search of Chung’s residence, FBI agents discovered approximately 300,000 
pages of Boeing documents, including materials related to the space shuttle, the Delta IV Rocket, the F-
15 Fighter, the B-52 Bomber and the Chinook Helicopter. Also recovered during the search were lists of 
technical information related to aerospace programs as well as Chung’s correspondence and journals 
revealing his efforts to obtain information sought by Chinese officials. 
 
Most of the technical documents were kept in binders found in an unfinished storage area under 
Chung’s home. While conducting surveillance prior to the execution of the search warrant, the FBI 
discovered Chung disposing of Boeing documents by hiding them within the pages of discarded Chinese 
language newspapers. 
 
Among the 300,000 pages found in Chung’s house were six documents found to contain trade secrets: 
four documents relating to a phased array antenna project for the space shuttle and two documents 
relating to the Delta IV Rocket, a booster rocket designed to launch manned space vehicles. 
 
The Chung case was the first foreign economic espionage (Section 1831) case in the country to proceed 
to trial. After a bench trial, the defendant was convicted of six counts under Section 1831(a)(1), one 
count of conspiring to violate the EEA under 18 U.S.C. § 371, one count of acting as an unregistered 
foreign agent under 18 U.S.C. § 951, and one count of making a false statement to federal agents under 
18 U.S.C. § 1001.[5] The defendant was sentenced to 188 months in prison. The Ninth Circuit affirmed 
the convictions and sentence. 
 
Key Issues 
 
The Chung case highlights at least six key issues under the EEA. 
 
1) Defining Trade Secrets 
 
The Ninth Circuit noted that this was its first “occasion to interpret the [trade secret] definition” under 
the EEA and that “the case law in other circuits is sparse.”[6] In construing the statute, the Ninth Circuit 
found “instructive” the language of the Uniform Trade Secrets Act (UTSA)[7], which most states have 
adopted. Although there are some significant differences between the EEA and UTSA, they share 
common features.[8] 
 
The Ninth Circuit identified three elements required to establish a trade secret under the EEA. The 
government must prove: “(1) that the information is actually secret because it is neither known to, nor 
readily ascertainable by, the public; (2) that the owner took reasonable measures to maintain that 
secrecy; and (3) that independent economic value derived from that secrecy.”[9] The opinion notes that 
the application of this definition will turn on the specific trade secrets at issue and the facts of the case. 
This clarification of the definition will help guide future EEA cases. 
 
2) “Reasonable Measures” are Reasonable Ones 
 
On the trade secret definition, the opinion clarified that the reasonable measures standard is not a high 
burden; the measures need only be reasonable under the circumstances. This is consistent with 
statutory objectives. Requiring more stringent measures would drive up the cost of innovation, a result 
inconsistent with the EEA’s goal of promoting innovation and the development of intellectual property 
including trade secrets. 
 



 

 

In reviewing the case law and the UTSA, the Ninth Circuit highlighted some examples of reasonable 
measures: “Security measures, such as locked rooms, security guards, and document destruction 
methods, in addition to confidentiality procedures, such as confidentiality agreements and document 
labeling, are often considered reasonable measures.”[10] 
 
The legislative history of the EEA underscores that the measure need only be “reasonable” under the 
circumstances and will depend on the trade secrets in issue. As the House report explained: 

While it will be up to the court in each case to determine whether the owner’s efforts to protect 

the information in question were reasonable under the circumstances, it is not the Committee’s 

intent that the owner be required to have taken every conceivable step to protect the property 

from misappropriation.[11] 

 
On the facts of the case, the Ninth Circuit concluded that Boeing took reasonable measures to protect 
the trade secrets even though the phased array antenna documents were not “kept under lock and 
key.” The other measures included “physical security measures for [Boeing’s] entire plant,” a 
requirement to show identification cards in entering the building, a “right to search all employees' 
belongings and cars,” training sessions on the nondisclosure of documents, confidentiality agreements, 
and the marking of “two of the four phased array documents ... as proprietary.”[12] 
 
The Chung opinion highlights the “reasonableness” of the reasonable measures standard. While other 
steps may have been taken (e.g., locking or further limiting access to the trade secret or marking more 
documents), the absence of additional measures did not detract from those that were in place. The 
totality of the measures determined their reasonableness. 
 
3) Intent to Benefit a Foreign Government 
 
The Chung opinion is the first federal appellate decision construing the sufficiency of the “intent to 
benefit a foreign government” element. Under Section 1831, benefit is construed broadly, 
encompassing an intent that the misappropriation “would benefit the foreign government, 
instrumentality, or agent in any way.”[13] As the House report explained: 

[T]he government need only prove that the actor intended that his actions in copying or 

otherwise controlling the trade secret would benefit the foreign government, instrumentality, or 

agent in any way. Therefore, in this circumstance, benefit means not only an economic benefit 

but also reputational, strategic, or tactical benefit.[14] 

 
The Ninth Circuit noted that under this element, the focus is on the defendant’s intent. Although 
evidence of the foreign government’s role may be considered in applying other statutes, the conduct or 
intent of the foreign government is not relevant under Section 1831. 
 



 

 

The facts of the case were more than sufficient to support the conviction, as the court concluded that 
the defendant’s intent was established based on his providing technical information in response to 
requests for such information from Chinese officials as well as his continuing possession of trade secret 
materials relating to the space shuttle and the Delta IV Rocket.[15] 
 
4) Statute of Limitations 
 
One unique aspect of the case was that much of the evidence involved conduct which predated the five-
year statute of limitations period (2003 through 2008)[16], including conduct that occurred as early as 
the late 1970s. The defendant argued that the government failed to show that he possessed the trade 
secrets within the limitations period with the intent to benefit the government of China. 
 
Initially, the district court addressed this issue: “Because Mr. Chung continued to possess the documents 
in 2006, there is no statute of limitations problem here. ‘[P]ossessory offenses have long been described 
as “continuing offenses” that are not complete upon receipt of the prohibited item. Rather, the statute 
of limitations does not begin to run until the possessor parts with the item.”[17] 
 
In reviewing the sufficiency of the evidence, the Ninth Circuit concluded that the “Defendant's history of 
passing technical documents to China” supported the inference that his “recent possession of similar 
documents” indicated “that his intent to benefit China persisted well into the limitations period and 
extended to his possession of the trade secrets.”[18] The jury could disregard his exculpatory 
explanations. 
 
The Chung case shows that the possession of a trade secret may be prosecuted even years after the 
initial misappropriation as long as the government can establish that the possession was committed 
with the requisite intent. 
 
5) Open Issue Noted 
 
The Ninth Circuit noted one open issue. The EEA language departed from the UTSA regarding the 
secrecy element. Specifically, “The EEA's text ... deviates from the UTSA by identifying ‘the public,’ as 
opposed to ‘persons who can obtain economic value from [the proprietary information's] disclosure or 
use,’ as the set of parties who might know or readily ascertain the information.”[19] However, it became 
unnecessary to address the difference in terminology, since the defendant did “not contend that the 
secret information in this case was readily ascertainable.”[20] 
 
There is little discussion of this issue in the EEA legislative history. The House and Senate debates do not 
consider the issue. The House report notes: “information which is generally known to the public, or 
which the public can readily ascertain through proper [or legal] means, does not satisfy the definition of 
trade secret under this section.”[21] 
 
This issue is not likely to arise in many cases. Where the company has used reasonable measures to 
protect the trade secret, it will derive independent economic value from not being known by others. In 
other words, the competitive advantages and value are derived from its secrecy. Nonetheless, the 
Chung court identified this issue for possible resolution another day. 
 
6) Constitutional Challenge Not Pursued on Appeal 
 
The defendant abandoned a constitutional challenge on appeal. In a well-reasoned opinion, the district 



 

 

court denied the defendant’s motion to dismiss the indictment as unconstitutionally vague.[22] Given 
that many of the EEA terms are based upon language from the UTSA — language which has a settled 
legal meaning — it appears unlikely that a constitutional vagueness challenge will prevail. In fact, to date 
no court has held any provisions of the EEA to be unconstitutionally vague. 
 
Conclusion 
 
An increased number of EEA cases have been prosecuted over the past few years. The Chung decision 
provides useful guideposts for future cases. 
 
--By Mark L. Krotoski and Richard S. Scott, U.S. Department of Justice 
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prosecutors around the country. 
 
The opinions expressed are those of the authors and do not necessarily reflect the views of the U.S. 
Department of Justice or Portfolio Media, publisher of Law360. This article is for general information 
purposes and is not intended to be and should not be taken as legal advice.  
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