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financial regulatory agencies. Sarah V. Rid-
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office. Ms. Riddell is a former lawyer with the
U.S. Commodity Futures Trading Commis-

sion (CFTC), and she advises domestic and

foreign exchanges, derivatives clearing
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other financial institutions on a broad range

of regulatory matters, including CFTC

registration and compliance. Contact:

mark.krotoski@morganlewis.com or

charles.horn@morganlewis.com.

New “first-in-the-nation” cybersecurity

rules in the pipeline for banks, insurers, and

financial services companies regulated in New

York could prove costly for companies, but

will they improve cybersecurity?

The New York Department of Financial

Services (NYDFS) has proposed cybersecurity

rules that would require banks, insurers, and

other NYDFS-regulated financial services

companies to adhere to stringent cybersecurity

requirements mandating firms to test their

systems, establish plans to respond to cyberse-

curity events, and annually certify compliance

with the cybersecurity requirements, among

other mandates. Comments on the proposed

rules are due in 45 days.

Do the proposed rules signal a new trend to

regulate cybersecurity? Will other states and

regulators consider similar mandatory cyber-

security requirements? This article will discuss

the genesis of the proposed rules and offer

observations on how the rules could impact

companies and affect the regulatory landscape

in this space.

Background

On September 13, the NYDFS issued what

was described as “a new first-in-the-nation

regulation” titled “Cybersecurity Require-

ments for Financial Services Companies”

(Proposal).1

The Proposal had been foreshadowed by

the agency’s recent examination and focus on

cybersecurity issues. Cybersecurity has been
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at the forefront of NYDFS’s regulatory initiatives for

some time. NYDFS issued its first report on cyberse-

curity in the banking sector in May 2014,2 a second

cybersecurity report on the insurance sector in Febru-

ary 2015,3 and a third report on the use of third-party

service providers in the banking sector in April 2015.4

Over the past several years, NYDFS has surveyed

close to 200 regulated banking institutions and insur-

ance companies and has met with cybersecurity

experts. Findings from its surveys and other due dili-

gence informed the Proposal, which largely follows

the areas identified in the NYDFS’s November 2015

letter to federal financial services regulatory agencies

(Letter to Regulators).5 The Letter to Regulators

invited comment on the NYDFS regulatory frame-

work and noted the “demonstrated need for robust

regulatory action in the cyber security space” and that

“the Department is now considering a new cyber se-

curity regulation for financial institutions.”

Overview of the NYDFS Cybersecurity
Proposal

Important Dates

Comments on the Proposal are due by November

12, 2016. The Proposal, unless modified, would

become effective on January 1, 2017, with a 180-day

grace period for compliance. Thus, banking, insur-

ance, and financial services firms subject to the Pro-

posal (Covered Entities) would be required to have a

cybersecurity program and other requirements in place

by June 30, 2017, and Covered Entities would begin

filing the annual compliance certification (described

below) on January 15, 2018.

Core Functions of Cybersecurity Program

The Proposal would require each Covered Entity to

establish a cybersecurity program that

E identifies internal and external cyber risks;

E uses defensive infrastructure to protect the

Covered Entity’s Information Systems6 and

Nonpublic Information stored on such systems

from unauthorized access, use, or other mali-

cious acts;

E detects “Cybersecurity Events,” defined as “any

act or attempt, successful or unsuccessful, to

gain unauthorized access to, disrupt, or misuse

an Information System or information stored on

such Information System”;

E responds to identified Cybersecurity Events to

mitigate any adverse effects;
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E recovers from Cybersecurity Events (the Pro-

posal does not mandate a specific recovery time

objective); and

E fulfills all regulatory reporting obligations.7

As part of a Covered Entity’s cybersecurity pro-

gram, a Covered Entity would be required to establish

a cybersecurity policy that addresses 14 areas,8 includ-

ing customer data privacy, vendor and third-party ser-

vice provider management, risk assessment,9 and

incident response, among others. A Covered Entity’s

board of directors would need to review (and a senior

officer approve) the cybersecurity policy at least an-

nually and as frequently as necessary to address the

cybersecurity risks posed to the Covered Entity.10 The

Proposal includes “minimum” requirements for quar-

terly vulnerability assessments and annual penetration

testing,11 among other requirements for incident re-

sponse plans, encryption,12access permissions, and

authentication methods typically found in cybersecu-

rity best practices.

We have highlighted the more notable features of

the Proposal below.

Chief Information Security Officer and

Other Personnel

A Covered Entity would be responsible for desig-

nating a qualified individual to serve as a Chief Infor-

mation Security Officer (CISO) to oversee and imple-

ment the cybersecurity program and enforce the

cybersecurity policy. The Proposal would permit a

Covered Entity to use a third-party service provider to

comply with this requirement, but the Covered Entity

would retain responsibility for compliance and would

need to designate a senior member of its personnel to

oversee the third-party service provider.

New regulatory obligations are imposed on the

CISO.13 The Proposal requires a bi-annual report to

the Covered Entity’s board of directors, which differs

from the proposal in the Letter to the Regulators,

which would have required a CISO to submit an an-

nual report to NYDFS that assessed the Covered

Entity’s cybersecurity program and the cybersecurity

risks to the Covered Entity, and that was reviewed by

the board of directors before submission to NYDFS.

Under the Proposal, the CISO’s bi-annual report to

the Covered Entity’s board of directors must

E assess the confidentiality, integrity, and avail-

ability of the Covered Entity’s Information Sys-

tems;

E detail exceptions to the Covered Entity’s cyber-

security policies and procedures;

E identify cyber risks to the Covered Entity;

E assess the effectiveness of the cybersecurity pro-

gram;

E propose steps to remediate inadequacies identi-

fied in the cybersecurity program; and

E summarize all material Cybersecurity Events

that affected the Covered Entity during the time

period covered by the report.

In addition, the CISO would be required on an an-

nual basis to review, assess, and update the Covered

Entity’s guidelines, procedures, and standards (re-

quirements under the Proposal) for secure develop-

ment practices of in-house applications.

Under the Proposal, all personnel would be subject

to regular cybersecurity awareness training, updated

to reflect the risks identified in a Covered Entity’s an-

nual risk assessment.14 Cybersecurity personnel would

be required to attend regular updates and training ses-

sions and to take steps to stay current with regard to

changing cybersecurity threats and countermeasures.

Third-Party Service Providers: Evaluation

and “Preferred Provisions”

The Letter to Regulators discussed minimum “pre-
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ferred provisions” that should be included in agree-

ments with third-party service providers. Consistent

with that observation, the Proposal requires that a

Covered Entity’s cybersecurity policy cover third

parties. The cybersecurity policy would need to estab-

lish minimum preferred provisions to be included in

contracts with third-party service providers. In addi-

tion, the Proposal would require a Covered Entity to

identify third parties with access to Information

Systems or Nonpublic Information, establish mini-

mum cybersecurity practices each third party must

satisfy, evaluate the adequacy of each third party’s

cybersecurity practices, and annually assess each third

party’s continued adequacy of its cybersecurity

practices.

With one significant difference from the Letter to

the Regulators, the Proposal would require a Covered

Entity to establish preferred provisions for contracts

with third-party service providers,15 to the extent ap-

plicable, provisions regarding

E the use of multi-factor authentication to limit

access to sensitive systems and Nonpublic In-

formation;

E the use of encryption to protect Nonpublic In-

formation in transit and at rest;

E prompt notice to the Covered Entity in the event

of a cybersecurity incident;

E identification of protection services provided to

customers materially impacted by a Cybersecu-

rity Event resulting from the third party’s negli-

gence or willful misconduct (this provision ap-

pears to replace the requirement in the Letter to

Regulators that a third party indemnify the

Covered Entity in the event of a cybersecurity

incident that results in loss);

E the right of the Covered Entity or its agents to

perform cybersecurity audits of the third-party

vendor; and

E representations and warranties by the third party

that the service or product provided to the Cov-

ered Entity is free of viruses, “trap doors,” “time

bombs,” and other mechanisms that would im-

pair the security of the Covered Entity’s Infor-

mation Systems or Nonpublic Information.

Annual Compliance Certification

As described above, the Proposal would require the

board of directors to annually review the Covered

Entity’s cybersecurity program and provide a Certifi-

cation of Compliance with the NYDFS Cybersecurity

Regulations.16 Specifically, the board of directors

would need to review documents, reports, certifica-

tions, and opinions of officers, employees, representa-

tives, outside vendors, and other individuals or enti-

ties, as necessary. The chairperson of the board or

senior officer would be required to certify that the

Covered Entity’s cybersecurity program complies

with NYDFS regulations. NYDFS provides a template

certification in the Proposal.

Notification to NYDFS

A Covered Entity must notify the NYDFS Superin-

tendent within 72 hours of becoming aware of a

Cybersecurity Event that has a reasonable likelihood

of materially affecting the normal operation of the

Covered Entity or Nonpublic Information.17 In addi-

tion, a Covered Entity must notify the NYDFS Super-

intendent when it notifies other government or self-

regulatory organizations of a Cybersecurity Event and

when a Cybersecurity Event involves “the actual or

potential unauthorized tampering with, or access to or

use of, Nonpublic Information.”

Audit Trail

The Proposal subjects Covered Entities to strict

audit trail requirements.18 Under the Proposal, an

Audit Trail must track and maintain data for complete

and accurate reconstruction of all financial transac-

tions and accounting necessary to enable the Covered

Entity to detect and respond to a Cybersecurity Event,
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as well as log all privileged access to “critical sys-

tems,” which are not defined under the Proposal. The

Audit Trail cannot be alterable or subject to tampering.

Further, a Covered Entity would be required to main-

tain records of the Audit Trail for six years (note that

the Proposal’s standard record retention period is five

years).19

Exclusion

Although the Proposal purports to exclude “small

firms”20 from some of the Proposal’s mandates, such

firms will still be subject to, among other things, the

requirements for a cybersecurity program, cybersecu-

rity policy, a third-party information security oversight

program, and the NYDFS cybersecurity event notifi-

cation requirements.

Initial Observations

The Proposal raises a number of important opera-

tional, compliance, and risk management concerns for

New York financial firms. We discuss some of these

concerns below.

Costs of Compliance

NYDFS’s “minimum standards” under the Proposal

will come at a high cost. The numerous mandatory

requirements that are in the Proposal would, if ad-

opted, materially increase operational and compliance

costs for New York financial firms, even for small

firms that in fact are not exempted from many of the

Proposal’s more substantial requirements. A central

question, however, is whether the costs of meeting

these new regulatory standards will necessarily result

in stronger cybersecurity, or will they divert limited

resources that would be better tailored and used to ad-

dress specific cyber risks? Effective cybersecurity

should be flexible and tailored to the risks and needs

of the program. While the Proposal cautions against

“being overly prescriptive so that cybersecurity

programs can match the relevant risks and keep pace

with technological advances,” it fails to recognize the

burdens imposed by the new regulatory requirements.

In turn, the mandatory regulations are likely to result

in higher cybersecurity costs and not necessarily more

effective cybersecurity programs.

Other Options to Foster Effective
Cybersecurity

Another question concerns the mandatory nature of

the new regulations. Since the Proposal recognizes the

“great success” of many firms in developing cyberse-

curity programs, it seems that enforcement efforts

could instead focus on those firms that lack effective

cybersecurity practices. An “across the board” manda-

tory new cybersecurity regimen is inconsistent with

the more flexible and tailored approach encouraged

by other government agencies, including those at the

federal level.

Certainly, promoting effective cybersecurity prac-

tices across firms with access to Nonpublic Informa-

tion remains essential. The question is whether and

why government should impose prescriptive manda-

tory requirements in stark contrast to more flexible

standards and best practices that encourage companies

to adopt strong cybersecurity programs.

As one example, currently, critical infrastructure

sectors (16 including the financial services sector)21

are subject to flexible cybersecurity measures pursu-

ant to the National Institute of Standards and Technol-

ogy (NIST) framework.22 The NIST framework was

established by an Executive Order with the goal that

each critical infrastructure sector would “maintain a

cyber environment that encourages efficiency, innova-

tion, and economic prosperity while promoting safety,

security, business confidentiality, privacy, and civil

liberties”23—calling for a voluntary, flexible frame-

work to achieve this goal.

In contrast, NYDFS acknowledges that many firms

have already increased their cybersecurity, but that

some firms that have not done so should “move swiftly

and urgently” so all Covered Entities are subject to

“minimum” cybersecurity standards. Instead of adopt-
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ing a flexible approach based on best practice stan-

dards that can be adapted as needed, NYDFS has

introduced new rigid mandates. The stringent require-

ments beg the question: Are mandatory measures the

best approach to preventing successful cybersecurity

attacks and protecting customer information? Or,

rather, should governments identify best practices and

standards that firms can tailor to their unique informa-

tion systems and cyber risks?

Expanding Concurrent Jurisdiction and

Inconsistent Standards

Most of the Covered Entities are subject to over-

sight by multiple regulatory authorities. The Proposal

would subject Covered Entities to multiple regulatory

requirements (such as notification requirements) and,

in some cases, diverging standards. For instance, New

York banking organizations generally are subject to

regulation and supervision by multiple federal bank

regulatory authorities, which in turn have adopted

their own guidance on information security practices,

policies, and procedures.24 Although the federal guid-

ance in our view for the most part is not materially at

odds with the substantive elements of the Proposal,

New York banking organizations will be subject to

more extensive prescriptive requirements than exist at

the federal level, and will have to assess their compli-

ance with the Proposal and assure that their cybersecu-

rity programs, policies, and procedures also align with

applicable federal guidance on the topic.

Notice Requirements

NYDFS broadly defines a Cybersecurity Event to

include an unsuccessful attempt to gain unauthorized

access to a Covered Entity’s Information Systems.25

Notification to the NYDFS Superintendent is required

“no later than 72 hours after becoming aware” of a

Cybersecurity Event that has a reasonable likelihood

of materially affecting the normal operation of the

Covered Entity or Nonpublic Information.26

In most cyber incidents, it is not possible to know

the scope, nature, and manner of the intrusion for

some time. For this reason, notification standards rec-

ognize that some time is normally required to deter-

mine the scope of the breach. Not much may be known

about the incident within the first 72 hours of a cyber

event. Most notification provisions also provide for

delayed notification upon the request of law

enforcement. Against other notification standards, the

proposed NYDFS notification standard is unrealisti-

cally short, unnecessarily broad (including unsuccess-

ful attempts), and imprecise on when it is triggered.

Also, are unsuccessful attempts, by definition,

nonmaterial? At what point would NYDFS expect a

Covered Entity to report an unsuccessful attempt to

gain access to its Information Systems?

NYDFS would require a Covered Entity to report

upon the “potential unauthorized tampering with, or

access to or use of, Nonpublic Information.” Thus,

because of the 72-hour notice requirement, a Covered

Entity may have to report about an attempt before it

can determine whether the attempt potentially tam-

pered with or accessed Nonpublic Information. The

Proposal is unclear on the kind of response Covered

Entities should expect NYDFS to have in this case or,

more broadly, upon any notification of a Cybersecurity

Event.

Notice requirements are growing in number across

state and federal statutes or regulations. One of the

challenges is that they apply different standards on

when notice may be given, and under what

circumstances. The Proposal adds new standards to

the regulatory maze of notification requirements. For

this reason, we previously have suggested that one

federal notification should uniformly apply.27

Annual Compliance Certification

The annual compliance certification potentially

opens the board of directors and senior officer to seri-

ous liability if the certification is later found to be

inaccurate or inadequate. Not only would there be the
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risk of direct liability to NYDFS, but a finding of an

inaccurate certification could potentially expose the

financial institution to private liability or collateral ac-

tion by other state or federal regulatory authorities.28

Moreover, NYDFS has not provided guidance on

whether a Covered Entity could explain material

noncompliance matters and remediation efforts taken

in response to such matters. It would not be surpris-

ing, however, if directors and senior officers were

reluctant to sign these certifications.

Regulatory Inflexibility?

In the introduction to the Proposal, NYDFS pro-

vides that “minimum standards” are necessary, but not

such that they are “overly prescriptive” and thereby

prevent cybersecurity programs to match evolving

risks. What kind of flexibility does a Covered Entity

have in establishing its cybersecurity program? Will a

Covered Entity’s designation of a CISO or determina-

tion to accept the risk of a deficiency found through

testing rather than remediate be second-guessed? The

Proposal does not mandate a recovery time objective

in the event of a cybersecurity incident. Practically

speaking, will NYDFS be concerned if a Covered

Entity is not operating as normal by the business day

following an event?29

Proposal’s Impact on Other Regulators

The self-described “new first-in-the-nation” cyber-

security regulation contains new mandatory standards.

It is likely that other state regulators may seek to emu-

late and adopt these new requirements, although it is

less certain whether federal financial regulators would

be encouraged to do the same. The mandatory regula-

tions will increase the costs of cybersecurity. Because

many companies have and are adopting strong cyber-

security policies, a key open question is whether more

effective cybersecurity will result from the adoption

of mandatory requirements such as these.

Next Steps

Covered Entities that fall within the scope of the

Proposal should consider commenting on the proposal

and continue to monitor actions that NYDFS takes in

connection with the Proposal and other cybersecurity

initiatives. After the Proposal is adopted, firms should

stay abreast of cybersecurity guidance issued by

NYDFS and enforcement actions NYDFS takes in re-

lation to cybersecurity programs, and update their

cybersecurity programs in light of guidance that

NYDFS offers, including guidance made available in

enforcement actions.
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Reserved. This article is provided as a general infor-
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imparting legal advice on any specific matter.
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