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LAW AND THE REGULATORY AUTHORITY

Legislative framework
Summarise the legislative framework for the protection of personal 
information jPI?( Does your Wurisdiction have a dedicated data protection 
law, Is the data protection law in your Wurisdiction based on any 
international instruments or laws of other Wurisdictions on privacy or data 
protection,

The United States (US) does not have a single comprehensive national law. Instead, 
privacy and data protection have historically been regulated in the US by general consumer 
protection law at the federal and state levels that broadly prohibit ‘unfair or deceptive acts or 
practices’. 

These general consumer protection laws are supplemented by a patchwork of federal and 
state laws regulating privacy and data security in respect of certain sectors, types of data 
and types of conduct. In response to the lack of comprehensive legislation at the federal 
level, since 2018, a growing number of US states have adopted ‘comprehensive’ privacy 
laws. These laws typically apply only to covered entities doing business in the state and they 
contain carveouts and thresholds for triggering application of the law, as explained in more 
detail below. 

At the federal level, key laws regulating privacy include the following.

• The Gramm-Leach-Bliley Act (GLBA) and its implementing rules, which apply to 
Hnancial institutions and regulate the collection and disclosure of non-public personal 
information. 

• The Fealth Insurance Portability and Accountability Act (FIPAA) and its implementing 
rules, which apply to healthcare providers, health insurers and vendors who support 
them and regulate protected health information. 

• The  3air  Credit  Reporting  Act  (3CRA)  as  amended by  the  3air  and  Accurate 
Credit Transactions Act (3ACTA), which primarily regulates the collection, use 
and dissemination of consumer credit information for decisions about credit, 
employment, insurance and housing and that establish a framework for preventing 
identity theft by helping consumers protect their credit information and making sure 
it is accurate. 

• The Children’s Online Privacy Protection Act (COPPA), which governs the online 
collection of personal information from minors under the age of 1V. 

• The 3amily Educational Rights and Privacy Act (3ERPA), which protects the privacy 
of student education records maintained by schools receiving federal funding. 

• The –ideo Privacy Protection Act (–PPA), which regulates the disclosure of video 
viewing history information. 

• The Electronic Communications Privacy Act (ECPA), which regulates wire, oral and 
electronic communications while those communications are being made, are in 
transit and when they are stored on computers, through three titles W Title 1 (known 
as the qiretap Act), Title II (known as the Stored Communications Act (SCA)) and 
Title III, which addresses pen register and trap and trace devices. 
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• The Telephone Consumer Protection Act (TCPA) and similar state laws, which 
together regulate telemarketing and other commercial calls, text messages and faxes, 
including placing heightened restrictions on autodialed, prerecorded and AI voice 
calls. 

• The Telemarketing Sales Rule, which re9uires telemarketers to disclose material 
information, prohibits misrepresentations, sets 9uiet hours and provides for a 
Do-Not-Call registry.

• The Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) 
Act, which regulates commercial email.

• The Cable Communications Policy Act of 1487 (the Cable Act), which grants cable 
subscribers rights to their personal information, re9uires cable providers to get 
consent for collecting and disclosing data and sets limits on what they can share 
without permission. 

• The Privacy Act  of  14J7,  which applies  to  federal  agencies  and governs the 
collection, maintenance and dissemination of records about individuals maintained 
in government records. 

• The Genetic Information Nondiscrimination Act of 2008 (GINA), which is designed 
to protect individuals from discrimination based on genetic information in health 
insurance and employment.

• The  3ederal  Information  Security  Management  Act  of  2002  (3ISMA),  which 
establishes a framework for securing federal information systems. 

• The Cybersecurity Information Sharing Act (CISA), which encourages private entities 
to share cybersecurity threat indicators and defensive measures with federal 
authorities. 

In addition to federal law, many states have enacted their own privacy and data protection 
laws. California led the effort  when it  enacted the California Consumer Privacy Act 
(CCPA) in 2018 (effective january 2020). The CCPA, later amended and expanded by the 
California Privacy Rights Act (CPRA), effective 1 january 202V, is one of the Hrst signiHcant 
comprehensive state privacy laws in the US inspired in part by international models like 
the European General Data Protection Regulation (GDPR). It established consumer rights 
regarding personal information, broadly deHned and imposed corresponding obligations on 
businesses across industries, rather than only within a single sector. The CCPA’s terminology 
and concepts (such as data sub:ect rights to access or delete personal information and 
restrictions on ‘selling’ personal information) borrow from global privacy norms, adapted to 
the US context.

A growing number of other states have followed California in implementing state privacy 
laws. As at the time of writing, 14 US states have enacted ‘comprehensive’ consumer privacy 
laws; 

• California (CCPA as amended by the CPRA)K 

• Colorado (the Colorado Privacy Act)K 

• Connecticut (the Connecticut Data Privacy Act)K

• Delaware (the Delaware Personal Data Privacy Act)K 

• Indiana (the Indiana Consumer Data Protection Act)K 
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• Iowa (the Iowa Consumer Data Protection Act)K 

• zentucky (the zentucky Consumer Data Protection Act)K 

• Maryland (the Maryland Online Data Privacy Act)K

• Minnesota (the Minnesota Consumer Data Privacy Act)K 

• Montana (the Montana Consumer Data Privacy Act)K

• Nebraska (the Nebraska Data Privacy Act)K 

• New Fampshire (the New Fampshire Consumer Data Privacy Act)K 

• New jersey (the New jersey Personal Data Privacy Act)K 

• Oregon (the Oregon Consumer Privacy Act)K 

• Rhode Island (the Rhode Island Data Transparency and Privacy Act)K

• Tennessee (the Tennessee Information Protection Act)K 

• Texas (the Texas Data Privacy and Security Act)K

• Utah (the Utah Consumer Privacy Act)K and 

• –irginia (the –irginia Consumer Data Protection Act). 

qhile these laws are generally referred to as ‘comprehensive’, most exempt small- to 
medium-si/ed businesses and contain industry exemptions and other carveouts that, at 
least to non-Americans, would seem to contradict that label. But this notion of being 
‘comprehensive’ must be viewed through the lens of federal privacy legislation, referenced 
above, which focuses only on speciHc sectors, data or business practices. 

The states have taken two main approaches to their comprehensive privacy laws. The Hrst 
is California, which developed its own distinct framework. The second includes most of the 
other states, which initially modelled their statutes on the draft qashington Privacy Act (Hrst 
introduced in 2014, but not yet enacted). To this day, California remains an outlier in several 
key respects; it is the only state that applies to employee and business contact data and the 
only state with a dedicated privacy regulator, the California Privacy Protection Agency.

Despite these different approaches, there are many commonalities across the US state 
privacy laws. Typically, they apply to entities that conduct business in the state and meet 
certain thresholds W for example, processing the personal data of a set number of state 
residents or meeting revenue criteria. Covered entities$businesses are sub:ect to obligations 
under these laws that map to common privacy principles, including those that underlie 
the GDPR, such as notice and transparency re9uirements, use limitations, data security 
re9uirements and vendor management. They also grant residents various rights over 
their personal information, such as rights to access, delete, correct or opt out of certain 
processing of personal information. 

As  additional  state  privacy  laws  have  taken  effect,  their  deHnitions,  scope  and 
enforcement mechanisms continue to evolve, including through periodic amendment. 
Recent amendments to the CCPA and the –irginia Consumer Data Protection Act highlight 
the divergent paths states are taking as legislatures revisit and reHne their approaches. 
3or example, the CCPA amendments expanded consumer rights (eg, right to correction 
and limiting use$disclosure of sensitive personal information), created an independent 
regulator (the California Privacy Protection Agency) and tightened business obligations 
like notice-at-collection. In contrast, the –irginia amendments clariHed exemptions (eg, for 
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nonproHts, employee data), Hne-tuned deHnitions and introduced sector-speciHc carveouts, 
re§ecting a business-friendly balance. This divergence makes compliance harder for 
companies, since a ‘one-si/e-Hts-all’ programme may not always be realistic. Businesses 
must track not :ust new state laws, but also ongoing amendments that reshape the rules in 
different directions.

In addition to the states with comprehensive laws, 3lorida has enacted the Digital Bill of 
Rights. qhile the law might appear to be a comprehensive law because it contains many 
of the principles found in the other state’s laws, 3lorida’s Digital Bill of Rights only applies to 
companies in the online advertising, smart speaker or app store business that are making 
over USN1 billion in global annual revenue, which carves out most businesses in that state. 

Three states W qashington, Nevada and New York W have enacted health information 
privacy laws and Connecticut expanded its general privacy law to incorporate qashington’s 
approach. qashington was the Hrst to enact its My Fealth My Data Act (MFMDA), which 
sought to Hll a gap in the law by protecting consumer health data otherwise not covered by 
FIPAA. The law deHnes ‘consumer health data’ so broadly, it could include any data arguably 
related to health, wellness, nutrition, Htness or related topics, including inferences and some 
critics have argued that this deHnition could basically encompass most types of personal 
information making this the strictest state privacy law in the country. The law covers entities 
that conduct business in qashington or that target qashington consumers, as well as ‘small 
business’ entities. Covered entities must maintain a consumer health data privacy policy on 
their homepage, obtain opt-in consent before collecting or sharing consumer health data and 
put in place protections for covered data. The law restricts geofencing around healthcare 
facilities and also includes private right of action. qhile Connecticut, Nevada and New York 
have passed health information laws similar to qashington (although the NY Governor has 
not yet signed the NY bill into law), none contain a private right of action. 

Three more states, Illinois, Texas and qashington, have enacted biometric information 
privacy laws. qhile each of these laws contains slightly different re9uirements for notice, 
consent, restrictions on sale and disclosure, security, retention and disposal, only Illinois 
contains a private right of action. The other states laws are enforced by the state AGs. Many 
other states regulate biometrics indirectly through their comprehensive privacy laws, where 
biometric data is categorised as sensitive and triggers heightened protections.

Given the challenge of conducting business in the patchwork environment described above, 
the US Congress has considered various proposals for a federal privacy law, such as the 
American Privacy Rights Act. Although bipartisan momentum has been building over the 
past few years, the proposals have stalled as legislators have failed to reach agreement on 
key points like pre-emption (whether a federal law would supplant the patchwork of state 
laws) and whether a federal privacy law should include a private right of action W allowing 
individuals to sue for violation of the law. 

Law stated - 31 October 2025

Data protection authority
’hich authority is responsible for overseeing the data protection law, 
’hat is the extent of its investigative powers,
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The US does not have a single, centralised data protection authority. At the federal level, the 
US 3ederal Trade Commission (3TC) is the closest analogue to a primary privacy regulator. 
The 3TC uses its broad authority under section 5 of the 3TC Act to prevent ‘unfair or 
deceptive acts or practices’ to address privacy and data security violations. The 3TC can 
investigate companies for failing to adhere to their own privacy policies or commitments 
and for engaging in conduct that unfairly puts consumers’ personal information at risk. 
qhile the 3TC’s powers under section 5 traditionally did not include the authority to levy 
civil Hnes for Hrst-time violations, the agency can (and fre9uently does) enter into consent 
orders, sometimes referred to as consent agreements. A consent order is an administrative 
settlement; the company does not admit wrongdoing, but agrees to abide by speciHed 
obligations (like audits, reporting, consumer redress, deletion of data and more) for a deHned 
period. If a company later violates such an order, the 3TC can then seek signiHcant Hnancial 
penalties.

The 3TC also enforces certain privacy laws, including COPPA, under which it can impose 
Hnes for violations in the Hrst instance. In recent years, the 3TC has been increasingly active 
in privacy enforcement, investigating issues from big tech companies’ data sharing practices 
to the ade9uacy of security measures protecting personal information. The Commission 
also has investigative tools at its disposal, such as the power to issue subpoenas and civil 
investigative demands to companies to obtain information.

–arious other federal authorities have enforcement powers and oversight depending on the 
law or regulation in 9uestion. 3or example, the US Consumer 3inancial Protection Bureau 
(C3PB) (along with federal banking regulators and state Hnancial regulators) enforces privacy 
and safeguards rules under GLBA for Hnancial institutionsK the US Department of Fealth and 
Fuman Services (FFS), through its OOce for Civil Rights (OCR), enforces FIPAA’s Privacy and 
Security Rules, investigating breaches of protected health information and other violationsK 
the 3ederal Communications Commission (3CC) enforces customer privacy provisions 
applicable to telecommunications carriers and addresses unlawful telemarketing practices 
alongside the 3TC. Additionally, agencies like the US Securities and Exchange Commission 
(SEC) regulate certain cybersecurity practices and disclosures for public companies, such as 
if a company fails to disclose material cyber incidents or risks. The US Department of justice 
(DOj) can also investigate and prosecute criminal violations of certain privacy-related laws, 
for example, computer hacking under the Computer 3raud and Abuse Act (C3AA).

At the state level, state Attorneys General (AGs) typically have primary enforcement authority 
of their state’s consumer protection law, as well as their state comprehensive privacy 
law, if any. State AGs generally can issue subpoenas for information and have reached 
large monetary settlements over alleged privacy and data security violations. California has 
established a dedicated enforcement agency for the CCPA, the California Privacy Protection 
Agency (CPPA). The CPPA is an independent regulator focused exclusively on privacy and 
can investigate businesses, issue subpoenas, conduct hearings and levy Hnes of its own for 
violations of the CCPA. 

Agencies may coordinate informally on enforcement. Some federal laws, such as FIPAA and 
COPPA, also authorise state AGs to enforce violations affecting residents of their respective 
states. The 3TC has often :oined state AGs in settlements and businesses are often sub:ect 
to enforcement under more than one regulatory authority in respect of the same conduct 
that are alleged to have violated more than one applicable law. 

Law stated - 31 October 2025
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Cooperation with other data protection authorities
Are there legal obligations on the data protection authority to cooperate 
with other data protection authoritiesq or is there a mechanism to resolve 
different approaches,

The US does not have a single dedicated data protection authority. 3ederal and state 
regulators generally are not re9uired by law to cooperate with each other. Each agency 
or authority operates relatively independently under its own statutory mandate. Fowever, 
in practice, enforcement authorities often do collaborate voluntarily and for eOciency, 
especially in high-proHle cases such as large-scale data breaches or nationwide privacy 
violations, where one authority with the closest nexus to the breach may take the lead 
on enforcement with the others :oining in cooperation on investigation and resolution. 3or 
example, where a ma:or data breach occurs and has a nationwide impact, state AGs often 
:oin a multi-state investigation and settlement. The 3TC also coordinates with state AGs 
when both are investigating the same company’s conduct that is alleged to violate privacy 
or data security re9uirements. Additionally, federal regulators overseeing speciHc industries 
might confer with each other or with state counterparts on overlapping issues W for example, 
OCR might coordinate with state health departments or insurance regulators in a healthcare 
breach affecting residents of multiple states.

Law stated - 31 October 2025

Breaches of data protection law
Can breaches of data protection law lead to administrative sanctions or 
ordersq or criminal penalties, How would such breaches be handled,

–iolations of privacy and data protection laws in the US can result in a range of penalties, 
predominantly civil (administrative or :udicial) and occasionally criminal. The conse9uences 
depend on the speciHc law violated and the egregiousness of the conduct, as different 
statutes carry different penalty provisions. 

qhile the ma:ority of privacy violations are addressed through civil litigation and regulatory 
enforcement, wilful or malicious conduct W like hacking, other malicious cyber intrusions 
or a public company’s deliberate concealment of a material data breach W can give rise to 
criminal liability. 

On the civil side, regulatory authorities may impose administrative sanctions or seek 
court orders against organisations for privacy violations. 3or example, the 3TC can bring 
enforcement actions against companies for failing to follow their privacy policies or 
for inade9uate data security practices deemed ‘unfair’ or ‘deceptive’ under the 3TC Act. 
Such 3TC actions can result in consent orders that re9uire the company to implement 
corrective measures, including establishing comprehensive privacy and information security 
programmes. 

qhile the 3TC historically lacked the power to levy monetary Hnes for initial privacy violations 
under section 5, it could Hne companies for violating a previously entered 3TC order. 
Moreover, when the 3TC enforces statutes that do provide for civil penalties (for example, 
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COPPA or violations of Do-Not-Call rules under the Telemarketing Sales Rule), it may seek 
signiHcant Hnes. 

State AGs enforcing state privacy laws can similarly seek civil penalties deHned by the 
respective privacy laws. Many of the new comprehensive state privacy laws set speciHc 
Hne amounts per violation, with penalties often ranging in the thousands of dollars per 
violation, sub:ect to caps or discretion of the court. If a company is found to have violated 
consumers’ rights under these state laws, the state AG may Hle suit and re9uest in:unctions, 
compliance orders and monetary penalties as authorised by the statute. 3or example, 
California’s CCPA allows civil penalties of up to USN2,500 per violation (or up to USNJ,500 per 
intentional violation or violations involving minors’ data), enforced by the state, not including 
any separate private lawsuits for data breaches.

Criminal penalties are not common in the privacy space, but certain misconduct can lead to 
criminal enforcement. In the privacy and cybersecurity context, if a company intentionally 
conceals a breach, lies to investigators or engages in conduct that constitutes wire fraud 
or obstruction, an enforcement agency might handle the civil and regulatory side, but 
refer criminal aspects to DOj or state AG. ECPA, which includes the qiretap Act and 
the Stored Communications Act (SCA), criminalises certain intentional interceptions of 
electronic communications and unauthorised access to stored communications. Similarly, 
the Computer 3raud and Abuse Act (C3AA) makes it a federal crime to access a computer 
without authorisation or to exceed authorisation and this law is often applied in hacking 
cases. –iolations of these statutes can result in criminal charges, with penalties ranging 
from Hnes to imprisonment, depending on the severity of the underlying conduct, with higher 
penalties available if the offence was committed for proHt, for malicious purposes or caused 
substantial harm. Many states have parallel state wiretap laws criminalising eavesdropping 
and unauthorised computer access. In addition, the DOj has pursued criminal actions 
against company executives over allegations of concealing data breaches. 

FIPAA also authorises criminal prosecution for particularly serious privacy violations in the 
healthcare sector. The DOj may prosecute knowing violations of FIPAA’s privacy or security 
rules and convictions may carry Hnes and even imprisonment with higher penalties if the 
offence involves intent to sell the data or other aggravating factors.

Law stated - 31 October 2025

Judicial review of data protection authority orders
Can PI owners appeal to the courts against orders of the data protection 
authority,

Yes. qhile there is no single US data protection authority, data owners generally have the right 
to appeal to the courts against orders of any enforcement authority. The process for appeal 
depends on the underlying enforcement authority. 3or example, parties sub:ect to 3TC 
enforcement may seek :udicial review of a Hnal agency order under section 5 of the 3TC Act 
by petitioning a US Court of Appeals. Similarly, under FIPAA, covered entities may challenge 
civil monetary penalties imposed by FFS through administrative appeal procedures, with 
further review available in federal court. 

In general, :udicial review of agency action is governed by the Administrative Procedure 
Act (APA), which allows courts to set aside agency actions that are arbitrary, capricious or 

Data Protection & Privacy 2026 Explore on Lexology

https://www.lexology.com/gtdt/workareas/data-protection-and-privacy?utm_source=GTDT&utm_medium=pdf&utm_campaign=Data+Protection+%26+Privacy+2026


RETURN TO CONTENTS

contrary to law. Fowever, because many privacy-related investigations are resolved through 
settlements or consent orders, :udicial review is commonly not pursued. 

Law stated - 31 October 2025

SCOPE

Exempt sectors and institutions
Does the data protection law cover all sectors and types of organisation 
or are some areas of activity outside its scope,

There is no one single comprehensive data protection law that covers all sectors and types 
of organisations. Instead, US privacy and data protection law is comprised of a patchwork 
of laws at the federal and state level that focus on sector (eg, healthcare, Hnancial services, 
telecommunications), businesses of a certain si/e (eg, state privacy laws), data viewed to 
be more sensitive (eg, health information, Hnancial data, biometrics), individuals viewed to 
be more vulnerable (eg, children, students, workers) and certain business practices (eg, 
marketing, telemarketing, credit reporting and background checks), for example. This is all 
backstopped by general consumer protection law at the state and federal levels. 

As a result, most sectors and most conduct involving the processing of personal information 
or other privacy-impacting conduct are covered by some aspect of law and, in many cases 
overlapping re9uirements of law. 3or example, a business that is not engaged in a regulated 
sector might not be sub:ect to a federal privacy law (aside from the obligation not to engage 
in deceptive or unfair practices under section 5 of the 3ederal Trade Commission (3TC) Act), 
but applicable state laws may still apply. And a healthcare business operating in qashington 
may be sub:ect to some aspects of the Fealth Insurance Portability and Accountability Act 
(FIPAA) as well as the My Fealth My Data Act (MFMDA).

State comprehensive privacy laws apply across industries but contain many exemptions. 
Typically, these laws apply to for-proHt businesses that meet certain thresholds (eg, they 
control or process personal data of a speciHed number of residents in that state or have 
revenues above a certain benchmark). They often exempt whole categories of organisations 
or data. Common exemptions apply to government agencies, non-proHts, employment or 
business-to-business data and data already regulated by certain federal laws, such as 
the Gramm-Leach-Bliley Act (GLBA) or FIPAA. Additionally, activities concerning publicly 
available information (like data from public records), de-identiHed data or aggregated data 
from the deHnition of ‘personal information’ and data needed to comply with legal obligations 
(court disclosures, etc.) are typically exempt. 

Law stated - 31 October 2025

Interception of communications and surveillance laws
Does the data protection law cover interception of communicationsq 
electronic marketing or monitoring and surveillance of individuals,

The primary federal law governing interception of communications is the Electronic 
Communications Privacy Act (ECPA) of 1486, as well as the qiretap Act, the Stored 
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Communications Act (SCA) and the Pen Register Act. The qiretap Act makes it generally 
illegal to intentionally intercept or record oral, telephone or electronic communications 
without at least one party’s consent, with an exception for law enforcement under court 
order. This applies, for example, to eavesdropping on phone calls or real-time interception 
of electronic data streams. 

The SCA complements the wiretap aspects of  the law by protecting the privacy of 
communications held in electronic storage, including emails stored on a server, from 
unauthorised access. In addition to the ECPA, nearly every state has its own wiretapping or 
eavesdropping law. Some states re9uire the consent of all parties to a communication before 
it can be recorded (‘two-party consent’ laws like in California), whereas others mirror the 
federal rule of one-party consent. –iolating these laws can lead to criminal prosecution and 
private lawsuits. In California, particularly, the California Invasion of Privacy Act (CIPA) has 
generated extensive private litigation focused on website data collection practices through 
cookies, pixels and other software. 3urther, the Computer 3raud and Abuse Act (C3AA) 
prohibits unauthorised access and exceeding one’s authority to access, computers and 
networks, which can include certain forms of electronic surveillance like installing spyware 
without permission. 
Email marketing is governed by CAN-SPAM, which sets rules for commercial email that 
re9uire senders to provide an opt-out mechanism, honour opt-out re9uests, include an 
accurate sub:ect line and header and not use deceptive content. CAN-SPAM largely 
pre-empts state laws on email to create a uniform standard, meaning state legislatures 
cannot impose additional re9uirements on email beyond what CAN-SPAM re9uires, with 
some narrow exceptions. Telemarketing, including text message marketing, is mostly 
regulated by the Telephone Consumer Protection Act (TCPA) and the Telemarketing and 
Consumer 3raud and Abuse Prevention Act, along with 3TC and 3ederal Communications 
Commission (3CC) regulations. The TCPA, enforced by the 3CC and through litigation, 
restricts unsolicited marketing calls and text messages, particularly those made using 
autodialers, prerecorded messages or AI voice. It established the National Do Not Call 
Registry, giving people a way to opt out of telemarketing calls. Telemarketers are prohibited 
from calling numbers on that registry (with some exceptions) and the TCPA mandates 
obtaining prior express consent for certain types of calls (notably, telemarketing robocalls to 
cell phones re9uire prior express written consent). The 3TC’s Telemarketing Sales Rule (TSR) 
also sets rules for telemarketing practices, such as time-of-day ‘9uiet hour’ restrictions and 
mandatory disclosures and prohibits deceptive telemarketing acts. 
In the online context, tracking and surveillance of individual behaviour (through cookies, 
pixels, etc.) has become a ma:or concern of privacy advocates, but US law addressing it 
is still developing. qhile there is not yet a federal law like the EU’s ePrivacy Directive or 
cookie regulations, the California Consumer Privacy Act (CCPA), along with newer state 
privacy laws, including in –irginia, Colorado, Connecticut and Utah, give consumers the right 
to opt out of the ‘sale’ or sharing of personal information for cross-context behavioural or 
targeted advertising, which has been interpreted to cover some forms of online data sharing 
for targeted advertising. In addition, California, Colorado, Connecticut, Delaware, Montana, 
Oregon, Texas and New jersey also re9uire businesses to honour a universal opt-out signal 
that lets consumers globally signal their preference not to be tracked or have their data sold. 
As referenced above, there has been signiHcant private litigation related to these practices 
under state wiretapping laws, such as CIPA. 

Law stated - 31 October 2025

Data Protection & Privacy 2026 Explore on Lexology

https://www.lexology.com/gtdt/workareas/data-protection-and-privacy?utm_source=GTDT&utm_medium=pdf&utm_campaign=Data+Protection+%26+Privacy+2026


RETURN TO CONTENTS

Other laws
Are there any further laws or regulations that provide speciRc data 
protection rules for related areas,

Some states have laws addressing privacy in speciHc contextsK for example, California 
has  CalECPA (re9uiring  law enforcement  to  get  a  warrant  for  accessing  electronic 
communications content) and others have laws on school records and genetic data privacy. 
3urthermore, privacy law is continually evolving to address artiHcial intelligence (AI) and 
automated decision-making. qhile no comprehensive national AI law exists yet, existing 
state privacy laws, including the Colorado AI Act and the Minnesota Privacy Act, include 
provisions on proHling and automated decisions re9uiring some form of transparency or the 
right to opt out of purely automated processing that produces legal or similarly signiHcant 
effects on a consumer. 

All 50 US states plus DC and Puerto Rico have laws re9uiring notiHcation to affected 
individuals in the event of a ‘breach of security’ involving their ‘personal information’. Each 
state deHnes its terms slightly differently, but these laws generally consider ‘personal 
information’ to include an individual’s name (Hrst name or initial and last name) when 
combined with another data element such as SSN, driver’s licence or state ID number 
or Hnancial account or credit or debit card number, which could lead to an increased 
risk of identity theft or Hnancial fraud. Some states have expanded their deHnitions of 
personal information to encompass additional elements, such as medical information, 
health insurance policy numbers, biometric data and online account credentials. The term 
‘breach of security’ generally means unauthorised ac9uisition of personal information and in 
a handful of states it also includes unauthorised access to personal information regardless 
of whether it was ac9uired. 

qhere notice is re9uired to be made to an individual, these breach notiHcation laws typically 
prescribe content for the notice, the timing of the notice, whether credit monitoring is re9uired 
and whether notice is re9uired to the regulator or other state agency at the time notice is 
provided to the individual. 

In many of these states, in addition to re9uiring notice of a breach when it occurs, state law 
also re9uires that covered persons and businesses implement reasonable administrative, 
physical and technical safeguards designed to protect personal information. These laws 
are  known as state  data security  laws and an example of  a  comprehensive law is 
Massachusetts, which re9uires a written information security programme (qISP), speciHes 
the minimum re9uired components of that programme and re9uires appointment of a data 
security coordinator. 

Law stated - 31 October 2025

PI formats
’hat categories and types of PI are covered by the law,

There is no single uniform deHnition of ‘personal information’ or ‘personal data’ in the US 
because the scope of what data is covered by the law varies depending on the law or 
regulation in 9uestion. In general, however, the core concept revolves around information 
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that can identify or be linked to a speciHc individual, such as name and address. Some 
state laws, such as the breach notiHcation laws and state data security laws, deHne 
personal information to mean information that could lead to identity theft of Hnancial 
fraud if compromised, such as individual’s name (Hrst name or initial and last name) in 
combination with another data element such as SSN, driver’s licence or state ID number or 
Hnancial account or credit or debit card number. Some states have expanded their deHnitions 
of personal information to encompass additional elements, such as medical information, 
health insurance policy numbers, biometric data and online account credentials (email 
address or username together with password or security 9uestion answers).

Additional deHnitions under federal law include ‘non-public personal information’ under the 
GLBAK ‘protected health information’ (PFI) under FIPAA, personal information of children 
under 1V as deHned in the Children’s Online Privacy Protection Act (COPPA)K and consumer 
credit and other consumer reporting information, as deHned in the 3air Credit Reporting Act 
(3CRA) and state law e9uivalents. 

The newer comprehensive state privacy laws use more expansive deHnitions of personal 
information or personal data, aligned with the European approach. 3or instance, the CCPA 
deHnes ‘personal information’ broadly as any information that ‘identiHes, relates to, describes, 
is reasonably capable of being associated with or could be reasonably linked (directly 
or indirectly) with a particular consumer or household’. This deHnition encompasses not 
:ust basic identiHers (like name, contact details, government IDs) but also things like 
purchasing habits, internet browsing history, geolocation data, audio or visual data (eg, 
photos, recordings), proHles and inferences drawn from other data to create a proHle about 
preferences or behaviour, etc. Under such laws, almost anything from IP addresses to device 
identiHers to traditional personal identiHers, if linkable to a person, is considered personal 
data and protected under the law.

Many laws, including most of the new state privacy laws, prescribe a subset of ‘sensitive’ 
personal information that re9uire extra protection (more detail on these below). Sensitive 
personal information deHnitions may vary depending on the statute, but typically include 
data like SSN, driver’s licence or passport numbers, account credentials, precise geolocation, 
racial or ethnic origin, religious or philosophical beliefs, genetic data, biometric information 
for identiHcation, health data and information about sex life or sexual orientation. Under 
California’s CCPA as amended by the California Privacy Rights Act (CPRA), consumers have 
a right to limit certain uses of ‘sensitive personal information’ (eg, limit its use to that which 
is necessary to perform the services or provide the goods). 

Law stated - 31 October 2025

Extraterritoriality
Is the reach of the law limited to PI owners and processors physically 
established or operating in your Wurisdictionq or does the law have 
extraterritorial effect,

Unlike the EU’s GDPR, which explicitly asserts some extraterritorial :urisdiction (reaching 
companies outside the EU that target EU residents), US laws do not usually have such clear 
provisions extending their reach outside of the United States. The crux of US :urisdiction is 
generally the concept of personal :urisdiction in US courts. jurisdiction may be case-speciHc.
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State privacy statutes fre9uently articulate their scope of applicability in terms designed to 
capture entities well beyond the state’s borders, including businesses located in other states 
or even abroad, so long as they engage with the state’s residents. 3or instance, the CCPA, 
as amended by the CPRA, applies to any for-proHt entity that ‘does business in California’ 
and meets speciHed statutory thresholds, irrespective of the entity’s physical location. The 
statute does not limit ‘doing business’ to maintaining a physical presenceK it may extend to 
online companies with no oOces in California but that offer goods or services to California 
consumers. Ultimately, however, enforcement presupposes that the entity is sub:ect to the 
:urisdiction of US authorities, a determination that will be highly fact-dependent.

Law stated - 31 October 2025

Covered uses of PI
Is all processing or use of PI covered, Is a distinction made between those 
who control or own PI and those who provide PI processing services to 
owners, Do owners‘q controllers‘ and processors‘ duties differ,

Not all processing of personal information is automatically covered under US privacy law. 
Most state comprehensive privacy laws apply only where certain threshold conditions are 
met, such as when a business processes personal information of a deHned minimum 
number of residents (eg, 100,000 consumers) or derives a certain percentage of its revenue 
from selling personal information. These laws also typically exclude certain data types (eg, 
publicly available information or de-identiHed data) and speciHc entities (eg, government 
agencies, non-proHts or entities regulated by speciHc federal laws). 

The US state comprehensive privacy laws distinguish between businesses$controllers on 
the one hand and vendors$service providers$processors on the other. In fact, some of the 
more recently enacted comprehensive state privacy laws explicitly adopt the European terms 
of controller and processor. Under these laws, a ‘controller’ is deHned as the person or 
entity that, alone or :ointly with others, determines the purpose and means of processing 
personal data. A ‘processor’ is an entity that processes personal data on behalf of a 
controller. Controllers must provide privacy notices to consumers, honour and respond to 
consumer rights, obtain consent for certain types of processing (like processing sensitive 
data, in most states) and conduct data protection assessments for high-risk processing. 
Processors, on the other hand, are re9uired to follow the instructions of the controller and 
assist the controller in meeting its obligations. The laws typically re9uire that a controller 
and processor enter into a contract that sets out the scope of processing and includes 
certain contractual re9uirements. zey contractual terms re9uired include conHdentiality, data 
security, deletion$return of data after the service is done, engaging sub processors only with 
consent and more. 

California  is  uni9ue  in  that  the  CCPA introduced  the  term ‘business’  (meaning  the 
organisation that determines the purposes and means of processing consumers’ personal 
information) and distinguishes the business from ‘service provider’ or ‘contractor’ (entities 
that process personal information on behalf of the business pursuant to a contract, akin 
to processors). Under CCPA, businesses have the primary responsibility for complying with 
consumer re9uests (like access or deletion), for disclosing practices and for ensuring data 
is handled properly. Service providers are contractually bound to use personal information 
only for the purposes speciHed by the business and to assist the business in fulHlling its 
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obligations (for example, by helping with responding to deletion re9uests or by not ‘selling’ 
the data). Regardless, service providers also have direct obligations and must not use the 
data they receive from a business for any separate ‘commercial’ purpose, outside the service 
they provide. 

Under state data breach notiHcation laws, the entity that owns or licences personal 
information W essentially the data controller W typically has the responsibility to notify 
affected individuals if they experience a data breach, while the service provider (the data 
‘processor’) that experiences a data breach typically has a duty to inform the controller. 
Fowever, contractual terms between the controller and processor may impact which entity 
would ultimately be responsible for notiHcation. 

FIPAA also designates ‘covered entities’ versus ‘business associates’, who are service 
providers to those entities who handle health data. Business associates under FIPAA must 
comply with many of the same safeguards and breach notiHcation re9uirements by law and 
by mandatory contract, but covered entities have the primary responsibility for patient rights, 
similarly to a controller’s duty. 

Law stated - 31 October 2025

LEGITIMATE PROCESSING OF PI

Legitimate processing – grounds
Does the law re:uire that the processing of PI be legitimised on speciRc 
groundsq for example to meet the owner‘s legal obligations or if the 
individual has provided consent,

US privacy law generally does not re9uire all personal information processing to be grounded 
in speciHc legal bases in the same structured way as the GDPR. Fowever, most of the 
US comprehensive state privacy laws do re9uire that certain types of processing re9uire 
:ustiHcation, either through consumer consent or through satisfaction of enumerated 
permissible purposes.

3ederal statutes often place conditions for when personal information may be processed 
and prohibit certain uses or re9uire consumer notice and consent before particular uses 
occur. 3or example, the Fealth Insurance Portability and Accountability Act (FIPAA) permits 
covered entities to use and disclose protected health information for treatment, payment 
and healthcare operations without patient authorisation, but re9uires speciHc written 
authorisation for uses beyond those categories, such as for marketing purposes. Similarly, 
the Gramm-Leach-Bliley Act (GLBA) allows the sharing of consumer Hnancial information 
among aOliates but restricts disclosure to non-aOliated third parties unless notice and 
opt-out re9uirements are met.

The US state comprehensive privacy laws are more explicit in outlining the grounds upon 
which data may be processed. These laws typically allow businesses and controllers to 
process personal information if the processing falls within one of a set of permitted 
legitimate purposes or if the consumer has provided consent. Commonly permitted 
purposes include providing re9uested goods or services, security and fraud prevention, 
compliance with legal obligations and internal operations related to the context of collection.
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Some state privacy laws go further than others by re9uiring opt-in consent for processing 
sensitive personal information, which includes information like racial or ethnic origin, health 
information, sexual orientation, biometric or genetic data and precise geolocation, among 
others. In such states, consent must be obtained through a clear, aOrmative act before 
such data is collected or used. The California Consumer Privacy Act (CCPA) as amended 
by the California Privacy Rights Act (CPRA), while not re9uiring opt-in for all sensitive data 
processing, allows consumers to limit the use of their sensitive personal information through 
a ‘Limit the Use of My Sensitive Personal Information’ mechanism. Consent is also re9uired 
under these laws for certain high-risk activities, such as processing children’s personal 
information or engaging in targeted advertising, particularly when combined with proHling 
or automated decision-making.

Law stated - 31 October 2025

Legitimate processing – types of PI
Does the law impose more stringent rules for processing speciRc 
categories and types of PI,

qhile the US lacks a uniform federal deHnition of ‘sensitive’ personal information, US 
state privacy laws distinguish between regular personal information and categories of 
‘sensitive’ personal information. As of 2025, states including California (CPRA), Colorado 
(CPA), Connecticut (CTDPA), –irginia (–CDPA), Oregon (OCPA), Texas (TDPSA), Utah (UCPA), 
Montana (MTCDPA), Delaware (DPPA), Iowa (IDPA), Minnesota (MPPA), Maryland (MDOPA), 
New Fampshire (NFPA), New jersey (NjPA) and Tennessee (TIPA) have recognised 
categories of sensitive personal information W typically involving health, biometric, precise 
geolocation, racial or ethnic data, Hnancial account details and similar categories W as 
deserving of heightened protection.

Most state privacy laws, such as those in California, Colorado or –irginia, re9uire that 
sensitive personal information be processed under heightened conditionsK for example, 
California’s CCPA allows consumers to opt-out of or limit the processing of their sensitive 
personal informationK Colorado’s CPA re9uires businesses to obtain consumers’ opt-in to 
the processing of their sensitive personal informationK while others permit processing if it’s 
‘reasonably necessary’ for disclosed business purposes. Maryland’s MODPA is uni9ue with 
a higher threshold and does not rely on only consumer consent. Instead, it prohibits the 
collection, processing or sharing of sensitive data W deHned broadly to include race, religion, 
health status, sexual orientation, biometric data, precise geolocation and children’s data W 
unless it is ‘strictly necessary’ to deliver a consumer-re9uested product or service. 

Consumer health data, often a subset of sensitive personal information, also receives 
additional protections under state law. 3or example, qashington (the My Fealth My Data 
Act) and Nevada (the Consumer Fealth Data Privacy Law) have enacted speciHc privacy laws 
that regulate how businesses can collect, use and share consumer health dataK Connecticut 
amended its state privacy law (CTDPA) in 202V to include heightened restrictions on 
processing, sharing and selling consumer health dataK and New York recently passed similar 
legislation (Senate Bill S424) to protect consumers from the unauthorised collection and use 
of health-related data but the New York Governor has not yet signed that bill into law. 

Data Protection & Privacy 2026 Explore on Lexology

https://www.lexology.com/gtdt/workareas/data-protection-and-privacy?utm_source=GTDT&utm_medium=pdf&utm_campaign=Data+Protection+%26+Privacy+2026


RETURN TO CONTENTS

In addition, federal statutes also aim to offer heightened protections for certain types of 
personal data; health data receives heightened privacy and data security protection under 
FIPPAK ‘non-public personal information’ maintained by Hnancial institutions is protected by 
GLBA safeguardsK the 3air Credit Reporting Act (3CRA) governs how consumer reporting 
agencies collect, use and disclose consumer credit informationK and the Genetic Information 
Nondiscrimination Act prohibits certain uses of genetic information, as well as state genetic 
information privacy laws. 

Relatedly, various state non-discrimination laws restrict the use of certain types of personal 
information when making decisions about individuals, particularly in areas like housing, 
employment  or  access  to  credit,  if  doing  so  would  harm members  of  a  protected 
group. 3or example, California’s Unruh Civil Rights Act prohibits discrimination in public 
accommodations and in the sale of goods or services based on a broad range of protected 
characteristics. Depending on the applicable statute, these can include sex, gender, age, race, 
religion, ethnicity, citi/enship, political aOliation, ideology, physical appearance, family status, 
sexual orientation, health condition, military or veteran status and source of income. 

Law stated - 31 October 2025

DATA HANDLING RESPONSIBILITIES OF OWNERS OF PI

Transparency
Does the law re:uire owners of PI to provide information to individuals 
about how they process PI, ’hat must the notice contain and when must 
it be provided,

There is no one comprehensive federal privacy law that universally governs the obligation to 
provide individuals with notice about collection and processing of their personal information. 
Instead, privacy notice obligations arise under a patchwork of federal and state privacy laws. 
The 3ederal Trade Commission (3TC), which serves as the primary regulator in the privacy 
context, views failure to disclose material data practices as an unfair business practice and 
inaccurate or omitted information in privacy notices to be a deceptive practice under section 
5 of the 3TC Act.

At the state level, California continues to re9uire the most prescriptive obligations for privacy 
notices. The California Consumer Privacy Act (CCPA) applies to both online and oPine 
personal information collection and mandates that businesses present consumers with 
a detailed privacy notice at or before the point of collection. This notice must disclose, 
among other elements, the categories of personal information collected, the sources of the 
information, the business purposes for collection or disclosure, whether the information is 
sold or shared with third parties (particularly for targeted advertising) and the duration or 
criteria used to determine data retention. The notice must also explain consumers’ rights 
under the law, including rights to access, delete, correct and limit the use of sensitive personal 
data and how to exercise them. qhere applicable, businesses must include a clear and 
accessible link titled ‘Do Not Sell or Share My Personal Information,’ as well as a separate 
notice regarding the use of sensitive personal information. The California Privacy Rights Act 
(CPRA) extended these re9uirements to human resources data and business-to-business 
(B2B) personal information after the expiration of former exemptions. As such, employees, 
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:ob applicants and independent contractors are expected to receive full privacy notices 
explaining how their data is processed and for what purposes.

Other state privacy laws impose similarly prescriptive notice obligations. Generally, entities 
must disclose all categories of personal and sensitive data collected, the purposes for 
processing each category, with whom the data is being shared and what data sub:ect rights 
are afforded to consumers. This is usually done through a website privacy policy or when the 
consumer interacts with the entity (often for the Hrst time). Recently, most of the state privacy 
laws offer similar data sub:ect rights, with the exception of a few nuances (for example, 
Colorado’s CPA re9uires disclosure of whether proHling is used to make decisions with legal 
or similarly signiHcant effects on individuals and Minnesota’s MNCDPA affords consumers 
the right to 9uestion the result of proHling). qhile formatting and accessibility standards vary, 
there is an emerging expectation that notices must be clear, concise and accessible. 

In addition to comprehensive privacy statutes, certain federal privacy laws impose speciHc 
notice obligations. 3or example;

• Under the Children’s Online Privacy Protection Act (COPPA), operators of websites or 
online services directed at children under age 1V or that knowingly collect information 
from such children, must provide a prominent online privacy notice detailing the types 
of personal information collected, uses, disclosures and parental rights, including 
rights to review or delete data.

• The Gramm-Leach-Bliley Act (GLBA) mandates that Hnancial institutions provide 
consumers with an initial and annual privacy notice. This notice must outline the 
types of non-public personal information collected, how it is shared (particularly with 
non-aOliated third parties) and the consumer’s right to opt out of certain types of 
disclosures. The Consumer 3inancial Protection Bureau (C3PB) and other agencies 
maintain model privacy notice forms that, if used properly, grant safe harbour 
protection.

• The 3air Credit Reporting Act (3CRA), as amended by the 3air and Accurate Credit 
Transactions Act (3ACTA), re9uires consumer reporting agencies and certain data 
users to provide speciHc notices in various contexts, including in adverse action 
letters, identity theft investigations, aOliate sharing and employment screenings.

• The Fealth Insurance Portability and Accountability Act (FIPAA) re9uires covered 
entities to issue a Notice of Privacy Practices (NPP) to patients at the time of the Hrst 
service encounter or as soon as reasonably practicable thereafter. This notice must 
describe the entity’s legal duties, how PFI is used or disclosed and individuals’ rights 
regarding their PFI, including access, amendment and complaints.

• The California Online Privacy Protection Act (CalOPPA) re9uires any commercial 
website or online service that collects personal information from California residents 
to conspicuously post a privacy policy detailing categories of data collected, 
third-party sharing practices and the operator’s response to ‘Do Not Track’ signals.

Law stated - 31 October 2025

Exemptions from transparency obligations
’hen is notice not re:uired,
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Although most US privacy laws impose obligations to provide notice when collecting or 
sharing personal information, there are certain circumstances where this duty may not apply. 
Most notably, notice is not re9uired when the entity collecting data falls outside the scope 
of the relevant lawK for example, if an entity does not meet the applicability threshold with 
respect to the number of state residents, revenue or volume of data processing. 

Law stated - 31 October 2025

Data accuracy
Does the law impose standards in relation to the :ualityq currency and 
accuracy of PI,

US privacy law does not impose a general obligation to ensure that personal information is 
accurate, current or complete. Fowever, state privacy laws increasingly provide consumers 
with the right to correct inaccuracies in their personal data. 3or example, under the 
CCPA$CPRA, CPA, CTDPA, INCDPA, –CDPA and other laws, consumers may re9uest that 
a business correct inaccurate personal information maintained about them. qhile these 
statutes grant correction rights, they do not yet impose prescriptive accuracy standards 
or re9uire businesses to independently verify or update personal data unless a consumer 
initiates a correction re9uest.

In contrast, 3CRA imposes strict accuracy standards on consumer reporting agencies 
and those using consumer reports for employment, credit, insurance or other authorised 
purposes. Agencies must maintain ‘maximum possible accuracy’ of information and 
respond to consumer disputes within prescriptive timelines. Consumers have the right to 
dispute inaccurate information in their credit reports and agencies must investigate and 
correct inaccuracies. 

Under the FIPAA Security Rule, covered entities must ensure the ‘integrity’ of electronic 
protected health information (ePFI), including safeguarding against improper alteration or 
destruction. Although not framed as accuracy per se, this obligation ensures data remains 
reliable for its intended use.

Law stated - 31 October 2025

Data minimisation
Does the law restrict the types or volume of PI that may be collected,

As an overarching principle, the Privacy Act of 14J7 mandates that federal agencies 
only collect the minimum amount of personal information necessary to accomplish their 
purposes. The 3TC often includes data minimisation re9uirements as part of its consent 
decrees at the enforcement level. FIPAA re9uires covered entities to adhere to a ‘minimum 
necessary’ standard when using or disclosing protected health information. Other laws, such 
as 3CRA or the GLBA, emphasise proper use and security rather than explicitly limiting 
collection practices.

State comprehensive privacy laws do include express data minimisation re9uirements. 
Importantly, the trend in state laws is toward tying collection to speciHc, articulated purposes. 
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3or example, California mandates that businesses collect personal information only to the 
extent that it is reasonably necessary and proportionate to achieve the purposes disclosed 
in the notice provided to consumers. Similarly, –irginia’s –CDPA, as well as laws in Colorado, 
Connecticut, Oregon and others, re9uire controllers to limit data collection to what is 
‘ade9uate, relevant and reasonably necessary’ in relation to the purposes for which the data 
is processed. These laws also prohibit collection and use of personal data for secondary 
purposes unless those purposes are disclosed and permitted by law or consent is obtained.

Law stated - 31 October 2025

Data retention
Does the law restrict the amount of PI that may be held or the length of 
time for which PI may be held,

US privacy law does not impose a uniform limit on data retention. Instead, obligations related 
to data retention are scattered across a patchwork of sector-speciHc federal laws, general 
state privacy laws and common law considerations. qhere restrictions do apply, they are 
typically framed around principles of reasonableness, necessity or purpose alignment rather 
than Hxed duration limits. 

At the federal level, certain laws impose speciHc retention re9uirements based on the 
type of data and the entity’s role. 3or example, FIPAA re9uires covered entities to retain 
speciHc documentation for six years from the date of creation or the date it was last in 
effect, whichever is later. 3inancial institutions may be sub:ect to retention rules under laws 
such as the Bank Secrecy Act or the GLBA. Employers are sub:ect to retention rules for 
employment-related records under the E9ual Employment Opportunity Commission (EEOC) 
and 3air Labor Standards Act (3LSA), which include time frames for preserving payroll 
records and personnel Hles.

These  obligations  are  typically  minimum retention  periods  rather  than  maximums. 
Conversely, there is often an expectation of data deletion or minimisation once data is 
no longer needed for the purpose for which it was collected. 3or example, California’s 
CCPA$CPRA mandates that businesses inform consumers, at or before the point of 
collection, of the length of time they intend to retain each category of personal information 
W or, if that is not feasible, the criteria used to determine the retention period. Additionally, 
businesses must not retain personal information ‘longer than is reasonably necessary’ for 
the disclosed purposes. BIPA, for example, re9uires destruction of biometric data either 
when the initial purpose for collection is satisHed, within three years of the individual’s 
last interaction with the entity or within V0 days of a deletion re9uest. Other state privacy 
laws similarly re9uire controllers to limit retention to what is reasonably necessary and 
proportionate to the purposes for which the personal data is processed. 

Law stated - 31 October 2025

Purpose limitation
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Are there any restrictions on the purposes for which PI can be used by 
owners, If there are purpose limitations built into the lawq how do they 
apply,

Yes, the concept of purpose limitation, that personal information collected for one reason 
should not be repurposed for a secondary or unrelated purpose, has become a core principle 
in US data privacy regulation, particularly through the newer state privacy laws.

Under such state privacy laws, businesses must disclose the speciHc purposes for which 
personal information is collected or processed at or before the point of collection. They must 
limit use of the data to those purposes unless a legal exception applies or the consumer 
provides aOrmative consent for the new use. The laws also prohibit processing personal 
information in a way that is ‘not reasonably necessary or compatible with’ the disclosed 
purposes unless the consumer is notiHed and, in some cases, consents to the additional 
processing. This has particular implications for practices like targeted advertising, data 
monetisation and automated decision-making, which are often treated as separate purposes 
that re9uire separate :ustiHcation or opt-out mechanisms.

At the federal level, purpose limitation is more context dependent. FIPAA, for example, 
restricts use of protected health information to treatment,  payment and healthcare 
operations unless patient authorisation is obtained. Similarly, the GLBA limits Hnancial 
institutions from using consumer data beyond the original disclosed purposes without 
affording opt-out rights.

Law stated - 31 October 2025

Automated decision-making
Does the law restrict the use of PI for making automated decisions 
without human intervention that affect individualsq including proRling,

US privacy law does not currently impose broad, uniform restrictions on automated 
decision-making or proHling at the federal level. Fowever, several state privacy laws have 
begun to introduce speciHc rights and limitations regarding decisions made solely by 
automated means.

The CPRA grants the California Privacy Protection Agency (CPPA) the authority to issue 
regulations governing the use of personal information in automated decision-making 
contexts, including proHling. As of mid-2025, the CPPA has proposed draft rules re9uiring 
businesses to provide consumers with pre-use notices, opt-out rights and, in certain high-risk 
scenarios, opportunities to re9uest meaningful human review. These rules apply to decisions 
that produce legal or similarly signiHcant effects, such as those relating to employment, 
credit, insurance, housing or access to essential services. qhile Hnalisation of these rules 
has been delayed, enforcement could begin as early as 2026, positioning California as a 
frontrunner in regulating algorithmic processing of personal information.

Several other state privacy laws, including those in Colorado, Connecticut, Delaware, Oregon 
and –irginia, provide consumers with explicit rights to opt out of proHling in furtherance 
of decisions that produce legal or similarly signiHcant effects. These statutes deHne 
‘proHling’ as any automated processing of personal data to evaluate, analyse or predict 
personal aspects related to an individual’s economic situation, health, preferences, interests, 
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behaviour, location or movements. Entities sub:ect to these laws are re9uired to disclose 
the existence of such proHling and must enable individuals to opt out. Minnesota’s MNCDPA 
takes this a step further and affords consumers the right to 9uestion the results of proHling. In 
some :urisdictions, additional duties apply, such as conducting data protection assessments 
before engaging in high-risk automated processing.

At the federal level, there is currently no general prohibition or consumer right to opt out 
of proHling or automated decision-making. Fowever, certain federal laws indirectly address 
the issue. 3CRA, for example, re9uires notice and allows individuals to dispute adverse 
decisions made based on consumer reports, including automated credit decisions. Likewise, 
employment and housing discrimination laws may limit the use of algorithms that result 
in disparate impact, particularly when using protected characteristics as inputs. 3ederal 
regulators, including the 3TC, have expressed concern about the use of algorithms in 
ways that may be discriminatory, opa9ue or deceptive. The 3TC has indicated that biased 
or unexplainable algorithmic decisions may violate section 5 of the 3TC Act if they are 
unfair or deceptive to consumers, particularly if transparency is lacking or explanations are 
misleading.

Law stated - 31 October 2025

SECURITY 

Security obligations
’hat security obligations are imposed on PI owners and service providers 
that process PI on their behalf,

US privacy and data protection law imposes a combination of  statutory,  regulatory 
and common law security obligations on organisations that handle or process personal 
information. These obligations vary by sector, data type and :urisdiction but generally re9uire 
covered entities to implement ‘reasonable’ administrative, technical and physical safeguards 
to protect data from unauthorised access, use or disclosure. There is no single uniform 
standard, but several statutes and enforcement agencies have shaped the key expectation 
that data security programmes be risk-based, proportionate and documented.

At the federal level, key sector-speciHc laws impose security re9uirements;

• The Fealth Insurance Portability and Accountability Act (FIPAA) mandates that 
covered entities and business associates maintain appropriate administrative, 
physical  and technical  safeguards to  ensure  the conHdentiality,  integrity  and 
availability of electronic protected health information (ePFI). The FIPAA Security 
Rule,  which has proposed updates pending by the Department of Fealth and 
Fuman Services (FFS), prescribes implementation speciHcations, including access 
controls, audit logging, encryption and workforce training. Covered entities must also 
conduct periodic security risk assessments and maintain policies and procedures 
documenting their security posture.

• The Gramm-Leach-Bliley Act (GLBA) re9uires Hnancial institutions to implement 
comprehensive information security programmes under its Safeguards Rule, recently 
updated by the 3ederal Trade Commission (3TC) in202V to expand re9uirements. 
Covered entities must now designate a 9ualiHed individual to oversee the programme, 
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conduct  written risk assessments,  monitor  service providers for  compliance, 
implement multi-factor authentication and conduct annual reporting to boards of 
directors. 

• The 3TC, through section 5 of the 3TC Act,  has long asserted that failure to 
implement reasonable security measures can constitute an unfair practice. The 3TC 
has developed de facto standards through enforcement actions for what constitutes 
reasonable data security. These include regular risk assessments, encryption of 
sensitive data, employee training, secure software development, vulnerability testing 
and incident response preparedness.

• The Children’s Online Privacy Protection Act (COPPA) re9uires covered entities to 
‘establish and maintain reasonable procedures to protect the conHdentiality, security 
and integrity of personal information collected from children.

In addition to sector-speciHc re9uirements, many state laws impose direct or indirect 
security obligations. Massachusetts Regulation 201 CMR 1J.00 mandates a written 
information security programme (qISP) with technical and administrative safeguards. 
New York’s SFIELD Act similarly re9uires businesses to adopt safeguards appropriate 
to  the  si/e  and complexity  of  the  business,  the  nature  of  the  data  and the  risk  of 
harm. Additionally, the NYD3S Cybersecurity Regulation (2V NYCRR Part 500) imposes 
speciHc, prescriptive security re9uirements on covered Hnancial institutions, including banks, 
insurance companies and virtual currency businesses operating in New York. Entities must 
implement a risk-based cybersecurity programme, designate a chief information security 
oOcer (CISO), conduct periodic risk assessments and maintain audit trails, multi-factor 
authentication and encryption for non-public information. BIPA, re9uires reasonable security 
measures for businesses handling or processing biometric data. These obligations apply 
both to data controllers and, through contractual obligations, to processors or service 
providers.

There are also several cybersecurity standards that are industry speciHc. 3or example, 
the NIST Cybersecurity 3ramework provides voluntary guidance to assist organisations in 
identifying and managing critical infrastructure cybersecurity risks (and also offers privacy 
and cybersecurity frameworks across other industries)K the 3ederal Energy Regulatory 
Commission (3ERC), in collaboration with the North American Electric Reliability Corporation 
(NERC), establishes and enforces cybersecurity standards for the electric grid through 
the Critical Infrastructure Protection (CIP) standards that aim to protect the reliability and 
security of the bulk power system against cyber threats. 

Law stated - 31 October 2025

NotiKcation of data breach
Does the law include jgeneral or sector-speciRc? obligations to notify 
the supervisory authority or individuals of data breaches, If breach 
notiRcation is not re:uired by lawq is it recommended by the supervisory 
authority,

As of  2025,  all  50  states,  the  District  of  Columbia,  Puerto  Rico,  Guam and the  US 
–irgin Islands have enacted data breach notiHcation laws that re9uire organisations to 
notify individuals (and depending on the criteria, regulators and the media) when speciHc 
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categories of personal information are accessed or ac9uired by unauthorised parties. 
Several federal statutes also impose breach notiHcation re9uirements in regulated sectors.

qhile the speciHcs vary by :urisdiction, most state breach notiHcation laws apply when a 
business experiences a security incident that results in the unauthorised ac9uisition (or, in 
some states, even unauthorised access) of certain deHned types of personal information. 
The deHnition of ‘personal information’ for breach purposes typically includes combinations 
such as name plus SSN, driver’s licence number, Hnancial account credentials, etc. State laws 
typically re9uire notiHcation to affected individuals without unreasonable delay following 
the discovery of a breach, sub:ect to speciHc timing thresholds (eg, V0 or 75 days in 
certain :urisdictions). In some states, notiHcation must also be provided to state regulators, 
such as the attorney general, particularly where the breach affects a threshold number 
of residents (often 500 or more). Several states also mandate notiHcation to consumer 
reporting agencies when the number of affected individuals exceeds a set threshold. Many 
statutes permit delays in notiHcation if law enforcement determines that notiHcation would 
impede an investigation. Additionally, notiHcation may not be re9uired where the organi/ation 
determines, after a documented risk assessment, that there is no reasonable likelihood of 
harm to the affected individuals W often referred to as a ‘risk of harm threshold’. Fowever, 
some :urisdictions (eg, California) impose notiHcation duties regardless of risk.

Under NYD3S rules, covered entities must notify the Department within J2 hours of 
determining that a cybersecurity event has occurred that either (1) triggers notice obligations 
to another regulator or (2) has a reasonable likelihood of materially harming normal 
operations. This re9uirement is independent of consumer notiHcation obligations under New 
York’s general breach statute.

At the federal level, sector-speciHc breach notiHcation obligations also exist. Under FIPAA, 
covered entities must notify affected individuals within 60 days of discovering a breach of 
unsecured protected health information. NotiHcations must also be provided to the US FFS 
and, in certain cases, to the media. The GLBA, as interpreted by various Hnancial regulators, 
re9uires Hnancial institutions to notify affected individuals and sometimes federal authorities 
after data breaches involving sensitive Hnancial information. The 3TC’s Safeguards Rule 
also imposes incident response obligations on non-bank Hnancial institutions. The 3ederal 
Communications Commission (3CC) mandates breach notiHcation under its Customer 
Proprietary Network Information (CPNI) rules for telecommunications carriers. The SEC, 
following its 202V cybersecurity rules, now re9uires certain public companies to Hle a 3orm 
8-z within four business days of determining that a cybersecurity incident is material. In 
addition to legal re9uirements, US regulators, including the 3TC and state AGs, have used 
enforcement actions to penalise companies for failing to provide timely or ade9uate breach 
notiHcations. 

Law stated - 31 October 2025

INTERNAL CONTROLS

Accountability
Are owners or processors of PI re:uired to implement internal controls 
to ensure that they are responsible and accountable for the PI that they 
collect and useq and to demonstrate compliance with the law,
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Accountability for handling personal information is often operationalised through written 
policies, training, audits, vendor oversight and formal data governance programmes.

Under the California Privacy Rights Act (CPRA), businesses must implement reasonable 
security procedures and practices appropriate to the nature of the personal information 
collected. The law also re9uires businesses to disclose retention periods, respond to 
consumer rights re9uests and ensure that third-party contracts include provisions restricting 
data use. qhile not framed expressly as ‘accountability,’ these re9uirements together 
re§ect the re9uirement that internal controls must be documented and enforced. NYD3S 
also reinforces accountability through its cybersecurity regulation, which re9uires annual 
certiHcation of compliance by the board or senior oOcer, ongoing cybersecurity training and 
board-level oversight of cybersecurity risks. Amendments over time have strengthened these 
duties by re9uiring more detailed documentation of risk assessments, incident response 
planning and board expertise in cybersecurity oversight.

Other state privacy statutes, including those in –irginia, Colorado, Connecticut, Oregon, 
Delaware and Texas, introduce explicit accountability re9uirements for data controllers. 
These include duties to implement and maintain reasonable administrative, technical and 
physical data security safeguardsK enter into binding contracts with processors that delineate 
roles, responsibilities and permitted uses of dataK and maintain documentation suOcient to 
demonstrate compliance with the statute.

At the federal level, accountability is enforced largely through sector-speciHc rules and 
regulatory expectations. 3or example, the Fealth Insurance Portability and Accountability 
Act (FIPAA) Security Rule re9uires covered entities and business associates to implement 
documented policies, designate a security oOcial, conduct periodic risk assessments 
and provide workforce training. The 3ederal Trade Commission’s (3TC) consent orders 
in  enforcement  actions  typically  mandate  that  companies  develop  and  maintain 
comprehensive privacy and data security programmes, including written policies and 
procedures, board-level reporting and third-party audits for 10 to 20 years. Moreover, 
emerging federal rules, such as those under the SEC’s cybersecurity disclosure re9uirements, 
re9uire public companies to maintain controls for identifying and managing cybersecurity 
risks and to disclose their governance approach to incident response. These rules place 
increased pressure on boards and C-suites to actively oversee data risk management and 
documentation efforts.

Law stated - 31 October 2025

Data protection o<cer
Is the appointment of a data protection oFcer mandatory, ’hat are the 
data protection oFcer‘s legal responsibilities, Are there any criteria that 
a person must satisfy to act as a data protection oFcer,

There is no single, uniform re9uirement to appoint a data protection oOcer (DPO) under 
US law, but the law increasingly expects companies to designate responsibility for privacy 
and data protection to senior personnel with appropriate expertise. Fowever, several laws, 
particularly sector-speciHc federal laws and state privacy laws, re9uire organisations to 
designate individuals or roles with speciHc responsibilities for privacy or security oversight, 
creating a functional e9uivalent of the DPO role.
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Most of the state comprehensive privacy laws do not re9uire the appointment of a ‘Data 
Protection OOcer’ by name. Fowever, several of these laws impose duties that effectively 
necessitate assigning a senior privacy lead. 3or example, Colorado re9uires controllers to 
document their privacy programme and designate individuals responsible for overseeing 
data governance and risk assessmentsK and Connecticut, –irginia, Oregon and other states 
have similar provisions, particularly around risk assessments, third-party oversight and 
high-risk processing activities. In these :urisdictions, while no speciHc title is re9uired, the 
obligations to manage privacy compliance across functions necessitates the need for 
designated leadership.

At the federal level, sector-speciHc statutes explicitly re9uire designations. The FIPAA 
Security Rule mandates that covered entities and business associates appoint a security 
oOcer responsible for developing and implementing security policies and procedures. 
Under the 3TC’s amended Safeguards Rule, non-bank Hnancial institutions must designate 
a 9ualiHed individual to oversee their  information security programme. That person 
must regularly report to the board of directors or e9uivalent governing body on the 
programme’s status, risk landscape and compliance metrics. Additionally, in the 3TC’s 
consent orders, companies are often re9uired to appoint a person responsible for privacy or 
security programme administration. These individuals must report internally and externally, 
document their activities and sometimes undergo training or certiHcation.

Law stated - 31 October 2025

Record-keeping
Are owners or processors of PI re:uired to maintain any internal records 
relating to the PI they hold, 

Although record-keeping obligations under US privacy law vary depending on the regulation, 
sector and :urisdiction, an increasing number of laws re9uire that organisations maintain 
internal documentation relating to their processing of personal information. 

Most  state  comprehensive  privacy  laws  impose  implicit  or  explicit  documentation 
obligations. 3or example, the CPRA and the Colorado Privacy Act (CPA) re9uire businesses 
to maintain records of consumer re9uests and their responses for at least 27 months. 
Additionally, CPRA regulations mandate record-keeping around certain disclosures, data 
sales$sharing practices, opt-out mechanisms and risk assessment outcomes. Businesses 
sub:ect to CPRA audits or enforcement must be able to produce evidence of compliance. 
Several state privacy laws go further by re9uiring privacy impact assessments for speciHc 
high-risk processing activities, such as targeted advertising, proHling with legal or similarly 
signiHcant effects or processing sensitive data, including in Delaware, Montana, Oregon, 
–irginia, Texas and more. These assessments must be documented and retained for 
regulator review upon re9uest. In many cases, businesses must also keep records of 
third-party processing contracts, consumer opt-outs and internal decisions relating to 
purpose compatibility and minimisation.

qhile not all state laws impose detailed record-keeping rules across the board, best practices 
now call for maintaining a processing inventory or data map, documenting the categories of 
data collected, the purposes for which it is used and the legal bases or consumer choices 
enabling such processing. 
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By contrast, record-keeping is more deHned in regulated sectors at the federal level. Under 
FIPAA, covered entities must retain privacy-related policies, procedures and complaints 
for at least six yearsK the Gramm-Leach-Bliley Act (GLBA) Safeguards Rule and SEC 
cybersecurity rules re9uire documentation of security programmes, risk assessments, board 
reporting and incident response policiesK and the 3air Credit Reporting Act (3CRA), Children’s 
Online Privacy Protection Act (COPPA) and 3amily Educational Rights and Privacy Act 
(3ERPA) all include documentation duties speciHc to the regulated data or activity. 

Law stated - 31 October 2025

Risk assessment
Are owners or processors of PI re:uired to carry out a risk assessment in 
relation to certain uses of PI,

US privacy law, particularly at the state level, increasingly re9uires controllers to conduct data 
protection assessments (DPAs) for speciHc high-risk processing activities. qhile there is no 
nationwide obligation to conduct general privacy impact assessments, a growing number of 
states now impose assessment duties.

Under  the  CPA,  Connecticut’s  CTDPA,  –irginia’s  –CDPA,  Oregon’s  OCPA and others, 
controllers must conduct documented risk assessments before engaging in the following 
activities; processing personal data for targeted advertisingK selling personal dataK engaging 
in proHling that presents a reasonably foreseeable risk of legal effects or similarly signiHcant 
impactsK processing sensitive dataK or conducting any processing that presents a heightened 
risk of harm to consumers. These assessments must identify and weigh the beneHts of 
the processing against potential risks to the rights of the consumer, taking into account 
safeguards that mitigate those risks. The assessments must be made available to regulators 
upon re9uest but are generally protected as conHdential and exempt from public disclosure.

California’s CPRA does not use the term ‘risk assessment’ per se in the statute, but the 
California Privacy Protection Agency (CPPA) is empowered to issue regulations re9uiring 
businesses to conduct ‘privacy risk assessments’ for processing that presents signiHcant 
risks to consumers’ privacy. Proposed regulations are expected to deHne these assessments 
and may mirror those in other states, including re9uirements for weighing consumer harm, 
assessing sensitive data use and reviewing algorithmic fairness and discrimination.

Although not framed as privacy assessments, federal regulators have imposed similar 
expectations.  Under  FIPAA,  covered  entities  must  conduct  periodic  security  risk 
assessments to evaluate threats to the conHdentiality, integrity and availability of electronic 
protected health information. The 3TC, in enforcement actions, has re9uired companies to 
perform documented assessments of their data handling practices, particularly where unfair 
or deceptive conduct is alleged. The SEC’s cybersecurity disclosure rules, effective from 
late 202V, re9uire public companies to assess and disclose material cybersecurity risks, 
including vulnerabilities and mitigations, effectively embedding a form of risk assessment 
into securities governance.

Law stated - 31 October 2025
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Design of PI processing systems
Are there any obligations in relation to how PI processing systems must 
be designed,

An increasingly common trend has been the principle of privacy by design, which means that 
privacy protections should be integrated into products, services and business processes 
from the outset. The substance of privacy-by-design obligations can be seen in data 
minimisation, purpose limitation and risk assessment re9uirements.

Under California’s CPRA, businesses must implement practices that ensure personal 
information is collected, used, retained and shared only as reasonably necessary and 
proportionate to the purpose for which it was collected. This includes limiting sensitive 
data processing and respecting user preferences, such as opt-outs from data sales 
or targeted advertising, through mandatory technical integrations (eg, honouring Global 
Privacy Control signals). These re9uirements, especially when combined with the CPPA’s 
anticipated regulations on automated decision-making and risk assessments, effectively 
impose privacy-by-design obligations at the system architecture level. 

System design obligations are also apparent in vendor management and data protection 
impact assessment re9uirements, as controllers must assess whether third-party systems 
they use comply with privacy commitments and do not introduce excessive risk. In regulated 
sectors, system design is explicitly mandated. The 3TC’s Safeguards Rule re9uires non-bank 
Hnancial institutions to integrate security into system development life cycles and to 
test applications for security vulnerabilitiesK the FIPAA Security Rule calls for technical 
safeguards to be implemented as part of system conHguration and designK and the SEC’s 
cybersecurity rules re9uire public companies to describe how board governance and 
system-level controls mitigate data and operational risk.

Law stated - 31 October 2025

REGISTRATION AND NOTIFICATION

Registration
Are PI owners or processors of PI re:uired to register with the supervisory 
authority, Are there any exemptions,  ’hat are the formalities for 
registration and penalties for failure to do so,

US businesses are not re9uired to register their data processing activities with a centralised 
authority, nor are they generally re9uired to obtain prior authorisation to process personal 
information.

There are a few narrow exceptions. Under the Fealth Insurance Portability and Accountability 
Act (FIPAA), covered entities must register with the US Department of Fealth and Fuman 
Services (FFS) and maintain updated information in the national provider databases. Under 
various state data breach laws, businesses must notify designated state agencies (eg, state 
attorneys general or consumer protection bureaus) in the event of a 9ualifying breach, but 
this is event-triggered and not a standing registration.

California’s Data Broker Registration Law, now replaced and expanded by the Delete Act 
(effective january 2026), re9uires businesses that meet the deHnition of ‘data broker’ to 
register with the California Privacy Protection Agency and maintain annual submissions 
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regarding their data practices. Of note, this re9uirement does not apply to all controllers W 
only those engaged in the sale or licence of personal data with which they have no direct 
relationship. Similarly, –ermont also re9uires data brokers to register with the state AG and 
re9uires registrants to disclose information on consumer opt-outs, security breaches and 
more. 

Law stated - 31 October 2025

Other transparency duties
Are there any other public transparency duties,

In  addition  to  standard  notice  re9uirements,  entities  are  sub:ect  to  broader  public 
transparency obligations through state privacy laws that vary in scope and application. 
These duties often relate to data disclosures, proHling practices and the ability of consumers 
to understand or challenge how personal data is processed and shared.

3or example, Minnesota and Oregon’s privacy laws allow consumers to re9uest a list of 
third parties with whom their personal data has been shared. Similarly, Delaware and 
Maryland laws grant consumers a limited transparency right, allowing them to re9uest 
speciHc categories of third parties that have received their personal data. Minnesota’s law 
also establishes a right to 9uestion the results of proHling, enabling consumers to obtain an 
explanation of the logic and rationale behind an automated decision, review the data inputs 
used in that process and pursue corrective action if they believe the outcome is §awed. These 
rights go further than the opt-out rights commonly found in other state statutes and align 
more closely with EU-style transparency around automated processing.

Additionally, as states implement regulations concerning automated decision-making and 
sensitive data processing, businesses may be re9uired to disclose whether such practices 
are conducted, whether impact assessments are performed and what consumer safeguards 
are in place. The Colorado Privacy Act, for example, imposes detailed notice obligations 
related to proHling, targeted advertising and sensitive data processing, while re9uiring that 
businesses maintain and disclose (upon re9uest) data protection assessments for high-risk 
activities.

Law stated - 31 October 2025

SHARING AND CROSS-BORDER TRANSFERS OF PI

Sharing of PI with processors and service providers
How does the law regulate the sharing of PI with entities that provide 
outsourced processing services,

US privacy law increasingly re9uires that entities engaging third-party service providers to 
process personal information contractually re9uire those processors to act only on behalf of 
and under the instructions of the entity or controller. Under most state privacy laws, including 
California’s CPRA, Colorado’s CPA, Connecticut’s CTDPA, –irginia’s –CDPA and others, 
controllers must enter into contracts with any service provider or contractor that receives 
personal information on their behalf. These agreements must include speciHc terms, such 
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as limiting use of personal information to services speciHed in the contractK prohibiting 
retention, use or disclosure for the processor’s own purposesK imposing obligations to assist 
the controller with consumer rights re9uestsK mandating the deletion or return of personal 
data upon termination of servicesK and re9uiring the same protections to §ow down to any 
sub processors.

California distinguishes between ‘service providers’, ‘contractors’, and ‘third parties’, each 
with varying obligations and re9uired contract terms. Notably, the California Privacy 
Protection Agency (CPPA) prohibits third parties from receiving personal information without 
the proper contractual terms in place with a business. Service provider contracts should 
include key terms such as identifying the speciHc business purposes for disclosure of 
personal information to the service providerK prohibiting the service provider’s processing 
activities in certain ways (eg, cannot sell$share, cannot combined with other personal 
information it may have)K data protection and data securityK and more. 

3ederally, several laws re9uire service provider relationships to be of contractual nature; 
under the Fealth Insurance Portability and Accountability Act (FIPAA), covered entities must 
enter into ‘business associate agreements’ with any third-party that handles protected health 
information, including detailed security and privacy termsK the 3ederal Trade Commission 
(3TC) Safeguards Rule re9uires Hnancial institutions to oversee and contractually bind 
service providers to implement appropriate security practicesK and the Gramm-Leach-Bliley 
Act (GLBA) re9uires Hnancial institutions to have contracts in place with service providers to 
safeguard sensitive non-public information. 

Law stated - 31 October 2025

Restrictions on third-party disclosure
Are there any speciRc restrictions on the sharing of PI with recipients that 
are not processors or service providers,

State privacy laws generally impose speciHc restrictions on sharing personal information 
with third parties that do not 9ualify as processors or service providers. qhile the precise 
obligations vary by :urisdiction, most state laws distinguish between internal disclosures (eg, 
to service providers or contractors under written agreements) and external disclosures to 
third parties for purposes such as marketing, targeted advertising or resale, which are more 
closely regulated.

The California Consumer Privacy Act (CCPA) re9uires businesses to identify whether they 
‘sell’ or ‘share’ personal information with third parties. ‘Sharing’ is deHned speciHcally 
to include disclosures for cross-context behavioural advertising, even if no monetary 
consideration is involved. If a business sells or shares personal information, it must provide 
consumers with a clear right to opt out, including a ‘Do Not Sell or Share My Personal 
Information’ link on its website. Importantly, even disclosing data to third parties for analytics 
purposes may be deemed ‘sharing’ if the recipient does not 9ualify as a service provider 
under the statute’s contractual re9uirements. The CPRA also imposes additional restrictions 
when the personal information being disclosed constitutes sensitive personal information. 
In such cases, consumers must be informed of the intended disclosures and granted the 
right to limit certain uses and onward transfers.
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Similarly, under the Colorado Privacy Act (CPA), Connecticut Data Privacy Act (CTDPA), 
–irginia Consumer Data Protection Act (–CDPA), Indiana (INCDPA), Montana (MCDPA), 
Tennessee (TIPA), Utah (UCPA), Iowa (ICDPA) and newer laws like Texas (TDPSA), Oregon, 
Delaware, New jersey, New Fampshire, zentucky and Minnesota, controllers must provide 
consumers with opt-out rights before sharing data with third parties for targeted advertising 
or the sale of personal data. Many of these laws deHne ‘sale’ to include non-monetary 
exchanges and impose speciHc transparency and contractual re9uirements for disclosures 
that are not necessary for providing a re9uested product or service.

These laws generally deHne ‘processors’ as entities that process personal information on 
behalf of the controller pursuant to a binding contract with the necessary terms, such as 
purpose limitations, conHdentiality clauses and rights to audit. Disclosures to entities that 
use the data for their own purposes or do not have a contract will typically be classiHed as 
third-party transfers, triggering opt-out rights and additional compliance obligations.

Law stated - 31 October 2025

Cross-border transfer
Is the transfer of PI outside the Wurisdiction restricted,

Generally, the US does not impose broad restrictions on cross-border data transfers as seen 
in the EU’s GDPR. Fowever, the Department of justice’s (DOj) 3inal Rule on the Prohibition of 
Bulk Sensitive Data Transfers to 3oreign Adversaries (the 3inal Rule) became effective in july 
2025, which imposes restrictions on certain US entities that seek to transfer large volumes 
of sensitive US personal data to foreign countries identiHed as ‘foreign adversaries’, such as 
China, Russia, Iran and North zorea. The rule does not ban all cross-border transfers, but 
it prohibits speciHc covered data transactions and mandates due diligence, reporting and 
contractual safeguards to prevent unauthorised data access or resale to foreign entities. 
Covered data includes geolocation, biometric, health and Hnancial information, among 
others and businesses sub:ect to the rule must contractually prohibit foreign entities from 
using or disclosing the data onwards.

Law stated - 31 October 2025

Further transfer
If transfers outside the Wurisdiction are subWect to restriction or 
authorisationq do these apply e:ually to transfers to service providers and 
onwards transfers,

Under the DOj’s 3inal Rule, extra-territorial data may be ‘restricted’ where it is shared 
pursuant to a vendor agreement with a foreign-controlled service provider, as sub:ect to the 
3inal Rule and must comply with the 3inal Rule’s re9uirements for ‘restricted transactions.’ A 
vendor agreement is deHned as ‘any agreement or arrangement, other than an employment 
agreement, in which any person provides goods or services to another person, including 
cloud-computing services, in exchange for payment or other consideration’ (Q 202.258). US 
persons conducting such restricted transactions under the 3inal Rule must establish a data 
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compliance programme that, at a minimum, addresses procedures for verifying data §ows, 
procedures to verify identity of vendors and additional re9uirements. 

Law stated - 31 October 2025

Localisation
Does the law re:uire PI or a copy of PI to be retained in your Wurisdictionq 
notwithstanding that it is transferred or accessed from outside the 
Wurisdiction,

In general, US privacy law does not impose a data localisation re9uirement. Businesses are 
not re9uired to store personal information exclusively within the United States and there is 
no nationwide mandate that a copy of the data be retained domestically. Fowever, the DOj’s 
3inal Rule, while not a localisation mandate, introduces a localisation pressure by prohibiting 
or restricting the sale or licensing of certain US datasets to entities in foreign adversary 
:urisdictions. Businesses sub:ect to this rule may conclude that retaining such data in the 
US (or restricting access from covered countries) is the most risk-averse approach. Similarly, 
pursuant to national security agreements, undertaken through US export control laws, the 
US government may impose data localisation re9uirements to protect US national security. 

Law stated - 31 October 2025

RIGHTS OF INDIVIDUALS

Access
Do individuals have the right to access their personal information held 
by PI owners, Describe how this right can be exercised as well as any 
limitations to this right(

Individuals have the right to access their personal information under nearly all US state 
comprehensive privacy laws. This right allows individuals to conHrm whether a regulated 
entity is processing their personal information and to re9uest access to that information. 
The access right typically includes both the categories of personal information collected and 
processed, as well as the speciHc pieces of personal information held about the individual.

To exercise this right, individuals must submit a veriHable re9uest through the methods 
prescribed by the relevant law. This is usually via at least two designated methods, such as 
an online form and toll-free number. Businesses are generally re9uired to respond to access 
re9uests within 75 days, though a 75-day extension is often permitted when reasonably 
necessary. Some laws allow consumers to designate authorised agents to submit re9uests 
on their behalf.

Limitations to the access right vary by :urisdiction but often include exceptions where 
disclosure would adversely affect the rights or freedoms of others (for example, revealing 
trade secrets) or where fulHlling the re9uest would con§ict with legal privileges, such as 
attorneyWclient privilege. Businesses may also deny re9uests if they cannot verify the identity 
of the re9uestor using reasonable procedures.
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In California, the right to access includes the ability to obtain both general disclosures about 
a business’s data practices (eg, what categories of data are collected and for what purposes) 
and speciHc information that the business has collected about the individual, provided the 
individual can be veriHed. California also re9uires businesses to state whether data has 
been sold or shared and to whom. Under the California Privacy Rights Act (CPRA), certain 
employee data is now within scope of access rights as well.

In addition to the above state rights to access, several key federal statutes also grant this 
right;

• Fealth Insurance Portability and Accountability Act (FIPAA); patients have rights 
to access, re9uest amendments, receive accounting of disclosures and obtain 
explanations of health record usage.

• 3air Credit Reporting Act (3CRA)$3air and Accurate Credit Transactions Act (3ACTA); 
consumers may review their credit reports, dispute inaccuracies, receive adverse 
action notices and correct or suppress certain data.

• Children’s Online Privacy Protection Act (COPPA); parents may access, review and 
delete data collected about their children under 1V.

Law stated - 31 October 2025

Other rights
Do individuals have other substantive rights,

Yes. Many of the state and federal regimes discussed above also grant individuals additional 
substantive data rights beyond access. These include;

• Right to delete; individuals can re9uest that businesses delete personal information 
collected from them, sub:ect to exceptions (eg, legal retention obligations or security 
purposes).

• Right to correct; individuals may re9uest the correction of inaccurate personal 
information, particularly where that data is used in decision-making.

• Right to data portability; individuals can re9uest that their personal data be provided 
to them in a portable and readily usable format.

• Right to opt out of certain processing; most laws grant the right to opt out of the sale 
of personal informationK targeted advertising$cross-context behavioural advertisingK 
and automated decision-making or proHling with legal or similarly signiHcant effects.

• Right to limit the use and disclosure of sensitive personal information; in California, 
consumers may restrict businesses from using sensitive personal information 
beyond what is necessary to perform core services or provide re9uested goods.

• Right to 9uestion results of proHling; individuals in Minnesota can challenge decisions 
made by automated proHling.

• Right to a recipient list; Minnesota, Maryland, Delaware and Oregon give consumers 
the right to re9uest the speciHc recipients (not merely categories) of their personal 
data.

•
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Right to non-discrimination for opt-out; nearly all comprehensive state privacy laws 
prevent businesses from penalising consumers who opt out or exercise other rights.

Law stated - 31 October 2025

Compensation
Are individuals entitled to monetary damages or compensation if they are 
affected by breaches of the law, Is actual damage re:uired or is inWury to 
feelings suFcient,

In the US, whether individuals have a right to action for monetary damages depends on the 
speciHc statute that is allegedly violated, although there is no comprehensive federal law 
that grants this right. Most state privacy laws do not provide individuals with a general right 
to action for monetary damages for data protection violations, particularly where no actual 
harm has occurred. Fowever, limited avenues for monetary recovery do exist under select 
state laws and certain federal statutes. 3or example, The California Consumer Privacy Act 
(CCPA) is uni9ue among the state privacy laws such that individuals may bring a private 
action for statutory damages where a data breach involves certain types of unencrypted 
or unredacted personal information and results from a business’s failure to implement 
reasonable security procedures. Statutory damages range from USN100 to USNJ50 per 
incident per consumer or actual damages, whichever is greater. Importantly, California 
courts have generally re9uired concrete harm or risk of harm, such as identity theft, to 
support standing. The qashington My Fealth My Data Act also provides a private right of 
action for consumers to seek actual damages and allows courts to authorise treble damages 
up to a maximum of USN25,000. Illinois’ BIPA also allows individuals to sue businesses that 
may have illegally collected or handle their biometric data. BIPA, the CCPA and the Telephone 
Consumer Protection Act (TCPA) award statutory damages even in the absence of showing 
in:ury. 
qith respect to federal privacy laws, the 3CRA does allow individuals to recover damages 
for wilful or negligent violations by credit reporting agencies or data furnishersK the TCPA 
provides a private right of action for violations and statutory damages in the amount of 
USN500 for each separate violation and up to USN1,500 for each ‘wilful’ violation for certain 
recipients of telephone calls, text messages or other applicable communications in violation 
of the TCPAK and the –ideo Privacy Protection Act provides a private right of action for certain 
disclosures of video rental information. 

Additionally, recent litigation has shown private plaintiffs assert common law theories of 
liability in relation to privacy and cybersecurity practices, such as negligence, breach of 
contract, un:ust enrichment and violations of state laws that prohibit ‘unfair or deceptive 
practices’. US courts generally re9uire individuals to demonstrate ‘standing’ to bring a claim, 
meaning the individual must allege a concrete in:ury that is fairly traceable to the defendant’s 
conduct and likely to be redressed by a favourable decision. The threshold for standing is 
often lower than the threshold for establishing a right to recover damages. 3or example, 
courts may Hnd standing where a plaintiff articulates a credible ‘risk of harm’, even if actual 
in:ury has not yet occurred. Nonetheless, this is typically insuOcient on its own to establish 
the in:ury element of a statutory claim. 

Law stated - 31 October 2025
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Enforcement
Are these rights exercisable through the Wudicial system or enforced by the 
supervisory authority or both,

In the US, enforcement of privacy and data protection laws is primarily the responsibility 
of government authorities and regulatory agencies, although limited access to the :udicial 
system is permitted in speciHc contexts where private rights of action are afforded by 
statute. 

Enforcement of state comprehensive privacy laws is typically assigned to state AGs, who 
may initiate investigations, issue subpoenas and bring enforcement actions in civil court. 
These authorities can seek in:unctive relief, impose civil penalties and re9uire companies 
to adopt corrective measures. California has established a dedicated privacy regulator (the 
California Privacy Protection Agency) with rulemaking and enforcement powers.

qith respect to federal enforcement, the 3ederal Trade Commission (3TC) acts as the chief 
privacy enforcer through its authority pursuant to section 5 of the 3TC Act, targeting unfair or 
deceptive practices, including those involving personal information. Although the 3TC lacks 
authority to impose civil penalties for Hrst-time violations of section 5, it may seek in:unctive 
relief, restitution and pursue civil Hnes for consent order breaches.

Other federal agencies, including the FFS OCR (pursuant to FIPAA), the Consumer 3inancial 
Protection Bureau (C3PB) (pursuant to the Gramm-Leach-Bliley Act (GLBA), 3CRA) and 
the Department of Education (pursuant to the 3amily Educational Rights and Privacy Act 
(3ERPA)), exercise oversight in their respective sectors. Complaints may be Hled directly 
with these agencies, but enforcement actions and penalties are pursued administratively, 
not through private litigation. 

Law stated - 31 October 2025

EXEMPTIONS, DEROGATIONS AND RESTRICTIONS

Further exemptions and restrictions
Does the law include any derogationsq exclusions or limitations other than 
those already described,

There are multiple exemptions and carve-outs that limit the scope of both the federal and 
state privacy laws. 3or example, the CCPA and most other state privacy laws, exempt 
data that is covered by certain federal regulations, such as FIPAA, GLBA, 3CRA, the DPPA, 
3ERPA and COPPA, while other states exempt entities sub:ect to these laws altogether. 
State privacy laws also generally exempt employee and B2B data (except California)K publicly 
available information, typically deHned narrowly as information lawfully made available from 
government recordsK and de-identiHed data, provided appropriate safeguards are in place to 
prevent reidentiHcation. 

Law stated - 31 October 2025

SPECIFIC DATA PROCESSING 
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Cookies and similar technology
Are there any rules on the use of ;cookies‘ or e:uivalent technology,

qhile the US lacks a comprehensive federal law speciHcally regulating the use of cookies or 
tracking technologies, many state privacy laws impose clear obligations when these tools 
are used to collect personal information, particularly for behavioural advertising or cross-site 
tracking.

California’s California Consumer Privacy Act (CCPA), as well as privacy laws in Colorado 
(CPA), Connecticut (CTDPA), –irginia (–CDPA), Oregon (OCPA), Texas (TDPSA), Utah (UCPA), 
Montana (MTCDPA) and Delaware (DPPA), regulate cookie use when it results in the 
collection, sale or sharing of personal information. These laws generally re9uire that 
consumers be notiHed of the use of tracking technologies and be given the right to opt 
out of the sale or sharing of their data. California, Colorado, Connecticut, Oregon and Texas 
also re9uire businesses to honour universal opt-out mechanisms, such as the Global Privacy 
Control (GPC) and impose contractual re9uirements on third parties receiving cookie-derived 
data.

Under the California Privacy Rights Act (CPRA) and Colorado Privacy Act (CPA), businesses 
must provide a ‘Do Not Sell or Share My Personal Information’ link or alternative opt-out 
method. If cookies or pixels are used to collect browsing behaviour and share it with 
third-party AdTech vendors, this often constitutes a ‘sale’ or ‘share’ under these statutes, 
triggering consumer rights and vendor obligations. Increasingly, regulators have focused 
on deceptive cookie banner implementations W particularly those that pre-select tracking 
options, fail to disclose third-party involvement or begin tracking before user consent. Recent 
enforcement actions by state attorneys general in California, Connecticut, Michigan and 
Texas have also emphasised the seriousness of sharing sensitive information without clear, 
aOrmative user consent in the context of tracking technologies. 3ederal regulators have also 
expressed particular interest in this regard, with the 3ederal Trade Commission (3TC) actively 
warning businesses about deceptive or unfair practices related to online tracking and cookie 
usage, particularly in the context of privacy policies and user consent.

The use of cookies and similar tracking technologies has been a hot topic in litigation over the 
recent years, with plaintiffs bringing lawsuits under ECPA, SCA, C3AA, tort law and state law 
e9uivalents, for example, California’s Invasion of Privacy Act (CIPA), alleging that companies 
used keystroke and other tracking features on websites and mobile apps in violation of 
such laws. Companies often use their privacy policy disclosures to argue that plaintiffs 
were on notice of this activity. Some states have ruled in favour of companies, such as 
Massachusetts’ Supreme judicial Court holding that using third-party website technologies 
(including Google Analytics and Meta Pixel) does not violate the Massachusetts qiretap Act. 
In other states, including California, there are still con§icting opinions in the courts.

Law stated - 31 October 2025

Electronic communications marketing
Are there any rules on marketing by emailq faxq telephone or other 
electronic channels,
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Electronic marketing is primarily governed at the federal level by the CAN-SPAM Act and the 
Telephone Consumer Protection Act (TCPA), with increasing overlap from state privacy laws.

The CAN-SPAM Act applies to commercial email messages and mandates accurate sender 
information, clear identiHcation of advertising content, a physical business address and a 
functional opt-out mechanism. Businesses must honour opt-out re9uests within 10 business 
days and may not charge a fee or re9uire unnecessary information to process an opt-out. 
The Act does not re9uire prior consent but prohibits misleading or deceptive practices.

The TCPA (and the Telemarketing Sales Rule) regulates marketing through autodialed calls, 
text messages and prerecorded voice messages. Businesses must obtain prior express 
written consent for marketing messages delivered through these channels using auto dialers 
or artiHcial$prerecorded voices. –iolations may result in signiHcant statutory damages and 
are fre9uently the basis for class action litigation. Several states have enacted mini-TCPA 
laws with heightened restrictions. 3or example, 3lorida (3lorida Telephone Solicitation Act), 
Oklahoma (Telephone Solicitation Act of 2022) and Maryland (Stop the Spam Calls Act of 
202V) impose strict consent re9uirements and limit the number and timing of marketing 
communications. 

Law stated - 31 October 2025

Targeted advertising
Are there any rules on targeted online advertising,

Most state privacy laws re9uire businesses to provide consumers with a right to opt out of 
personal data being used for targeted advertising, often enforced through mandatory opt-out 
links or browser signals. Most states deHne the term ‘targeted advertising’ to include ads 
being displayed to a consumer with a selection based on activities over time and across 
non-aOliated websites or online applications and based upon prediction of consumer’s 
interests or preferences. The California CCPA$CPRA diverges subtly from the other state 
privacy laws (and uses the term ‘cross-context behavioural advertising’) and does not 
explicitly re9uire the activity to involve tracking behaviour over time or predictive proHling. In 
contrast, laws such as –irginia, Colorado, Utah and Connecticut clearly re9uire that targeted 
advertising be based on cross-context tracking and prediction. These states further oblige 
regulated businesses to provide a clear, accessible opt-out mechanism. 

In addition, the 3TC re9uires companies that publicly post privacy policies to ensure the 
policies are true and accurate to the company’s data privacy practices. Therefore, companies 
that fail to disclose targeted online advertising in their online privacy policies may be sub:ect 
to enforcement by the 3TC. 

Industry self-regulatory regimes also recommend certain best practices for targeted 
online advertising. 3or example, The Digital Advertising Alliance (DAA) sets self-regulatory 
principles for targeting online advertising and focuses on transparency and consumer choice 
and the Network Advertising Institute (NAI) similarly re9uires participating companies to 
provide enhanced notice of behavioural advertising practices, honour opt-out preferences 
and avoid the use of sensitive categories of data without consent.

Law stated - 31 October 2025
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Sensitive personal information
Are there any rules on the processing of ;sensitive‘ categories of personal 
information, 

There are no uniform rules on what constitutes as ‘sensitive’ personal information, though 
certain types of data are considered more sensitive. 3or example, Hnancial data through 
the Gramm-Leach-Bliley Act (GLBA)K health data through Fealth Insurance Portability and 
Accountability Act (FIPAA), consumer health privacy laws and general comprehensive 
state privacy laws, biometric data through biometric and state privacy laws and children’s 
information through Children’s Online Privacy Protection Act (COPPA) and state privacy laws, 
are often sub:ect to heightened protections. 

Most state privacy laws, including in California, Colorado, Connecticut, Delaware, 3lorida, 
Indiana, Iowa, zentucky, Maryland, Montana, Nebraska, New Fampshire, New jersey, 
Oregon, Tennessee, Texas, Utah, –irginia, –ermont and qashington, deHne sensitive data 
to include information revealing racial or ethnic origin, religious beliefs, mental or physical 
health conditions or diagnoses, sexual orientation, citi/enship or immigration status, genetic 
or biometric data used to identify an individual, precise geolocation and data collected from a 
known child. A growing number of states, such as Colorado, Connecticut, Delaware, Indiana, 
zentucky, Montana, New Fampshire, New jersey, Oregon, Tennessee, Texas, –ermont 
and –irginia, re9uire controllers to obtain aOrmative opt-in consent prior to processing 
sensitive personal information. This consent must be speciHc, informed, freely given and 
unambiguous and controllers must offer ways to withdraw consent. A smaller subset 
of states, including Iowa and Utah, allow processing of sensitive personal information if 
the controller provides clear notice and offers the consumer an opportunity to opt out. 
These laws generally re§ect a more business-friendly posture and do not impose a consent 
re9uirement.

In California under the CCPA, businesses are re9uired to provide consumers with a right 
to limit the use and disclosure of sensitive personal information if the business uses the 
information for purposes beyond those deemed ‘necessary and proportionate’ for providing 
goods or services. This includes use for behavioural advertising, proHling or sharing with 
third parties. Consumers may exercise this right through a dedicated ‘Limit the Use of My 
Sensitive Personal Information’ link.

The Maryland Online Data Privacy Act of 2027 (effective 1 October 2025) is uni9ue and does 
not rely on consumer consent alone. Instead, it prohibits the collection, processing or sharing 
of sensitive personal information unless it is ‘strictly necessary’ to provide or maintain a 
speciHc product or service re9uested by the consumer or re9uired by law. 

In addition to consent or limitation rights, most of these laws re9uire controllers to disclose 
in their privacy notices the categories of sensitive data processed, the purpose of such 
processing and whether the data is shared or sold. Moreover, several states W including 
California, Colorado, Connecticut, Indiana, Oregon and –irginia W re9uire data protection 
impact assessments when processing sensitive data, especially where such processing 
presents a heightened risk of harm to consumers (eg, for proHling, behavioural advertising 
or automated decision-making).

Law stated - 31 October 2025
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ProKling
Are there any rules regarding individual proRling,

qhile US federal privacy law does not directly regulate ‘proHling’ as a distinct category of data 
processing, certain frameworks have begun to address automated inferences drawn about 
individuals, particularly where such processing may result in legal or similarly signiHcant 
effects. 

State privacy laws generally deHne ‘proHling’ as any form of automated processing to 
evaluate or predict aspects of a person’s behaviour, preferences, economic situation, health 
or performance, especially when the outcome has a legal or similarly signiHcant impact. 
These laws generally re9uire consumer opt-out rights of proHling that is used to support 
decisions producing legal or similarly signiHcant effects, such as those relating to housing, 
employment or access to essential services. Organisations are typically re9uired to offer 
opt-outs and may be re9uired to conduct data protection assessments prior to engaging in 
high-risk processing activities, including proHling that involves sensitive personal information 
or may heighten the risk of harm to individuals. Although California’s CCPA does not yet 
have Hnalised regulations on proHling, it authorises the California Privacy Protection Agency 
(CPPA) to issue rules governing automated decision-making, including proHling. Draft CPPA 
regulations would re9uire businesses to provide advance notice when proHling is used and 
to offer consumers opt-out rights in speciHed contexts. 

Law stated - 31 October 2025

Cloud services
Are there any rules or regulator guidance on the use of cloud computing 
services,

The Clarifying Lawful Overseas Use of Data (CLOUD) Act of 2018 amended the Stored 
Communications Act (SCA) to make clear that US law enforcement may compel US-based 
service providers to produce electronic communications data within their custody or control, 
regardless of where the data is stored. The CLOUD Act also authorises the US to enter into 
bilateral agreements with foreign governments to facilitate reciprocal, expedited access to 
electronic evidence while incorporating privacy and human rights safeguards. 

Beyond the CLOUD Act, there is no standalone US federal law governing the use of cloud 
services, but entities sub:ect to sector-speciHc laws must ensure that cloud providers meet 
relevant standards for access control, encryption, data integrity and incident response.

In the healthcare sector, cloud vendors storing or processing protected health information 
on behalf of covered entities are classiHed as business associates under FIPAA and must 
execute business associate agreements that sub:ect them to the same level of data 
security protection as the covered entity. Similarly, under GLBA’s Safeguards Rule, Hnancial 
institutions must ensure that cloud providers implement effective security measures and 
comply with third-party oversight re9uirements.

There are also several standards that outline obligations for speciHc industries. 3or example, 
the Payment Card Industry Data Security Standard (PCI DSS) outlines a set of security 
controls to protect credit card and cardholder information and cloud service providers must 
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ensure their infrastructure supports PCI DSS compliance. NIST has also published standards 
for governing cloud computing, including SP 800-210 (General Access Control Guidance for 
Cloud Systems) and SP 500-VV2 (NIST Cloud 3ederation Reference Architecture. 

Additionally, with the Department of justice’s (DOj) 3inal Rule on Bulk Sensitive Personal 
Data now in effect, cloud-based transfers of sensitive personal data to foreign entities may 
be sub:ect to additional contractual or licensing restrictions, especially where such transfers 
involve Countries of Concern, as that term is deHned by the DOj’s 3inal Rule. 

Law stated - 31 October 2025

UPDATE AND TRENDS

=ey developments of the past year
Are there any emerging trends or hot topics in international data 
protection in your Wurisdiction, 

Over the past year, US data protection and cybersecurity law has undergone a signiHcant 
transformation driven by escalating geopolitical tensions, expanding state privacy legislation 
and intensiHed regulatory scrutiny. One of the most conse9uential developments is the 
implementation of the Department of justice’s (DOj) 3inal Rule on Bulk Sensitive Personal 
Data, which is now in effect as of April 2025. The Rule imposes sweeping restrictions on the 
transfer of certain categories of sensitive data W particularly health, biometric, geolocation, 
genetic and Hnancial data W when such transfers are made in ‘bulk’ to designated Countries 
of Concern, including China, Russia, Iran, North zorea, Cuba and –ene/uela. The rule 
introduces both outright prohibitions for certain transactions and a new licensing regime and 
security programme re9uirements for others. Multinational companies and data brokers are 
having to reevaluate cross-border data access, vendor contracts and internal governance of 
third-country data exposure.

At the same time, state legislatures have accelerated the adoption of comprehensive privacy 
laws contributing to a patchwork now covering 14 states, plus 3lorida. Several of these 
statutes include uni9ue elements, for example, Maryland’s data minimisation standard. 
Notably, the California Consumer Privacy Act (CCPA) and Colorado’s Attorney General 
continue to lead on interpretive rulemaking, especially around proHling, universal opt-out 
signals and high-risk processing assessments.

There has been a surge in private litigation regarding online data collection practices through 
cookies, pixels and other technology, with thousands of class actions and arbitrations Hled 
around the US challenging these practices under the federal Electronic Communications 
Privacy Act (ECPA) and state wiretapping laws. The California Invasions of Privacy Act (CIPA), 
which includes statutory penalties of up to USN5,000 per violation, has been a particular 
focus of litigation. This litigation has led to increased adoption of ‘cookie banners’ and audits 
of website data collection practices by companies in the US 

The outlook for federal privacy legislation remains uncertain. The American Privacy Rights 
Act, a bipartisan federal bill introduced in 2027, sought to harmonise privacy protections and 
create a national framework with pre-emption of state laws. Fowever, debates over whether 
the statute would override stronger state protections, particularly California’s, have stalled its 
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momentum. Until a federal law is enacted, businesses operating in the United States must 
continue to navigate a complex and shifting compliance environment.

Another ma:or trend is the growing scrutiny of artiHcial  intelligence and automated 
decision-making. Although the current administration has stated multiple times that it 
prioritises innovation over regulation, states continue to re9uire statutory opt-outs for 
proHling decisions that have legal or similarly signiHcant effects, as well as AI-speciHc laws 
that include data privacy and protection regulation. 3or example, Colorado and Utah have 
comprehensive AI laws (Colorado’s AI Act, focusing on high-risk AI systems and Utah’s AI 
Policy Act, focusing on consumer-facing generative AI services and re9uiring disclosures) 
and California and New York have speciHc AI-legislation. Most recently, Texas passed the 
Responsible ArtiHcial Intelligence Governance Act, which is set to take effect in 2026 and is 
aimed at prohibiting speciHc harmful AI practices, particularly those involving governmental 
use of AI and certain high-risk private sector applications. 

There also is an increased awareness on cybersecurity and cybersecurity obligations 
have deepened, particularly for Hnancial institutions, healthcare entities and publicly traded 
companies. The SEC’s Hnal cybersecurity disclosure rules re9uire registrants to disclose 
material cyber incidents within four business days and to describe their cybersecurity risk 
governance at the board and executive level. Concurrently, amendments to the New York 
Department of 3inancial Services (NYD3S) cybersecurity regulations now mandate more 
fre9uent risk assessments, business continuity planning and independent audits for covered 
Hnancial institutions. These state and federal initiatives re§ect a broader movement toward 
risk-based cyber governance, with an increasing emphasis on executive accountability. 

Law stated - 31 October 2025
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