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INTRODUCTIONINTRODUCTIONINTRODUCTIONINTRODUCTION

Two Functions of Electronic Two Functions of Electronic  Two Functions of Electronic Two Functions of Electronic 
CommunicationsCommunications

D li  S iD li  S i•• Delivery ServiceDelivery Service

•• Electronic ContractingElectronic Contracting
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Delivery SystemDelivery SystemDelivery SystemDelivery System

dd AdvantagesAdvantages
• Speed
• Ease of Modification
• Drafting Tools

-- Spell Check Spell Check 
NumberingNumbering
Search/ReplaceSearch/Replace/ p/ p
Track ChangesTrack Changes
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Delivery SystemDelivery SystemDelivery SystemDelivery System

 DisadvantagesDisadvantages
•• Hidden changes Hidden changes --

 “Is this the signed “Is this the signed 
copy?”copy?”pypy

•• Technical problemsTechnical problems
Compatibility Compatibility Word 07Word 07 Compatibility Compatibility –– Word 07Word 07
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Delivery SystemDelivery SystemDelivery SystemDelivery System

 DisadvantagesDisadvantages
•• MetadataMetadata

 Word Word 
 CleanClean--Up ToolsUp Toolspp

•• WorkShare ProtectWorkShare Protect
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Delivery SystemDelivery SystemDelivery SystemDelivery System
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Delivery SystemDelivery SystemDelivery SystemDelivery System

 Disadvantages Disadvantages  Disadvantages Disadvantages 
•• ConfidentialityConfidentiality

 cc/bcccc/bcc
 ForwardingForwarding
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Delivery SystemDelivery SystemDelivery SystemDelivery System

 SolutionsSolutions
•• Signed hard copiesSigned hard copiesg pg p
•• PDF filesPDF files

Comparison programsComparison programs•• Comparison programsComparison programs
•• EE--mail Record mail Record 

Management ProgramsManagement Programs
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Electronic ContractingElectronic ContractingElectronic ContractingElectronic Contracting

ll ExamplesExamples
•• EE--mailmail
•• Electronic DataElectronic Data

Interchange (EDI)Interchange (EDI)
•• ClickClick--Wrap Wrap 

 (I Accept)(I Accept)
BB WW•• BrowseBrowse--WrapWrap
 (Site Use Terms)(Site Use Terms)
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Electronic ContractingElectronic ContractingElectronic ContractingElectronic Contracting

A li bl  C t t LA li bl  C t t L Applicable Contract LawApplicable Contract Law

•• UCC UCC (Goods)(Goods)•• UCC UCC (Goods)(Goods)
 InformalInformal
 Missing Terms Missing Terms gg

•• Common Law Common Law (Licenses)(Licenses)

 Historical Historical -- telex, fax, etc.telex, fax, etc.
 Apply UCCApply UCC
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Electronic ContractingElectronic ContractingElectronic ContractingElectronic Contracting

 State VariancesState Variances
•• AOL v  BookerAOL v  Booker (Fla 2001) (enforce (Fla 2001) (enforce •• AOL v. BookerAOL v. Booker (Fla.2001) (enforce (Fla.2001) (enforce 

VA choice of law)VA choice of law)
•• AOL v. WilliamsAOL v. Williams (Mass.2001) (no (Mass.2001) (no AOL v. WilliamsAOL v. Williams (Mass.2001) (no (Mass.2001) (no 

enforcement of VA choice of law)enforcement of VA choice of law)
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Electronic ContractingElectronic ContractingElectronic ContractingElectronic Contracting

St t  V iSt t  V i State VariancesState Variances
•• Brower v. Gateway 2000Brower v. Gateway 2000 (NY 1998) (NY 1998) 

( f  bit ti  i i )( f  bit ti  i i )(enforce arbitration provision)(enforce arbitration provision)
•• Klocek v. Gateway Klocek v. Gateway (Kansas 2000) (no (Kansas 2000) (no 

enforcement of arbitration provision)enforcement of arbitration provision)enforcement of arbitration provision)enforcement of arbitration provision)
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UCCUCC -- AlternativesAlternativesUCC UCC AlternativesAlternatives

 UCITAUCITA UCITAUCITA
 (Uniform Computer (Uniform Computer 

Information Transactions Information Transactions 
A t) A t) Act) Act) 

 Replaced UCC 2BReplaced UCC 2B
••Enactment Enactment ••Enactment Enactment 

 Maryland and Virginia (No Maryland and Virginia (No 
repeal yet)repeal yet)

 Committees reviewing Committees reviewing 
amendmentsamendments
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UCITAUCITAUCITAUCITA

R j ti  R j ti  •• Rejections: Rejections: 
•• West Virginia (bomb shelter law), West Virginia (bomb shelter law), 

New York (A.G. opinion)New York (A.G. opinion)New York (A.G. opinion)New York (A.G. opinion)

•• OppositionOpposition
•• Letter from 26 A.G.’s (including California Letter from 26 A.G.’s (including California 

and Pennsylvania)and Pennsylvania)
•• NCCUSL has abandoned efforts towards NCCUSL has abandoned efforts towards 

passage passage 
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UCC AmendmentsUCC AmendmentsUCC AmendmentsUCC Amendments

A d t t  A ti l  2A d t t  A ti l  2 Amendment to Article 2Amendment to Article 2

•• Approved by NCCUSL in 2002, and by the Approved by NCCUSL in 2002, and by the 
ALI in 2003 ALI in 2003 

•• No laws No laws -- submitted in Three States submitted in Three States 
(Kansas, Nevada, Oklahoma)(Kansas, Nevada, Oklahoma)

•• Nothing pending in PennsylvaniaNothing pending in Pennsylvania•• Nothing pending in PennsylvaniaNothing pending in Pennsylvania
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UCC AmendmentsUCC AmendmentsUCC AmendmentsUCC Amendments

D  N t C  Li  D  N t C  Li   Does Not Cover License Does Not Cover License 
AgreementsAgreementsgg

 Statute Of Frauds LimitedStatute Of Frauds Limited

 Electronic Agents Can Form Electronic Agents Can Form 
C t tC t tContractContract
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UCC AmendmentsUCC AmendmentsUCC AmendmentsUCC Amendments

B ttl  f FB ttl  f F Battle of FormsBattle of Forms

•• Traditional Traditional -- Mirror Image RuleMirror Image RuleTraditional Traditional Mirror Image RuleMirror Image Rule

 No contract until last version No contract until last version ––
“Last Shot Rule”“Last Shot Rule”Last Shot RuleLast Shot Rule
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UCC AmendmentsUCC AmendmentsUCC AmendmentsUCC Amendments

B ttl  f FB ttl  f F Battle of FormsBattle of Forms

•• Current UCC Current UCC -- FormationFormationCurrent UCC Current UCC FormationFormation

 Contract Formed at time of nonContract Formed at time of non--mirror mirror 
responseresponseresponseresponse

•• Current UCC Current UCC –– Terms Terms -- ComplexComplex
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UCC AmendmentsUCC AmendmentsUCC AmendmentsUCC Amendments

Additi l TAdditi l T•• Additional TermsAdditional Terms

 Apply unless other side objects or Apply unless other side objects or 
materially alters contractmaterially alters contract

•• Conflicting Terms Conflicting Terms –– No lawNo lawConflicting Terms Conflicting Terms No lawNo law

 Varies between States Varies between States 

 Many become “First Shot” statesMany become “First Shot” states
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UCC AmendmentsUCC AmendmentsUCC AmendmentsUCC Amendments

C d tC d t•• ConductConduct

 Only Agreed Terms Only Agreed Terms –– Missing terms Missing terms 
filled in by UCCfilled in by UCC

 Proposed AmendmentsProposed Amendments Proposed AmendmentsProposed Amendments
 No difference how formed No difference how formed 

 Agreed terms with missing filled in by Agreed terms with missing filled in by 
UCCUCC
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Electronic ContractingElectronic ContractingElectronic ContractingElectronic Contracting

Enforceability Enforceability  Enforceability Enforceability 
•• Forms   Forms   
•• Shrink Wrap/Click Wrap Shrink Wrap/Click Wrap 
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Electronic ContractingElectronic ContractingElectronic ContractingElectronic Contracting

 Enforceability Enforceability -- Unsigned Unsigned  Enforceability Enforceability -- Unsigned Unsigned 
FormsForms
•• ProCD v  ZeidenbergProCD v  Zeidenberg•• ProCD v. ZeidenbergProCD v. Zeidenberg

(7th Cir. 1996)(7th Cir. 1996)
•• Accord: Accord: Meridian v. HardinMeridian v. Hardin

(ED Cal 2006)(ED Cal 2006)
•• Lessons  Lessons  

dd l kl k Legends  Legends  -- ClickClick--wrapwrap
 Agreement Terms Agreement Terms 
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Electronic ContractingElectronic ContractingElectronic ContractingElectronic Contracting

E f bilit  E f bilit  Cli kCli k W  W   Enforceability Enforceability -- ClickClick--Wrap Wrap 
AgreementAgreement
•• Softman Products v. AdobeSoftman Products v. Adobe (D. (D. 

Cal. 2001) (no enforcement for Cal. 2001) (no enforcement for 
distributor that did not install / distributor that did not install / distributor that did not install / distributor that did not install / 
click)click)

•• i Lan v  Netscouti Lan v  Netscout (D  Mass  2002)(D  Mass  2002)•• i.Lan v. Netscouti.Lan v. Netscout (D. Mass. 2002)(D. Mass. 2002)
(enforcement for distributor that (enforcement for distributor that 
installed / clicked)installed / clicked)
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Electronic ContractingElectronic ContractingElectronic ContractingElectronic Contracting

E f bilit  E f bilit  T  d T  d  Enforceability Enforceability -- Terms and Terms and 
ConditionsConditions
•• Register v. VerioRegister v. Verio, (N.Y.2000) , (N.Y.2000) 

(terms and conditions enforceable (terms and conditions enforceable 
use and knowledge)use and knowledge)-- use and knowledge)use and knowledge)

•• Boomer v. AT&TBoomer v. AT&T, , (7th Cir. 2002) (7th Cir. 2002) 
(mailed terms and conditions (mailed terms and conditions (mailed terms and conditions (mailed terms and conditions 
enforceable if continue using enforceable if continue using 
service)service)
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Electronic ContractingElectronic ContractingElectronic ContractingElectronic Contracting

 Recent CasesRecent Cases
•• NonNon--click license term click license term 

unenforceableunenforceable
Specht v. NetscapeSpecht v. Netscape (S.D.N.Y. (S.D.N.Y. 
2001) (aff’d  2d Cir  2002)2001) (aff’d  2d Cir  2002)2001) (aff d. 2d.Cir. 2002)2001) (aff d. 2d.Cir. 2002)

•• NonNon--click arbitration term click arbitration term 
unenforceable unenforceable unenforceable unenforceable 
Affinity v. CCCS Affinity v. CCCS (D. Flor. 2006)(D. Flor. 2006)
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Electronic ContractingElectronic ContractingElectronic ContractingElectronic Contracting

 Recent CasesRecent Cases
•• Unconscionable terms Unconscionable terms 

unenforceable (arbitration)unenforceable (arbitration)
Comb v. PayPalComb v. PayPal (Cal. 2002)(Cal. 2002)

•• Spiders violate clickSpiders violate click--wrapwrap
Register.com, Inc. v. Verio, Inc.,Register.com, Inc. v. Verio, Inc.,
356 F.2d 393 (2d Cir. 2004)356 F.2d 393 (2d Cir. 2004)
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Electronic ContractingElectronic ContractingElectronic ContractingElectronic Contracting

 Recent CasesRecent Cases
•• Ability to make unilateral changes Ability to make unilateral changes 

void contractvoid contract
Defontes v. Dell Defontes v. Dell (R.I. 2004)(R.I. 2004)

•• ContraContra
Provencer v. Dell,Provencer v. Dell, (D.Cal 2006)(D.Cal 2006)
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Electronic ContractingElectronic ContractingElectronic ContractingElectronic Contracting

 Drafting issues Drafting issues 
Vi  T  b f  AVi  T  b f  A•• View Terms before AssentView Terms before Assent

•• Assent Before Access To ProductAssent Before Access To ProductAssent Before Access To ProductAssent Before Access To Product

•• Clear disclosure of termsClear disclosure of terms
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Electronic ContractingElectronic ContractingElectronic ContractingElectronic Contracting

 Drafting issues (con’t)Drafting issues (con’t)
Cl  h d f  Cl  h d f  •• Clear method of assent Clear method of assent 

( “I Accept” or “I Reject”)( “I Accept” or “I Reject”)
•• Notice of consequences of assent Notice of consequences of assent 

or rejector reject
•• Record  of assentRecord  of assent
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Electronic ContractingElectronic ContractingElectronic ContractingElectronic Contracting

 Drafting issues (con’t)Drafting issues (con’t)
C i  f TC i  f T•• Consistency of TermsConsistency of Terms
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Electronic Agreements - NetscapeElectronic Agreements Netscape
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Electronic Agreements - Netscapeg p
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Electronic Agreements - Netscapeg p
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Electronic Agreements - E-BayElectronic Agreements - E-Bay
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Electronic Agreements - E-BayElectronic Agreements E Bay
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EncryptionEncryptionEncryptionEncryption

 Security Issues Security Issues  Security Issues Security Issues 
•• Structure of the InternetStructure of the Internet

 Enhanced Security Enhanced Security 
 Security ProblemsSecurity Problems

 Encryption Technology  Encryption Technology  
•• Private KeyPrivate Keyyy
•• Public KeyPublic Key
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EncryptionEncryptionEncryptionEncryption

 IssuesIssues IssuesIssues
•• Export Export 
•• Trade Secret ProtectionTrade Secret Protection•• Trade Secret ProtectionTrade Secret Protection
•• AttorneyAttorney--Client Privileged Information Client Privileged Information 
•• Software Escrow AgreementsSoftware Escrow Agreements
•• Creation of Private NetworksCreation of Private Networks
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Digital SignaturesDigital SignaturesDigital SignaturesDigital Signatures

 IssuesIssues IssuesIssues
•• Identity of PartyIdentity of Party

Document Modification Document Modification •• Document Modification Document Modification 

 Methods for Digital SignaturesMethods for Digital Signatures
•• PasswordPassword
•• BiometricsBiometrics
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Digital SignaturesDigital SignaturesDigital SignaturesDigital Signatures

 Public Key EncryptionPublic Key Encryption Public Key EncryptionPublic Key Encryption
•• Creation of Signature Creation of Signature -- Use of Use of 

EncryptionEncryption

•• Hash FunctionHash Functionas u ct oas u ct o

•• Commercial VendorsCommercial Vendors
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Writings / SignaturesWritings / SignaturesWritings / SignaturesWritings / Signatures

 Statute of FraudsStatute of Frauds Statute of FraudsStatute of Frauds
•• Writing RequirementWriting Requirement
•• UETA UETA •• UETA UETA 

 Signature RequirementSignature Requirement
hh•• Authentication RequirementAuthentication Requirement
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Writings / SignaturesWritings / SignaturesWritings / SignaturesWritings / Signatures

••UETAUETA••UETAUETA
(Uniform Electronic Transaction Act)(Uniform Electronic Transaction Act)

43 States including Pennsylvania43 States including Pennsylvania43 States including Pennsylvania43 States including Pennsylvania

••EE--SignSign
(Electronic Signatures in Global and National (Electronic Signatures in Global and National 

Commerce Act)Commerce Act)

Federal Law (6Federal Law (6--3030--00)00)

© 2010 Morgan Lewis & Bockius LLP All © 2010 Morgan Lewis & Bockius LLP All 
Rights ReservedRights Reserved

4141



Writings / SignaturesWritings / SignaturesWritings / SignaturesWritings / Signatures

 UETAUETA UETAUETA
•• Digital = Paper SignatureDigital = Paper Signature

 Exceptions Exceptions -- UCC  EstatesUCC  Estates Exceptions Exceptions -- UCC, EstatesUCC, Estates
•• Use of Signatures for Evidence, NotariesUse of Signatures for Evidence, Notaries
•• No change in substantiveNo change in substantive•• No change in substantiveNo change in substantive
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Writings / SignaturesWritings / SignaturesWritings / SignaturesWritings / Signatures

 EE--SignSign EE SignSign
•• Digital = Paper Signature for Interstate Digital = Paper Signature for Interstate 

CommerceCommerceCommerceCommerce
 Exceptions Exceptions -- UCC, Estates, Family Law, UCC, Estates, Family Law, 

Foreclosure, Insurance cancellations Foreclosure, Insurance cancellations ,,
 PrePre--emptionemption

•• Specific technologies Specific technologies 
•• Utah and CaliforniaUtah and California
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Writings / SignaturesWritings / SignaturesWritings / SignaturesWritings / Signatures

 Additional InformationAdditional Information Additional InformationAdditional Information
•• ABA GuidelinesABA Guidelines

•• http://www.abanet.org/scitech/ec/isc/dihttp://www.abanet.org/scitech/ec/isc/di
gital signature.htmlgital signature.htmlg _ gg _ g
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