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INTRODUCTION

m |WO Functions of Electronic
Communications

e Delivery Service

e Electronic Contracting
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Delivery System

= Advantages
e Speed
e Ease of Modification

e Drafting Tools

- Spell Check
Numbering
Search/Replace
Track Changes
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Delivery System

s Disadvantages
e Hidden changes -
= “Is this the signed

copy?”
e Technical problems
= Compatibility — Word 07
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Delivery System

s Disadvantages

e Metadata
= Word

= Clean-Up Tools
e WorkShare Protect
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Delivery System

"= [] High Risk Elements
[ External Recipients - Accept All Changes And Tum Off Track Changes
[ E«ternal Recipients - Delete All Comments
[ External Recipients - Delete All Text Smaller Than Spt
[ Extemnal Recipients - Delete All White Text
External Recipients - Delete All Hidden Text
External Recipients - Delete All Yersions
Esternal Becipients - Clear &l Previoys Authors
External Recipients - Delete Excel Li:&s
External Recipients - Delete PowerPoint Hidden Slides
External Recipients - Turn OFf Autoversioning

- [ Medium Risk Elements
Esternal Recipients - Delete All Custom Properties
Extemal R ecipients - Delete All Document Variables
Extemnal Recipients - Convert Field Codes To Text
Extemnal Recipients - Delete All Macros
Extemnal Becipients - Delete Bouting Slip
Esternal Recipients - Delete All Power Point Speaker Motes
[] Extemal Recipients - Clear All Document Reviewers

= [ Low Risk Elements
[] Extemnal Recipients - Delete Footnotes
External Recipients - Reset Document Statistics
E xtemnal Recipients - Clear All Built-ln Properties
External Recipients - Delete All Excel and PowerPoint Headers
External Recipients - Delete All Excel and PowerPoint Footers
External Recipients - Delete Smart Tags
[ Extemnal Recipients - Convert Attached Template To Mormal
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Delivery System

s Disadvantages
e Confidentiality

= cc/bcc

= Forwarding
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Delivery System

= Solutions
e Sighed hard copies

e PDF files
e Comparison programs

e E-mail Record
Management Programs
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Electronic Contracting

s Examples
e E-maill
e Electronic Data
Interchange (EDI)
e Click-Wrap
= (I Accept)

e Browse-Wrap
= (Site Use Terms)
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Electronic Contracting

= Applicable Contract Law

e UCC (Goods)
= Informal
= Missing Terms
e COmMMmMon Law (Licenses)

s Historical - telex, fax, etc.
= Apply UCC
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Electronic Contracting

s State Variances

e AOL v. Booker (Fla.2001) (enforce
VA choice of law)

e AOL v. Willilams (Mass.2001) (no
enforcement of VA choice of law)
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Electronic Contracting

s State Variances

e Brower v. Gateway 2000 (NY 1998)
(enforce arbitration provision)

e Klocek v. Gateway (Kansas 2000) (nho
enforcement of arbitration provision)
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UCC - Alternatives

s UCITA

= (Uniform Computer
Information Transactions
Act)

= Replaced UCC 2B

e Fnactment

= Maryland and Virginia (No
repeal yet)

= Committees reviewing
amendments
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UCITA

e Rejections:

e West Virginia (bomb shelter law),
New York (A.G. opinion)

e Opposition
e Letter from 26 A.G.’s (including California
and Pennsylvania)

e NCCUSL has abandoned efforts towards
passage
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UCC Amendments

s Amendment to Article 2

e Approved by NCCUSL in 2002, and by the
ALl in 2003

e No laws - submitted In Three States

(Kansas, Nevada, Oklahoma)

e Nothing pending in Pennsylvania
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UCC Amendments

s Does Not Cover License

Agreements
s Statute Of Frauds Limited

s Electronic Agents Can Form

Contract
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UCC Amendments

s Battle of Forms

e Traditional - Mirror Image Rule

= No contract until last version —
“Last Shot Rule”
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UCC Amendments

s Battle of Forms

e Current UCC - Formation

s Contract Formed at time of non-mirror

response

e Current UCC — Terms - Complex
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UCC Amendments

e Additional Terms

= Apply unless other side objects or

materially alters contract

e Conflicting Terms — No law

s Varies between States

= Many become “First Shot” states
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UCC Amendments

e Conduct
= Only Agreed Terms — Missing terms
filled in by UCC
» Proposed Amendments

= No difference how formed

= Agreed terms with missing filled in by
UCC
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Electronic Contracting

= Enforceability

e Forms
e Shrink Wrap/Click Wrap
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Electronic Contracting

s Enforceability - Unsigned
Forms

e ProCD v. Zeidenberg
(7th Cir. 1996)

e Accord: Meridian v. Hardin

(ED Cal 2006)

e | essons
= Legends - Click-wrap
= Agreement Terms
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Electronic Contracting

s Enforceability - Click-Wrap
Agreement
e Softman Products v. Adobe (D.
Cal. 2001) (no enforcement for

distributor that did not install /
click)

e |.Lan v. Netscout (D. Mass. 2002)
(enforcement for distributor that
Installed / clicked)
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Electronic Contracting

s Enforceability - Terms and
Conditions
e Reqgister v. Verio, (N.Y.2000)

(terms and conditions enforceable
- use and knowledge)

e Boomer v. AT&T, (7th Cir. 2002)
(mailed terms and conditions
enforceable If continue using
service)
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Electronic Contracting

m Recent Cases

e Non-click license term
unenforceable
Specht v. Netscape (S.D.N.Y.
2001) (aff’'d. 2d.Cir. 2002)

e Non-click arbitration term
unenforceable
Affinity v. CCCS (D. Flor. 2006)
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Electronic Contracting

m Recent Cases

e Unconscionable terms
unenforceable (arbitration)

Comb v. PayPal (Cal. 2002)
e Spiders violate click-wrap

Register.com, Inc. v. Verio, Inc.,
356 F.2d 393 (2d Cir. 2004)
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Electronic Contracting

m Recent Cases

e Ability to make unilateral changes
void contract

Defontes v. Dell (R.1. 2004)
e Contra
Provencer v. Dell, (D.Cal 2006)
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Electronic Contracting

s Drafting Issues

e View Terms before Assent
e Assent Before Access To Product

e Clear disclosure of terms
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Electronic Contracting

s Drafting issues (con’t)

e (Clear method of assent

( “l Accept” or “I Reject”)

e Notice of consequences of assent
or reject

e Record of assent
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Electronic Contracting

s Drafting issues (con’t)

e Consistency of Terms
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Electronic Agreements - Netscape

3 SmartDownload - Microsoft Internet Explorer !Em
File Edit Yiew Faworites Tools Help §il

¢v$v@@@@@®‘%'

Back Farward Stop Refresh  Home Search Fawvorites Media Histany kdail Print Edit

Address I@ http:/ fwese.netscape.com/download/ smarndownload html ?cp=dowdepk

Home > computing&lnternet > Download > Netscape Products >
SmartDownload

Hwhy use You have selected to SmartDownload: 5

SmartDownload? f
< Ever get Smartdownload, English.

disconnected? SWELFSTALES
With SmanDowniad, TO get this product, we recommend that you use SmartDownload by Romance
E::efzzgf:;;porf?m following these steps: 6 books for
* Need to use the ) i \ Hf,fc: i{?fiﬁ’f
phone? Step 1:Download smartdownload.exe by clicking 'Download' below.
With SmarDovwnlosd,
vou can pause to make | Step 2: 3ave smartdownload.exe to the Desktop.
& call and resume your
dovenload later. Step 3:While connected to the internet, double
« It's FREE! click on the smartdownload.exe to begin the installation
process.

Cluestions?

] By downloading, | agree to the terms of
iggﬂul"{]eﬂts ?Eoto Download the following sgreement:

SmartDownload.

Communicator, Netscape
Navigator, and Netscape
SmartDownload

If wou would like to print a copy of this agreement please click Here.

Help - Site Help Map - Advertise with Us - Add Site - What's New - What's Cool

Copyright @ 2001 Metscape. Al rights reserved. Terms of Service | Privacy Policy

lilili Ii Internet

© 2010 Morgan Lewis & Bockius LLP All
Rights Reserved




Electronic Agreements - Netscape

a Netscape Products: Netscape Client Software End User License Agreement - Microsoft Internet Explorer

File Edit Yiew Fawvorites Tools Help

SR < I T A

Back FEarwaEre Stop Fefresh  Home

4~

hdail

a Hm @ 0 8 |

Search Faworites Media  History

Address I&j http://home.netscape.com/download/ client html

j @ Go |Links

Netscape

tail | B Calendar | /2

-

Q search M

i Free (3-5 day) Ground Shipping m

when you buy select new Dell™ Home Systems.

Home > Computing & Internet > Download > Netscape Products > License

Agreements > Client
Client Software End User License Agreement

B Departments
SmartUpdate
for Cormmunicator
Plug-Ins
hty Sidebar

MNetscape 6§ Themes
Shareware

SmartDownload
Servers

HDownload
Information
Install Instructions
Installation Options
Can't Install

MNetscape 67
MNetscape 6 FAQ
MNetscape 6 Help

Communicator Help
How to Download

Wia FTP
Technical Support
License

Areements
Eelease Motes

Redistribution or Rental Mot Permitted

These Terms apply to Netscape Communicator, Netscape
Mavigator, and Metscape SmartDownload

BY CLICKING THE ACCEPTANCE EUTTON OR INSTALLING OR
USING NETSCAPE COMMUNICATOR, METSCAPE NAVIGATOR, OR
METSCAPE SMARTDOWNLOAD SOFTWARE (THE "PRODUCT"),
THE INDIWIDUAL OR ENTITY LICENSING THE PRODUCT
("LICENSEE") IS CONSEMTING TO BE BOUND BY AND 15
BECOMING A PARTY TO THIS AGREEMENT. IF LICENSEE DOES
NOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, THE
BUTTOM INDICATING MON-ACCEPTAMCE MUST BE SELECTED,
AMD LICENSEE MUST NOT INSTALL OR USE THE 50F TWARE.

1. LICENSE AGREEMENT. As used in this Agreement, for
residents of Europe, the Middle East or Africa, "Metscape” shall
mean Metscape Communications Ireland Limited; for residents of
Japan, "Metscape" shall mean Metscape Communications (Japan),
Ltd.; for residents of all other countries, "Netscape" shall mean
Metscape Communications Corporation. In this Agreement
"Licensor shall mean Metscape except under the following
circumstances: (1) If Licensee acquired the Product as a bundled
corponent of a third party product or service, then such third party

P T Y I T e L L O Ty R ot PP P TR PR P Ry

l_l_l_ ﬁ Internet
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Electronic Agreements - Netscape

a Netscape Products: Netscape Client Software End User License Agreement - Microsoft Internet Explorer

File Edit Yiew Fawvorites Tools Help

T o I 1 I B R = I - I

Back [ Elr=ie| Stop Refresh  Home Search Fawvorites Media  History kil

Address I@ http:/fhome netscape.com/ daownload/ client html

12. U.S. GOYERNMENT END USERS. The Productis a
"commercial item," as that term is defined in48 CF.R. 2.101 (Oct.
1895), consisting of "commercial computer software” and
"camrmercial computer software documentation," as such terms are
usedin4ds CF.R.12.212 (Sept. 1995). Consistent with 48 CF.R.
12212 and 48 CF.R. 227 7202-1 through 227.7202-4 (June 1995),
all Us. Government End Users acouire the Product with only those
rights set forth herein.

13. MISCELLANEOQUS. (a) This Agreement constitutes the entire
agreement between the parties concerning the subject matter
hereof. (k) This Agreement may be amended only by a writing
signed by both parties. (o) Except to the extent applicable law, if
any, provides otherwise, this Agreement shall be governed by the
laws of the State of California, U.S A excludln it5 cunfllct Or |aw

Mie) This Agreement shall not be gDvemed by the United
Natluns Convention on Contracts for the International Sale of
Goods. (T If any provision in this Agreement should be held illegal
or unenforceable by a court having jurisdiction, such provision shall
he modified to the extent necessary to render it enforceable without
losing its intent, or severed from this Agreement if no such
modification is possible, and other provisions of this Agreement shall
remain in full force and effect. (g) The controlling language of this
Agreement is English. If Licensee has received a translation into
another language, it has been provided for Licensee's canvenience
only. (h) Awaiver by either party of any term or condition of this
Agreement or any breach thereof, in any one instance, shall not
walve such term or condition or any subseguent breach thereof. (i)
The provisions of this Agreement which require or contemplate
performance after the expiration or termination of this Agreement
shall be enforceable notwithstanding said expiration or termination.
(i) Licensee may not assign or otherwise transfer by operation of law
or otherwise this Aareement or anw riohts or oblioations herein

,_,_|‘ Internet
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— | X
File Edit iew Favorites Tools Help |
T S < A Q @@ @ @ B 5 W
Back EarEne Stop Refresh  Home Search Favorites Media  Histony hail Print Elit
Address I&j http:/ /cgid.ebay.com/aw-cgi/eBay SAPLdII? j @ Go |LinkS

‘ ® home | my eBay | site map | sign in

Sell WUl Search H Help H(‘.ommum’ty|

| overview | registration | buying & selling | gy | 2bout | Poedback | =afe |

Registration

Accept the User Agreement

+ Review the eBay User Agreement
s Checl off the four boxes below
o Click the 'T accept' button at the bottom of the page

This agreement helps keep eBay a safe place to buy and sell, and promotes trist armong our cormrauty e
members.

eBay User Agreement

THE FOLLCWING DESCRIBESZ THE TERME ON WHICH EBAY COFFERS YOU ﬂ
ACCESE TO OUR SERVICES.

Welcome to eBay Inc.’s User Agreement. This Agreement describes

the terms and conditions applicable to your use of our services

at http://wwmw, ebay.com and our general principles of our
International affiliates. If you have any guestions, please

refer to our User Agreement Freguently Asked Questions at

(http: //pages. ebay. con/help/basics/f-agreement. html) or our User

Agreement Rewvision Frequently Asked Questions at -
I have read the eBay User Agreement, accept all of its terms and Check off the
conditions and specifically acknowledge and accept the following: boxes:

&] l_l_’_ﬁ Internet
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Electronic Agreements - E-Bay

a eBay User Agreement - Microsoft Internet Explorer !Em
File Edit “iew Fawvorites Tools Help §E

& .= B B A a 8

Back et Stop Refresh  Home Search Fawvorites  Media History
Address I@ http:/ / cgid.ebay. com/aw-coi/ e Bayl SAPLAI7 j @ Go | Links

The terims and condlitions applicable Lo yOWL USE OL OUL SELvices
at http://www. ebay.com and our genesral principles of our
International affiliates. If you have any guestions, please
refer to ocur User Agreement Fregquently Asked Questions at
(http://pages. ebay.com/help/basics/f-agreement. html) or our User
Lgreement Revision Frequently Asked Questions at

-

I have read the eBay User Agreement, accept all of its terms and Check off the
conditions and specifically acknowledge and accept the following: boxes:

I mnust be an adult {18 years old (21 years old m some states)) to trade on 1 agree
cBay and I certify that T am an adult and can enter into thiz Agreement. required

eBay cannot and does not control the quality, safety, legality or accuracy M1 agree
of any itern listed or any itern description. Trading over the Internet has required
certain inherent risks; I understand these nsks exst even if [ take

advantage of various tools offered by eBay i order to mintmize the nisk

of fraud.

I will not provide fraudulent imformation and [ am solely responsible for M1 agree
any wformation I provide to eBay. [ will comply with all laws applicable to required
my activities on the web site and with this Agreement. [ will not sell any

prohibited, dlegal or infringing items on eBay and I will not do anything

that will interfere with the proper worlang of the eBay weh site

[ understand that this Asreement ltvits my rights to collect damages from M1 agree
eBay for operating the web site and providing ts service and that1f I required
violate this Agreement [ may be liable to pay eBay for the damages

caused by oy wolation.

To indicate how you would like to be contacted by eBay, please go to My eBay after completing

registration.
| Accept This Agreement | Decline |

’_ ’_ l_li Internet
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Encryption

m Security Issues

e Structure of the Internet

= Enhanced Security
= Security Problems

= Encryption Technology
e Private Key
e Public Key
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Encryption

m ISssues
e EXport
e Trade Secret Protection
e Attorney-Client Privileged Information
e Software Escrow Agreements

e Creation of Private Networks
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Digital Signatures

m ISssues
e |dentity of Party

e Document Modification
s Methods for Digital Signatures

e Password
e Bijometrics
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Digital Signatures

= Public Key Encryption
e Creation of Signature - Use of

Encryption
e Hash Function

e Commercial Vendors
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Writings / Signatures

s Statute of Frauds
e Writing Requirement
e UETA
m Signhature Requirement
e Authentication Requirement
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Writings / Signatures

*UETA

(Uniform Electronic Transaction Act)
=43 States including Pennsylvania

eE-Sign
(Electronic Signatures in Global and National

Commerce Act)

=Federal Law (6-30-00)
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Writings / Signatures

s UETA
e Digital = Paper Signature
= EXceptions - UCC, Estates
e Use of Signatures for Evidence, Notaries

e No change In substantive
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Writings / Signatures

= E-Sign
e Digital = Paper Signature for Interstate
Commerce

= EXceptions - UCC, Estates, Family Law,
Foreclosure, Insurance cancellations

= Pre-emption
e Specific technologies
e Utah and California
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Writings / Signatures

s Additional Information
e ABA Guidelines

e http://www.abanet.org/scitech/ec/isc/di
gital _signature.html
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