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FERC Directive

e FERC order adopting Version 6 standards (Order No. 822) highlighted risk to
communication links and data communicated between BES Control Centers

— FERC found that there was a reliability gap in CIP-006-6 (Physical Security of BES Cyber
Systems)

e Directed NERC to develop modifications to the CIP Standards to protect those
communication links and sensitive data

e Controls should:

— Be commensurate with the risks posed by the protected assets (i.e., impact rating under
CIP-002-5.1a);

— Identify the scope of the sensitive BES data to be protected; and

— Specify how the “confidentiality, integrity, and availability” of each type of BES data
should be protected while in transit or at rest.
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Security Concerns

e Inter-Control Center communications are crucial to maintaining BES reliability

e Control Centers must be capable of receiving and storing a variety of sensitive
BES data from interconnected entities

e Data is used to support:
— Immediate situational awareness and real-time operations

— Communications needed to complete essential reliability functions

Example: Under TOP-003-3, the TOP dictates the schedule and format for the data it needs to perform Operational Planning Analyses,
Real-time Monitoring, and Real-time Assessments.
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Risks to Data in Transit

o Wide variety of
communicated
data (and formats)
could be prone to
targeted attacks

— Eavesdropping
— Data manipulation

— “Man-in-the-
middle” traffic
interception
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NERC'’s Petition

e CIP-012-1 Requirements

— Develop and implement a plan to mitigate the risks posed by unauthorized modification
(integrity) and unauthorized disclosure (confidentiality) of assessment and monitoring data.
Plans must include:

— (1) The security protection used to mitigate the risks posed by unauthorized modification
and unauthorized disclosure of real-time assessment and real-time monitoring data;

— (2) The identification of where the utility applied the security protection; and

— (3) The split of responsibilities for these protections when different utilities control the
communicating control centers.
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Who Must Comply with the Standard?

* Responsible Entities - Functional entities that own or operate a Control
Center. Those entities include:

— Balancing Authorities,

— Generator Operators & Generator Owners,

— Reliability Coordinators,

— Transmission Operators & Transmission Owners.

e Other Exceptions/Caveats

— Facilities that would otherwise qualify as a control center, but only communicate real-
time data with other control centers regarding a “co-located field asset.”

— Oral communications
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Implementation Schedule

e Under NERC's Implementation Plan, CIP-012-1 would become effective on the
first day of the first calendar quarter two years after FERC issues an order
approving the standard.

e FERC has placed this petition in a rulemaking docket, indicating that FERC wiill
issue a Notice of Proposed Rulemaking, providing an opportunity for public
comment before acting on the filing.

— Typically, interested persons may submit comments on a NOPR for 60 days after its
issuance.

— After consideration of the comments FERC may issue an order approving its NOPR likely
with modifications based on the comments submitted.

— Only then will the 2 year clock begin.
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Challenges to Implementation

e Identifying the data to be protected

— Control Center-to-Control Center, with exception for Control Centers co-located at and only providing data for a
substation or generation resource

- [C)?FEaO%Changed between Control Centers (e.g. TOP-003, IRO-010) likely to be broader than what is protected under
o Identifying Control Centers

e Choosing the method(s) of protection
— Logical protection, physical protection, or a combination. Examples include:
— VPN using Internet Protocol security with encryption (protects the communication)
— Physical conduit (protects the communication)
— Secure ICCP (protects the data integrity)

— Determining whether the chosen protection is sufficient to "mitigate the risks posed by unauthorized disclosure and
unauthorized modification” in light of Commission suggestion that protections should be commensurate with the risk

— Avoiding protections that will adversely affect reliability, such as by increasing latency
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Challenges to Implementation

e Identification of the location where the security control is applied
— For physical protections, will need to demonstrate continuous physical barrier
— Where encryption begins/ends

— The application or service applying the security (e.g. Secure ICCP) where protection is
applied at the application layer

e Sorting out arrangements with other Responsible Entities
— Same plan as internal communications or bespoke plans?
— Shared responsibility, or one entity assuming most responsibility

— Cautions on accepting responsibility for both ends of a communication where one link is
within another Responsible Entity’s CIP environment

— Determining who will manage the certificate authority if digital certificates are used
— The unique problems of shared Control Centers
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Potential Issues of Concern at the Commission

e Exclusion of data at rest: Are the existing CIP protections for this data adequate
as NERC claims?

e Exclusion of Operational Planning Analysis data: Is the manipulation of
information used for next-day operational planning sufficiently unlikely to have a
reliability impact?

e Exclusion of oral communications: Are existing methods to detect and defend
against compromised oral communications sufficient?
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