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Preliminary Note

• Comments during this presentation are based upon:
– Publicly available information; 
– General observations and experience; and 
– Not on any specific client case information.
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CYBER THREAT 
ENVIRONMENT



Cyber Landscape and Risks

5

Intellectual 
Property

Loss

PII / PHI 
Loss

Insecure 
Coding

Third Party 
Vendors

Business 
Email 

Compromise

Denial of 
Service

Corporate
Espionage

Ransomware

Key Actors

Organized Cyber Crime

State Sponsored

Hackers for Hire

Hacktivists

Third Party Vendor 
Attacks

Insider Threat

Inadvertence



Business Email Compromise
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Spear Phishing Attacks

• Target particular users to entice them into opening an attachment or clicking on 
a link which launches malware on the system

• Nearly “80% of all espionage-motivated attacks used either a link or attachment 
in a phishing email to gain access to their victim’s environment”

7http://www.verizonenterprise.com/DBIR/2014/
http://www.mcafee.com/us/resources/reports/rp-phishing-quiz-assessment.pdf?snspd-0115

http://www.verizonenterprise.com/DBIR/2014/
http://www.mcafee.com/us/resources/reports/rp-phishing-quiz-assessment.pdf?snspd-0115


Ransomware Demands

• Hackers “locked up the files, refusing 
to give back access unless the hospital 
paid up.” 

• “I’m not at liberty because it’s an 
ongoing investigation, to say the actual 
exact amount. A small amount was 
made,” the hospital president said. 

• After payment, “the hackers didn't 
return full access to the files” and 
“demanded another ransom.” 

• “The hospital says, it will not pay 
again.”
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Nation State Actors

9http://www.fbi.gov/news/pressrel/press-releases/update-on-sony-investigation

http://www.fbi.gov/news/pressrel/press-releases/update-on-sony-investigation


Foreign-Based Cyber Attacks
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… a foreign-based cyber-attack of our computer network…. CHSPSC, LLC 
believes the attacker was an “Advanced Persistent Threat” group originating 
from China, which used highly sophisticated malware technology to attack 
CHSPSC, LLC’s systems. The intruder was able to bypass the company’s security 
measures and successfully copy and transfer some data existing on CHSPSC, 
LLC’s systems.



SIGNIFICANT COSTS
AND CONSEQUENCES
COMPLEX, COSTLY, BURDENSOME



2018 Cost of Data Breach Study: Global Overview

12https://www.ibm.com/downloads/cas/861MNWN2



Root Cause of Data Breach

13https://www.ibm.com/downloads/cas/861MNWN2



Cost Per Capita Based on Cause of Data Breach

14https://www.ibm.com/downloads/cas/861MNWN2



Average Total Cost by Size

15https://www.ibm.com/downloads/cas/861MNWN2



Detection and Escalation Costs

16https://www.ibm.com/downloads/cas/861MNWN2



Notification Costs

17https://www.ibm.com/downloads/cas/861MNWN2



Post Data Breach Response Costs

18https://www.ibm.com/downloads/cas/861MNWN2



Lost Business Costs

19https://www.ibm.com/downloads/cas/861MNWN2



“Under-Covered” for Cyber-Related Losses

• Equifax data breach (2017) 

– Cost approximately
$439 million to address

– Only $125 million was covered 
by insurance
(71% underinsurance rate).

20http://foundershield.com/the-2013-target-data-breach-insurance-coverage-recap/



Preliminary Questions

• Did a “data breach” occur?
• Determining scope of data breach or 

incident.
• When was cyber compromise/incident 

discovered?
– How was cyber compromise/incident 

discovered?
• How did cyber compromise/incident 

occur?
• When did the cyber compromise/incident 

occur?
– Early assessments can be revised

21

• Who caused cyber compromise/incident?
– Attribution analysis

• What security risks?
• Which regulators?
• Notification issues
• Public relations
• Cyber Insurance coverage



RECENT CASE STUDY 



Yahoo!, Inc.

• All information pursuant to SEC Order 
and Yahoo public filings:
– Multiple data breaches over multiple years
– On-going litigation
– No insurance coverage
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Yahoo!, Inc. – Incidents and Response Timeline

• August 2013 
– Hackers steal data from 1 billion Yahoo 

users.
• December 2014 

– Yahoo’s security team discovered that 
Russian hackers had obtained its “crown 
jewels”—the usernames, email addresses, 
phone numbers, birthdates, passwords and 
security questions/answers for at least 500 
million Yahoo accounts.

• 2015 – Early 2016
– Yahoo’s internal security team was aware 

that the same hackers were continuously 
targeting Yahoo's user database and also 
received reports that Yahoo user 
credentials were for sale on the dark web.

24https://www.sec.gov/litigation/admin/2018/33-10485.pdf; https://www.sec.gov/cgi-bin/browse-
edgar?action=getcompany&CIK=0001011006&owner=exclude&count=40&hidefilings=0

• Summer 2016
– Yahoo negotiates with Verizon to sell its 

operating business. 
– In response to due diligence questions 

about its history of data breaches, Yahoo 
gave Verizon a spreadsheet falsely 
representing that it was aware of only four 
minor breaches involving users’ personal 
information. A new Yahoo CISO (hired in 
October 2015) concluded that Yahoo's 
entire database, including the personal 
data of its users, had likely been stolen by 
nation-state hackers and could be exposed 
on the dark web in the immediate future. 

https://www.sec.gov/litigation/admin/2018/33-10485.pdf
https://www.sec.gov/cgi-bin/browse-edgar?action=getcompany&CIK=0001011006&owner=exclude&count=40&hidefilings=0


Yahoo!, Inc. – Disclosures

• September 2016
– Yahoo discloses the 2014 data breach to Verizon and in a press release attached to a 

Form 8-K. Yahoo's disclosure pegged the number of affected Yahoo users at 500 
million.

• December 2016
– Yahoo discloses the August 2013 data breach, and that hackers had forged cookies that 

would allow an intruder to access user accounts without supplying a valid password in 
2015 and 2016.

25https://www.sec.gov/litigation/admin/2018/33-10485.pdf; https://www.sec.gov/cgi-bin/browse-
edgar?action=getcompany&CIK=0001011006&owner=exclude&count=40&hidefilings=0

https://www.sec.gov/litigation/admin/2018/33-10485.pdf
https://www.sec.gov/cgi-bin/browse-edgar?action=getcompany&CIK=0001011006&owner=exclude&count=40&hidefilings=0


Yahoo, Inc. – Public Disclosures

26https://help.yahoo.com/kb/account/SLN28451.html?impressions=true



Yahoo!, Inc. – Disclosures

• March 1, 2017
– Yahoo files its 2016 Form 10-K, describing the 2014 hacking incident as having been 

committed by a “state-sponsored actor,” and the August 2013 hacking incident by an 
“unauthorized third party.” As to the August 2013 incident, Yahoo stated that “we have 
not been able to identify the intrusion associated with this theft.” Yahoo disclosed 
security incident expenses of $16 million ($5 million for forensics and $11 million for 
lawyers), and flatly stated: “The Company does not have cybersecurity liability 
insurance.”

• October 3, 2017
– Yahoo discloses that all of its users (3 billion accounts) have likely been affected by the 

hacking activity that traces back to August 2013.

27https://www.sec.gov/litigation/admin/2018/33-10485.pdf; https://www.sec.gov/cgi-bin/browse-
edgar?action=getcompany&CIK=0001011006&owner=exclude&count=40&hidefilings=0

https://www.sec.gov/litigation/admin/2018/33-10485.pdf
https://www.sec.gov/cgi-bin/browse-edgar?action=getcompany&CIK=0001011006&owner=exclude&count=40&hidefilings=0


Yahoo!, Inc. Litigation

• SEC Action – April 2018
• Securities Class Action – Santa Clara County
• Derivative Lawsuit – Northern District of California
• Individual Class Action – Northern District of California
• DOJ Prosecution Against Hackers 
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Yahoo, Inc.:  Enforcement Action

• Fine: $35 million; SEC Order (April 24, 2018)

• Failure to Disclose: “Despite its knowledge of the 2014 
data breach, Yahoo did not disclose the data breach 
in its public filings for nearly two years.”  
– 2014 data breach disclosed in September 2016 in a 

press release attachment to a Form 8-K.

• Misleading Disclosures: Risk factor disclosures in 
annual and quarterly reports (2014 through 2016) “were 
materially misleading” by claiming “the risk of potential 
future data breaches … without disclosing that a massive 
data breach had in fact already occurred.”

• Stock Purchase Agreement: “affirmative 
representations denying the existence of any significant 
data breaches in a July 23, 2016 stock purchase 
agreement with Verizon.”

• Ongoing cooperation

29https://www.sec.gov/news/press-release/2019-71



Yahoo!, Inc.:  Securities Class Action
and Derivative Lawsuit
• Securities Class Action – September 7, 2018

– $80 million settlement
• Derivative Lawsuit – Jan. 4, 2019

– $29 million settlement
– The derivative complaint asserted claims against Yahoo’s board for breach of fiduciary duty, 

insider trading, unjust enrichment, and waste. 
– The plaintiffs also asserted claims against Verizon for aiding and abetting. 
– The complaint alleged that Yahoo officials knew about the data breaches long before they were 

disclosed to the public and that instead of disclosing that the data breaches had taken place the 
defendants sought to cover up the breaches. 

– The complaint also alleged that several of the individual defendants sold stock from their 
personal holding of Yahoo stock after becoming aware of the data breaches and before the 
breaches were made public. 
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Yahoo!, Inc.:  
Individual Class Action – Northern District of California

• $50 million settlement rejected by 
Judge Koh in January 2019
– Nationwide litigation brought on behalf of 

well over 1 billion users whose personal 
information was compromised in three 
massive data breaches.

– “All plaintiffs have alleged a risk of future 
identity theft, in addition to loss of value 
of their personal identification 
information” - Judge Lucy Koh
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Yahoo!, Inc.:  DOJ Prosecution

• On March 15, 2017, DOJ charged two 
officers of the Russian Federal Security 
Service and two hackers in connection with 
the breach in late 2014.

– Nov. 2017, Karim Baratov, a 23-year-old 
hacker-for-hire, pled guilty
– Conspiracy to commit computer fraud 

and aggravated identity theft. 
– Admitted that, between 2010 and 2017, 

he hacked into the webmail accounts of 
more than 11,000 victims, stole and 
sold the information contained in their 
email accounts, and provided his 
customers with ongoing access to those 
accounts.

– May 2018, Sentenced to 5 years in 
prison.

32https://www.justice.gov/opa/pr/international-hacker-hire-who-conspired-and-aided-russian-fsb-officers-sentenced-60-months



HEIGHTENED 
REGULATORY 
ENFORCEMENT



Regulatory Landscape
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Federal Trade Commission 
• Section 5: “unfair or deceptive acts or 

practices in or affecting commerce”

Securities and Exchange 
Commission (SEC) Statement and 
Guidance on Public Company 
Cybersecurity Disclosures 

Health Insurance Portability and 
Accountability Act (HIPAA) of 1996

European Union (EU) General Data 
Protection Regulation (GDPR)
(May 2018)

Cybersecurity Landscape 
Growing Patchwork of Laws

35

Data Breach Notification Statutes 
• First: California Data Breach 

Notification Statute (2002)
• Now: 54 US Jurisdictions (DC, Puerto 

Rico, Guam and Virgin Islands)

California Consumer Privacy Act
of 2018

Special Focus Statutes: 
South Carolina Insurance Data Security 
Act (H. 4655)

New York Department of Financial 
Services (NYDFS) Cybersecurity 
Rule (March 2017)



State Data Breach Notification Laws

• 54 US Jurisdictions
– South Dakota (49th) and Alabama (50th) data breach statutes enacted in March 2018
– Also:  District of Columbia, Guam, Puerto Rico, and the U.S. Virgin Islands

• State law depends on residency of customers and location of data
• Notification may be required to customers, government, and credit agencies

• Enforcement and Actions
– Separate AG enforcement action may be brought
– Some States provide a private right of action

36



Government Agency Enforcement Actions
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SEC Guidance on Cybersecurity Disclosures

• Feb. 21, 2018
• Disclosures Based on Reporting 

Obligations
– Management’s Discussion and Analysis of 

Financial Condition and Results of Operations
– Cybersecurity Risk Factors

• Materiality Standard
• Timing of Disclosures
• Board Role

– Managing cyber risk
• Cybersecurity Policies and Procedures
• Insider Trading Policies and Procedures 

Related to Cyber Risks and Incidents

38



SEC Investigative Report (Oct. 16, 2018)

39

• SEC Investigative Report
– Nine public companies victims of cyber-related frauds
– Issue:  Whether these companies violated federal 

securities laws by failing to have a sufficient system 
of internal accounting controls. 

– Public companies could still be liable for federal 
securities violations if they do not have sufficient 
internal accounting controls that specifically take into 
account these new threats. 

– Focus on internal accounting controls that reasonably 
safeguard company and investor assets from cyber-
related frauds. 
 “devise and maintain a system of internal 

accounting controls sufficient to provide 
reasonable assurances that (i) transactions are 
executed in accordance with management’s 
general or specific authorization’ and that “(iii) 
access to assets is permitted only in 
accordance with management’s general or 
specific authorization.” Section 13(b)(2)(B)(i) 
and (iii) of the Securities Exchange Act



Cybersecurity Focus during Examinations

• 2017 Risk Report
• Examination of 75 Firms

– Governance and Risk Assessment
– Access Rights and Controls
– Data Loss Prevention
– Vendor Management
– Training
– Incident Response

40https://www.sec.gov/files/observations-from-cybersecurity-examinations.pdf



Cybersecurity Focus during Examinations

• OCIE 2019 Priorities
“Cybersecurity protection is critical to the operation of the financial markets. The impact of
a successful cyber-attack may have consequences that extend beyond the firm
compromised to other market participants and retail investors, who may not be well
informed of these risks and consequences. OCIE is working with firms to identify and
manage cybersecurity risks and to encourage market participants to actively and effectively
engage in this effort. OCIE will continue to prioritize cybersecurity in each of its
five examination programs.
Examinations will focus on, among other things, proper configuration of network
storage devices, information security governance generally, and policies and
procedures related to retail trading information security.
Specific to investment advisers, OCIE will emphasize cybersecurity practices at investment
advisers with multiple branch offices, including those that have recently merged with other
investment advisers, and continue to focus on, among other areas, governance and risk
assessment, access rights and controls, data loss prevention, vendor management,
training, and incident response.”
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Rule 30 of Regulation S-P 
(the “Safeguard Rule”)

• Requires registered broker-dealers, investment advisers and investment 
companies to establish written policies and procedures that are reasonably 
designed to safeguard customer information. 

• The Safeguard Rule requires firms to:
o address the administrative, technical, and physical safeguards for the protection of 

nonpublic personal information;
o insure the security and confidentiality of customer records and information;
o protect against any anticipated threats or hazards to the security or integrity of 

customer records and information; and
o protect against any unauthorized access to or use of customer records or information 

that could result in substantial harm or inconvenience to any customer

42

Regulation S-P, Privacy of Consumer Financial Information. 17 C.F.R. Part 248; SEC Release 
No. IC-24543 (Jun. 22, 2000)



SEC Cyber Unit

• A specialized unit dedicated to targeting cyber-related misconduct in the US 
markets. 

• The SEC Cyber Unit has focused on alleged misconduct involving:
– Issuer disclosure
– Market oversight
– Intrusions into retail brokerage accounts
– The submission of false regulatory filings 
– Hacking to obtain material non-public information.

43



SEC Cyber Unit – Hacking / Insider Trading

• SEC v. Ieremenko, Oleksandr, et al.
– The Commission filed a district court action alleging that Ieremenko, working with 

others, hacked into the SEC's EDGAR system and extracted test files containing 
nonpublic information about upcoming quarterly earnings announcement to use for 
illegal trading. 

• SEC v. Hong, Iat, et al.
– Overseas traders hacked into two U.S. law firms to obtain nonpublic information on 

which they traded. 

44



SEC Cyber Unit – Protecting Customer Accounts

• SEC v. Joseph P. Willner
– Day trader hacked into over 100 online customer brokerage accounts to manipulate the 

price of securities generating at least $700,000 in illicit profits

45



SEC Cyber Unit – Safeguarding Information

• Voya Financial Advisors
– The Commission filed settled administrative proceedings against an Iowa-based broker-

dealer and investment adviser related to its failures in cybersecurity policies and 
procedures surrounding a cyber intrusion that compromised personal information of 
thousands of its customers, in violation of Reg S-P and Reg S-ID.

46



SEC Cyber Unit – Safeguarding Information

• Morgan Stanley Smith Barney LLC 
– Failure to safeguard customer data from cyber-breaches in violation of Reg S-P 

stemming from a Morgan Stanley employee transferring confidential customer data to a 
personal server that was eventually hacked.

47



SEC Cyber Unit – Safeguarding Information

• RT Jones Capital Equities 
Management, Inc. 
– Failure to safeguard customer data 

from cyber-breaches in violation of 
Reg S-P as a result of an investment 
adviser's storage of sensitive 
customer information on a third-party 
hosted web server that was 
eventually hacked and its failure to 
adopt written policies and procedures 
reasonably designed to safeguard 
such customer information.

48



Compliance – EU Considerations

• The EU’s General Data Protection Regulation has a strict 72-hour reporting 
obligation if you collect personal data or behavioral information from someone in 
an EU country.
– U.S. companies that have no direct business operations in any one of the 28 member 

states of the European Union are still subject to the rule if they have a web presence 
and market their products over the web.

– The law only applies if the data subjects are in the EU when the data is collected. For 
EU citizens outside the EU when the data is collected, the GDPR would not apply.

49



MORGAN LEWIS GUIDANCE 
AND SERVICES



The Best Offense is a Good Defense

• Governance
– Board cyber risk management
– Cybersecurity risk oversight and personnel
– Cyber-risk management practices
– Preparedness for cyber incident or attack

• Internal Controls and Policies 
– “[M]aintain[] comprehensive policies and 

procedures related to cybersecurity risks and 
incidents”
– Tailored to your cyber security needs
– Identify, Protect, Detect, Respond and Recover

– Review controls to prevent and detect cybercrime 
(Section 21(a) Report)

– Emerging Reasonable Cybersecurity Standard

51

• Insider Trading 
– Insider Trading Policies and Procedures 

Related to Cyber Risks and Incidents
– “[P]olicies and procedures to prevent 

trading on the basis of all types of 
material nonpublic information, 
including information relating to 
cybersecurity risks and incidents.”

• Legal Review
– Insider Trading Programs
– Internal Control Programs 



The Best Offense is a Good Defense

• Training
– Prepared for cyber risks
– Prevention
– Responding to cyber risks

– Phishing and Business Email 
Compromise 

• Managing Cyber Incident
– Multiple regulators
– Incident Response Plans and 

Testing
– Attorney-Client Privilege Cyber 

Investigations

52

• Address Disclosure Issues
– Timing
– Periodic Reports

– Form 10-K 
– Management’s Discussion and 

Analysis (MD&A) section
– Materiality Standard
– Cybersecurity Risk Factors



Prepared for All Cyber Incident Phases

• Assist before, during, and after a data breach.
• Data breach-prevention guidance: 
o Implementing policies and training regarding data breaches, including governance and risk 

assessments, data loss prevention, and vender management. 
• Guidance on managing data breach
o Conducting confidential, privileged cyber incident investigations.

• Assist on enforcement investigations and actions by federal and state regulators
• Assist on class litigation or other litigation that often results from a data beach. 

• Successfully defended more than two dozen data privacy class actions – either winning 
motions to dismiss or defeating class certifications in lawsuits brought after data breaches or 
based upon alleged violations of a company’s privacy policy. 

53



Q&A



Mark L. Krotoski

• Litigation Partner, Privacy and Cybersecurity and Antitrust practices with 
more than 20 years’ experience handling cybersecurity cases and issues.

• Advises clients on mitigating and addressing cyber risks, developing 
cybersecurity protection plans, responding to a data breach or 
misappropriation of trade secrets, conducting confidential cybersecurity 
investigations, responding to regulatory investigations, and coordinating 
with law enforcement on cybercrime issues.

• Experience handling complex and novel cyber investigations and high-
profile cases

• At DOJ, prosecuted and investigated nearly every type of 
international and domestic computer intrusion, cybercrime, 
economic espionage, and criminal intellectual property cases.

• Served as the National Coordinator for the Computer Hacking 
and Intellectual Property (CHIP) Program in the DOJ’s Criminal 
Division, and as a cybercrime prosecutor in Silicon Valley, in 
addition to other DOJ leadership positions.

55

Partner
Morgan Lewis
mark.krotoski@morganlewis.com
+1.650.843.7212

mailto:mark.krotoski@morganlewis.com


Emily Drazan Chapman

Emily Drazan Chapman counsels companies with respect to 
the federal securities laws, corporate governance matters, 
and responding to activist shareholder campaigns. Prior to 
joining Morgan Lewis, Emily was an attorney-adviser with the 
US Securities and Exchange Commission (SEC) in the Division 
of Corporation Finance where she reviewed transactional 
filings under the Securities Act of 1933 and periodic reports 
and proxy statements under the Securities Exchange Act of 
1934. 
Emily also served in the SEC’s Division of Corporation 
Finance’s Office of Small Business Policy, where she provided 
interpretative guidance on exemptions to SEC registration 
and reviewed applications for bad actor waivers.
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Our Global Reach

Our Locations

Africa 
Asia Pacific
Europe

Latin America
Middle East
North America

Abu Dhabi
Almaty
Astana
Beijing*
Boston
Brussels
Century City
Chicago
Dallas
Dubai
Frankfurt 
Hartford
Hong Kong*
Houston
London
Los Angeles

Miami
Moscow
New York
Orange County
Paris 
Philadelphia
Pittsburgh
Princeton
San Francisco
Shanghai*
Silicon Valley
Singapore*
Tokyo
Washington, DC
Wilmington

*Our Beijing and Shanghai offices operate as representative offices of Morgan, Lewis & Bockius LLP. In Hong Kong, Morgan Lewis operates through 
Morgan, Lewis & Bockius, which is a separate Hong Kong general partnership registered with The Law Society of Hong Kong as a registered foreign law 
firm operating in Association with Luk & Partners. Morgan Lewis Stamford LLC is a Singapore law corporation affiliated with Morgan, Lewis & Bockius LLP.
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