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The COVID-19 Pandemic
Looking Back at a Year Disrupted
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January 2020 February/March 2020 March/April 2020 January 2021

A New Illness 

Emerges

The Virus 

Spreads Globally

The World 

Locks Down

The Fight to 

Flatten the Curve

The Race to 

Vaccinate

May/June 2020



Working from Home in 2019 – By Occupation
U.S. Bureau of Labor Statistics
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4%

4%

7%

11%

13%

16%

24%

33%

37%

Transportation & Moving

Installation, Maintenance & Repair

Production

Construction & Extraction

Office & Administrative Support

Service Occupations

Sales & Related

Professional & Related

Management, Business & Finance

Employed Persons Who Worked from Home 
on an Average Day in 2019 



COVID-19 and Remote Work
Pew Research Center – December 2020
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54%

71%

20%

Would Like to Work From Home After COVID

Currently Working From Home

Worked From Home Before COVID
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COVID-19 Year
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Confidentiality – Sources of the Obligation

9

 Ethical rules

 Federal and state law

 Client requirements

 Contractual provisions

 Good judgment



Model Rule 1.6 – Confidentiality of Information
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A lawyer shall not reveal information 
relating to the representation of a client
unless the client gives informed consent … 



Privileged

Publicly 
Available

Received 
from Third 

Parties

11

The duty of confidentiality is broad 
and sweeps in more than just 
privileged information.

Does the information relate to 
the representation of the client?

CONFIDENTIAL



Elements of the Attorney-Client Privilege
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Communication
Between an 
attorney and 
client

Made in 
confidence

For the 
purpose of 
obtaining 
legal advice



Common Privilege Issues for In-house Counsel

 The organization is the client and 
not any constituents

 Be careful with internal investigations

 The privilege only applies to 
communications for legal advice

 Not facts

 Not business advice

 Communications between joint 
clients are not privileged between 
the clients

13



Maximizing the Privilege

 Provide training on the scope of the privilege and how 

to maintain it

 Keep privileged information in a separate file

 Label communications as privileged

 Confirm in the communications that you’re providing 

legal advice and not business advice

 Limit the recipients of privileged information

 Constituents

 Auditors

 Vendors, consultants, and others

 Use technology with care

14
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Cyber Attacks on the Rise
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90% of Companies Faced Increased 
Cyberattacks During COVID-19

INTERPOL report shows alarming 
rate of cyberattacks during 
COVID-19

Cyberattacks on the rise 
during the COVID-19 
Pandemic

Top Cyber Security Experts 
Report:  4,000 Cyber Attacks a 
Day Since COVID-19 Pandemic

COVID-19 pandemic delivers 
extraordinary array of cybersecurity 
challenges



To Err Is Human
Psychology of Human Error Report – April 2020

• 88% of today’s data breaches 
are caused by human error

 User error is among the fastest-
growing causes of data breaches

 Others include breaches involving 
credentials, ransomware, and 
vulnerability exploitation

• 33% said they rarely or never 
think about cybersecurity

• 1 in 4 employees have clicked 
on a phishing email

17

Rarely
22%

Never
11%

Often
23%

Occasionally
44%

Percentage of 
employees that 

think about 
cybersecurity at 

work



Employees Who Have Clicked on a Phishing Email at Work 
Study on the Psychology of Human Error – April 2020
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8%

10%

13%

18%

19%

20%

27%

45%

47%

Charity

Teaching & Education

Public Services

Engineering & Manufacturing

Retail

Healthcare

Business Consulting

Financial Services

Technology

25% average across all 
industries



Why Employees Clicked on Phishing Emails
Study on the Psychology of Human Error – April 2020
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29%

37%

40%

41%

43%

45%

I wasn't paying attention

I was tired

The email appeared to be from a respected brand

The email appeared to be from a senior executive

The email looked legitimate

I was distracted
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“I’m Not a Cat,” 
Says Lawyer Having 
Zoom Difficulties

The video was immediately 
shared widely and brought joy to 
many.  The lawyer, Rod Ponton, 
said he was happy people got a 
much-needed laugh. 

The New York Times
May 6, 2021
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Remember … 
home assistants 
and smart devices 
can listen too.
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Percentage of Employees that Have Sent a Misdirected Email
Study on the Psychology of Human Error – April 2020

24

3%

39%

58%

I don't know

No

Yes



The Consequences of Sending a Misdirected Email
Study on the Psychology of Human Error – April 2020
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12%

12%

16%

20%

36%

41%

Nothing, despite reporting the incident

I lost my job

Nothing, I didn't report the incident

My organization lost a client

I had to send an embarrassing apology email

My organization had to inform the client



Why Employees Send a Misdirected Email
Study on the Psychology of Human Error – April 2020
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34%

36%

41%

44%

I was under pressure to send the email quickly

I wasn't paying attention

I was distracted

I was tired



Common Causes of Misdirected Emails
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AUTOCOMPLETE REPLY ALL MISATTACHED FILES

Wr

Wrong name
Wrong email address
Wrong person
Wrong everything



Herd your “CATS” Before Hitting Send
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C
Content 

C
Content 

 Review the entire 
thread

 Is the chain below 
your email 
appropriate?

 When in doubt, 
delete the chain

 Spell check and
proofread … 
printing in hard copy 
may help

 Get a second 
reader if possible

 Consider tone

A
Attachments

A
Attachments

 Use appropriate 
file names

 Open and check all 
attachments

 Complete 
document

 Correct version

 PDF or Word file

 Redlines and notes

 Scrub metadata 
and track changes

T
To Line

T
To Line

 Confirm all names 
and email 
addresses

 Beware of Reply All 
and autofill
functions

 Triple-check the 
intended 
recipients BEFORE 
hitting Send

S
Subject Line

S
Subject Line

 Use appropriate 
keywords —not 
generic 
descriptions 

 Will the subject 
line help you 
find the email? 

 Consider tagging
the email for 
importance
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ABA Formal Opinion 498 – Virtual Practice
March 10, 2021
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Virtual practice is permitted, but remember …

 “Supervisory lawyers have a duty to make 
reasonable efforts to ensure that 
subordinate lawyers and nonlawyer 
assistants comply with the applicable Rules 
of Professional Conduct”

 “Practicing virtually does not change or 
diminish this obligation”



Staying in Touch with Colleagues

31

 Communicate with each other

 Think about the right method

 When is a phone call appropriate?

 When is a video conference 
necessary?

 What can be determined by email?

 Establish regular check-ins

 BYO-anything

 Look out for each other
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 Magnitude of the problem

 20% to 36% reported a drinking problem

 28% experience depression

 19% experience anxiety

 23% experience stress

 Less-experienced lawyers are the most 
at risk for substance abuse and mental 
health problems
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 50% experiencing depression and anxiety

 More than 50% screened positive for risky drinking 

 Women experiencing meaningfully worse mental 
health problems and attrition

 1 in 4 women is contemplating leaving the law due 
to mental health problems, burnout, or stress

 .17% of male attorneys report having the same 
thoughts
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Model Definition of the “Practice of Law”

The application of legal principles and judgment with 
regard to the circumstances or objectives of a person that 
require the knowledge and skill of a person trained in 
the law.



Model Rule 5.5 – The Unauthorized Practice of Law 
(UPL)

36

11
Prohibited Conduct 

 Establishing an office
 Holding yourself out as admitted
 Otherwise establishing a “systematic 

and continuous presence”

33
In-House Counsel Exception

 Services are provided to the lawyer’s 
employer or organizational affiliate

 Registration may be required

22
Temporary Basis Safe Harbors

 The Local Counsel Exception 
 The Pro Hac Vice Exception
 The Arbitration Exception
 The “Reasonably Related” Exception

44
The Federal Law Exception

 Services are authorized by 
federal or other law

55
The Perils of UPL

 Discipline in host and home state
 Criminal punishment
 Loss of privilege
 Reputational damage



D.C. Opinion 24-20 – Teleworking from Home and the Pandemic
March 23, 2020

37

It’s not UPL if a lawyer …

 Is practicing from home in Washington, D.C. 
because of the pandemic

 Maintains an office in a jurisdiction where 
the lawyer is admitted

 Avoids using a Washington, D.C. address in 
any business document or holding out as 
authorized to practice in Washington, D.C.

 Does not regularly conduct in-person 
meetings with clients or third parties in 
Washington, D.C. 



ABA Formal Opinion 495 – Lawyers Working Remotely
December 16, 2020

It’s not UPL if …

 A lawyer practices the law of the jurisdiction 
where the lawyer is admitted while 
physically present elsewhere

 The lawyer does not:

 Hold out as licensed to practice in the local 
jurisdiction

 Advertise or otherwise hold out as having an office 
in the local jurisdiction

 Provide or offer to provide legal services in the 
local jurisdiction

 AND the local jurisdiction does not 
view the conduct as UPL

38



State Responses to ABA Opinion 495

 New York City Bar Proposes Amendment to the Temporary Practice Rules (February 3, 2021)

 References ABA Opinion 495.

 Proposed a new “Working from Home” exception “to confirm that lawyers who practice law outside New York State 
do not engage in the practice of law in this State solely by virtue of physically working remotely from their homes in 
this State.”

 “Our hope is that clarifying New York’s position will encourage such other states to reciprocate and thus provide 
similar comfort that New York lawyers need not fear that working from their homes in such states will result in 
liability for unauthorized practice of law claims.”

 New York Senate Repeals In-State Office Requirement (May 12, 2021)

 Allows lawyers to practice in New York without keeping a physical office in the state and while living elsewhere

 Awaiting approval by the state Assembly and the governor before becoming law

 Pennsylvania Joint Formal Opinion 2021-100 (March 2, 2021)

 Adopts ABA Opinion 495

 “Lawyers licensed in Pennsylvania may ethically engage in the remote practice of law for clients with Pennsylvania 
matters while being physically present in a jurisdiction in which they are not admitted unless a statute, rule, case law, 
or opinion of that jurisdiction prohibits the conduct.” 

39



Florida Proposed Advisory Opinion 2019-4
Approved May 20, 2021

40

It’s not UPL if a lawyer …

 Has a home in Florida

 Is employed by a New Jersey firm with no 
place of business or office in Florida

 Works remotely from home only on 
matters concerning federal intellectual 
property rights–not Florida law

 Does not have or create a public presence 
or profile in Florida as an attorney



Other Jurisdictions

 Arizona, Minnesota, New Hampshire, and North Carolina

 Lawyers may exclusively practice the law of another jurisdiction; Minnesota requires 
notice to the client.

 Minnesota also allows a lawyer to represent family members.

 New Hampshire Rule 5.5 – Comment 3:  “The assumption that a lawyer must be 
licensed in New Hampshire simply because he or she happens to be present in New 
Hampshire no longer makes sense in all instances.”

 Maine Ethics Opinion 189 (2005) 

 “Where the lawyer’s practice is located in another state and where the lawyer is 
working on office matters from afar, we would conclude that the lawyer is not 
engaged in the unauthorized practice of law.”

 Utah Ethics Opinion 19-03 (2019)

 “What interest does the Utah State Bar have in regulating an out-of-state lawyer’s 
practice for out-of-state clients simply because he has a private home in Utah? And 
the answer is the same — none.”

41
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Rule 5.5 Safe Harbors Admission Options

Jurisdiction
Temporary 

Practice
In-House 
Counsel

Federal Law On Motion
With UBE 

Score
Attorney’s 

Exam

California

Connecticut

Delaware

Washington, 
D.C.

Florida

Illinois

Massachusetts

New Jersey

New York

Pennsylvania

Texas



Takeaways

• Protect the privilege

• The same rules apply no matter where you’re 

working

• Be cyber-vigilant

• Herd your CATS

• Stay in touch and look out for each other

• Be aware of the local rules on UPL

43
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Michele A. Coffey

45

The general counsel of Morgan Lewis, Michele A. Coffey focuses her practice on 
representing financial institutions and their employees in investigations and enforcement 
actions by the US Securities and Exchange Commission (SEC), the Financial Industry 
Regulatory Authority (FINRA), the Commodity Futures Trading Commission (CFTC), and 
other agencies. One of the leaders for the litigation practice’s financial services practice, 
she also represents clients in state and US federal courts, and in arbitration and 
mediation. Michele frequently lectures on securities regulatory and enforcement issues.

Some of the world’s top financial institutions have turned to Michele to handle multiple 
high-stakes investor and employee disputes in FINRA and other arbitral forums. She has 
experience in SEC investigations into issues including market manipulation and insider 
trading, and in FINRA inquiries into short selling, mark-ups, front-running, and other 
trading practices.

Prior to assuming her role as general counsel of the firm, Michele served as deputy 
general counsel, one of several internal leadership positions she has held at Morgan 
Lewis.

New York

T +1.212.309.6917

F +1.212.309.6001

michele.coffey@morganlewis.com
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Timothy W. Levin

46

Timothy W. Levin, leader of the firm’s investment management practice, 
counsels investment advisers and other financial services firms on the design, 
development, and management of pooled investment vehicles and investment advisory 
programs. He also advises fund managers in connection with organization, registration, 
and ongoing regulatory compliance. Additionally, he represents managers and sponsors of 
unregistered pooled investment vehicles.

Timothy’s clients include many types of registered investment companies, such as mutual 
funds and registered funds of hedge funds, and funds focused on alternative investment 
strategies, including business development companies (BDCs). His unregistered pooled 
investment vehicle clients include private funds, bank collective investment trusts (CITs), 
and companies seeking exemption from investment company status.

Since 2008, Chambers USA: America’s Leading Lawyers for Business has recognized 
Timothy for his work.

He speaks frequently at conferences and moderates panels. He also co-chairs the annual 
Hedge Fund Conference. Timothy is the editor of Morgan Lewis Hedge Fund Deskbook: 
Legal and Practical Guide for a New Era and the Mutual Fund Regulation and Compliance 
Handbook.

Philadelphia

T +1.215.963.5037

F +1.215.963.5001

timothy.levin@morganlewis.com
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Nanette Medved-Po, Founder and Chairwoman, HOPE 
and Founder, Plastic Credit Exchange, Inc. (PCX)

47

Nanette is the founder and chairwoman at HOPE. As an impact company, HOPE invests 100% of 
profits to improving public school education infrastructure, agriculture interventions for smallholder 
farmers, and environmental initiatives in both the plastic waste and carbon sequestration spaces. 
HOPE was awarded the grand prize at Developmental Social Enterprise Awards by Price 
Waterhouse Coopers, and was recognized globally as the Best New Brand and Best CSR by the 
Global Bottled Water Awards. HOPE became the first Certified B Corporation in the Philippines for 
meeting the highest standards of social and environmental transparency and accountability.

Nanette is also the founder of Plastic Credit Exchange, Inc. (PCX), the first non-profit plastic offset 
program globally that has built a community committed to seeking out the most environmentally 
sound solutions for plastic waste. PCX takes plastic pledges from companies around the world and 
provides ways to offset those footprints through credible post-consumer plastic removal and 
processing systems.

Nanette serves on the Board of Trustees of the WWF Philippines and on the Board of Directors of 
Winrock International in Virginia. She recently received the NGO Leadership Award and Social 
Innovation Leadership Award from the Philippines Leadership Awards. She was also honored as 
one of Forbes’ Heroes of Philanthropy.

Nanette graduated Summa Cum Laude with degrees in Finance and Entrepreneurship from Babson 
College in Massachusetts.
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Rachel T. Nguyen

48

Rachel Nguyen is a member of the firm’s office of the general 
counsel, where she provides a broad range of risk management 
advice to the firm and its lawyers on matters involving legal 
ethics and professional responsibility.

Prior to joining Morgan Lewis, Rachel was a senior loss 
prevention counsel with the country’s leading malpractice 
insurance carrier for large law firms. In that role, she helped law 
firms manage their exposure to professional liability through 
counseling and education on ethical obligations and risk 
management strategies. Before that, Rachel was a commercial 
litigation partner at an AmLaw 100 firm in Chicago.

Chicago

T +1.312.324.1180

F +1.312.324.1001

rachel.nguyen@morganlewis.com
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Mark Vanderhelm, Vice President of Energy and Facilities 
Maintenance, Walmart
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Joining Walmart in 2015, Mark Vanderhelm, now Vice President of Energy and Facilities Maintenance, leads the 
team supporting Walmart U.S., including competitive markets supply, regulatory, energy resilience and 
management, energy services and energy project and program design, development and implementation.  He 
oversees the company’s US commitment to Zero Emissions by 2040 and Zero Waste by 2025. Beginning in 2019, 
Mark leada the US Facilities Maintenance organization in which he is transforming the organization to create a 
technical services career path attracting talent through leveraging technology and driving the digitization of the 
physical retail environment. In Energy, Mark’s team has increased the annual capital deployed 6x over the last 4 
years, building and implementing programs that have reduced energy usage and is on path to reduce energy 
spend by a net 15% over the next 3 years. In FM, Mark’s team has increased the capital deployed by 2.5x moving 
into next fiscal year and is on path to reduce spend by a net 25% over the next 3 years. Finally, Mark has been 
charged to monetize Walmart real estate through new initiatives: enhanced connectivity, direct to consumer 
energy products, and vehicle charging infrastructure all of which enhance the customer experience.

Mark joined the company from Exelon Generation, LLC in Pennsylvania, where he managed Generation and 
Renewables Development. In this role, Mark led the team responsible for developing new generation projects 
(gas, solar, biomass, storage and hydro) and investing in new electricity-based technologies throughout the U.S. 
and Canada. In previous roles, he led business development for the retail team, as well as the wholesale 
origination team focused on the Southern U.S.  Throughout these roles, Mark directed due diligence and 
negotiation for key growth projects for the organization.

Mark holds a Bachelor’s Degree in Mechanical Engineering from University of Texas. He went on to earn a 
Master’s Degree and Doctorate in Nuclear Engineering from MIT, where he co-directed the Institute of Nuclear 
Power Operations’ Reactor Technology Course for Utility Executives.
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Jedd H. Wider
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New York

T +1.212.309.6605

F +1.212.309.6001
jedd.wider@morganlewis.com

Jedd H. Wider focuses on global private investment funds and managed accounts, particularly global hedge, private equity, secondary, and 
venture capital funds. As co-leader of the global private funds practice, he represents leading financial institutions, fund managers, and 
institutional investors in their roles as fund sponsors, placement agents, and investment entities. He assists clients through all stages of 
product development and capital raising as well as customized arrangements, seed and lead investor arrangements, and joint ventures. He 
specializes in all aspects of secondary transactions, and complex financial structurings.

Jedd concentrates on all aspects of bespoke fund products and arrangements including funds of one and managed accounts and regularly 
advises clients on all aspects of regulatory compliance.

Members of the international media often seek out Jedd for his views on the hedge fund and private equity fund industries and capital 
markets. His analysis can be found in US and international publications, including The Wall Street Journal, The Economist, and Financial 
Times, as well as on television networks such as Bloomberg and CNN.

Jedd lectures and serves as a panelist on private investment fund topics for trade programs and organizations around the world. He has 
delivered speeches and presentations to numerous private fund conferences such as the Hedge Fund Institutional Forum, Dow Jones Private 
Equity Analyst Limited Partners Summit, Endowments & Foundations Roundtable, Association of Life Insurance Counsel, National Association 
of Public Pension Fund Attorneys (NAPPA), West Legalworks, InfoVest21 Hedge Fund Conference, the Annual Euromoney Summit of 
European Hedge Funds in London, Capital Roundtable Fund Conferences, the Annual International Conference on Private Investment Funds 
in London, the Wharton Private Equity and Venture Capital Conference, the On Point Investors and Hedge Fund Risk Summit, and the Lazard 
Capital Markets Hedge Fund Conference.

Jedd is listed in The US Legal 500, Chambers Global: The World’s Leading Lawyers, and Chambers USA: America’s Leading Lawyers for 
Business.

He serves as an editorial board member of The Journal of Investment Compliance and as an editor of the Morgan Lewis Hedge Fund 
Deskbook: Legal and Practical Guide for a New Era published by Thomson Reuters/West. He regularly publishes articles on current hedge 
fund and private equity fund topics. He co-chairs the Annual Morgan Lewis Advanced Topics in Hedge Fund Practices Conference and chairs 
Morgan Lewis’s Hedge Fund University Web Series.

Jedd clerked for Judge Nicholas Politan of the US District Court for the District of New Jersey and for US Attorney Rudolph Giuliani of the 
Southern District of New York.

He is conversant in French.
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Our Global Reach

Our Locations

Africa 

Asia Pacific

Europe

Latin America

Middle East

North America

Abu Dhabi

Almaty

Beijing

Boston

Brussels

Century City

Chicago

Dallas

Dubai

Frankfurt 

Hartford

Hong Kong

Houston

London

Los Angeles

Miami

Moscow

New York

Nur-Sultan

Orange County

Paris 

Philadelphia

Pittsburgh

Princeton

San Francisco

Shanghai

Silicon Valley

Singapore

Tokyo

Washington, DC

Wilmington

Our Beijing and Shanghai offices operate as representative offices of Morgan, Lewis & Bockius LLP. In Hong Kong, Morgan, Lewis & Bockius is a separate 
Hong Kong general partnership registered with The Law Society of Hong Kong. Morgan Lewis Stamford LLC is a Singapore law corporation affiliated with 
Morgan, Lewis & Bockius LLP.
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