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Overview of the 
Cybersecurity 
Landscape



Cyber Risks and Landscape

• Phishing Schemes

• Business Email Compromise 

• Ransomware

• Targeted cyber attacks

• Insider threat

• Third Party Vendors

• Stolen unencrypted laptop
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Key Actors

Organized Cyber Crime

State Sponsored

Hackers for Hire

Hacktivists

Third Party Vendor Attacks

Insider Threat

Inadvertence



Initial Questions

• What cyber incidents are you likely to encounter?

o Based on risk assessment

• What is the average time to identify a data breach?

• How long to contain a data breach?

• Consider past incidents:

o When and how was the incident detected?

o What was determined about when the attack was first initiated?
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Average Time to Identify and Contain a Data Breach
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IBM Security | Cost of a Data Breach Report 2020



Record Criminal Cyber Complaints

• “IC3 received a record number of complaints 
from the American public in 2020: 791,790, 
with reported losses exceeding $4.1 billion.” 

• “This represents a 69% increase in total 
complaints from 2019.” 

– Business E-mail Compromise (BEC) schemes 
costliest: 19,369 complaints with an adjusted loss 
of approximately $1.8 billion. 

– Phishing scams prominent: 241,342 complaints, 
with adjusted losses of over $54 million. 

– Ransomware incidents also continues to rise, 
with 2,474 incidents reported in 2020.
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Last Report Issued:  March 17, 2021

https://www.ic3.gov/Media/Y2019/PSA190910
https://www.ic3.gov/Media/PDF/AnnualReport/2020_IC3Report.pdf



Business Email Compromise Schemes

10https://www.ic3.gov/Media/Y2019/PSA190910



Ransomware Trends

• “The total value of suspicious activity reported 
in ransomware-related SARs during the first 
six months of 2021 was $590 million, 
which exceeds the value reported for the 
entirety of 2020 ($416 million).”

• “FinCEN identified several money laundering 
typologies common among ransomware 
variants in 2021 including threat actors 
increasingly requesting payments in 
Anonymity-enhanced Cryptocurrencies 
(AECs) and avoiding reusing wallet addresses, 
“chain hopping” and cashing out at 
centralized exchanges, and using mixing 
services and decentralized exchanges to 
convert proceeds.”

11https://www.fincen.gov/sites/default/files/2021-10/Financial%20Trend%20Analysis_Ransomware%20508%20FINAL.pdf

Report:  Oct. 15, 2021



Ransomware Payments Statement

12https://www.ic3.gov/Media/News/2021/211029.pdf

Oct. 28, 2021



SolarWinds – Supply Chain Attack – Inside the Hack

13https://www.wsj.com/articles/hack-suggests-new-scope-sophistication-for-cyberattacks-11608251360?mod=article_inline
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• “Hackers gained entry into the networks of 
Colonial Pipeline Co. on April 29 through a 
virtual private network account, which 
allowed employees to remotely access the 
company’s computer network…. The account 
was no longer in use at the time of the 
attack but could still be used to access 
Colonial’s network….”

https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password



15https://www.reuters.com/article/us-equifax-breach/equifax-failed-to-patch-security-vulnerability-in-march-former-ceo-idUSKCN1C71VY
https://investor.equifax.com/news-and-events/news/2017/09-07-2017-213000628



2020 Cost of Data Breach Report

16https://www.ibm.com/security/data-breach

Key findings:



Data breach average total cost 
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Divided into four categories, measured in US$ millions 

Lost business 
costs comprised 
the largest share 
of the average 
cost of a data 
breach. 

https://www.ibm.com/security/data-breach



Common Government 
Contract Cyber Scenarios 
and Risks



Common Cyber Scenarios
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Common Issues Arising 
Under Cyber Investigations



Incident Response Timeline Key Phases

a. Preparation
b. Cyber Incident Detected
c. Cyber Investigation, Assessment, 

Analysis
d. Law Enforcement Report?
e. Containment and Eradication
f. Remediation, Recovery
g. Determine and Manage Notifications 

and Other Legal Issues
h. Public Statements, Business Relations, 

Address Reputational Issues
i. Anticipated Civil Litigation Issues
j. Potential Regulatory Review
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Incident Response Timeline Key Phases
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Preparation
Cyber Incident 
Detected

Cyber Investigation, 
Assessment, Analysis

Law Enforcement 
Report

Containment and 
Eradication

• Tested Incident Response 
Plan

• Cyber Risk Assessment
• Administrative, Technical 

and Physical Security 
Controls

• Initial determination of 
type of incident (low, med. 
high)

• Commence attorney client 
privilege investigation

• Determining scope of data 
breach or incident

• Engage third party vendors 
at the direction of counsel

• Address forensic issues 
(access, acquisition, 
exfiltration)

• Attribution analysis
• Did a “data breach” occur?
• How did cyber incident 

occur?
• Data review for sensitive 

information, PII, PHI

• Whether and when to 
contact law enforcement?

• Do you have Indicators of 
Compromise (IOC) to 
report?

• Address security issues
• Remove threat actor
• Address third party security 

issues



Incident Response Timeline Key Phases
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Remediation, 
Recovery

Determine and 
Manage Notifications 
and Other Legal
Issues

Public Statements, 
Business Relations, 
Address Reputational 
Issues

Anticipate Civil 
Litigation Issues

Potential Regulatory 
Review

• Plug or close security 
issues

• Prevent renewed attack
• Implement security 

measures (e.g., MFA, 
patching)

• Consider attorney client 
privilege issues

• Notify individuals 
(customers, employees, 
others)

• Cyber insurance 
notifications

• Determine whether credit 
monitoring is required or 
recommended

• Federal agencies
• State agencies 
• Contractual notifications
• Mange timeliness and 

deadlines
• Address other legal issues

• Website notifications
• “Plan B” public statement 

ready if needed
• Call center
• Other communications 

based on business
relationships

• Public relations assistance

• What legal theories may 
apply?

• Damage theories
• Defenses 
• Fact-specific issues and 

context

• Who are the primary 
federal and state 
regulators?

• Explaining the incident to 
regulators

• Highlighting relevant facts, 
circumstances and context

• Addressing specific policies, 
procedures and standards

• Other facts addressing 
security issues

• Identifying potential 
mitigation issues



Has a “Breach” Occurred?

Standard State Examples

Unauthorized Acquisition of Personal Information Alabama, Alaska, Arkansas, California, Colorado, 
Delaware, District of Columbia, Idaho, Iowa, Missouri, 
Montana, Nevada, North Carolina, Oregon, Tennessee, 
Wisconsin, Wyoming

Unauthorized Access to Personal Information Florida

Unauthorized Acquisition of and Access to Personal 
Information

Arizona, Hawaii, Louisiana, Missouri, New York, North 
Carolina, Ohio, Pennsylvania

Unauthorized Acquisition or Use Massachusetts

Materiality Arizona, Idaho, Pennsylvania, Montana, Nevada, 
Tennessee, Wyoming
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Consider Range of Incident Communications
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Incident 
Response 

Team

Forensic 
Specialist Public 

Relations 
Team

Customer and 
Business 
Relations

Auditor

Other Third 
Parties

Outside 
Counsel

• Legal 
Guidance    

• Direct 
Investigation

Board of 
Directors

Management



Legal Protections

• Attorney Client Privilege

– The attorney-client privilege “purpose is 
to encourage full and frank 
communication between attorneys and 
their clients and thereby promote broader 
public interests in the observance of law 
and administration of justice. The 
privilege recognizes that sound legal 
advice or advocacy serves public ends 
and that such advice or advocacy 
depends upon the lawyer's being fully 
informed by the client.”  Upjohn Co. v. 
United States, 449 US 383, 389 (1981). 
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• Work Product Doctrine

– Work prepared in anticipation of 
litigation by attorneys or 
representatives

– Mental impressions, conclusions, 
legal theories, opinions. 

– Fed. R. Civ. P. 26(b)(3)(A)(ii)

– May be disclosed if “party shows 
that it has substantial need for the 
materials to prepare its case and 
cannot, without undue hardship, 
obtain their substantial equivalent 
by other means.”



Capital One Case (May 26, 2020)

27
https://www.law360.com/articles/1276981/print?section=banking
https://www.law360.com/articles/1274115/print?section=banking



State Data Breach Notification Laws

• 54 US Jurisdictions

– South Dakota (49th) and Alabama (50th) data breach statutes enacted in March 2018

– Also:  District of Columbia, Guam, Puerto Rico, and the U.S. Virgin Islands

• State law depends on residency of customers and location of data

• Notification may be required to customers, government, and credit agencies

• Enforcement and Actions

– Separate AG enforcement action may be brought

– Some States provide a private right of action

28



SEC Guidance on Cybersecurity Disclosures

• Feb. 21, 2018

• Disclosures Based on Reporting Obligations

– Management’s Discussion and Analysis of Financial 
Condition and Results of Operations

– Cybersecurity Risk Factors

• Materiality Standard

• Timing of Disclosures

• Board Role

– Managing Cyber Risk

• Cybersecurity Policies and Procedures

• Insider Trading Policies and Procedures Related to 
Cyber Risks and Incidents

29
https://www.sec.gov/rules/interp/2018/33-10459.pdf



DOD Cybersecurity Maturity Model Certification

30https://www.defense.gov/News/News-Stories/Article/Article/2071434/dod-to-require-cybersecurity-certification-in-some-contract-bids/



DOD Enhanced “CMMC 2.0” Program 

31
https://www.defense.gov/News/Releases/Release/Article/2833006/strategic-

direction-for-cybersecurity-maturity-model-certification-cmmc-program/



U.S. Department of the Treasury’s 
Office of Foreign Assets Control (OFAC) Advisory

• U.S. persons are generally prohibited from engaging in 
transactions, directly or indirectly, with individuals or 
entities (“persons”) on OFAC’s Specially Designated 
Nationals and Blocked Persons List (SDN List), 
other blocked persons, and those covered by 
comprehensive country or region embargoes (e.g., 
Cuba, the Crimea region of Ukraine, Iran, North Korea, 
and Syria).” 

• “OFAC may impose civil penalties for sanctions 
violations based on strict liability, meaning that a 
person subject to U.S. jurisdiction may be held civilly 
liable even if it did not know or have reason to know it 
was engaging in a transaction with a person that is 
prohibited under sanctions laws and regulations 
administered by OFAC.”

32https://home.treasury.gov/system/files/126/ofac_ransomware_advisory.pdf
https://home.treasury.gov/system/files/126/ofac_ransomware_advisory_10012020_1.pdf



New Civil Cyber-Fraud 
Initiative 



Cybersecurity Focus

34https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/



DOJ Cybersecurity Review May 2021

35
https://www.washingtonpost.com/politics/2021/05/03/cybersecurity-202-justice-department-launched-120-day-

review-into-its-cybersecurity-strategy/



New Civil Cyber-Fraud Initiative:  October 6, 2021

36https://www.justice.gov/opa/speech/acting-assistant-attorney-general-brian-m-boynton-delivers-remarks-cybersecurity-and

• “The initiative will hold 
accountable entities or individuals 
that put U.S. information or 
systems at risk by [a] knowingly 
providing deficient cybersecurity 
products or services, [b] knowingly 
misrepresenting their cybersecurity 
practices or protocols, or [c]
knowingly violating obligations to 
monitor and report cybersecurity 
incidents and breaches.”



New Civil Cyber-Fraud Initiative

37https://www.justice.gov/opa/speech/acting-assistant-attorney-general-brian-m-boynton-delivers-remarks-cybersecurity-and

“At bottom, the 
department’s Civil Cyber-
Fraud Initiative will hold 
accountable entities or 
individuals that put U.S. 
information or systems at 
risk.”

“At bottom, the 
department’s Civil Cyber-
Fraud Initiative will hold 
accountable entities or 
individuals that put U.S. 
information or systems at 
risk.”



DOJ Initiative Key Areas of Focus

• Knowing: 

o “failures to comply with 
cybersecurity standards”

o “misrepresentation of security 
controls and practices”

o “failure to timely report 
suspected breaches”

38https://www.justice.gov/opa/speech/acting-assistant-attorney-general-brian-m-boynton-delivers-remarks-cybersecurity-and



How DOJ and Qui Tam 
Relators may use the 
False Claims Act 



False Claims Act Overview

• Civil False Claims Act, 31 U.S.C. §§ 3729-3733

– “Lincoln’s Law”

– Revived through amendments in 1986

• Other Key Amendments

– Fraud Enforcement and Recovery Act of 2009 (“FERA”)

– Affordable Care Act (“ACA”) and Dodd-Frank Act

• State and Municipal False Claims Acts

40



False Claims Act Liability

Commonly Invoked Sources of Substantive Liability

• § 3729(a)(1)(A): “direct” false claims for payment or approval

• § 3729(a)(1)(B): false records/statements to support a false claim

• § 3729(a)(1)(C): conspiracy to commit violations of (a)(1)(A)-(G)

• § 3729(a)(1)(G): “reverse” false claim provision 

41



False Claims Act Liability

Key Elements of FCA Claims 

• Falsity

• Scienter

– “Knowingly” standard

• Materiality

• Causation

42



False Claims Act Liability

Substantive Claims: Potential Consequences

• Damages and Penalties Exposure

– Treble damages

– Per claim penalties

• Related Concerns

– Debarment or suspension

– Program exclusion or corporate integrity agreement (“CIA”)

43



False Claims Act Liability

Substantive Defenses

• Materiality

– Conduct by the government after it learns of the allegations

• Ambiguity

– Is the statute/contract/regulation clear?  Subject to reasonable alternative 
interpretations?  Is there authoritative agency guidance?

• Intent

– Even with lower scienter standard, FCA does not reach mistakes or mere negligence

44



FCA Cases – DOJ Statistics*

• 672 qui tam suits filed in FY2020; 250 
Affirmative FCA suits

• Of the $2.23B recovered in FY2020, 
$1.68B related to qui tam suits

• In FY2020, the government paid out 
$309M to qui tam relators

* Excludes State FCA enforcement

45https://www.justice.gov/opa/r/justice-department-recovers-over-22-billion-false-claims-act-cases-fiscal-year-2020



Qui Tam Provisions

Unique Features

• Specific relator filing/seal requirements

• Investigation timing and tools

– IG Subpoenas, CIDs

• DOJ options

– Declination, intervention, dismissal

46



Qui Tam Provisions

Whistleblower Retaliation:  31 U.S.C. § 3730(h)

• Essentially a personal employment claim

• Different than substantive FCA claims 

– SOL

– Sealing

– Relief/damages

47



FCA Cases Arising from Cybersecurity Violations

• U.S. ex rel. Markus v. Aerojet Rocketdyne 
Holdings, Inc., 381 F. Supp. 3d 1240 (E.D. Cal. 
2019) 

– Declined qui tam and 3730(h) case alleging 
noncompliance with contractual cybersecurity 
requirements

– Relator was insider - former Senior Director of 
Cyber Compliance/Controls

– Alleged fraudulent inducement and non-
compliance with standards

– Court allowed some FCA claims to survive 
motion to dismiss

48



FCA Cases Arising from Cybersecurity Violations

• U.S. ex rel. Adams v. Dell Computer, No. 15-cv-608 
(D.D.C. 2020)

– Declined qui tam case alleging sale of computer 
products with undisclosed cybersecurity hardware 
vulnerabilities 

– Relator was self-identified expert but not an insider

– Alleged false claims/statements and false 
certifications related to compliance with contract and 
certain DoD regulations

– Materiality based on allegations that government 
agencies are obliged to ensure technology 
acquisitions comply with security requirements

– Motion to dismiss granted because of insufficient 
allegations to satisfy demanding materiality standard 
and “knowing” conduct

49



FCA Cases Arising from Cybersecurity Violations

• U.S. ex rel. Glenn v. Cisco Systems, 
No. 1:11-cv-00400 (W.D. NY 2019) 

– Qui tam case alleging product did not 
comply with security requirements

– Settled for $8.6 million (Relator 
received $1.7 million)

50



Expected Focus of FCA Cyber – Enforcement Efforts

• Non-compliance with cybersecurity standards on goods and services provided by 
federal contractors

– Failure to adhere to specific contractual requirements

– Failure to protect government data and unauthorized access

• Misrepresentation of security controls and practices. 

– False representations regarding System Security Plans and security controls

– Misrepresentations in the bidding process – fraudulent inducement

– Misrepresentations re periodic reporting

– Failure to disclose violations 

• Failure to report suspected breaches of cybersecurity protocols

• These are in addition to other potential remedies – e.g., SEC, HIPAA

51



FCA Liability in Cyber Cases

• False statements of capabilities in proposal leading to contract award that 
company was not eligible to receive

• False certifications of compliance (express or implied) in invoices/claims for 
payment to federal/state agencies

• False claims for payment for services not provided

– Data protection

– MFA and Password protection services

• Conspiracy

• Company and individual accountability

52



FCA Damages in Cyber Cases

• Benefit of the bargain damages where product does not meet contractual 
standards

• Fraud in the inducement damages where misrepresentations made in the 
proposal and contractor otherwise not eligible for award

• Nature of the false statement – potentially placing government systems or data 
at risk – could impact damages/penalties assessments

• Mandatory trebling of single damages

• Statutory penalties for each false claim

53



Hypothetical Scenario

• RFP requires verification of compliance with certain cybersecurity protocols

• Bid team plans to put protocols in place post-award but falsely certifies pre-
award compliance

• Implementation delays post-award (80% compliance) with requisite controls

• Continued billing while team works to comply

• No disclosure to agency

• Team member reports non-compliance to Company hotline

54



Increased Relator Activity

• DOJ Initiative likely to encourage relators and relators’ counsel

– Dedicated team within Civil Frauds will be receptive audience

• Potential “insider” relators may have increased access to company systems

• Expect qui tam relators to include business competitors

55



Increased Affirmative Enforcement

• DOJ can and likely will bring affirmative FCA suits

• Investigations in this space – based on referrals from agencies and even 
voluntary disclosures – likely will be swift and intensive

• Cooperation and transparency will be important considerations

56



Mitigating FCA Risk

• Developing effective compliance program 

• Ongoing monitoring and training

• FAR Mandatory Disclosure

– FAR 52.203-13 

• Elevating potential non-compliance followed by prompt investigations to 
determine facts and assess risk/disclosure obligations

57



Mitigating FCA Risk

• Employee engagement

• Documenting compliance

• Tracking updated standards and regulations

• Documenting and managing agency communications re changes to SSPs

• Subpoena / CID compliance

58



Lessons from Other 
Enforcement Initiatives



Special Inspector General for Pandemic Recovery (SIGPR)

60https://www.sigpr.gov/

“SIGPR is an independent organization within the 
U.S. Department of the Treasury whose mission is to 
promote the economy, efficiency, effectiveness, and 
integrity of CARES Act funds and programs. SIGPR
was established by Section 4018 of the CARES Act 
with duties, responsibilities, and authority under the 
Inspector General Act of 1978.”



Antitrust Division Procurement Collusion Strike Force

DOJ Announcement: November 5, 2019

• “Lead a coordinated national response to combat antitrust crimes and related schemes in 
government procurement, grant, and program funding at all levels of government.”

• Innovative “district-based task organization model” that partners with US Attorney offices 
and other agencies

• Targeted outreach training and education at federal, state and local public procurement 
process 

• Use of criminal and civil enforcement tools

61https://www.justice.gov/opa/pr/justice-department-announces-procurement-collusion-strike-force-coordinated-national-response



Lessons from Other Enforcement Initiatives

• Cyber Enforcement by Other Federal, State Agencies

– Timeliness of notification

– Misleading statements

6262



Timeliness of Notification

https://www.sec.gov/news/press-release/2018-71 63

• Commission Statement and Guidance on 
Public Company Cybersecurity Disclosures

• “Given the frequency, magnitude and cost 
of cybersecurity incidents, the 
Commission believes that it is critical that 
public companies take all required actions 
to inform investors about material 
cybersecurity risks and incidents in a 
timely fashion, including those 
companies that are subject to material 
cybersecurity risks but may not yet have 
been the target of a cyber-attack.”



Notification Enforcement

64https://www.hhs.gov/about/news/2017/01/09/first-hipaa-enforcement-action-lack-timely-breach-notification-settles-475000.html



Notification Enforcement

• Oct. 31, 2017

• NY and VT Attorneys General

– VT:  $300,000

– NY:  $400,000

• Failure to provide timely notice and 
maintain reasonable data security

– 287 days after aware of first incident 

– 100 days after aware of second incident

• Two separate incidents in 2014 and 2015

– 350,000 credit card numbers

65

In Re Hilton Domestic Operating Company, Inc. 

http://ago.vermont.gov/blog/2017/10/31/vermont-attorney-general-resolves-security-breach-hilton-company-pay-300000-penalty/



Enforcement Action on Timeliness of Notification

• Fine: $35 million; SEC Order (April 24, 2019)

• Failure to Disclose: “Despite its knowledge of the 2014 
data breach, Yahoo did not disclose the data breach 
in its public filings for nearly two years.”  

• 2014 data breach disclosed in September 2016 in a 
press release attachment to a Form 8-K.

• Misleading Disclosures: Risk factor disclosures in 
annual and quarterly reports (2014 through 2016) “were 
materially misleading” by claiming “the risk of potential 
future data breaches . . . without disclosing that a 
massive data breach had in fact already occurred.”

• Stock Purchase Agreement: “Affirmative 
representations denying the existence of any significant 
data breaches in a July 23, 2016 stock purchase 
agreement with Verizon.”

• Ongoing cooperation

https://www.sec.gov/news/press-release/2018-71 66



Enforcement Action Misleading Statements

• “[M]isleading language suggesting 
that the notifications were issued 
much sooner than they actually were 
after discovery of the incidents”

67

https://www.sec.gov/news/press-release/2021-169



Enforcement Action Misleading Statements

• “[M]isleading statements and omissions about 
the 2018 data breach involving the theft of 
student data and administrator log-in credentials 
of 13,000 school, district and university customer 
accounts.”

• “In its semi-annual report, filed in July 2019, 
Pearson referred to a data privacy incident as a 
hypothetical risk, when, in fact, the 2018 cyber 
intrusion had already occurred.”

• “And in a July 2019 media statement, Pearson 
stated that the breach may include dates of births 
and email addresses, when, in fact, it knew that 
such records were stolen, and that Pearson had 
"strict protections" in place, when, in fact, it failed 
to patch the critical vulnerability for six months 
after it was notified. The media statement also 
omitted that millions of rows of student data and 
usernames and hashed passwords were stolen.”

68https://www.sec.gov/news/press-release/2021-154



Misleading Statements on Data Security Practices

• Final Order requires company to:

– Implement comprehensive security 
program, 

– Review software updates for security 
flaws before release, 

– Ensure updates will not hamper third-
party security features, 

– Obtain biennial assessments of its 
security program by an independent 
third party, which the FTC has authority 
to approve, and 

– Notify the FTC of any data breach.

69https://www.ftc.gov/news-events/press-releases/2021/02/ftc-gives-final-approval-settlement-zoom-over-allegations-company



Next Steps



The Best Offense is a Good Defense

• Risk Assessment and Management 
Program

• Internal Controls, Policies, 
Procedures and Standards

• Access Management 

• Training

• Third Party Vendors

72

• Governance

• Managing Cyber Incident

• Address Disclosure Issues

• Address Unique Jurisdiction 
Standards and Requirements

• Insider Trading Controls

• Legal Review of Key Phases



Prepared for All Cyber Incident Phases

• Before, during, and after a data breach.

• Data breach-prevention guidance. 

o Implementing policies and training regarding data breaches, including governance and risk 
assessments, data loss prevention, and vendor management. 

• Guidance on managing data breach.

o Conducting confidential, privileged cyber incident investigations.

• Regulatory enforcement investigations and actions by federal and state regulators.

• FCA investigations and cases

• Class action litigation or other litigation that often results from a data breach. 

• Successfully defended more than two dozen data privacy class actions – either winning 
motions to dismiss or defeating class certifications in lawsuits brought after data breaches or 
based upon alleged violations of a company’s privacy policy. 

73



Questions?



Mark L. Krotoski

Litigation Partner, Privacy and Cybersecurity and Antitrust practices

• Co-Head of Privacy and Cybersecurity Practice Group

• More than 20 years’ experience handling cybersecurity cases and issues

• Assists clients on litigation, mitigating and addressing cyber risks, developing 
cybersecurity protection plans, responding to a data breach or misappropriation 
of trade secrets, conducting confidential cybersecurity investigations, responding 
to federal and state regulatory investigations, and coordinating with law 
enforcement on cybercrime issues. 

• Variety of complex and novel cyber investigations and cases including under the 
Computer Fraud and Abuse Act

• At DOJ, prosecuted and investigated nearly every type of international and 
domestic computer intrusion, cybercrime, economic espionage, and criminal 
intellectual property cases.

• Served as the national coordinator for the Computer Hacking and Intellectual 
Property (CHIP) Program in the DOJ’s Criminal Division, in addition to other DOJ 
leadership positions, and as a cybercrime prosecutor in Silicon Valley. 
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Partner
Morgan Lewis
mark.krotoski@morganlewis.com
+1.650.843.7212



Douglas W. Baruch

Doug represents corporations and individuals in a variety of complex civil and criminal litigation 

and enforcement matters, ranging from investigations and subpoena compliance to federal and 

state court litigation and appeals, with an emphasis on cases arising under the False Claims Act 

(FCA) and Financial Institutions Reform, Recovery, and Enforcement Act (FIRREA)

• He represents clients in the full spectrum of industries that are targeted for civil fraud 

enforcement by federal, state, and private parties (qui tam relators), including government 

contractors, aerospace and defense businesses, financial institutions, healthcare entities, and 

federal grant recipients. 

• Doug also has an extensive commercial litigation practice. In addition, he has handled 

numerous international arbitration matters, acting as counsel to domestic and foreign 

corporations in a variety of International Chamber of Commerce and ad hoc arbitrations.

• He writes and lectures extensively on various aspects of the FCA and FIRREA. He is co-author 

of Civil False Claims and Qui Tam Actions (Wolters Kluwer, 5th Ed.), the comprehensive, two-

volume treatise that frequently is cited by federal and state courts as an authority on the 

False Claim Act. 
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Morgan Lewis
douglas.baruch@morganlewis.com
+1.202.739.5219



Coronavirus
COVID-19 Resources

78

We have formed a multidisciplinary 
Coronavirus/COVID-19 Task Force to 
help guide clients through the broad scope 
of legal issues brought on by this public 
health challenge. 

To help keep you on top of 
developments as they 
unfold, we also have 
launched a resource page 
on our website at
www.morganlewis.com/
topics/coronavirus-
covid-19

If you would like to receive 
a daily digest of all new 
updates to the page, please 
visit the resource page to 
subscribe using the purple 
“Stay Up to Date” button.
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