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Before We Begin

Tech Support Q&A CLE Audio

If you are experiencing 
technical difficulties, 
please contact WebEx 
Tech Support at 
+1.866.779.3239.

The Q&A tab is located 
near the bottom right 
hand side of your 
screen; choose “All 
Panelists” before 
clicking “Send.”

We will mention a code at some 
point during the presentation 
for attendees who requested 
CLE. Please make note of that 
code, and insert it in the pop-up 
survey that will appear in a new 
browser tab after you exit out of 
this webinar. You will receive a 
Certificate of Attendance from 
our CLE team in approximately 
30 to 45 days. 

You will hear sound through 
your computer 
speakers/headphones 
automatically. Make sure your 
speakers are ON and 
UNMUTED.

To access the audio for by 
telephone, please click the 
“phone” icon below your name 
on the Participants Panel for 
teleconference information.
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Morgan Lewis and Global Technology

Be sure to follow us at our website and on social media:

Web: www.morganlewis.com/sectors/technology

Twitter: @MLGlobalTech

LinkedIn Group: ML Global Tech

Check back to our Technology May-rathon page frequently for updates and events covering 
the following timely topics:
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21st Century Workplace
Diversity, Environment, Social 
Justice

Medtech, Digital Health and 
Science

Artificial Intelligence and 
Automation

Fintech Mobile Tech

Cybersecurity, Privacy and Big 
Data

Global Commerce Regulating Tech



What We Will Talk About Today

• Structuring app acquisition agreements: top-5 common mistakes to watch out

• Transferring core elements: IP rights, data and IT systems

• Migrating users and employees

• Transferring contracts, licenses, social media accounts and publishing rights 
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This is Ben, 
he wants to buy an app



Top 5 Mistakes When 
Structuring App 
Acquisition 
Agreements



Mistake No.1: 
Ben is not sure what exactly he wants to buy

• Here is what you need to operate a mobile application:

– software (proprietary and open source), databases, designs, content, logos and brands 
commercially sensitive information, and other types of data

– equipment and IT services contracts

– employees who keep the application up and running

– advertising, content, information, business intelligence and other third party services

– … and users

• How to avoid: run an IT audit in addition to standard legal and commercial 
due diligence. Identify all key elements of application  
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Mistake No.2: Ben did not realize that the asset is not 
yet ready for transfer

• If mobile app is being developed within the seller’s ecosystem it may take 
time to prepare it for the transfer:

– employees must be transferred to a separate department and should not assist with 
seller’s other projects 

– seller must identify all equipment and services relevant for the asset and separate it 
from seller’s other equipment    

– where possible, relevant portion of third party services should be spun off to separate 
agreements

• How to avoid:

– Agree to pre-completion restructuring process. It will likely be a condition 
precedent to acquisition
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Mistake No.3: 
Ben hasn’t thought through the transfer process

• Different elements of mobile apps will be transferred differently: 

– some IP transfers may require registration (which may take up to few months)

– transfer of equipment or change of IT service providers may result in disruption of 
service

– it is not possible to “sell” employees and users: parties need to agree special 
mechanisms to ensure successful transfer

• How to avoid: develop detailed roadmap outlining both parties obligations in 
respect of the transfer
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Mistake No.4: Ben hasn’t agreed with seller when the 
transfer is deemed complete

• Mobile app elements will be transferred at a different time: 

– what if some, but not all elements are transferred?

– will part of the purchase price be deferred until the transfer is complete?

– will the parties conduct operational tests after the transfer?

• How to avoid:

– include definition of Transfer

– include test procedures (if relevant)

– agree on purchase price reduction or alternative mechanism if not all elements 
are transferred. 

TIP: Ben would also benefit from an obligation of the seller to transfer missing elements 
when/if it becomes possible and prohibition of the seller to use such elements
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Mistake No.5: Ben hasn’t agreed transitional services 
agreement with the seller

• Buyers usually need the sellers to continue provide certain services: 

– some modules within the application may rely on seller’s systems, which are outside 
the scope of the deal

– services provided by employees that were not transferred to the buyer

– advertising, business intelligence and other services where the seller still holds 
relevant contracts

• How to avoid:

– during due diligence identify all instances where the application depends on seller’s 
systems and services

– agree transitional services agreement to cover missing services
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Transferring Core 
Elements: IP, IT 
Systems and Data



Transferring IP Rights

• Identify all IP that is relevant to the application

• Describe transferred IP in as much details as possible

• Will the seller transfer all rights in such IP or some part will be licensed?

• Will you need to register any of the transfers in any jurisdiction? If yes, who 
will be responsible for it?
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Transferring IT Systems

• Identify all equipment and IT systems that will be transferred

• Agree migration schedule:

– Who will be responsible for different parts of migration?

– If the seller is responsible for migration, agree SLA for migration to reduce the level of 
disruption

• Third party IT services:

– Who is responsible for liaising with third parties to ensure transfer of accounts, etc.?

– Who has better service terms with third party provider: the seller or the buyer? 
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Data Transfers

• Consider privacy issues upfront: 

– seller must ensure that the terms of service with its users allow the seller to transfer 
data to the buyer. If not, update terms of service

– check regulatory requirements in key jurisdictions where most of users are located.  
Some of them may prohibit transfer of user data without specific consent or require that 
user data is stored locally (examples: Russia, EU)

• Address historical data ownership with the seller

– Will the seller transfer all historic data to the buyer or will keep it?

– How the data will be transferred? 

– Note that some online advertising and business intelligence tools would allow you to 
download historic data, but not import the data to new account
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Migrating Users and 
Employees



User Migration

• Users, same as employees, cannot be ‘sold’

• How to transfer user contracts:

– release version of the app with new terms of use

– list the buyer as service provider instead of seller

– notify users by appropriate means (emails, push-up notices, SMS)

– make the user acknowledge new terms of use before it can proceed to the use of the 
application

• Consider privacy issues upfront!

• Can the seller transfer historic data of users who did not accept new terms of 
use? 
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Employee Transfer

• Same as with users, you cannot ‘sell’ employees

• ... but you can provide in the contract that:

– sellers pay transfer bonuses to employees (or buyer deducts sign up bonuses from 
purchase price)

– purchase price is reduced if not all employees are transferred (=> create an incentive 
for the seller to assist with the transfer)

• If you have development team based abroad, check with your local counsel: 
sometimes transfers of personnel are required by law

• Consider entering into a transitional services agreement to fill in the function of 
non-transferred employees for an interim period
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Transferring 
Contracts, Licenses, 
and Publishing 
Rights 



Transfer of Contracts Related to Business

• Contracts:

– revenue-generating contracts, 

– supply of content and services, 

– distribution and promotion contracts 

• If the existing terms are acceptable, the buyer may require the seller to procure 
the assignment of contracts to the buyer as is. 

• However, if significant issues were identified during the due diligence, then 
termination of existing arrangements and entering into new contracts may 
be more appropriate
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Transfer of Publishing Rights, Accounts

What else we need to transfer?

• Publishing rights in application stores

• Social media accounts

• Third party services provided based on standard Terms of Use

Be prepared for:

• KYC procedures

• Different commission rules

• Some accounts configurations may be non-transferable
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Coronavirus
COVID-19 Resources
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We have formed a multidisciplinary 
Coronavirus/COVID-19 Task Force to 
help guide clients through the broad scope 
of legal issues brought on by this public 
health challenge. 

To help keep you on top of 
developments as they 
unfold, we also have 
launched a resource page 
on our website at
www.morganlewis.com/
topics/coronavirus-
covid-19

If you would like to receive 
a daily digest of all new 
updates to the page, please 
visit the resource page to 
subscribe using the purple 
“Stay Up to Date” button.
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+7.495.212.2527

ksenia.andreeva@morganlewis.com

Ksenia specializes in intellectual property (IP) matters. She 
advises on a wide range of transactional, regulatory, and 
commercial IP matters as well as disputes and enforcement of IP 
rights. Ksenia is a registered trademark lawyer and is admitted to 
represent clients before the Russian Patent and Trademark Office 
(Rospatent). She also has experience with IP disputes in the 
Chamber for Patent and Disputes and the Russian commercial 
courts. Her clients include companies in media, technology, 
telecommunications, and many other industries.
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Anastasia counsels major Russian and international companies 
across multiple industries, including telecommunications, media 
and entertainment, and technology. Anastasia’s practice focuses 
on mergers and acquisitions and technology transfer transactions, 
as well as licensing, outsourcing, and professional services deals. 
Anastasia also advises clients on various regulatory aspects of 
mass media, IT business, e-commerce, and data transfers. 
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Boston, MA

+1.617.341.7599
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Don represents clients in global outsourcing, commercial 
contracts, and licensing matters, with a particular focus on the e-
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assists in the negotiation of commercial transactions for domestic 
and international manufacturers, technology innovators, and 
retailers, and counsels clients in the e-commerce and electronics 
entertainment industries on consumer licensing and virtual 
property matters.
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Our Global Reach

Our Locations

Africa 

Asia Pacific

Europe

Latin America

Middle East

North America

Abu Dhabi

Almaty

Beijing*

Boston

Brussels

Century City

Chicago

Dallas

Dubai

Frankfurt 

Hartford

Hong Kong*

Houston

London

Los Angeles

Miami

Moscow

New York

Nur-Sultan

Orange County

Paris 

Philadelphia

Pittsburgh

Princeton

San Francisco

Shanghai*

Silicon Valley

Singapore*

Tokyo

Washington, DC

Wilmington

Our Beijing and Shanghai offices operate as representative offices of Morgan, Lewis & Bockius LLP. In Hong Kong, Morgan, Lewis & Bockius is a separate 
Hong Kong general partnership registered with The Law Society of Hong Kong. Morgan Lewis Stamford LLC is a Singapore law corporation affiliated with 
Morgan, Lewis & Bockius LLP.
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