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Ransomware in the News
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Background

• What is ransomware?

– Malicious software that infiltrates a network and restricts access to critical data by 
encrypting files until a ransom is paid

– Can spread through a network undetected for months

– Cryptocurrency obscures the money trail

– Can affect virtually any organization in any industry

– Increasing in severity and sophistication

– 105% increase in ransomware attacks in 2021

– Launched by organized criminal groups, typically located in Russia, China, or North 
Korea, with Darkside, Nightwalker, and Revil
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Stages of a Ransomware Attack

• Enters system

– Most commonly through phishing, faulty passwords, or software 
vulnerabilities

• Scans system to find files to encrypt

• Encrypts files, starting with local files and then moving to 
the shared network

• Ransom note is deposited throughout the files; may 
threaten to begin leaking or destroying data if ransom is 
not paid
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Ransomware Attacks – What Is Causing Them?

• Change in business model-traditional attacks focused on exfiltration are more difficult 
to perpetrate and less lucrative

– Companies are avoiding storing sensitive data and are using encryption, using multifactor

– Payment network has evolved with chip technology and other changes

– Your data is already out there!

• Fueled by the rise in remote work and distraction due to COVID-19 over the last year 
and a half, which has opened companies to more vulnerability. 

– Use of remote access tools such as outdated VPNs and equipment, personal devices, and 
unsecure Wi-Fi

– Microsoft found that the level of overall cyber attacks reached an all-time high in the three 
months immediately after the WHO announced that COVID-19 was a global pandemic in May 
2020
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Data Incident Response

• Convene the incident-response team

• Outside counsel’s role

• Outside cybersecurity expertise

• Insurance

• PR and crisis communications

• Contacting law enforcement

• Negotiating a ransom payment

• Data mining 

• Notification obligations
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US Government Sanctions • The US Department of the Treasury’s Office of 
Foreign Assets Control (OFAC) strongly 
discourages ransomware payments

• US persons are generally prohibited from engaging in 
transactions, directly or indirectly, with persons on OFAC’s 
Specially Designated Nationals and Blocked Persons List

• Sanctions may be imposed on:

– Perpetrators of ransomware

– Those who provide financial, material, or technological 
support for ransomware activities

• “OFAC may impose civil penalties for sanctions violations 
based on strict liability, meaning that a person subject 
to U.S. jurisdiction may be held civilly liable even if such 
person did not know or have reason to know that it was 
engaging in a transaction that was prohibited under 
sanctions laws and regulations administered by OFAC” 
(OFAC Ransomware Advisory, September 2021)
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Ransomware and Other Attacks – How Can You 
Prevent Them?

• Focus on backups-ensure regular, complete, and segregated. 

• Know your system and endpoints-inventory and data map are critical. 

• Consider vulnerabilities created in remote work environment.

• Maintain good, consistent cyber hygiene.

– Regular patches

– Updated antivirus

– Authentication protocols (passwords and multifactor)

• The buck stops with your incident-response team and planning process. 
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