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Overview

• Cyberthreat Environment

• Significant Costs and Consequences

• SEC Cybersecurity Enforcement and Initiatives

• Recent Case Study: Colonial Pipeline Cyberattack 

• Attorney-Client Privilege/Attorney Work-Product Special 
Issues

• Heightened Regulatory/Enforcement Environment

• What Next and How to Prepare?

• Q&A
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Preliminary Note

• Comments during this presentation are based upon:

– Publicly available information; 

– General observations and experience; and 

– Not on any specific client case information.
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Security Issue Example:  Failure to Patch

7
https://www.reuters.com/article/us-equifax-breach/equifax-failed-to-patch-security-vulnerability-in-march-former-ceo-

idUSKCN1C71VY

https://www.reuters.com/article/us-equifax-breach/equifax-failed-to-patch-security-vulnerability-in-march-former-ceo-idUSKCN1C71VY


Ransomware Attack – Key Phases

o Threat Actor Identifies/Exploits Vulnerability

o Phishing, remote desktop rotocol (RDP), compromised passwords, software vulnerabilities

o Deploys tools, lateral movement, escalate privileges

o Cobalt Strike, Emotet, Trickbot

o Credential harvesting

o Exfiltrates data

o PII

o Sensitive or proprietary information

o Encrypts files

o Usually focuses on file types

o Ransom demand

o Threat to leak or destroy data

o Urgent deadline or clock

o Double extortion?

8
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Data Compromises Increase

• “[T]he overall number of data compromises (1,862) 
is up more than 68 percent compared to 2020.”

• “The new record number of data compromises is 23 
percent over the previous all-time high (1,506) set in 
2017.”

• “Ransomware-related data breaches have doubled 
in each of the past two years. At the current rate, 
ransomware attacks will surpass phishing as the 
number one root cause of data compromises in 
2022.”

10
https://www.idtheftcenter.org/post/identity-theft-resource-center-2021-

annual-data-breach-report-sets-new-record-for-number-of-compromises/

https://www.idtheftcenter.org/post/identity-theft-resource-center-2021-annual-data-breach-report-sets-new-record-for-number-of-compromises/
https://www.idtheftcenter.org/post/identity-theft-resource-center-2021-annual-data-breach-report-sets-new-record-for-number-of-compromises/


https://www.idtheftcenter.org/post/identity-theft-resource-center-2021-
annual-data-breach-report-sets-new-record-for-number-of-compromises/
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https://www.idtheftcenter.org/post/identity-theft-resource-center-2021-annual-data-breach-report-sets-new-record-for-number-of-compromises/
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IBM Cost of a Data Breach Report 2021

• “Customer personally identifiable 
information (PII) was the most common type 
of record lost, included in 44% of breaches.”

• “Ransomware and destructive attacks were 
costlier than other types of breaches.”

• “Healthcare organizations experienced the 
highest average cost of a data breach, for the 
eleventh year in a row.”

12



Average total cost 
of a data breach 
divided into four 
categories

Measured in US$ millions

13https://www.ibm.com/downloads/cas/OJDVQGRY



Average time to identify and contain a data breach

Measured in US$ millions

14https://www.ibm.com/downloads/cas/OJDVQGRY



Average total cost and frequency of 
data breaches by initial attack vector

Measured in US$ millions

15https://www.ibm.com/downloads/cas/OJDVQGRY



Average cost of a data breach 
where remote work was a factor

Measured in US$ millions

16https://www.ibm.com/downloads/cas/OJDVQGRY



Average total cost of a data breach by industry
Measured in US$ millions

17https://www.ibm.com/downloads/cas/OJDVQGRY



Average total cost of a data breach by industry
Measured in US$ millions

18https://www.ibm.com/downloads/cas/OJDVQGRY
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SEC Cybersecurity Disclosures:  Oct. 13, 2011

20http://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm



SEC Guidance on Cybersecurity Disclosures

Feb. 21, 2018

• Disclosures Based on Reporting Obligations

– Management’s Discussion and Analysis of Financial 
Condition and Results of Operations

– Cybersecurity Risk Factors

• Materiality Standard

• Timing of Disclosures

• Board Role

– Managing cyber risk

• Cybersecurity Policies and Procedures

• Insider Trading Policies and Procedures Related to Cyber 
Risks and Incidents

21



SEC Filings Involving Cybersecurity Matters

22
https://www.csoonline.com/article/3654293/sec-filings-show-hidden-

ransomware-costs-and-losses.html



SEC Chairman Speech (Jan. 2022) 

In a January 24, 2022 speech, Securities and 
Exchange Commission (SEC) Chair Gary Gensler 
announced several cybersecurity initiatives 
for SEC registrants, public companies, and 
third party service providers. 

23https://www.sec.gov/news/speech/gensler-cybersecurity-and-securities-laws-20220124



SEC Chairman Speech (Jan. 2022) 

“Make no mistake: Public companies already have certain 
obligations when it comes to cybersecurity disclosures. If 
customer data is stolen, if a company paid ransomware, 
that may be material to investors.”

“I’ve asked staff to make recommendations for the 
Commission’s consideration around companies’ 
cybersecurity practices and cyber risk disclosures. . . . In 
addition, I’ve asked staff to make recommendations around 
whether and how to update companies’ disclosures to 
investors when cyber events have occurred.”

24

https://www.sec.gov/news/speech/gensler-cybersecurity-and-securities-laws-20220124

This Photo by Unknown Author is licensed under CC BY-SA

https://es.wikipedia.org/wiki/Archivo:U.S._Securities_and_Exchange_Commission_headquarters.JPG
https://creativecommons.org/licenses/by-sa/3.0/


Proposed Rules for Registered Investment 
Advisers and Funds 

On February 9, 2022, the SEC issued proposed Cybersecurity Risk Management 
Rules and Amendments for Registered Investment Advisers and Funds.  

The proposed rules, which remain subject to public comment for 60 days, would: 

(1) “Require advisers and funds to adopt and implement written policies and procedures 
that are reasonably designed to address cybersecurity risks”; 

(2) “Require advisers to report significant cybersecurity incidents to the Commission on 
proposed Form ADV‐C”; 

(3) “Enhance adviser and fund disclosures related to cybersecurity risks and incidents” and 
“require advisers and funds to maintain, make, and retain certain cybersecurity‐related 
books and records.”[i] 

25
[i] SEC Fact Sheet:  Cybersecurity Risk Management (Feb. 9, 2022), 

https://www.sec.gov/files/33‐11028‐fact‐sheet.pdf.



Proposed Rules for Public Company
Cybersecurity

On March 9, 2022, the SEC issued proposed rules to enhance and standardize 
disclosures regarding cybersecurity risk management, strategy, governance, and 
cybersecurity incident reporting by public companies.  

The proposed rules, which remain subject to public comment for 60 days, would: 

(1) “Require current reporting about material cybersecurity incidents on Form 8-K”; and 

(2) Require periodic disclosures regarding, among other things:

– “A registrant’s policies and procedures to identify and manage cybersecurity risks”;

– “Management’s role in implementing cybersecurity policies and procedures”;

– “Board of directors’ cybersecurity expertise, if any, and its oversight of cybersecurity risk”; and

– “Updates about previously reported material cybersecurity incidents.”[ii] 

26
[ii] SEC Fact Sheet:  Public Company Cybersecurity (Mar. 9, 2022), 

https://www.sec.gov/files/33-11038-fact-sheet.pdf.
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Friday, May 7, 2021 – Colonial Pipeline Cyberattack 
DOE Statement: Office of Cybersecurity, Energy Security, and Emergency Response

28https://www.energy.gov/ceser/colonial-pipeline-cyber-incident 



Friday, May 7

29
https://www.reuters.com/technology/colonial-pipeline-halts-all-pipeline-

operations-after-cybersecurity-attack-2021-05-08/ 



Saturday, May 8
“We have since determined that this incident involves ransomware.”

30
https://www.colpipe.com/news/press-releases/media-statement-

colonial-pipeline-system-disruption



Monday, May 10 | 12:25 pm
“Segments of our pipeline are being brought back online in a stepwise fashion,…”

31
https://www.colpipe.com/news/press-releases/media-statement-

colonial-pipeline-system-disruption 



Monday, May 10 | 7:50 pm
“…partnership with third-party cybersecurity experts, law enforcement, and other federal 
agencies to restore pipeline operations quickly and safely.”

32
https://www.colpipe.com/news/press-releases/media-statement-

colonial-pipeline-system-disruption 



Monday, May 10

33
https://www.wsj.com/articles/fbi-suspects-criminal-group-with-ties-to-

eastern-europe-in-pipeline-hack-11620664720?mod=article_inline



Tuesday, May 11 – FBI and CISA Advisory

34
https://www.cisa.gov/uscert/sites/default/files/publications/AA21-

131A_Darkside_Ransomware.pdf 



Tuesday, May 11

35
https://www.whitehouse.gov/briefing-room/statements-releases/2021/05/11/fact-sheet-the-biden-

harris-administration-has-launched-an-all-of-government-effort-to-address-colonial-pipeline-incident/ 



Wednesday, May 12 | 5:10 pm
“…initiated the restart of pipeline operations…”

36
https://www.colpipe.com/news/press-releases/media-statement-

colonial-pipeline-system-disruption 



Thursday, May 13

37
https://colpipe.s3-us-west-1.amazonaws.com/media/CPC-SYSTEM-
MAP_Restart-5.13.21_v2.pdf?mtime=20210513133704&focal=none



Monday, May 17 | 5:25 pm

38
https://www.colpipe.com/news/press-releases/media-statement-

colonial-pipeline-system-disruption 



Class Action – Tuesday, May 18

39

Dickerson v. Colonial Pipeline Company, No. 1:21cv2098 (NDGA) (May 18, 2021)



Wednesday, May 19

40
https://www.wsj.com/articles/colonial-pipeline-ceo-tells-why-he-paid-

hackers-a-4-4-million-ransom-11621435636



June 7 – Seizure Warrant

41https://www.justice.gov/opa/press-release/file/1402056/download



June 7

42
https://www.npr.org/2021/06/07/1004050873/u-s-retrieves-

some-of-the-colonial-pipeline-ransom?live=1 



June 7

43
https://www.justice.gov/opa/pr/department-justice-seizes-23-million-

cryptocurrency-paid-ransomware-extortionists-darkside 



June 8 – Senate Hearing

44https://www.hsgac.senate.gov/imo/media/doc/Testimony-Blount-2021-06-08.pdf



June 8

45
https://www.hsgac.senate.gov/media/majority-media/peters-presses-colonial-pipeline-ceo-on-

recent-hack-that-caused-gas-shortages-and-price-increases-for-millions-of-americans



June 8

46
https://www.hsgac.senate.gov/media/minority-media/portman-we-

need-to-reevaluate-how-we-defend-against-ransomware



Class Action – June 21

47

EZ Mart 1 LLC v. Colonial Pipeline Company, No. 1: 21cv2522 (NDGA) (June 21, 2021)



Class Action – August 27

48

Everhart v. Colonial Pipeline Company, No. 1:21cv3559 (NDGA) (Aug. 27, 2021)



Password Access

49
https://www.reuters.com/business/colonial-pipeline-ceo-tells-senate-cyber-defenses-were-compromised-ahead-

hack-2021-06-08/
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Consider Range of Incident Communications

51
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Are Legal Protections in Place?

Attorney-Client Privilege

● The attorney-client privilege “purpose is to 
encourage full and frank communication 
between attorneys and their clients and 
thereby promote broader public interests in 
the observance of law and administration 
of justice. The privilege recognizes that 
sound legal advice or advocacy serves 
public ends and that such advice or 
advocacy depends upon the lawyer’s being 
fully informed by the client.”  Upjohn Co. v. 
United States, 449 U.S. 383, 389 (1981). 

Attorney Work-Product 
Doctrine

– Work prepared in anticipation of 
litigation by attorneys or 
representatives

– Mental impressions, conclusions, 
legal theories, opinions. 

– Fed. R. Civ. P. 26(b)(3)(A)(ii)

– May be disclosed if “party shows 
that it has substantial need for the 
materials to prepare its case and 
cannot, without undue hardship, 
obtain their substantial equivalent 
by other means.”

Morgan Lewis ©  
52



Range of Legal and Forensic Issues

• Was data “exfiltrated” or “accessed” or “acquired”?

• What data?  

o PII, PHI, Contractual Information?

• Did a data “breach” occur?

• What notification requirements may be triggered?

• How to mitigate loss or damages?

• Conducting a risk assessment

• Compliance issues

• Obligations during third party vendor attack

• Issues to anticipate in a regulatory inquiry or investigation

• Issues for anticipated litigation

53



Capital One Case (May 26, 2020)

54https://www.law360.com/articles/1276981/print?section=banking
https://www.law360.com/articles/1274115/print?section=banking

https://www.law360.com/articles/1276981/print?section=banking
https://www.law360.com/articles/1274115/print?section=banking


Caution Concerning Changed Business and Legal 
Relationships

• “In sum, Capital One had determined that it had a business critical need for 
certain information in connection with a data breach incident, it had contracted 
with [a forensic provider] to provide that information directly to it in the event of 
a data breach incident, and after the data breach incident at issue in this action, 
Capital One then arranged to receive through [a law firm] the information it 
already had contracted to receive directly from [the forensic firm]. The 
Magistrate Judge, after considering the totality of the evidence, properly 
concluded that Capital One had not established that the Report was 
protected work product; and the Order was neither clearly erroneous nor 
contrary to law.” 

– Memorandum Opinion and Order, In re Capital One Consumer Data Security Breach 
Litigation, 2020 WL 3470261 (E.D. Va. June 25, 2020).

55
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Disclosure Controls and Procedures 
Enforcement Actions 

 In the Matter of First American Financial Corporation involves the failure to 
maintain disclosure controls to ensure that cyber incidents are reported to senior 
management to investigate and assess and disclose upon discovery.  In the case, the 
company disclosed a vulnerability after being notified by a cybersecurity journalist.  
The vulnerability had been identified by the information security team a few months 
earlier and failed to remediate.  Proper disclosure controls would have allowed the 
company management to assess, investigate, and remediate the incident. (June 
2021)

 In the Matter of Pearson plc involves misleading statements and omissions about 
a data breach.  The semi‐annual report referred to the incident as a hypothetical risk.  
Another statement noted that the breach may involve DOBs and email addresses 
when these data elements were stolen and that “strict protections” were in place 
after a vulnerability was not patched for six months. (August 2021)

57



Disclosure Controls and Procedures 
Enforcement Actions 

58

• In the Matter of Altaba Inc., f/d/b/a Yahoo! Inc.

• Failure to Disclose: “Despite its knowledge of the 2014 data 
breach, Yahoo did not disclose the data breach in its public 
filings for nearly two years.”  

– 2014 data breach disclosed in September 2016 in a press 
release attachment to a Form 8-K.

• Misleading Disclosures: Risk factor disclosures in annual and 
quarterly reports (2014 through 2016) “were materially 
misleading” by claiming “the risk of potential future data breaches 
… without disclosing that a massive data breach had in fact already 
occurred.”

• Stock Purchase Agreement: “affirmative representations 
denying the existence of any significant data breaches in a July 23, 
2016 stock purchase agreement with Verizon.”

• Fine: $35 million; SEC Order (April 24, 2018)



Equifax Inc.:  
SEC Action – Insider Trading Claims

• Securities and Exchange Commission v. Jun Ying – March 14, 2018

– Jun Ying, a former chief information officer of a U.S. business unit of 
Equifax, who was next in line to be the company’s global CIO, allegedly 
used confidential information entrusted to him to conclude that Equifax had 
suffered a serious breach.

– Before Equifax’s public disclosure of the data breach, Ying exercised all of 
his vested Equifax stock options and then sold the shares, resulting in 
proceeds of nearly $1 million, and avoiding more than $117,000 in losses.

• Securities and Exchange Commission v. Sudhakar Reddy Bonthu –
June 28, 2018

– Equifax software engineering manager Sudhakar Reddy Bonthu was 
charged with trading on confidential information he received while creating 
a website for consumers impacted by a data breach. 

– SEC alleged he traded on the non-public information by purchasing Equifax 
put options. Less than a week later, after Equifax publicly announced the 
data breach and its stock declined nearly 14 percent, Bonthu sold the put 
options and netted more than $75,000, a return of more than 3,500 
percent on his initial investment. 

– Bonthu, was terminated from Equifax after refusing to cooperate with an 
internal investigation into whether he had violated the company’s insider 
trading policy.

59



DOJ Prosecution

• October 16, 2018, Sudhakar Reddy Bonthu

– Former manager at Equifax

– Sentenced to eight months of home 
confinement, fined $50,000, ordered to forfeit 
$75,979.

• June 27, 2019, Jun Ying 

– Former chief information officer of a U.S. 
business unit of Equifax

– Sentenced to four months in prison and one 
year of supervised release, ordered to pay 
restitution $117,117.61, and fined $55,000.

60https://www.justice.gov/usao-ndga/pr/former-equifax-manager-sentenced-insider-trading
https://www.justice.gov/usao-ndga/pr/former-equifax-employee-sentenced-insider-trading

U.S. v. Jun Ying (N.D. Geo. 1:18-cr-00074)
U.S. v. Bonthu (N.D. Geo. 1:18-cr-00237)

https://www.justice.gov/usao-ndga/pr/former-equifax-manager-sentenced-insider-trading
https://www.justice.gov/usao-ndga/pr/former-equifax-employee-sentenced-insider-trading


Federal Trade Commission 
• Section 5: “unfair or deceptive acts or 

practices in or affecting commerce”

Securities and Exchange Commission 
(SEC) Statement and Guidance on Public 
Company Cybersecurity Disclosures 

Health Insurance Portability and 
Accountability Act (HIPAA) of 1996

European Union (EU) General Data 
Protection Regulation (GDPR)
(May 2018)

Cybersecurity Landscape Growing Patchwork of Laws

61

Data Breach Notification Statutes 
• First: California Data Breach 

Notification Statute (2002)
• Now: 54 US Jurisdictions (DC, Puerto 

Rico, Guam and Virgin Islands)

California Consumer Privacy Act
of 2018
California Privacy Rights Act 
(Jan. 1, 2023)

Virginia Consumer Data Protection Act 
(Jan. 1, 2023)

New York Department of Financial 
Services (NYDFS) Cybersecurity Rule 
(March 2017)



State Regulatory Enforcement

• New York State Department of Financial Services (DFS) action against First American 
for DFS’s Cybersecurity Regulation (July 2020)

– The Cybersecurity Regulation establishes cybersecurity requirements for financial services companies 
(Part 500 of Title 23 of the New York Codes, Rules, and Regulations)

– DFS alleged that First American was aware that it exposed tens of millions of documents containing 
consumers’ sensitive personal information for at least six months before it took any reasonable steps 
to investigate or remediate the vulnerability

– This inquiry is ongoing

• DFS Cybersecurity Settlement with Residential Mortgage Services (March 2021)

– A July 2020 examination uncovered evidence that RMS had been the subject of a cyber breach in 
2019 that had not been reported to DFS

– Until prompted to do so by DFS in 2020, RMS failed to conduct an investigation and identify the 
consumer data exposed

– RMS agreed to pay a $1.5 million penalty for violations of the Cybersecurity Regulation – the first 
penalty issued by DFS under the regulation

62



63
https://www.ftc.gov/news-events/news/press-releases/2022/03/ftc-takes-action-against-cafepress-data-breach-

cover

“The FTC alleges that CafePress failed to implement reasonable security measures to 
protect sensitive information stored on its network, including plain text Social Security 
numbers, inadequately encrypted passwords, and answers to password reset 
questions. The Commission’s proposed order requires the company to bolster its data 
security and requires its former owner to pay a half million dollars to compensate 
small businesses.”



U.S. Department of the Treasury 
Office of Foreign Assets Control (OFAC) Advisory

• US persons are generally prohibited from engaging in 
transactions, directly or indirectly, with individuals or 
entities (persons) on OFAC’s Specially Designated 
Nationals and Blocked Persons List (SDN List), 
other blocked persons, and those covered by 
comprehensive country or region embargoes (e.g., 
Cuba, the Crimea region of Ukraine, Iran, North 
Korea, and Syria).

• “OFAC may impose civil penalties for sanctions 
violations based on strict liability, meaning that a 
person subject to U.S. jurisdiction may be held civilly 
liable even if it did not know or have reason to know it 
was engaging in a transaction with a person that is 
prohibited under sanctions laws and regulations 
administered by OFAC.”

64https://home.treasury.gov/system/files/126/ofac_ransomware_advisory.pdf

https://home.treasury.gov/system/files/126/ofac_ransomware_advisory.pdf


Cyber Incident Reporting for Critical 
Infrastructure Act of 2022

• New reporting requirement:

• Certain “covered cyber 
incidents” within 72 hours

• Ransomware payments within 24 
hours

• Notification to Cybersecurity 
and Infrastructure Security 
Agency (CISA), Department of 
Homeland Security (DHS)

65

• Presidential Policy Directive 21 (PPD-
21) 16 Critical Infrastructure Sectors

• Enacted March 15, 2022

• Pending regulations from the Director of 
CISA

– Define “covered entity” 

– “covered cyber incident”



Presidential Policy Directive 21 (PPD-21) 
16 Critical Infrastructure Sectors

66

 Chemical  Financial Services

 Commercial Facilities  Food and Agriculture

 Communications  Government Facilities

 Critical Manufacturing  Healthcare and Public Health

 Dams  Information Technology

 Defense Industrial Base  Nuclear Reactors, Materials, and Waste

 Emergency Services  Transportation Systems

 Energy  Water and Wastewater Systems



Preliminary Regulator Questions

• How did incident occur?
– Phishing

– Ransomware

– Business email compromise

– What context and facts?

• Focus on company:
– What was company’s role?

– Was reasonable cybersecurity in place?

– What controls and policies?

– Review governance

– Training

– What could company have done to prevent 
incident, if at all?

67



Preliminary Regulator Questions

68

• Scope of incident

– Harm to others

– What type of damages?

– Mitigation

• Was any notification timely?

– Were notification requirements met?

• What other issues may be exposed during 
review process?

– Finding other cybersecurity issues

• Other specific regulatory requirements for the 
jurisdiction

– NYDFS Cybersecurity Rule

– Written Information Security Program
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What Next and
How to Prepare?



Key Vulnerability Areas to Monitor

 Incident Response and Resiliency:  The SEC expects companies to have effective disclosure 

controls and procedures that “enable companies to identify cybersecurity risks and incidents, assess 

and analyze their impact on a company’s business, evaluate the significance associated with such 

risks and incidents, provide for open communications between technical experts and disclosure 

advisors, and make timely disclosures regarding such risks and incidents.”[iii]  Companies should have 

a tested incident response plan with controls in place to ensure timely assessment of incidents and 

notification of cyber incidents.

 Governance and Risk Management:  Company executives and managers can promote a culture 

of cybersecurity awareness and manage cyber risk based on cybersecurity controls, policies, 

engagement, monitoring, and risk assessments tailored to the company’s information and systems.

 Access Rights and Controls:  Companies should have controls in place to restrict, manage, and 

monitor authorized access to the network and be aware of the location of company information. Use  

multi-factor authentication for remote access.  

70
[iii] Commission Statement and Guidance on Public Company Cybersecurity 

Disclosures (Feb. 26, 2018),https://www.sec.gov/rules/interp/2018/33‐10459.pdf.



Key Vulnerability Areas to Monitor

 Data Loss Prevention:   Administrative, technical, and physical controls should manage the risk of 

loss of sensitive data including patch management, inventory of critical assets and information, 

encryption and other technical protections, segmentation, insider threats, disposal of legacy data 

and systems.

 Mobile Security:  Controls should be in place to manage the risks with mobile devices and 

implementing multifactor authentication and other security measures.

 Vendor Management:  Administrative, technical, and physical controls should manage the unique 

risks to mitigate the potential loss of company information maintained by third parties including an 

effective due diligence program in the selection of the third party and contractual and other controls 

to ensure prompt notification of cyber risks.

 Training and Awareness:  Effective training and awareness programs are essential to ensure that 

users are alert to cyber risks, can mitigate them and report them for timely review.

71



Key Vulnerability Areas to Monitor

 Address Unique Jurisdiction Standards and Requirements:  Mandatory WISP; disposal 

standards; NYDFS annual certification requirement

 Insider Trading:  Insider trading policies and procedures related to cyber risks and incidents; 

“[P]olicies and procedures to prevent trading on the basis of all types of material nonpublic 

information, including information relating to cybersecurity risks and incidents.”

 Managing Cyber Incident:  Prepared to address: multiple regulators; incident response plan; 

business continuity plan; Test Plans for preparedness; attorney‐client privilege; notification issues.

 Risk Assessment and Management Program:  Identify and address cyber risks; Safeguard key 

assets and information; testing and monitoring; patch management; network segmentation; address 

red flags.
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Mark L. Krotoski

Mark L. Krotoski

Silicon Valley

Washington, DC

+1.650.843.7212

+1.202.739.5024

mark.krotoski@morganlewis.com

Litigation Partner, Privacy and Cybersecurity and Antitrust practices

• Co-head of privacy and cybersecurity practice.

• Litigates, responds to a data breach, directs confidential cybersecurity 

investigations, responds to federal and state regulatory investigations, 

coordinates with law enforcement on cybercrime issues, mitigates and 

addresses cyber risks, and develops cybersecurity protection plans. 

• 25 years’ experience handling a broad range of complex and novel cyber cases 

and investigations under the Computer Fraud and Abuse Act, Economic 

Espionage Act, Defend Trade Secrets Act, and other statutes.  

• Served as the national coordinator for the Computer Hacking and Intellectual 

Property (CHIP) Program in the DOJ’s Criminal Division, and as a cybercrime 

prosecutor in Silicon Valley, in addition to other DOJ leadership positions.
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Taylor C. Day

Taylor C. Day

Los Angeles

+1.213.612.7367

taylor.day@morganlewis.com

Taylor advises clients in complex commercial and consumer 
class action litigation across a variety of sectors. He regularly 
counsels companies in commercial disputes involving privacy, 
consumer protection, unfair competition, breach of contract, 
and tort law. Taylor also devotes his practice to various 
privacy and data security compliance matters, including 
providing advice on the California Consumer Privacy Act 
(CCPA) and privacy notices. He often represents clients 
regarding privacy and security risks involving merger and 
acquisition transactions. The International Association of 
Privacy Professionals has designated him a Certified 
Information Privacy Professional (CIPP/US).
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We have formed a multidisciplinary 
Coronavirus/COVID-19 Task Force to 
help guide clients through the broad scope 
of legal issues brought on by this public 
health challenge. 

To help keep you on top of 
developments as they 
unfold, we also have 
launched a resource page 
on our website at
www.morganlewis.com/
topics/coronavirus-
covid-19.

If you would like to receive 
a daily digest of all updates 
to the page, please visit the 
resource page to subscribe
using the purple “Stay Up to 
Date” button.

http://www.morganlewis.com/topics/coronavirus-covid-19
http://www.morganlewis.com/topics/coronavirus-covid-19
http://www.morganlewis.com/topics/coronavirus-covid-19
http://reaction.morganlewis.com/reaction/RSGenPage.asp?RSID=UMVxvmyB1F6h1vNcds-8Y4-37-SvgFmpjFqBNL0SHK8
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