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Core Changes in the PD Law

@ Exterritorial effect of the PD :—/ Registration with RKN
—  Law
;IEIIE Role of a “data processor” @ Data breach notifications

Deadlines for handling data
subjects' requests

New rules on processing of
biometric and sensitive data

G

New rules on cross-
border data transfers

Technical and organizational
measures of compliance

e

Morgan Lewis e



Exterritorial Effect of the PD Law

The PD Law applies exterritorialy, if either:

between Russian and foreign legal entities / individuals /

@ Personal data of the Russian citizens is processed under agreements
governmental authorities

OR

perform any operations in relation to the personal data

@ Foreign legal entities / individuals/ governmental authorities
of the Russian citizens
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Entity Processing Personal Data (Data Processor?)

Data Operator Data Processor
Has discretion to define the terms Processes personal data under
of processing (core decision maker) an operator's instruction

Defines scope of personal data, processing Does not define scope of personal data,
purposes and operations processing purposes or operations

: : : Guided by an operator's instruction + is
Directly subject to all requirements directly subject to data accuracy and

of the PD Law confidentiality requirements

Responsible to data subjects, including for .
) : Contractually responsible to an operator
the processor's operations
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Processing Instruction

Existing regulation:

753 :
Processing purpose

©«<0O  Processing operations to be performed
O-r0 by a processor

Processor's obligation to ensure security
and preserve confidentiality of the PD

Set of security measures to be
implemented by a processor
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New (additional) elements:
List of processed personal data

Compliance with the data localization
requirement (part 5 Art.18)

Organizational measures to be
implemented by a processor (Art. 18.1)

Data breach notification obligation
(as a part of security obligations)
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Processing of Biometric and Sensitive Data

Processing of special categories of personal data — consent to be
provided either by data subject or his/her representative

@ Potential prohibition to process biometric data of minors under the
age of 18

Provision of services by an operator cannot be conditional

@ on the provision of biometric data and (or) a consent to its
processing (unless consent is mandatory in accordance with PD Law)
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New Rules of Cross-border Data Transfers (1)
% As before, RKN qualifies countries as "adequate" and makes a list

Legal basis for cross-border data transfers do no longer depend on
2\ an adequacy of a recipient country (general rules apply)

either to an adequate or inadequate country — each time an operator

RKN may restrict or fully ban cross-border data transfer
& has to submit a notification on the prospective cross-border transfer
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Contents of the Data Transfer Notification

@ Details of the operator @ Details of data recipient

@ Sources of data @ Categories of affected data subjects
Legal basis for and purpose Security measures applied by data

@ of cross-border data transfer and recipient and conditions to
onward processing terminate data processing
Categories and list If transfer to an inadequate

@ of transferred data country, legal assessment of

scope of privacy rights protection
in the recipient's jurisdiction (!1I)
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New Rules of Cross-border Data Transfers (2)

Operator’s notification to RKN

Data is to be transferred

to an adequate country

@

Operator may transfer
data before RKN makes a
decision

Morgan Lewis

>

@

©
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to an
country
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Operator
data until RKN
makes a decision
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RKN makes a decision *
(30 calendar days), considering requests from .
other authorities (if need be) Emmmm®

’

RKN allows cross-border
data transfer

Personal data may be
transferred outside Russia

under the terms reported
in the notification
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v
RKN bans/ restricts
cross-border data transfer

Operator shall ensure
destruction of already
transferred data by a
data recipient

Data may not be
transferred outside Russia



Data Breach Notification Requirements (1)

@ Data operator shall connect to the GosSOPKA

@ Data operator shall notify GosSOPKA of any computer incidents that
caused unlawful access, transmittal, dissemination, or transfer of data

@ FSB shall implement the procedure for connectivity to and notification
of GosSOPKA of computer incidents

for the communication with data operators on the related issues,

@ RKN will maintain records of incidents, approve the procedure
and share information on such incidents with FSB
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Data Breach Notification Requirements (2)

Were there any unlawful
or accidental access, transmittal,
dissemination, transfer of PD?

l YES
Did it cause violation YES

of any data subjects' rights?

l NO following occurrence
L : of the incident to notify
Notification not required RKN
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Rules and Deadlines for Handling of the DSRR

Data operator may reject a request for data correction or data
destruction in case its processing is justified by any legal basis other than
necessity to preserve a data operator's legitimate interest and on other grounds
(not practical for the majority of companies)

Data operator has 30 calendar days to handle a data correction
or data destruction requirement and respond to a data subject
(extensions not allowed)

Data operator has 10 working days to handle a data access request
and respond to a data subject

Q2P
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Technical and Organizational Measures

RKN to develop the methodology on assessment
@ of damage caused to data subjects by operators
violating the PD Law

@ RKN to develop requirements to data destruction
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Registration with RKN

OO v —
 —_—
J v
O- v —
Almost no exceptions Detailed information RKN to approve new
from the notification regarding each processing templates of notifications
requirement activity and each third-party

data recipient
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