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Why should I care?

• If your company cannot collect and deploy data consistent with data privacy 
laws, there may be flaws in the business model and prevent your success

• Failure of a company to meet basic data privacy and security standards can 
result in crippling liability

• Failure of a company to meet basic data privacy and security standards can be a 
major impediment to financing/acquisition
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Good News/Bad News

• Good News – there is no all-encompassing data privacy or cybersecurity 
statute in the U.S.; the GDPR applies across Europe (with local laws)

• Bad News – there is no all encompassing data privacy cybersecurity statute in 
the U.S.; the GDPR applies across Europe:
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Attorney General Enforcement 
FTC Act
FCRA
CAN-SPAM
COPPA
Breach Notification Laws
Data Disposal Laws
FERPA
Gramm-Leach-Bliley
MA Data Security Regulations
Red Flags Rule
FACTA
EU “safe harbor” rules
Consumer Class Actions
PCI and DSS Credit Card Rules
Document Retention Requirements
HIPAA

CA Online Privacy Act
CA Consumer Privacy Act
Stored Communications Act / ECPA
Do Not Call Lists
Telephone Consumer Protection Act
Video Privacy Protection Act
Wire Tapping liability
Invasion of Privacy Torts
Computer Fraud and Abuse Act
Communications Decency Act
Spyware Laws
RFID Statutes
FDCPA
Driver’s Privacy Act
Social Security Number Laws
Others State Laws



1. Sector/Jurisdiction Specific US Privacy Laws
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Money Health Kids California

• Gramm-Leach-Bliley 
Act
• Fair Credit Reporting 
Act (FCRA)
• State Laws

• Health Insurance 
Portability & 
Accountability Act 
(HIPAA) 

• Family Educational 
Rights & Privacy Act 
(FERPA)
• Children’s Online Privacy 
Protection Act (COPPA)

• State Laws

• California Consumer 
Privacy Act

• Consumer Marketing! Telephone Consumer Protection Act (TCPA), CAN-SPAM, and Do Not Call 
regulations  

• Biometrics



California Consumer Privacy Act (CCPA)

• Passed into law on March 28, 2019; effective Jan. 1, 2020 

• Inspired by the EU GDPR

• California is a traditional leader in US privacy law

• Comprehensive privacy law intended to protect personal information of California 
residents

• “Personal Information” is defined broadly as any information “that identifies, relates 
to, describes, is reasonable capable of being associated with, or could reasonably be 
linked, directly or indirectly, with a particular consumer or household.”  

• Applies to a “business” which: (1) has annual gross revenues in excess of $25 
million; (2) annually buys, receives, sells or shares personal information of 50,000 or 
more consumers, households, or devices, alone or in combination; (3) or derives 
50% or more of its annual revenue from selling consumers’ personal information.
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CCPA – Key Requirements

• Notice about what personal information the business collects, purpose, and sharing. 

• Right to know categories and specific information collected

• Right to request deletion

• Right to correction 

• Right to opt out of “sale” of personal information

• Other obligations, include:
– Contracts with service providers

– Training employees how to respond to rights requests

• Enforcement 
– AG can seek $2,500 per violation / $7,500 for intentional violations

– Class actions for data breaches of $100-750 per consumer per incident
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2. Privacy Policies – US 

• FTC and State Laws

• Self-imposed regulation

• Basic principles

– What information is collected

– Purpose of collection

– Disclosure

– Rights

• Language to look for:

– “Transfer of assets” language

– Restrictions on sharing/sale of personal information

– Promises about security

• Must notify regarding material, retroactive changes

• Other public statements about privacy and security?
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3. Data Security Requirements 

• US Sector-specific laws may apply

• GDPR requirement for technical and organizational measures to protect personal 
data

• Contracts may require certain security standards – NB EU/UK data processing 
agreements must include security obligations

• MA Security Regulations

– Have a written information security plan

– Additional administrative discipline

– Social security numbers

– Encryption

– Training
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4. Breach Notification – US 

• 50 States and D.C. 

• Based on the individual’s residence

• Triggering elements vary

• Encryption / lack of use exception – sometimes

• Timing of notice– “as soon as practicable,” but need information to notify

• Vendor management
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Intellectual Property



Topics Covered Today
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Patents Trademarks Trade Secrets Copyrights



Patents



What is a Patent?

• Government granted right to EXCLUDE others from:
Making, using, selling, offering for sale, importing 

• It is NOT a right to do anything

• Limits:

• Statutory term and payment of fees 

• Territorial  

• Survives challenges raised defendants

• Ownership in US: Inventors unless assigned

• Novel, not obvious relative to “prior art”

• Not a law of nature, physical phenomena, abstract idea
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Types of Patents – Utility Patent

• Utility Patents – 20 year term 
of protection for new, useful, and 
non-obvious inventions
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Types of Patents – Design Patent

• Design Patents – 15 year term of protection 
(if filed after May 13, 2015); protects 
industrial design NOT function 
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Issue Patent

Sufficient Timely Disclosure

Obtaining a Patent  - Quid pro quo
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US Patent Office



Securing a Patent – US Timeline
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Prior Art



Subject matter eligibility
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1. Laws of nature, natural phenomena, abstract 

ideas

2. Practical implications

1. Business solutions v. technological solutions 

2. Not: merely using computers as tools

3. USPTO published guidance can be helpful



Enforcement

• Litigation in US District Courts, International Trade Commission

• Owners and Exclusive Licensees

• Challenges to validity and enforceability

• Knowledge of patent not required for liability

– Importance of Freedom-to-operate program
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Trademarks



What is a Trademark?
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Shape

Slogan

Sound

What Can 
Brown Do
For You?

Word

Morgan 
Lewis

Logo

Nationwide is on 
your side 

Moving ImageColor



Spectrum of Trademarks
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Least Protection Most Protection

Generic 
Bread
Shoes 
Zipper

Arbitrary
Apple
Dove
Amazon

Descriptive
Sports Illustrated
American Airlines
Spray n Wash

Fanciful
Kodak
Exxon
Xerox

Suggestive
Coppertone
Orange Crush
Greyhound



Trademark Fundamentals
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• Ownership: first to use in commerce as a designation of source of goods or 
service  

• Right to exclude others from using same mark or similar mark that: 1) causes 
confusion; 2) creates false impression of relationship

• Federal and state registration options

• Duration can be indefinite if:

– Consistent use

– Enforcement

– Control of licensees

– Mark is not misused



Trademark Clearance Searches
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Benefits of Searching Prior to Use:

Risk of infringing another’s mark

Potential costs of changing name later

Chance of registration

Information regarding strength of mark



Trade Secrets



What is  a Trade Secret?

• Information (e.g., technical, business, financial information)

– Not generally known or ascertainable by others

– Owner derives independent economic value or business advantage from it not being 
generally known 

– Reasonable efforts to preserve its secrecy

• Territorial: US Federal law (Defend Trade Secrets Act - DTSA), State laws

• No registration process

• Can be perpetual
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Risks to trade secret strategy

• Independent creation

• Reverse engineering

• Reliance on external resources

• Employee retention

• Over-reliance on confidentiality agreements
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Copyrights



What is a copyright?

• Type of intellectual property that protects original works 
of authorship as soon as the work is fixed to a tangible 
medium of expression

• Regulated by US Copyright Office

• What can be copyrighted?
– Artwork
– Advertisement Copy
– Webpage Set-Up/Design
– Product Manuals
– Journal Articles
– Software
– Music

– NOT: Public domain, US Gov’t Works, Ideas, Facts, Useful 
Articles
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Copyright: What rights?

• “Bundle” of Exclusive Rights of Copyright Owner

– Reproduction (Copies) 

– Create Derivative Works

– Distribution 

– Publicly Display or Perform

• Copyright protection begins when the work is created and fixed in a  tangible 
medium.

• Term – depends on when it was created and by whom (e.g., author’s life + 70 
years)

• Registration – voluntary but needed for enforcement 
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Copyright Ownership

• Creator of a work

• Exception: “Works Made for Hire”

– If Employee creates work (within scope of employment), Employer owns copyright

– Beware of Consultant Ownership - must assign rights

• Assignments must be in writing 
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Important considerations of an IP program

• Chain-of-title  

• Registration v. reliance on common law protections

• IP provisions in agreements

• Awareness of risks and freedom-to-operate   
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Additional Materials: 
Registered vs. 
Unregistered IP



Registered v. Unregistered IP
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• Registered IP:

– Trademarks

– Copyrights

– Patents

– Domain Names

Unregistered IP:

1. Common Law Trademarks

2. Proprietary Technology/ Software

3. Other Copyrightable Subject Matter

4. Trade Secrets

5. Social Media Handles



Copyright Registrations

• Not required for protection, but required for litigation

• Benefits of Federal Registration:

– Notice to third parties

– Presumptive evidence of validity of copyright

– Potential for statutory damages and attorneys’ fees/court costs
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Patent Registrations

• Benefits of Federal Registration:

• Prevents theft of the invention

• Higher profit margins (the ability to exclude others reduces the supply of the 
product or process in the marketplace)

• Reduce competition (may serve as a barrier to entry for competitors)

• Expanded market share (may be licensed to others in a different market (e.g., 
geographical)
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Patent Application Timeline

• Pre-Application Process
– Conception

– Reduction to practice

– Diligence

– Discussion with third parties prior to filing

• Invention Disclosure Form
– Describe invention using information in laboratory notebook as support

– Identify and describe prior art

– Advantage over prior art

– Sample invention disclosure form

• Patentability Analysis

• Generally takes 30-60 days to prepare and file a patent application
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Patent Application Timeline (cont’d)

• Filing Process – Example
– July 1, 2020

– File patent application (provisional or non-provisional)

– July 1, 2021 (12 months)

– File non-provisional and international applications (PCT)

– January 1, 2023 (30 months)

– File national phase applications based on PCT

• Filing process begins prosecution before patent office(s)

• Depending on Art Unit at least 2-3 years after filing until issuance of enforceable 
patent
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Licensing & 
Commercialization of 
Business Ideas



Licensing & Commercialization
of Business Ideas

• Three common situations:

• Where your company is the recipient of services.

• Incoming licenses, where your company is licensing certain rights.

• “Strategic Collaborations” where both sides are providing valuable intellectual 
property.
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Standard Services Agreements

• The company purchases services from a third party and the third party develops work 
product in connection with the services.

• Unless there is a specific deal to the contrary, the third party should own its 
“background technology” but should allow the company to own the work product 
otherwise.

• Be careful of definitions, especially “modifications and improvements” language that 
is baked into the definitions.

• For fallback positions on less sensitive work product, can try: (1) a license back to 
the work product, or (2) ownership by the provider with a broad license for the 
company to use the work product.
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Incoming License Agreements

• The company purchases a software or other licensed product from a third party.

• Typically, the third party should own all of its technology but should license its 
technology pursuant to certain terms an conditions (seat licenses, term license, 
enterprise license).

• Key issues are (1) making sure that “foot-faults” do not terminate our license 
rights, (2) ensuring that the grant is broad enough to achieve our goals, and (3) 
that that the counterparty actually has the rights to license its products.
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Strategic “Collaboration” Agreements

• The most tricky style of agreement.  I call them “Power Point Deals” because the 
worst versions are the ones that the “term sheet” is a Power Point presentation.

• Most important concepts:

– Exclusivity (ugh)

– IP ownership (note if you are reading this after the presentation…joint ownership = 
ugh)

– Tacit right to terminate

– Agreements to agree (marketing, development, commercialization)
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IP Due Diligence



IP Due Diligence - General

• Chain of title of IP/Ownership

• Scope

• Validity

• Rights of use

• Infringement
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Importance of a Tailored Plan

• Nature of transaction

• Acquisition: share vs. asset; public vs. private

• Equity investment

• Collaboration: in-license; out-license; partnering

• Focus early on business objectives and value

• Importance of IP to business objectives

• Relative importance of specific categories of IP

• Determination of useful life of assets involved in deal
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Importance of a Tailored Plan (cont.)

• Time/budget constraints

• Competitive auction vs. exclusive negotiations

• Role of in-house counsel

• Acquiring less than entire business or contemplating post-acquisition 
divestitures?

• Focus early on whether IP can feasibly be split
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Importance of a Tailored Plan (cont.)

• Information available on public vs. private company

– SEC and other public filings

– Industry-specific filings/correspondence (e.g., FDA)

– Discussion with and reliance on target’s IP counsel and technical personnel

• Privilege issues

– IP opinions

– Buyer (investor syndicates)

56



IP Diligence – Trademark Issues
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• Pending/Registered

– Refusals, oppositions, cancellations

– Chain of title

– Outstanding security interests

– Maintenance deadlines

– Jurisdictional coverage

• Unregistered 

– Is there a reason the Company 
has not sought registration?

– Clearance searches

– Geographic area, length of use

– Similar third party use

– Use of third party marks (e.g., 
partners, customers)

– Compliance with co-existence and 
settlement agreements

– Status of disputes



IP Diligence – Copyright Issues

• Pending/Registered

– Chain of title

– Outstanding security interests

• Moral rights (outside U.S.)

• Identify material unregistered copyrightable subject matter

– If proprietary software is a key asset, consider open source issues

• Development of unregistered copyrightable subject matter

– Differences between employee and contractor development under U.S. law.
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IP Diligence – Patent Issues

• Patentable technology that is not currently the subject of a pending or issued 
patent

• Freedom to operate searches

• Chain of title, including inventor assignments

• Outstanding security interests
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IP Diligence – Trade Secret Issues

• Protection (policies, procedures, executed nondisclosure agreements, physical 
security measures)

• Notice requirements under the DTSA 
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IP Diligence - Agreements/Licenses Issues

• Identify issues affecting value:

• Scope and transferability of IP licenses

• Sufficiency of IP licenses for future operations

• Impact of existing encumbrances on IP

• Quality control in trademark licenses

• Lurking franchises

• Registered user filings

• Intercompany licenses

• Enterprise agreements

61



Existing Litigation/Latent Litigation

• Identification and assessment of infringement risks (including pending litigation)

• Pending litigation, claims, disputes

• Past litigation, claims, disputes

• Challenges in identifying potential claims
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