
Technology Marathon 2022

Our Technology Marathon is an annual series of tailored webinars focused 
on hot topics, trends, and key developments in the technology industry 

that are of essential importance to our friends and clients. Now in its 12th 
year, our expansive curriculum kicks off in May and continues into June.

For more information:
https://www.morganlewis.com/events/technology-marathon 
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The latest federal 
cybersecurity directives 
and controls needed to 
satisfy regulators 



Recent Federal Initiatives 

• TSA Pipeline Security Directives

• Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA)

• SEC Cybersecurity Disclosure Rules 

• Russia/Ukraine Conflict - CISA “Shields Up” Initiative 

• February 2022 – NIST Guidance on Software Supply Chain Security Requirements for 
Federal Software Procurement

• May 2021 - Executive Order (EO 14028 - Improving the Nation’s Cybersecurity)

• July 2021 - National Security Memorandum

– Establishes voluntary cybersecurity goals and expectations of owners and operators of critical 
infrastructure.

• April 2021 - Industrial Control Systems Cybersecurity Initiative
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Case Study: TSA Pipeline Security Directives

TSA is the federal entity primarily responsible for securing surface transportation 
modes.



Case Study: TSA’s Emergency Authority

• TSA can issue regulations or Security Directives on an emergency basis as 
needed “to protect transportation security.” (49 U.S.C. § 114(l)(2)(A))

• No notice or comment opportunity required (49 U.S.C. § 114(l)(2)(A))

– Contrast to other common regulatory frameworks

– Example: NERC CIP requirements are stakeholder developed regulations subject to 
multiple rounds of public notice and comment and prescriptive procedural rules

• Security Directives have the force of law and are mandatory by their specified 
effective date. 

– Subject to review by the Transportation Security Oversight Board 

– Effective for a period not to exceed 90 days, unless ratified or disapproved by the Board 
or rescinded by TSA. (49 U.S.C. § 114(l)(2)(B)).



Case Study: TSA Pipeline Security Directives

• Security Directive Pipeline 2021-01 (SD1) – first issued May 2021

(1) Assess whether current operations are consistent with TSA’s guidelines; 

(2) Identify any gaps and remediation measures; and

(3) Report the results to TSA and others. 

• Security Directive Pipeline 2021-02 (SD2) – first issued July 2021

(1) Implement specific mitigation measures to protect IT and OT systems; 

(2) Develop and implement a cybersecurity contingency and recovery plan; and 

(3) Conduct a cybersecurity architecture design review (CADR).
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NIST Federal Software Procurement Guidance

• Developed pursuant to EO 14028
– NIST required to develop guidance

– Federal agencies required to follow guidance in software procurements

• Major components:
– Use Secure Software Development Framework (SSDF) terminology and structure to organize 

communications about secure software development requirements.

– From NIST 800-218 (SSDF Version 1.1: Recommendations for Mitigating the Risk of 
Software Vulnerabilities)

– Require attestation to cover secure software development practices performed as part of 
processes and procedures throughout the software life cycle.

– Accept first-party attestation of conformity with SSDF practices unless a risk-based approach 
determines that second or third-party attestation is required.

– When requesting artifacts of conformance, request high-level artifacts.

• Not a replacement for more stringent requirements
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Lessons learned from energy 
infrastructure industries 



Mandatory Cybersecurity Regulations

Accountability 

Litmus test

Access to insights 

Socialization of best 
practices

Cost recovery

Limits entity discretion 

“One-size fits all”

Costs

Administrative burden 

Disclosure risks 



Case Study: TSA SD2 Implementation Challenges

Key Implementation Challenges

Scoping (IT / OT) Timing

Dual-Regulated Assets (e.g., NERC 
CIP)

Administrative Process
• Extensions
• Alternative Compliance 
• Rehearing

Developing Mitigation Strategies Vendor procurement 

Supply Chain Constraints Cost Recovery (Regulated Utilities)



Leveraging Non-Binding NIST Guidance to Fill Gaps

• Mandatory and enforceable requirements do not always cover each issue, or may not at first

• NIST guidance, even if aimed at federal agencies, can:

– Fill in the gaps between mandatory requirements and comprehensive protection

– Provide content

– Check for gap identification

– Provide a preview of what may become enforceable

– Serve as a useful guide when contracting

– Prepare for federal contracting relationships

– Provides a degree of standardization on often highly confidential topics

• Key examples include:

– NIST Cybersecurity Framework

– NIST SP 800-161r1 (Cybersecurity Supply Chain Risk Management Practices for Systems and 
Organizations)

– NIST Federal Software Procurement Guidance
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Importance of Preparing for Mandatory Requirements

• All new mandatory schemes have a steep learning curve, often with short 
timeframes and significant legal risk

• Tools to prepare for implementation

– Policy advocacy: Take a stakeholder interest in shaping what mandatory requirements 
may be like up front, even before formal rulemaking begins; regulator education is key

– Voluntary compliance: Moving to NIST or similar practices in advance of mandatory 
compliance can make the jump to mandatory compliance more manageable

– Interdisciplinary: achieving and demonstrating compliance requires coordinated action 
by IT/OT security, compliance, and legal; shortchanging one or the other creates risks
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Noncompliance Can Be Costly

• Regulators are increasingly turning attention to cybersecurity risks. 

– Regulators will assess topical cybersecurity concerns, pushing audits beyond minimum CIP 
reliability standards

• Regulators are equipped with financial penalty authority. 

– Example: Under Section 215 of the Federal Power Act, fines for electric utilities available up to 
$1M (inflation-adjusted to $1,388,496). 

• Regulatory compliance penalties can have ripple effects. 

– Tort claims and third-party liability. 

– Reputational risk should not be ignored. 

• Utilities in the energy industry have been tasked with demonstrating strong 
cybersecurity culture that proactively addresses best cybersecurity practices and 
evolving threats, especially for newer technology
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Next industries on 
the watch list 



Next Steps

• Pipeline

– Ongoing work under SD2. 

– Auditing through on-site inspections; industry gets first impressions on regulator’s approach to compliance and 
enforcement. 

– Lessons learned during initial inspections and subsequent audits.

– Continued evolution of Security Directives under TSA’s emergency authority. 

– Ultimately, notice and comment rulemaking. 

• Rail

– Initial cybersecurity requirements issued in Dec. 2021 for  higher-risk freight railroads, passenger rail, and rail transit. 

– TSA expected to expand requirements for certain surface transportation entities.

• Water/Wastewater 

– EPA to periodically survey using light touch administrative methods. 

– No formalized regulations, but which entity would administer and under what authority? Legislation needed? 

– In the meantime, utilities can leverage federal loan programs and funding to enhance cybersecurity controls. 
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Cyberinsurance
strategies and 
considerations



Cyberinsurance: How Can It Help?

Given threats, having prevention-only strategy is insufficient
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Expect that your network or computer system has been or will be compromised

Insurance is one way to minimize impact

Don’t rely exclusively on traditional insurance policies

Key points to remember

Insurance is one way to minimize impact



What Does Cyberinsurance Cover?  
First Party Losses
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First Party Losses

• Forensic studies

• Crisis response

• Public relations

• Legal advice / breach coach counsel

• Repairs

• Improving cyber security

• Lost income

• Lost or damaged digital assets

• Lost or damaged physical assets

• Fraud payments

• Ransom payments
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What Does Cyberinsurance Cover?  
Third Party Coverage
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Third Party Liabilities and Related Costs

• Lawsuits (customers, consumers, 
shareholders, etc.)

• Government inquiries and 
investigations

• Defense costs in connection with 
claims, suits, and government 
investigations

• Other exposures:

– Incidents involving PII

– Contractual or other payments like those 
related to PCI DSS

– Fines and Penalties (e.g., GDPR, CCPA)
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Common Cyberinsurance Coverage Sections

Network Interruption Coverage

First party coverage for if company systems are taken down or 
interrupted, such as with a denial-of-service attack. This coverage 
covers costs caused by interruptions, such as lost income and costs 
to restore the system. 

Security and Privacy Liability Insurance 

Third party coverage for compensatory damages, fines, judgments, 
settlements, and defense costs resulting from litigation or regulatory 
enforcement actions related to security and privacy incidents such as 
data breaches or ransomware attacks.

Specialty Professional Liability Insurance 

Third party coverage for compensatory damages, judgments, 
settlements, and defense costs for claims alleging any wrongful act 
regarding a specific set of professional services.

Cyber Extortion Coverage 

First party coverage for specific incidents of active extortion or 
ransomware and covers both the approved payment of ransom to a 
bad actor to resolve a threat situation, and the costs to investigate 
and respond to such a threat

Security Failure/Privacy Event Management 
Insurance 
First party coverage for losses a company incurs in responding to 
security and privacy incidents such as data breaches or phishing 
attacks that result in the theft of confidential information. 

Media Content Insurance

Third-party coverage for litigation losses resulting from any act or 
omission related to IP infringement, plagiarism or misappropriation, 
invasion of privacy, defamation, wrongful entry or trespass, or 
negligent infliction of emotional distress.
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Network Interruption Coverage



Cyber Liability Coverage: Falling Through the Gaps

• Cyber risks may fall through gaps in traditional first-party and third-party 
policies, most of which now have potentially applicable exclusions.
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Navigating the Gaps to Find Coverage

1. Traditional First Party Property Policies – Look for coverage for 
cyber-related exposures.

2. D&O – Check for coverage for shareholder class actions related to data 
breaches and failure to insure for cyber liabilities (risk management).

3. Crime/Fidelity Policies – Look for coverage for employee dishonesty, 
vandalism and theft, computer fraud, kidnap/ransom or extortion.  

4. Commercial General Liability Policies – CGL policies provide 
protection for financial loss due liability for property damage or personal 
and advertising injury caused by your services, business operations or 
employees.  Beware of cyber exclusions. 
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G&G Oil of Indiana v. Continental Western Insurance 
Co. (2021)
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National Ink & Stitch v. State Auto Property and 
Casualty Company, 435 F.Supp.3d 679 (D. Md. 2020)
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Handling Cyber Claims – Best Practices
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When in doubt – report
– Notice/Reporting requirements and thresholds

• Consider reporting obligations (state by state).

• Consider minimum requirements , narrow control groups, or bordereaux if reporting obligations are 
burdensome.

– Retention requirements and other limitations
• Report even where exceeding retention is doubtful.

• Note any temporal limits on recovery, notice, reporting, proof of loss, and for filing claim or suit.

– Proof of Loss and Suit Provisions.
• Check the deadlines and negotiate extensions.

• Work closely with coverage counsel and privacy counsel on Proofs of Loss.
– Words matter – make sure you are triggering all appropriate coverages.

• Consider any confidentiality obligations.

• Scrutinize requirement for filing suit
– Timing (e.g., 1 or 2 years from inception of loss)

– Forum Selection and Choice of Law



Handling Cyber Claims - Best Practices
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• Common Requests for Information from Insurers
– Duty to cooperate with insurer’s investigation and reasonable requests

– Bottom-line Numbers: How many people/states/countries affected?

– Correspondence with regulators.

– Legal memos (e.g., consumer/regulator notifications).

– Invoices (consider confidentiality, redactions, etc.).

• Non-waiver/Non-Disclosure Agreements
– Consider role of brokers.

– Consider third-party claims-handling vendors.

– Consider litigation risk of exchanging written information.



Handling Cyber Claims – Best Practices
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• Review Pre-approved Vendors and Counsel

– Obtain advance approval of new vendors, including breach counsel.

– Negotiate rates for specific vendors.

• Check Other Coverages

– First-Party Property and Business Interruption Insurance

– Crime Coverage

– D&O Coverage

– GL Coverage

• Subrogation

– Evaluate priority of recovery between insurer and insured.

• Made-whole Doctrine

• Deductibles/Retentions

• Equitable versus Contractual Subrogation

– High retentions combined with subrogation clauses create potential conflicts with insurance carriers.



Questions
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