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Before we begin

Tech Support

If you are experiencing
technical difficulties,
please contact WebEx
Tech Support at
+1.866.779.3239.
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Q&A

The Q&A tab is located
near the bottom right
hand side of your
screen; choose “All
Panelists” before
clicking “Send.”

CLE

We will mention a code at some
point during the presentation
for attendees who requested
CLE. Please make note of that
code, and insert it in the pop-up
survey that will appear in a new
browser tab after you exit out of
this webinar. You will receive a
Certificate of Attendance from
our CLE team in approximately
30 to 45 days.

Audio

You will hear sound through
your computer
speakers/headphones
automatically. Make sure your
speakers are ON and
UNMUTED.

To access the audio for by
telephone, please click the
“phone” icon below your name
on the Participants Panel for
teleconference information.




Agenda

e Defining Integration Scope and Milestones
— Defining the System and Milestones
— Addressing Dependencies
— Acceptance Tests and Exit Criteria
— IP Rights
e Integration Planning and Governance
— Integration Governance
— Change Management

e Customer’s Protections and Remedies
— Remedies menu
— Warranties and indemnities considerations
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Practitioner
Best Practice

Balancing objectives and
measuring results are critical
to a good integration
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Integration Scenarios

Development of
customized
solution

ULt
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Acquisition of
live third-party
product

] N

Acquisition of
third party side
product
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Defining
Integration
Scope and

Milestones
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Documenting and Defining the System

e Documenting requirements is critical for every IT project, but even more so for
an integration project

e Best practice is to list all deliverables, interfaces and development items in the
SOW attachment (in a format that an independent third party can understand)

o Critical part is properly defining the ultimate deliverable, which is the
integrated, fully functioning “System” that includes:
— Software
— Data (?)
— Equipment (?)
— Third party services (?)
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Milestones: What To Address

Scheduled

Deliverables Date

R E N ECES

Acceptance
Criteria
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Addressing Dependencies

e Dependency is an interrelation between tasks of Customer and Supplier where
one cannot perform its task without another first performing certain actions

o Step 1: Identify party who is primarily responsible for integration
o Step 2: Identify what assistance is required from the other side for the
responsible party to complete the integration (‘dependency mapping’)
— Software and services
— Personnel with knowledge and decision-making authority
— Hardware required to run the product
— Information, historic data, documents
— Third-party software, services, or data
— Sign-off on deliverables / milestones
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Acceptance Criteria and Acceptance Tests

Test standard: reasonable Amount of time to test
satisfaction or objective tests performance

Amount of time to cure

“Deemed” acceptance
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Stabilization / Exit Criteria

e Supplier supports the customer by answering ad hoc queries, additional
coaching, an increased level of quality checks, and performance feedback.

e Exit Criteria (include as attachment) — requires Customer sign-off:

All Service Levels are being accurately measured and reported on
Minimum Service Levels are being met for at least three consecutive months

System is operating in accordance with the specifications, all integrations and interfaces
are operational

No high-level risks, issues or incidents outstanding, Supplier remediated any defects
identified during testing

(for integration projects of live products) minimum retention ratio for active users pre-
integration
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e Specific identification of any Supplier Pre-existing IP or third party technology
(including open source software)

— Duration & scope of license rights for Supplier Pre-existing IP
— Competitive protections for customer-facing integrations

e Be sure to classify all transition artifacts as “deliverables” owned by Customer
— Transition Plans
— Documentation
— Recordings (e.g., Teams, Zoom, Webex)
— Training materials
— Procedures Manuals

e Right to access/obligation to turn Deliverables over
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Integration
Planning and
Governance
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Integration Planning and Governance

Term Sheet/ Contract During Change Acceptance Stabilization
MOU Phase Signing Integration Management [ EXxit
® 6 o6 o6 o o
High Level Detailed Plan Governance Refined Acceptance Performance
Plan Meetings Integration Procedures Monitoring

Developed Plans
Typically prior to signing Regularly Both parties Meetings to
attached to : scheduled Ongoing participate in review
contract / Term Working group meetings (e.g., refinement of acceptance performance
Sheet as a ag_reed SCOPE, weekly) to integration Meetings to post
Gantt chart mllestones,_ review risks, plans review acceptance

dependencies issues and Change acceptance

and progress management tests results

aqceptance sign-off to provisions are

criteria move to next essential

stage
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Integration Governance

Integration Program Management

e Set up the governance structure necessary to e Facilitates the tracking, resolution, and escalation
manage the overall Integration and of issues that arise during Integration

coordinate with Customer e Issues may be related to obligations,

e Set up Integration tools and working performance, personnel, difference of opinion,
environment approach, perspective, or interpretation

e Conduct the kick-off meetings  Objectives

— Resolve issues in a constructive way

e Develop and implement Integration Decision o _ _
Rights Model — Minimize unnecessary escalation by resolving

issues at appropriate levels of authority

— Ensure issues are resolved as quickly as
possible
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Integration Governance

Reporting

¢ Finalize the process to gather Integration Identify by role and name
status information and report it to various — Integration Leads

Customer stakeholders _ _ N
— Other integration specific roles

e Define report formats, tools and templates _ .
e Include in exhibit/attachment to contract

e Process should include management actions
arising from various status meetings, issues
meetings

e Must stay on account through the end of
integration

e Authorize to agree changes and sign
documents?
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Change Management

Process for requesting and approving all changes

Supplier responsible for preparing proposals

Not all change requests justify fee or timeline adjustments. For example:
— No material change in level of effort or requirements

— Results from Supplier’s breach or negligence

— Necessary to comply with laws or specified responsibilities of Supplier

Factors to be taken into account when pricing change proposals

— Customer’s right to extend milestones or go-live for business reasons
— Extensions to account for missed Supplier milestones

Morgan Lewis

Certain changes outside the scope of typical change management. For example:
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Your CLE Credit Information

For ALL attorneys seeking CLE credit for
attending this webinar, please write down the
alphanumeric code on the right >>

Kindly insert this code in the pop-up survey
that will appear in a new browser tab after you

exit out of this webinar.
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Customer’s
Protections AN
and Remedies § -
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Remedies for Missed Milestones

Excuse of Integrator? (e.g.time extension for breach of dependency)

Credit Against Fees
No payment of Fees tied to Milestone
Percentage of payments held back by Customer pending Final Milestone Completion

Credits and hold-backs not a limit on Customer’s right to pursue additional damages

Release of Customer from exclusivity or other restrictive covenants

Step-in
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Integration Milestone Credits

e Integration Milestone Credits
— Key incentive to perform

— Typically payable by Supplier to Customer if any of the Integration Milestones are not
achieved by the scheduled completion date

e % of Integration Fees at risk for late milestones
— Percentage points for weighting across milestones (allocated in Customer’s discretion)

— To calculate credit, multiply Integration At Risk Amount by the percentage points
allocated to the particular Integration Milestone

e Extended Integration Milestone Defaults

— Credits escalate when milestone has not been completed within certain period of time
(e.g., 30 days) after the scheduled completion date, or any subsequent period

— E.g., 1.5X for second failure and 2X for each subsequent failure
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Warranty Considerations - What needs to be covered?

Key is properly defining the “System”

Must be inclusive But cannot be overreaching
No integrator will agree to take t[ @RI ilEst] (0 ikl

assurances that they will have fully

responsibility for third party elements integrated and functioning “System”
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Warranty Considerations

e Clearly Detail Responsibilities
— What if the defects relate to the third-party product?
— What if the defects related to the interfaces/integrations?
— Answers may be different depending on when defects are detected

— Integrator should be required to obtain fixes from third party for defects in third party
products detected during testing

— Need to require Integrator to use efforts to detect defects during testing
— Challenge really is what happens after Acceptance
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Indemnification Considerations

e Watch out for typical indemnification exclusions
— Combination Use
— Alterations or Modifications
— Any claims resulting from or relating to third party technology

e Similar to scope of proper warranties, need to carefully define the scope of
indemnification

— While integrators will not assume responsibility for the specific underlying third party
elements, should acknowledge the integrator’s products and services directly relate to
third party elements

— The System necessarily includes combination use with third party technology, and often
altering and modifying certain technology

Morgan Lewis (25)



Disclaimers and Limitations of Liability

Ensure proper scope of any

disclaimers of responsibility or claims
related to third party technology

— Supplier can disclaim responsibility for the — Notice requirements
underlying third-party technology
compliance and performance issues

— Disclaimers should not be drafted in a
manner to disclaim all claims in any way
relating to components or technology not
provided by Supplier

— Change management and responsibility
for additional costs
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Disclaimers and Limitations of Liability

e Consider additional damages or remedies for specified breaches, e.g.
where measurable additional costs to the third party technology
suppliers or otherwise

e For third party components or technology that are not provided by
Supplier, does Customer assume responsibility for performance issues?

— Limitations of Liability
— Force Majeure

Morgan Lewis (27)



Other Remedy Considerations

Bifurcation of service and technology components provided by Supplier. Where
Supplier is providing both service and software/technology components, preference
is for a consolidated agreement. If multiple agreements are used, consider:

Interrelated warranties and dependencies

Cross-termination

Effects on Limitations of Liability

Morgan Lewis (28]



Other relief for third party materials, suppliers
or technology:

Force Majeure
Service Level Exclusions

Other Remedy
ConSiderationS Coordination with and issue management for

third party providers

Service Level Termination Events




If Things Don’t Go As Planned...

o Integration projects can be complex and go
sideways for a number of reasons — from
poor provider performance and missed
deadlines to changes in company’s internal
requirements.

e When this happens, the company may be a
good way into a project and then need to
switch gears with respect to the provider.

Access to cloud environment
Access to code

Good documentation

What does the contract say?

Morgan Lewis @

e It will be important to lay out a clear
transition plan for the replacement provider
(which will be smoother if the IP rights
referenced above are in good order!).



Planning for the Worst (Hoping for the Best)

Ability to Delay Termination

= For convenience = Convenience = Scope

= For cause = Cause (what is the = Duration
trigger for cause)
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Planning for the Worst (Hoping for the Best)

Access to people
 Short term
* Long term

Access to documentation and works
in progress

Rights to work product and vendor / 3rd
party IP ... all of it

Rights to share the scope / contract

Morgan Lewis (32)



Upcoming Webinars © eventseries

] L GLOBAL DIGITAL
Clear Skies: Terminating Cloud TRANSFORMATION
Relationships WEBINAR SERIES
May 10, 2023 | 12:00—-1:00 PM ET Insights on how to effectively leverage
Speakers: Christopher Archer, Emily s I_If-l_;.,ulw

Lowe and Jonathan Traub

Digital Health Transactions

June 14, 2023 |12:00 - 1:00 PM ET

Speakers: Doneld G. Shelkey and A.
Benjamin Klaber
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Blog - Tech&Sourcing@Morgan Lewis

e Subscribe to our blog:
www.morganlewis.com/blogs/
sourcingatmorganlewis

e Our Technology, Outsourcing and Commercial
Transactions lawyers provide regular updates
on the latest developments and trends affecting
the technology and outsourcing industries.

e Stay updated on all of our future seminars and
webcasts, which we host regularly on hot
issues in the market.
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Biography

Anastasia Dergacheva
Dubai
+971.4.312.1875

anastasia.dergacheva@morganlewis.com
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Anastasia Dergacheva counsels major international
companies in the telecommunications, media and
entertainment, and technology industries. Anastasia’s
practice focuses on mergers and acquisitions and
technology transfer transactions, as well as licensing,
outsourcing, and professional services deals. Anastasia
also advises clients on various regulatory aspects of
telecommunications, IT business, and ecommerce, as
well as data transfers.



BIOg raphy Eric J. Pennesi represents clients in technology transactions and other
strategic commercial contract matters. Eric brings a practical, business-
oriented approach to providing deal strategy, drafting, negotiation, risk
analysis and related guidance for transactions involving software licensing;
cloud computing; technology transfer and commercialization; development,
marketing and other professional services; manufacturing, sale and
procurement of goods; and business process and information technology
outsourcing.

As part of his practice, Eric regularly provides counsel regarding structuring
and documenting complex commercial relationships for a broad client base,

Eric Pennesi which ranges from startup and growth-stage technology companies to
Pittsburgh global e-commerce and traditional retailers, manufacturers, financial
+1.412.560.7414 Integrators and life sciences companies. He also works with our clients on
eric.pennesi@morganlewis.com legal issues that arise in connection with the design, implementation,

maintenance, and operation of their online presence, including issues
related to advertising; payment processing; terms of use, service or
membership; third-party license compliance; and data collection, security
and analytics.
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Biography

Vito Petretti

Houston/New York
+1.713.890.5452

vito.petretti@morganlewis.com
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Vito Petretti’s practice focus is technology and outsourcing matters. Clients
regularly turn to him to draft and negotiate domestic and international
outsourcing service agreements for a variety of business processes, such as
information technology, finance and accounting, human resources, and
procurement. Within the realm of information technology, Vito drafts and
negotiates agreements for software licensing, hardware purchases and
leases, data licensing and subscriptions, website hosting and development,
and other technology-related agreements, including system
implementation, joint venture, and strategic alliance agreements. He is
admitted in New Jersey, New York, and Pennsylvania only, and his practice
is supervised by TX Bar members.

Vito also works on a range of commercial matters such as supply and
distribution agreements, manufacturing agreements, consulting and service
agreements, marketing and advertising agreements, confidentiality
agreements, and other documents and agreements in support of sourcing
and supply chain operations.



Our Global Reach

Africa Latin America
Asia Pacific Middle East
Europe North America

Our Locations

Abu Dhabi Miami

Almaty Munich

Astana New York
Beijing Orange County
Boston Paris

Brussels Philadelphia
Century City Pittsburgh
Chicago Princeton
Dallas San Francisco
Dubai Seattle
Frankfurt Shanghai
Hartford Silicon Valley
Hong Kong Singapore
Houston Tokyo

London Washington, DC
Los Angeles Wilmington

° L . Our Beijing and Shanghai offices operate as representative offices of Morgan, Lewis & Bockius LLP.
M OI g a n eWI S In Hong Kong, Morgan, Lewis & Bockius is a separate Hong Kong general partnership registered with The Law Society of Hong Kong.
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Morgan, Lewis & Bockius LLP, a Pennsylvania limited liability partnership
Morgan Lewis Stamford LLC is a Singapore law corporation affiliated with Morgan, Lewis & Bockius LLP:
Morgan, Lewis & Bockius UK LLP is a limited liability partnership registered in England and Wales under
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This material is provided for your convenience and does not constitute legal advice or create an
attorney-client relationship.
Prior results do not guarantee similar outcomes. Attorney Advertising.
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