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Recent Enforcement Trends

▪ Regulators shifting focus from providers to payors for 
repayment of unsupported claims 
1. Provider overbilling for services for which the submitted claims 

require an allocation across beneficiaries
• Payors are experienced at reimbursing for services that are 

provided to a single beneficiary, such as a doctor’s visit. 
• However, some claims must be allocated, such as laboratory 

travel.  
• “Lab Travel” is the service of visiting beneficiaries in their 

residences to collect laboratory specimens.
• Standard reimbursement is approximately $10/leg, or 

$20/roundtrip visit to a single patient.
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Recent Enforcement Trends

▪ Regulators shifting focus from providers to payors for 
repayment of unsupported claims
1. Lab Travel Fee Example (continued):

• However, if a provider makes a round trip to multiple beneficiary 
residences, or visits a nursing home or other residence with 
multiple beneficiaries, then the claims for the lab travel service must 
be allocated among the beneficiaries.  

• A provider may instead submit claims for the entire service for each 
beneficiary, resulting in overpayments by the payor.  
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Recent Enforcement Trends

▪ Regulators shifting focus from providers to payors for 
repayment of unsupported claims
2. Provider failure to maintain documentation for paid claims

• When payor is responsible for administering an insurance program 
on behalf of a federal or state government, then the government is 
increasingly auditing the payor’s ability to document the services 
for the claims that they paid to providers.

• Payors may rely on the providers for maintaining this 
documentation.  If a payor is audited and the provider cannot 
produce the documentation, then the government is increasingly 
looking to the payor for repayment. 
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Recent Enforcement Trends

▪ Regulators shifting focus from providers to payors for 
repayment of unsupported claims
3. Errors in maintaining eligibility determinations by a third party

• Scenario:  payor relies on a third party to determine whether a 
beneficiary is eligible for certain services.  For example, a social 
service agency may determine that a patient is eligible for 
receiving services in the home.

• If payor does not maintain the eligibility status for their 
beneficiaries with updates from the third party, then the payor has 
the risk of paying claims when they should not, or denying claims 
when they should.  The payor can be pursued by government for 
making overpayments, or be sued by a class for denying 
payments.
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Recent Enforcement Trends

▪ Regulators are aggressively penalizing institutions for 
data breaches
» SEC focusing in on failure to disclose a breach in a timely 

manner, or failing to accrue the costs in a timely manner
» SEC fined executives at a financial services firm who brought 

customer lists with them to a new employer – first fine ever 
based solely on privacy violations
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Recent Enforcement Trends
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HHS OCR is increasingly
focused on this area, with
major fines and stringent
corrective action plans.



Recent Enforcement Trends

▪ Regulators are aggressively penalizing institutions for 
data breaches (continued)
» U.S. Federal Trade Commission announced in May 2011 that it 

will require two companies to undergo independent security 
audits for 20 years after data breaches exposed the personal 
information of 65,000 employees of the two companies’ business 
partners.

▪ “Laws without penalties are like bells without clappers.” 
Czech Proverb

BCBS Privacy and Security Incident Response (PSIR)
teams are key to mitigating these risks!
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Core Presentation Overview
▪ Enhanced whistleblower incentives and protections

» Federal civil False Claims Act (FCA) overview

» Recent amendments to the FCA

» Impact of Dodd-Frank Act

» State enforcement activity

▪ Successful compliance program strategies

▪ Conducting investigations/responding to whistleblowers

▪ Resolving whistleblower claims
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Federal False Claims Act
Overview

▪ Federal civil False Claims Act (31 U.S.C. 3729 et seq.) 
enables private citizens to file a lawsuit in the name of 
the U.S. Government charging fraud by government 
contractors and others who receive or use government 
funds, and share in any money recovered
» 1863 statute with 1986 amendments that significantly 

increase incentives for private individuals, called qui tam 
“Relators”

10



Federal False Claims Act
Rights of the Relator

▪ The qui tam Relator can:
» Receive 15-30% of government’s recovery in a successful 

case (three times the amount of actual damages, plus civil 
penalties of up to $11K per claim)

» Recover attorneys’ fees
» Participate in litigation
» Be insulated from retaliation by employers
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Federal False Claims Act
Procedures for Filing

▪ Relator files a Complaint, under seal, in a U.S. District 
Court that has jurisdiction over the case
» Must also serve written disclosures on DOJ describing 

“substantially all material evidence and information the 
person possesses”

» DOJ has 60 days to investigate and decide whether to 
intervene in the action (although extensions are liberally 
granted)

» Relator is entitled to investigate and prosecute the case if 
DOJ declines
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Federal False Claims Act
Recent Amendments

▪ Congressional desire to reverse judicial decisions 
affecting substantive and procedural interpretations of 
statute

▪ Game-changers for effective compliance programs and 
for conducting investigations 
» Fraud Enforcement and Recovery Act of 2009 (FERA)
» Patient Protection and Affordable Care Act (PPACA)
» Dodd-Frank Wall Street Reform and Consumer Protection 

Act (Dodd-Frank)
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Federal False Claims Act
Prohibition Against Retaliation

▪ FERA extends prohibition against retaliation to include a 
contractor or agent, in addition to an employee

▪ Dodd-Frank expands protected whistleblower conduct 
to preclude retaliation for:
» Lawful acts done by an employee, agent or contractor or 

associated others 
» In furtherance of an action under the FCA or other efforts 

to stop a violation of the FCA
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Federal False Claims Act
Prohibition Against Retaliation

▪ Employees, agents, contractors and associated others are 
entitled to substantial relief, including:
» Reinstatement
» Double back-pay, interest and compensation for special 

damages
» Recovery of litigation costs and attorney’s fees
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Federal False Claims Act
Prohibition Against Retaliation

▪ Additional Dodd-Frank provisions apply to publicly 
traded companies

▪ Spillover effect – Dodd-Frank undoubtedly will increase 
whistleblower activity in all contexts.

▪ Early reports are that tips are pouring into the SEC
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Federal False Claims Act
Civil Investigative Demands

▪ Authorizes Attorney General to delegate authority to use 
CIDs in hopes of expanding use in qui tam cases

▪ Authorizes information sharing between government 
and Relator prior to government intervention decision

▪ Potential for abuse
» Very important amendment for Relators’ bar
» Relators can use to support or expand claims
» Competitors can gain sensitive information
» One-sided litigation
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Successful Compliance Programs 
Many Strategies Remain the Same

▪ Establish an effective code of ethics 
▪ Designate specific high-level personnel with direct 

responsibility for overseeing compliance who have 
direct access to the President / CEO and board of 
directors 

▪ Appoint a compliance officer with responsibility for 
independently investigating and acting on matters 
related to compliance 

▪ Train employees on the existence and details of the 
company's compliance program 

▪ Implement policies that provide protection for 
whistleblowers
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Successful Compliance Programs 
Many Strategies Remain the Same

▪ Arrange for regular reports to the board concerning 
internal investigations 

▪ Establish effective methods of auditing and monitoring 
compliance to detect, prevent and correct weaknesses in 
corporate culture and controls; overpayment liability 
compels process check-up and disclosure strategies 

▪ Implement systems to ensure reasonable steps to 
respond to or investigate reported violations 

▪ Consistently enforce the company's policies and 
procedures through corrective action 
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Successful Compliance Programs 
Internal Reporting Undermined by FCA

▪ No requirement to report through an internal 
compliance program

▪ No financial incentive for reporting internally
▪ Plaintiff’s counsel are actively recruiting whistleblowers
▪ Proposed Dodd-Frank rules attempt to balance these 

incentives
report through 

an internal compliance program

20



Successful Compliance Programs
Strengthen Internal Reporting Mechanisms

▪ Maintain an effective system for:
» Providing advice on an urgent basis
» Encouraging internal and, where possible, confidential reporting
» Protecting those who report internally
» Responding to requests and reports

▪ Consider anonymous hotlines and intranet portals
▪ Consider incentives for internal reporting

» Performance and compensation reviews
» BUT do not penalize for failure internally to report –

anti-retaliation provisions
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Internal Investigations
What would you do?

▪ Have a plan of action to deal promptly and effectively 
with the complaint.
» Who do I call to investigate?
» Do I want to ensure that the investigation remains 

privileged, and if so, how?
» What about the authorities?
» What about internal communications? 
» What about the press?
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Internal Investigations
Where to Start

Managing the Investigation
Controlling the scope,
participants and confidentiality
of the process
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Managing Ethical Concerns
Protecting the privilege; when to 
waive the privilege as it pertains 
to investigations and 
documentation

Managing the Public 
Domain
Controlling inappropriate 
dissemination of confidential 
or privileged information that 
can  be used as leverage in 
filings or litigation

Managing the Whistleblower
Complaints may range from 
“protected activity” to 
“insubordination”



Internal Investigations
More and Better Internal Investigations

▪ Conduct prompt and effective internal investigations
» Ensure adequate resources (legal, compliance, internal 

audit, outside counsel and consultants)
» Take steps to maintain the attorney-client privilege
» Determine the scope of the wrongdoing across employees, 

agents, business units
» Determine whether conduct is ongoing
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Internal Investigations
Who Should Investigate?

▪ Compliance issues typically “silo-ed” to a compliance 
department.
» Reconsider a more centralized approach, with in-house 

counsel as liaison between HR, compliance and 
management – compliance not typically trained to handle 
it all (e.g., possible Title VII issues)

» Consider the need for outside counsel/consultants
• Specialized knowledge, expertise, tools and equipment
• Independence
• Privilege issues
• Drain/impact on internal resources
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Internal Investigations
Who Should Investigate?

▪ If there are allegations of retaliation, consider 
conducting two separate investigations:
» One to address whistleblower’s allegations (i.e., I’m being 

unfairly treated)
» Another to address the underlying allegations of illegal or 

improper practices
• Usually conducted by compliance department or outside 

counsel
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Internal Investigations
Preparing for the Investigation

▪ Preparation is key!
» Determine who will be interviewed, why, in what order, 

etc.
» Determine what portions of the investigation will be 

protected by privilege, and what portions will not be 
protected

» Company must document that an adequate investigation 
was conducted

• This documentation should be separate from attorney advice 
and counsel

» Determine who the appropriate investigator is – has he or 
she been trained?
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Internal Investigations
Important Considerations

▪ Managers and supervisors must be educated on and 
appreciate the potential legal risks and liability

▪ Managers and supervisors must understand the 
protections of privilege in order to preserve the integrity 
of the company’s defenses and legal positions

▪ What managers do post-incident/complaint may impact 
that integrity
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The Whistleblower
Managing the Whistleblower Employee

▪ The Whistleblower-Employee must continue to be 
managed appropriately and effectively
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Treat 
complaints 

with care and 
attention 
each and 
every time

Manage 
performance 

and 
inappropriate 

behavior 
separately

Seek 
counsel’s 
advice on 
discipline 

and 
termination

Don’t fail to 
discipline 

where 
appropriate



The Whistleblower
Managing the Whistleblower Employee

▪ Watch for qui tam Relators who start building a case 
while still employed by the Company

▪ Seek opportunities for Relator to disclose information, 
correct problems (e.g., I notice that you seem concerned 
about something.  Is there something you’d like to 
share?)
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Managing the Public Domain
▪ Anticipate public attention – whistleblowers and health 

care fraud are a “hot” story
▪ To the extent feasible, consider utilizing:

» Filing documents under seal
» Motions to quash certain investigative steps, discovery 

requests or use of certain evidence
» Filing documents under seal

▪ When responding to allegations, address procedural 
arguments to avoid addressing merits or disclosing 
privileged information

▪ If merits must be discussed, find ways to avoid 
discussion of information or materials protected by legal 
privilege
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Resolving Whistleblower Claims
Whether to Self-Report

▪ The self-reporting decision
» Nature of violation
» Strength/completeness of investigation and evidence
» Likelihood of independent discovery
» Concerns about discovery of additional improper conduct
» Affirmative duty to report (obligation to refund 

overpayments)
» Possibility of leniency and better long-term relationship 

with regulators

32



Resolving Whistleblower Claims
Where and How to Self-Report

▪ The self-reporting location
» Medicare Contractor
» HHS-OIG
» Local U.S. Attorney’s Office
» U.S. Department of Justice (“Main Justice”)
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Resolving Whistleblower Claims
Government – Relator Relations

▪ Government intervenes
» Government controls the action and has ability to 

settle – Relator remains a party
» Government may amend Relator’s complaint

• Government may decline to pursue some of 
Relator’s claims 

• Government may add common law claims
» Relator may accept the amendment and the de facto

dismissal of the claims the Government did not 
adopt, or assert any unadopted claims in a separate 
complaint/action.
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Resolving Whistleblower Claims
Government – Relator Relations

▪ Government declines to intervene
» Relator controls the action
» Government is real party in interest and can request 

copies of pleadings and deposition transcripts
» DOJ often monitors declined cases and can file 

“statements of interest”
» 2009 Amendments allow DOJ to share material 

received by DOJ under a CID with the Relator
• Company can seek a confidentiality agreement if 

confidential information would harm company if 
released to Relator
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Resolving Whistleblower Claims
Other Government Entities

▪ Deferred prosecution and non-prosecution agreements
▪ Parallel settlement negotiations with HHS-OIG

» Corporate Integrity Agreements
▪ Parallel settlement negotiations with State Attorneys 

General
▪ Increased focus on individual liability (Responsible 

Corporate Officer/Park Doctrine)
▪ Exclusion and/or debarment
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