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DOJ Cybercrime Efforts That Led To New Cybersecurity Unit 

Law360, New York (January 07, 2015, 10:07 AM ET) --  

Effectively combatting cybercrime remains a top priority of the U.S. 
Department of Justice and investigative agencies. Through the years, 
an active and dynamic national Computer Hacking and Intellectual 
Property (CHIP) network has been built to address evolving 
cybercrime challenges. 
 
In December, Criminal Division Assistant Attorney General Leslie 
Caldwell announced the creation of a new cybersecurity unit “to 
enhance public and private cyber security efforts.”[1] This article 
reviews prior DOJ cybercrime enforcement efforts since 1991 and 
identifies some new cyber challenges for this year and beyond. 
 
Early History and Establishment of CCIPS 
 
Nearly a quarter of a century ago, the DOJ recognized the need for a 
dedicated group of prosecutors to specialize on new cybercrime and 
intellectual property issues. These cases typically involve technical 
issues and raise novel legal questions concerning the collection of evidence and application of law. 
 
In 1991 a new Computer Crime Unit was established in the DOJ Criminal Division.[2] Initially, five 
prosecutors were assigned to the unit. 
 
Five years later, the unit was “elevated” as the Computer Crime and Intellectual Property Section (CCIPS) 
in the Criminal Division.[3] Given the growing importance of addressing cybercrime issues, the section 
more than doubled in a short period. In 2000, there were 18 CCIPS attorneys,[4] then 32 in 2005,[5] 35 
in 2006[6] and approximately 40 attorneys over the past several years.[7] 
 
CCIPS has earned a reputation as a highly respected, model DOJ section. CCIPS has long been considered 
a key “cornerstone” of the DOJ “prosecutor cybercrime program.”[8] CCIPS provides expertise and 
guidance within the DOJ on the search and seizure of electronic evidence and legal issues involving 
computer crime and intellectual property offenses; helps design and provide specialized training on 
these issues at the National Advocacy Center along with the Office of Legal Education; assists in the 
prosecution of significant cases with CHIP prosecutors in U.S. attorney offices; furnishes forensic 
guidance through the Cybercrime Lab, which is highly regarded by federal prosecutors around the 
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country for its expertise, track record and willingness to assist on complex issues;[9] publishes a variety 
of manuals and guidance on these issues;[10] provides training to international law enforcement and 
private industry groups around the world; actively participates in outreach and training efforts to 
prosecutors, agents, judges, and private industry groups; among many other efforts. Many of the 
successful practices of CCIPS have been emulated by other DOJ components.[11] 
 
CHIP Coordinators on the Frontlines 
 
On the cybercrime frontlines are the dedicated federal prosecutors in each of the 94 U.S. attorneys' 
offices who “have primary responsibility for implementing the CHIP program.”[12] In 1995, each of the 
U.S. attorney’s offices designated at least one prosecutor as a computer and telecommunications 
coordinator (CTC) who received specialized training on the collection of electronic evidence and in 
prosecuting cybercrime and intellectual property offenses.[13] In 2004, the CTC prosecutors were 
redesignated as CHIP coordinators in part “to clarify that intellectual property offenses were included 
within the responsibilities” of these prosecutors.[14] 
 
The CHIP prosecutors are tasked with four primary responsibilities: (1) “prosecute computer crime and 
intellectual property offenses”; (2) “serve as the district's legal counsel on matters relating to those 
offenses, and the collection of electronic or digital evidence”; (3) “train prosecutors and law 
enforcement personnel in the region”; and (4) “conduct public and industry outreach and awareness 
activities.”[15] 
 
Many of the most significant cybercrime and intellectual property enforcement cases over the past few 
decades have been handled by these experienced CHIP prosecutors around the country.[16] They focus 
on a broad range of cybercrime and intellectual property crimes. “Core offenses” include computer 
intrusions and other violations of the Computer Fraud and Abuse Act,[17] CAN-SPAM Act violations,[18] 
trade secret theft,[19] economic espionage,[20] criminal copyright and trademark infringement,[21] and 
satellite signal piracy,[22] among other offenses.[23] 
The CHIP network has grown over the years and now includes CHIP prosecutors in various DOJ sections 
and divisions. Today there are more than 270 CHIP coordinators around the country.[24] 
 
CHIP Units 
 
In 2000, the first CHIP unit was established in Silicon Valley by then Northern District of California U.S. 
Attorney Robert Mueller III.[25] He recognized early the benefits of a dedicated unit of prosecutors to 
address cybercrime issues and cases. 
 
The initial success of the first CHIP Unit in Silicon Valley quickly led to the creation of more CHIP units 
around the country. In July 2001, the DOJ established 10 CHIP units to focus on cybercrime and 
intellectual property issues.[26] The CHIP units have between two to eight dedicated cybercrime 
prosecutors. Eventually 25 CHIP units were established.[27] 
 
International Focus 
 
Given the recurring international issues that arise, the DOJ has taken steps to work with law 
enforcement partners around the world. For example, CCIPS chaired the G-8 Subgroup on High-tech 
Crime, which “established a 24 hours a day/7 days a week point of contact with” other “countries for 
mutual assistance in computer crime.”[28] 
 



 

 

In 2006, the DOJ also created the Intellectual Property Law Enforcement Coordinator (IPLEC) program. 
Under the program, two experienced prosecutors were placed in Bangkok, Thailand and Sofia, Bulgaria, 
to address IP issues in Asia and Eastern Europe. Requests have been made to expand this program.[29] 
 
National CHIP Network Platform 
 
Collectively, CCIPS, CHIP coordinators, the CHIP units and the IPLEC program form an impressive national 
CHIP network. This network has grown through the years and has demonstrated a remarkable flexibility 
to address new case and emerging issues. 
 
The CHIP network assists on a variety of needs. As an example, a CHIP coordinator may need to work 
with other coordinators to arrange for the simultaneous execution of search warrants in multiple 
districts or jurisdictions around the world. Prosecutors confronting novel technical or legal issues can 
consult with CCIPS or other CHIP coordinators around the country. Lessons learned on new cases can be 
quickly shared with others. In this way, the CHIP network provides an effective platform to address new 
and other cyber prosecution needs. 
 
New Cybersecurity Unit 
 
On Dec. 4, 2014, Assistant Attorney General Leslie Caldwell announced the creation of a DOJ 
cybersecurity unit to “address cyber threats on multiple fronts, with both a robust enforcement strategy 
as well as a broad prevention strategy.”[30] The new unit "will provide a central hub for expert advice 
and legal guidance regarding the criminal electronic surveillance statutes for both U.S. and international 
law enforcement conducting complex cyber investigations to ensure that the powerful law enforcement 
tools are effectively used to bring the perpetrators to justice while also protecting the privacy of every 
day Americans." 
 
As she explained, the unit, which will be housed in CCIPS, will “work hand-in-hand with law enforcement 
and will also work with private sector partners and Congress.” 
 
CCIPS is an ideal place for the new unit given its history of success and expertise on a broad range of 
cybercrime issues. Some preliminary questions for the unit include: 

 Who will lead the unit? 
 How many prosecutors will serve in the unit? 
 Will new resources and prosecutors be dedicated to the significant objectives and tasks charged 

to the unit? 

 
While these questions will be answered in the coming months, the announcement is an encouraging 
first step that demonstrates the DOJ’s continuing commitment to a focused and flexible approach to 
address cybersecurity. 
 
New Cybercrime Challenges 
 
As the new year begins, there are a host of issues that the cybersecurity unit and the CHIP network can 
confront. A few examples include: 



 

 

 Resources: Ensuring that law enforcement has sufficient tools and resources to solve today’s 
cybercrime challenges including international threats, organized cybercriminals, and new 
sophisticated cyber methods; 

 

 Priorities: Focusing on new threats such as state-sponsored cyberespionage, deterring 
cyberterrorism risks, and protecting our critical infrastructures; 

 

 Penalties: For effective enforcement, reviewing the sufficiency of current penalties to deter and 
enforce the most serious cybercrimes; 

 

 Forensics: Maintaining state of the art forensic leadership and capabilities with sufficient lab 
resources for a tailored response to address specific case needs and to confront today’s new 
challenges; 

 

 Resolve Circuit Split: Identifying legislative reforms to resolve the current court split on whether 
an insider or employee acting with the intent to steal the company’s trade secrets and 
confidential business information with the company’s computer violates the Computer Fraud 
and Abuse Act;[31] 

 

 Prevention: Considering new avenues to effectively share government and private industry 
information about cyberthreats to avoid and mitigate further harm; and 

 

 Understanding: Promoting a better public understanding of how law enforcement investigates 
and solves cybercrimes and respects privacy issues under the Fourth Amendment and other 
privacy standards. 

 
The collective CHIP network has demonstrated its resiliency and flexibility in responding to new 
cyberthreats that have evolved over the last quarter of a century. The CHIP network and new 
cybersecurity unit will need these qualities in addressing emerging cyberthreats. It will be interesting to 
watch the work of the new unit this year and continued DOJ leadership on these issues. 
 
—By Mark L. Krotoski, Morgan Lewis & Bockius LLP 
 
Mark Krotoski is a partner in Morgan Lewis' privacy and cybersecurity, antitrust, and litigation groups in 
Silicon Valley. He previously served as a CHIP prosecutor in the Northern and Eastern Districts of 
California for about 10 years and as the national coordinator of the CHIP program from 2007 through 



 

 

2011, in addition to other DOJ leadership positions. 
 
The opinions expressed are those of the author(s) and do not necessarily reflect the views of the firm, its 
clients, or Portfolio Media Inc., or any of its or their respective affiliates. This article is for general 
information purposes and is not intended to be and should not be taken as legal advice. 
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