1. INTRODUCTION
515

The purpose of this Data Protection Notice (“"Notice”) is to inform
individuals who apply for a position or an internship at:
AEBEFRFPREM (SEHNT) BN EMAANFUTHAERNEE
EXIRFHISIANAN

Morgan, Lewis & Bockius LLP with representative offices at:
ERBZHEMES, KRLAGET -

Units 2802-2810 Tower A, Three ITC, 183 Honggiao Road,
Shanghai;
LR TR 183 5 /R = #JARE2802-28108 7T

Beijing Kerry Centre South Tower Suite 823, 8™ Floor No. 1 Guang
Hua Road, Chaoyang District, Beijing;
I EHEAR N ER1S R R D EE#823

(collectively, the “Firm” or “we"” or “us”), on the collection, use,
disclosure, transfer, and other processing of their personal
information (“Personal Data”). Under applicable data privacy
laws, including but not limited to, the Chinese Personal
Information Protection Law, the Chinese Cybersecurity Law, and
the Chinese Data Security Law (“Data Privacy Laws”), the Firm
is the data handler of the Personal Data covered by this Notice.
Please also review our Global Privacy Policy, which is incorporated
by reference into this Notice.
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2. PERSONAL DATA
TAER

Throughout the course of your application process with the Firm,
we process certain Personal Data about you. The Personal Data
may include the following categories:
EEAKRFRIFHUENTRES, BISVBEHELDIAER.
PMANERATEE BB LT

A. Contact Information: such as legal name, including

title; name at birth and preferred name; personal and/or
work phone number; personal and/or work email
address; mobile phone number; job title; and any other
contact details provided to us.
BRRARES AR, OELE; HENMBE
MEmAERMET ; PAN/BIEBESH ; ~AR
[RITAEBFER L ; BNFHNEG ; BRELH; UKk
RELSTNMEMEMKRARER,

B. Education: such as CV/résumé information, and
education and degrees, including grades and exam

certificates.
HEER  mEH/ERER  HEMFEA, SFEKSH
ZIEF,

C. Other Human Resource (“HR”) Data: such as
nationality; residency and visa status; birth city and
country; gender; marital status; your image; primary
languages; language skills; and visa type and
information (work permit/business/etc).

HANZFER (“HR" ) ER : mEHE ; FEMIZIEK
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D. Work History Information: such as current

employer; prior work history; references; function and
work location; memberships and affiliations; work
experience; compensation history; and any information
about you found from searches of publicly available
information, including social media.
THZFER : MHBFIET  SEMIELRN ; #EA
BRI TRt R AR EREXR ; THEL
% ; REER ; RGBT E AT AIRBHAE X IEME
ER BB RERER) .

3. SOURCES OF PERSONAL DATA
TAERXKIR

We may obtain Personal Data about you from the following
sources:
FATATBEM LA T SRIRSREVIEANANER -

Directly from you, such as through our website or HR, or via other
forms or information you provide to us during the course of the
application process;

EEXEE, HlaEdEIIMMIss A NFTRE, SELEER
BEEEGRBARINNEMRETESR ;

From third parties, including recruiters and employment
agencies; references from third parties and other background
screening checks, subject to the requirements of applicable law;
and from former employers.

REE=A, SEFBEASMRN G ; RIBEREENERE

BEZANEFENEMESEE ; UEKBREEMER,

4. PURPOSES FOR PROCESSING PERSONAL
DATA

REBEANERHMBB

The Firm processes your Personal Data to comply with applicable
laws and regulations, to meet its business needs and legal
obligations, and to process your job application, such as:
KATABEMA AERLETERAMERE, AERMNMISFR
MEENXS, FARMAREGHRIRBIE, Hi :

Managing the job application process and potential employment
relationship; for this purpose, we will collect A, B, C, and D as
described in Section 1 above.

EEIFRIEREMBEEMXR ; Nk, HIFKRELEXE]L
TiPMIA, B, CFIDIRFTSIE R,
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Conducting surveys, monitoring, and reporting of equality
statistics and similar information on an anonymous basis; for this
purpose, we will collect B and C as described in Section 1 above.
WEESIHERMELUERHATERLBFE., WNFKRE ; Ak,
AT E £ XX E 1T RABRICIATSIE B,

Tracking and budgeting of travel and expenses; for this purpose,
we will collect A and C as described in Section 1 above.

ERERFIANZMRMFAMIAE ; Dt, HIFRELXELITHHIA
FCHRRSIE R

Performing talent management functions; for this purpose, we
will collect A, B, C, and D as described in Section 1 above.
BITATEEREE ; Ak, BIFRELXELITTHA, B, CHl
DIRFRFIE B

Coordinating and tracking event registration, attendance, and
activities; for this purpose, we will collect A, B, and C as described
in Section 1 above.

THEFRERSEHMEIC. HEFES ; Oitk, HBIFKELEXE
1A, BRICIIRTINE B,

Implementing public health measures, including collection of
health information and testing and tracing measures; for this
purpose, we will collect A and C as described in Section 1 above.
SHEAHK DA, SFEKRERRERURKNEERERE; X~
tt, FEAMFUREEXXEITIH A F1 CIFRSIE &,

Exercising the Firm’s rights under local laws and compliance with
applicable legal and regulatory requests and obligations
(including investigations in relation to the same) and audit
requirements; for this purpose, we will collect A and C as
described in Section 1 above.
RIEEAMAHRBRTERMNF, FETERAMEENKEE
EXRMXF (AE52BXMBEE) FTER; Ak, HIF
Ue & EXCEE1TIh R A #0 CIFRBINE B

Establishing or defending of legal claims and allegations; for this
purpose, we will collect A and C as described in Section 1 above.
RESB N EERBMEERTRA ; A, HIIRKELXEL
Tichig A #1 CIRFRBIE B,

Maintaining or updating existing services and software; for this
purpose, we will collect A and C as described in Section 1 above.
HFHEHNERSIRYE ;. Ak, BOFREEXEIT R
A 1 CUIFTFE 2.
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Reviewing, organizing and indexing data, and deploying
enterprise tools; for this purpose, we will collect A, B, and C as
described in Section 1 above.

HE, BEMKRSIHE URBERWIE,
LEXEIT A, B 1 CIFRAIE &,

A, EOVFRE

We will not use your Personal Data for marketing purposes unless
you expressly consent to us doing so.
BRIEEHARE, SNBENTSFENTAERRTEHEMN,

The Firm may process your Personal Data using (i) cloud services,
and (ii) artificial intelligence (including portable models) in a
closed, proprietary environment. Such cloud and artificial
intelligence services may be hosted in the United States (US),
United Kingdom (UK), and/or other countries, including those
that do not provide the same level of data protection as the
jurisdiction in which you reside. The Firm will exercise due
diligence in its selection of these services and will ensure that
adequate technical and organizational security measures are in
place to safeguard your Personal Data through use of these
services.

AFAFTRESE ST AR ERFER () RS (1) ATERE
TDREHERER) ABEMIAER. HERMA TSRS
REFEEERE (US). ®E (UK) FI/HEMER/MR, SIEBRLEF
RESEEEMEERARLNBERFNER/ME, AFTEE
REXLERSNHETRIREE, #FHAEREBHRATNARR
2, UEFERAXLERISHEPEHNNAMER

We will not use your Personal Data for automated decision-
making, including profiling.
BNFARFEHTANERRATENAREK, SFEHTRFER,

5. DEPENDENTS AND
INFORMATION

RERMERAER

If you provide us with Personal Data about members of your
family and/or dependents or beneficiaries (e.g. for emergency
contact, surveys, or any other listed purpose), you are
responsible for informing them of their rights with respect to such
information and obtaining their explicit consent (unless you can
provide consent on their behalf) to the processing, including
transferring of their Personal Data for the purposes set out in this
Notice.
MEERAFZINREEXEHRERDAN/RZHEFARZHEAND
AEE (ltn, AFERRR. BAEREMEMIIEMEHN) |
EHETEEMMIEX L EERNNF], FREMIIAX AR

CONTACT
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BHERE GRIEEAUARMNRTRE)  ZFLEAEHT
FEAMPHE B REHEAMATIE T AMER,

6. DISCLOSURE  OF
T AERRIHER

Your Personal Data will be disclosed within the Firm to
management and otherwise to those individuals who need access
to your Personal Data to perform their duties for the purposes
listed in Section 3 above or where required or permitted by
applicable law or as set out in this Notice.

BN ANERFEIEET AN EER, URRAANETLERE

3 THSEM, REEREERERSIAVFHERLT, SRERE
M MEMRTHETEELERDIAERNDA

PERSONAL DATA

The Firm may also disclose your Personal Data to other Morgan
Lewis affiliated entities and offices (the “Morgan Lewis
Partnership”) for pursuing the purposes listed in Section 3
above or where required by applicable law. A complete list of Firm
offices is available at https://www.morganlewis.com/our-
firm/locations. Within the Morgan Lewis Partnership, your
Personal Data will be disclosed only to a limited number of
relevant individuals such as partners, managers, advisors, or
specialists within the Information Technology, HR, Legal,
Finance, Operations, Compliance, and Accounting departments,
to the extent they need access to your Personal Data for these
purposes.

AZIMEXE 3 TPFIHMEMSTEERERERMERLT, K
FTth AT e R A E thER R ST MBS AN B CREBBSHE
kW) HEEEHIDSANER. A BAMTEEIIRAE
https://www.morganlewis.com/our-firm/locations %15, 7EEE1R
BEEEkELH, SRS NERFNMARKEMER D AN
=, BIInEEAN. BB, MO EEERAR. ANRRE. EE.
W, 5. SAMKUEIIMNER, BLUEEHIEMNNAE
B LS Bk B B 9RTER

The Firm may also disclose your Personal Data to third parties
providing information technology support, or technical and
organisational services in connection with HR-related activities;
or legal, audit, or other advisors and other service providers. The
Firm will exercise appropriate due diligence in its selection of
these providers. Among other things, the Firm will execute data
processing agreements with third-party service providers and
require that such providers maintain adequate technical and
organisational security measures to safeguard your Personal
Data, and to process your Personal Data only as instructed by the
Firm and for no other purposes and comply with the privacy and
security standards described in this Notice.
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AFrA AT REAR 5 N W ERFENHAXMEBRRAZ AN
BLRRSE=H ; SRR, T REMBOFIEL MRS R4t
BEEHTANER. ARTRARFEXEH/VERIHTESIHRR
BE, BREMENS, AFHEE=ZARSRUBSITRIELE
X, FERERHERFRBHEALMAR LR EHEE
URIFEMTANER, FNEBERAMMERAREENTANERER
FRATHEMEN, FEFABMPERAEINRERE,

The Firm may disclose your Personal Data to comply with the law
or respond to compulsory legal processes (such as a search
warrant or court order), or in response to a request for
information from a regulator or governmental authority, or in the
course of actual or anticipated litigation or otherwise for legal
purposes, (i.e., to other law firms, courts, or government
authorities).

ARFTATBER AN T PR BRI N R G R ERERF (FlnEsEsx
ER@S) . AT SENARBRNARERBER TR
TESRFRETEARIRIA TR T HiEE B (BIMEhE
MBS, ARSI KEBEHTAER,

7. INTERNATIONAL TRANSFER OF PERSONAL
DATA

TAERMEBRER

Due to the global nature of the Firm, some entities listed in
Section 5 above may be located in countries, including the United
States, that may not provide a level of data protection equivalent
to that set forth by the applicable laws in your home country.
The Firm has taken appropriate steps to ensure that such entities
process Personal Data in accordance with applicable law. You
understand and agree that, for the purposes stated in
Section 3 above, we may transfer your Personal Data to
other Morgan Lewis offices, affiliated entities and third
parties outside of China.

HFARFMESEKE, LXE 5 HhIHMELESAREAETaE
XEEANER/MME, XEERAELTEZRESEMEER/H
RERAEENEESMEIERIPKE, AFMERIGEZEHRAR
BEESHAIRIBE AV BN NER,. EBEFEFEE, HT LR
% 3 EBHEN, HNTHESBRENTI AERERIIRELSMN
BHMmERR S NEL, XEEENE=FH,

To the extent that the Firm transfers your Personal Data to
entities which are located outside China, the Firm will provide an
adequate level of protection to your Personal Data. For this
purpose, the Firm will do so in a manner approved by the
Cyberspace Administration of China. The retention period of
Personal Data will be the shortest time needed to achieve the
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purposes of the cross-border data transfer, unless applicable law
provides otherwise.

MRARFREMDN NMERTMETEESNISIE, RETFAEN
PTAERREFESNRF. Alt, AFTHRBHREMNETATR
ARET. BRIEERZEFZENE, T ANERNGREHRHAZE
MEBE IR & B AT RN REHRE,

Please note that our information technology systems, including
email, are hosted and all data is stored on servers located in the
us.

BEEE, BIMERBARS (SFEBFHYE) HIEEFEER,
FEMERENFREXSERSHFL.

8. LEGAL BASIS FOR PROCESSING PERSONAL
DATA

RN NERBRVARIKIE

The Firm’s employment relationship, contractual (and pre-
contractual), and legal obligations, as well as the consent you
granted in this Notice, form the legal basis of the processing
described in this Notice.

EXMzEMERXR. &R (MEER) XRMEEXS, L
BRIEAERBNDIRFHRE, HERABMEDRHAENANERN
REIKE,

9. DATA SECURITY
BiEke

We maintain physical, technical, and organisational security
measures to protect Personal Data against foreseeable risks,
including accidental, unlawful, or unauthorised use, access,
disclosure, destruction, loss, or modification, whether it is
processed in your local jurisdiction, in the United States, or
elsewhere.

BENRESE. BAMAR LMREHEE, UWRFIAERERS
AIRIXEG, BEEN. EEBRLERNMER. HE. #E
. IR, EXBER, TP ACERRBHECHANTZERER
. EXE, sEHththAAE,

10. RETENTION, ACCESS, AND ACCURACY OF
PERSONAL DATA
TAERHRE. HEFARE

We intend to keep your Personal Data accurate and up to date.
We also strive to retain your Personal Data no longer than is
necessary to carry out the purposes listed in this Notice or as
required by law. The Firm retains your Personal Data for up to 6
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to 12 months following the end of your job application process
or, or for up to 24 months if you become employed or engaged
by the Firm, from the end of your employment or other business
relationship in accordance with applicable law. However, the Firm
will retain legal documents in connection with the termination of
your job application process for as long as such termination may
be in dispute or can be legally challenged by you. If changes need
to be made to your Personal Data, notify the Morgan Lewis
Privacy Office (as identified below) in writing right away.
BNFEZEFENTANERREBRVNETN. BTN HERE
A NME BB BT ETARMII A B MEEEE RN
HEHR, EEMRIBREREERE, AMERBEMIAE
BEKTHET 6 £ 12 A, 3%, MREGHAMERZIER,
MARFHIHRBEN N ANEREZCHNERXRBHMI S XRE
ERETET 24 1A, B2, FAEFRESLLEEMKRIRAIE
MIEMBXREEXE, § Eltl:?é%]t?ﬁ'éﬁ’(‘%iﬁ(:‘z_l‘“?& &
FELRERE, MREEFENEMOANERHTER, B
UPRERXEMEREZIHRIADLZE EXNAT)

11. YOUR PRIVACY RIGHTS
ERIRFAA

Under applicable law, you have rights to:
RIEERERE, BEN:

(a) inquire whether we process Personal Data about you and to
access such data;

WOENI2EXLEBRKIFEENTAER ;

(b) request correction of your Personal Data that is inaccurate;
BERFERERUTANER ;

(c) obtain information related to the Firm’s policies and practices
in relation to your Personal Data;

RENE X B NS RBIAFTER AL |

(d) to transfer your Personal Data to a third party (data
portability);
FHEMPTANERFRAE=A (BUBRAETE),

(e) request the erasure of your Personal Data; and
ERBIBREHMDIAER; R

(f) request the restriction of processing of Personal Data
concerning you.
BERBHIVEEEFEXHTIANER

You have the right to raise concerns to the Firm or to a
supervisory authority about the Firm’s processing of your
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Personal Data. In certain circumstances, you also may have the
right to object for legitimate reasons to the processing of your
Personal Data in accordance with the Data Privacy Laws. To
exercise any of these rights or if you wish to raise concerns with
the Firm, you may contact the Morgan Lewis Privacy Office at
MLPrivacyOffice@morganlewis.com.

EENHMALBENN AERRAASEEVNMREES, &
RLFAT, RIBFERAENE, CANETELEHRTA
FIAEBIRIAN NER, ETHEXENF REM—IN, HEFMRE
EHRLMAREEE, EaLEY
MLPrivacyOffice@morganlewis.com Bx R EiR & 5 #i B FA A E

12. CONTACT DETAILS AND RESPONSIBLE
PARTIES
BRAXMATER

China Data Protection Officer

HEBRERIFE

Email (#F#5): MLChinaDPO@morganlewis.com

Telephone (E81F): +86.21.8022.8588

Address: Morgan, Lewis & Bockius
Units 2802-2810 Tower A, Three ITC,
183 Honggiao Road, Shanghai
200030, China
Hhilk LiEmR I RIFERISIERFLFL=
HAAEE2802-281088 5T
200030 HE

Morgan Lewis Privacy Office
ERR SR IAE

Email (#F#5): MLPrivacyOffice@morganlewis.com

Telephone: (E21F) 1.215.963.5000

Address: Morgan, Lewis & Bockius LLP

2222 Market Street

Philadelphia, Pennsylvania 19103-3007
ik - IR S MBS

MiAR#22225
XE B4 EEWM SR, 19103-3007
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13. QUESTIONS

18]

If you have any questions about this Notice or wish to (a) access
or review your Personal Data or learn more about who has access
to your Personal Data, or (b) make another type of request
related to your Personal Data, please contact the Morgan Lewis
Privacy Office at MLPrivacyOffice@morganlewis.com.
MBEENABMNEEMEOREFE (2) FORFHREWTAER
KTHMELXFENNAERFOEAMED, K (b) RESE
I ANE B XM EMISRIIER, 1E&T
MLPrivacyOffice@morganlewis.com BXZREIRIEZEIRFATINE

[

14. CHANGES TO THE NOTICE
BT

Should we change our Personal Data practices or this Notice, we
will issue a revised Notice and/or take other steps to notify you
of the changes in accordance with applicable laws.
MBHNFRTHMNNFANANERNAELBRE AR, HIF
RIFBEREERME] BB/ ERE SR TS

4R

eho
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