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place to safeguard your Personal Data through use of 
these services.

We will not use your Personal Data for automated 
decision making, including profiling.

5. DISCLOSURE OF PERSONAL DATA

Your Personal Data will be disclosed within the Firm to 
management and otherwise to those individuals who 
need access to your Personal Data to perform their duties 
for the purposes listed in Section 4 above or where 
required or permitted by applicable law or as set out in 
this Notice.

The Firm may also disclose your Personal Data to other 
Morgan Lewis–affiliated entities and offices (the 
“Morgan Lewis Partnership”) for pursuing the 
purposes listed in Section 4 above or where required by 
applicable law.  Within the Morgan Lewis Partnership, 
your Personal Data will be disclosed only to a limited 
number of relevant individuals such as partners, 
managers, advisors, or specialists within the Information 
Technology, Human Resources, Legal, Finance, 
Operations, Compliance, and Sccounting departments, to 
the extent they need access to your Personal Data for 
these purposes.

The Firm may also disclose your Personal Data to third 
parties providing information technology support or 
technical and organisational services in connection with 
human resources–related activities; or legal, audit, or 
other advisors and other service providers.  The Firm will 
exercise appropriate due diligence in its selection of these 
providers.  Among other things, the Firm will require that 
such providers maintain adequate technical and 
organisational security measures to safeguard your 
Personal Data, and to process your Personal Data only as 
instructed by the Firm and for no other purposes and 
comply with the privacy and security standards described 
in this Notice.

To comply with the law or respond to compulsory legal 
processes (such as a search warrant or court order), or in 
response to a request for information from a regulator or 

governmental authority, or in the course of actual or 
anticipated litigation or otherwise for legal purposes, i.e. 
to other law firms, courts, or government authorities.

6. INTERNATIONAL TRANSFER OF PERSONAL 
DATA

Due to the global nature of the Firm, some entities listed 
in Section 5 above may be located in countries, including 
the United States, that may not provide a level of data 
protection equivalent to that set forth by the applicable 
laws in your home country.  The Firm has taken 
appropriate steps to ensure that such entities process 
Personal Data in accordance with applicable law.  To the 
extent that the Firm transfers your Personal Data to 
entities which are located outside the UAE and/or ADGM, 
the Firm will provide an adequate level of protection to 
your Personal Data.  For this purpose, the Firm uses 
“controller” standard contractual clauses in the form 
approved by the relevant supervisory authorities or 
similar legal tools.

Please note that our information technology systems, 
including email, are hosted and all data is stored on 
servers located in the US.

7. LEGAL BASIS FOR PROCESSING PERSONAL 
DATA

The Firm’s employment relationship, contractual (and 
pre-contractual), and legal obligations in the field of 
employment, as well as its legitimate business interests 
under the Data Privacy Laws, form the legal basis of the 
processing described in this Notice.  The Firm’s legitimate 
interests or those of a third party include our 
requirements to use your Personal Data in litigation or for 
other legal or regulatory purposes involving the Firm 
and/or any affiliate of the Firm and may also include the 
need to transfer your Personal Data to third countries 
with differing data protection laws.
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8. DATA SECURITY

We maintain physical, technical, and organisational 
security measures to protect Personal Data against 
foreseeable risks, including accidental, unlawful, or 
unauthorised use, access, disclosure, destruction, loss, or 
modification, whether it is processed in your local 
jurisdiction, in the United States, or elsewhere.

9. RETENTION, ACCESS, AND ACCURACY OF 
PERSONAL DATA

We intend to keep your Personal Data accurate and up to 
date.  We also strive to retain your Personal Data no 
longer than is necessary to carry out the purposes listed 
in this Notice or as required by law.  The Firm retains 
your Personal Data for up to six to 12 months following 
the end of your job application process or, if you become 
employed or engaged by the Firm, from the end of your 
employment or other business relationship in accordance 
with applicable law.  However, the Firm will retain legal 
documents in connection with the termination of your job 
application process for as long as such termination may 
be in dispute or can be legally challenged by you.

If changes need to be made to your Personal Data, notify 
the Morgan Lewis Privacy Office (as identified below) in 
writing right away.  Under applicable law, you have rights 
to:

(a) inquire whether we process Personal Data about you 
and to access such data;

(b) request correction of your Personal Data that is 
inaccurate;

(c) obtain information related to the Firm’s policies and 
practices in relation to your Personal Data;

(d) transfer your Personal Data to a third party (data 
portability);

(e) request the erasure of your Personal Data; and

(f) request the restriction of processing of Personal Data 
concerning you.

In certain circumstances, you also may have the right to 
object for legitimate reasons to the processing of your 
Personal Data in accordance with the Data Privacy Laws.  
To exercise any of these rights, you may contact the 
Morgan Lewis Privacy Office at 
MLPrivacyOffice@morganlewis.com.  The Morgan Lewis 
Privacy Office serves as the data protection officer of the 
Firm.  In addition, the Firm has a local data protection 
officer in its Dubai office, where required, that may be 
contacted using the same email address.

10. RIGHT TO RAISE CONCERNS

You have the right to raise concerns to the Firm or to a 
supervisory authority about the Firm’s processing of your 
Personal Data.  If you wish to raise concerns with the 
Firm, please contact the Morgan Lewis Privacy Office at 
MLPrivacyOffice@morganlewis.com.  The applicable 
supervisory authority of the Firm is the Commissioner of 
Data Protection.

11. QUESTIONS

If you have any questions about this Notice or wish to 
(a) access or review your Personal Data or learn more 
about who has access to your Personal Data, or (b) make 
another type of request related to your Personal Data, 
please contact the Morgan Lewis Privacy Office at 
MLPrivacyOffice@morganlewis.com.

12. CHANGES TO THE NOTICE

Should we change our Personal Data practices or this 
Notice, we will issue a revised Notice and/or take other 
steps to notify you of the changes in accordance with 
applicable Data Privacy Laws.


