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Presenter: Charles Horn

e Partner in the investment management practice.
— Member of the Morgan Lewis FinTech initiative.

e Counsels US and international banks and other financial institutions on
corporate, regulatory, supervisory, enforcement, and compliance matters

before all major federal and state financial regulatory agencies, and
governance, structure, management, and operational matters.

« Advises clients on major federal financial services statutes and
regulations, as well as on US and international financial reform
developments.

« Represents technology-based or technology-reliant bank and nonbank
financial services companies on regulatory, compliance, licensing, service
relationship, and risk management matters.

 Editor of the Morgan Lewis A/ Things FINREG blog.

Phone: 202.739.5951, Email: charles.horn@morganlewis.com
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Presenter: Mark Krotoski

« Litigation partner in the privacy and cybersecurity and Antitrust practices.

« National Coordinator for the Department of Justice (DOJ) Computer Hacking and
Intellectual Property (CHIP) Program in Washington, DC. and as a CHIP
prosecutor in Silicon Valley, among other DOJ leadership positions.

— Successfully led prosecutions and investigations of nearly every type of international and
domestic computer intrusion, cybercrime, and criminal intellectual property case.

— Proficient on foreign economic espionage cases involving the theft of trade secrets with
the intent to benefit a foreign government.

— He and his team successfully prosecuted two of the first foreign economic espionage
cases authorized by DOJ under the Economic Espionage Act.

— Developed and led DOJ training efforts on computer crimes, economic espionage, and
the collection of electronic evidence during an investigation and admission into evidence
at trial, among other related topics.

« Advises clients on developing effective Cybersecurity and Trade Secret Protection
Plans and in responding to a data breach incident or misappropriation of trade
secrets. He has written extensively on these issues.

Phone: 650.843.7212, Email: mark.krotoski@morganlewis.com
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Presenter: Melissa Hall

« Of counsel in the investment management practice
— Member of the Morgan Lewis FinTech and Consumer Protection initiatives

* Represents US and overseas banks, nonbank financial services companies,
investors in financial services, and technology companies in regulatory and
corporate matters.

« Advises clients on a wide range of state and federal financial regulatory laws and
regulations.

« Provides counsel on financial regulatory compliance and enforcement, including
state and federal licensing requirements, consumer financial products and
compliance, payment systems, corporate and transactional matters, financial
institution investment and acquisition, and the development of new financial
services products and fintech products.

« Represents clients before Federal Deposit Insurance Corporation (FDIC), the
Office of the Comptroller of the Currency (OCC), the Federal Reserve Board of
Governors, and the Consumer Financial Protection Bureau (CFPB), and state
banking agencies.

Phone: 202.739.5883, Email: melissa.hall@morganlewis.com
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Presenter: Sarah Riddell

« Associate in the investment management practice.

« Advises domestic and foreign exchanges, derivatives clearing organizations,
swap execution facilities, and other financial institutions on a broad range of
regulatory matters, including US Commodity Futures Trading Commission (CFTC)
registration and compliance, leveraging experience as a lawyer at the CFTC.

— Guides CFTC applicants (including swap dealers, introducing brokers, commodity pool
operators, and commodity trading advisors) through the registration process.

— Counsels firms on relevant exemptions from CFTC registration on which they may rely.

— Assists swap dealers and futures commission merchants with ongoing compliance
obligations, including the requirement to submit to the CFTC an Annual Chief
Compliance Officer Report.

* Provides guidance to financial institutions subject to cybersecurity requirements,
including swap dealers, hedge funds, sponsors of exchange-traded funds, and
banks.

Phone: 312.324.1154, Email: Sarah.Riddell@morganlewis.com
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Overview

e Background and Context

» The Final Rule

* Practical Considerations

» Responding to a “Cybersecurity Event”

« Q&A
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NY STATE DEPARTMENT OF FINANCIAL SERVICES CYBERSECURITY RULE

BACKGROUND & CONTEXT

Background and Context

e Other Federal and State Requirements
— Increasing regulatory environment
— Divergent standards

* NY State Department of Financial Services Cybersecurity Rule
— March 1, 2017
— Some provisions to be phased in
— Final rule is an improved version of the proposed rule
— Still stringent
— Many novel standards
— Many requirements are based on a risk assessment (= more tailored)

Morgan Lewis e
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Federal Laws

Increasing Enforcement and Regulatory Scrutiny

Federal Trade Commission
— Section 5 (unfair and deceptive practices)
— Gramme-Leach-Bliley Act Safeguards Rule (financial services)

e SEC
— Reg S-P Safeguarding Rule
— Reg S-P Disposal Rule
— Cybersecurity Disclosures Guidance

HHS Office for Civil Rights

— Health Insurance Portability and Accountability Act (HIPAA)

NS

Law Enforcement
- DOJ
— FBI, USSS

Morgan Lewis (5 ]

State Data Breach Notification Statutes

KEY
| Data breach notification statutes

No data breach notification statutes

Il New Mexico data breach notfication
statute enacted 2017

Morgan Lewis @




Civil Enforcement Fines and Consequences

* Fines

» Cease and desist

e Censure

e Injunctive action

» Establishing a comprehensive security program
— Address security risks

— Protect data

e Initial and biennial cybersecurity or data assessments
e Term of agency jurisdiction

Morgan Lewis

Proposed Rule

Department of
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Press Releases - 2011

Banking Department

Press Release

Sep!emEer T3, 2016

Contact: Richard Loconte, 212-709-1691

GOVERNOR CUOMO ANNOUNCES PROPOSAL OF FIRST-IN-THE-NATION CYBERSECURITY
REGULATION TO PROTECT CONSUMERS AND FINANCIAL INSTITUTIONS

Proposed Rule Aims to Protect Consumer Data and Financial Systems from Terrorist
Organizations and Other Criminal Enterprises

“[Alnnounced that a new first-in-the-nation regulation has been proposed to
protect New York State from the ever-growing threat of cyber-attacks. The
regulation requires banks, insurance companies, and other financial services
institutions regulated by the State Department of Financial Services to establish
and maintain a cybersecurity program designed to protect consumers and
ensure the safety and soundness of New York State’s financial services

industry.”

procedures designed to ensure the security of information systems and nonpublic information accessible to, or held |

Morgan Lewis

http://www.dfs.ny.gov/about/press/pr1609131.htm @
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Update and Delayed Implementation

Press Release
December 28, 2016
Contact: Richard Loconte, 212-709-1691

DFS ISSUES UPDATED PROPOSED CYBERSECURITY REGULATION PROTECTING
CONSUMERS AND FINANCIAL INSTITUTIONS

First-in-the-Nation Proposed Rule Aims to Protect Consumer Data and Financial Systems from
Terrorist Organizations and Other Criminal Enterprises
Financial Services Superintendent Maria T. Vullo today announced that the New York State Department of Financial

Services (DFS) has updated its proposed first-in-the-nation eybersecurity regulation to protect New York State from
the ever-growing threat of cyber-attacks. The proposed regulation, which will be effective March 1, 2017, will require

banks, insurance companies, and other financial services institutions regulated by DFS to establish and maintain a

services industry.”

“The proposed regulation, which will be effective March 1, 2017, will require

banks, insurance companies, and other financial services institutions regulated
by DFS to establish and maintain a cybersecurity program designed to protect
consumers and ensure the safety and soundness of New York State’s financial

e T T T T e T ST 0T T T T T e T R DTSR R
in an updated draft that will be subject to an additional final 30-day comment period. DFS will focus its final review
on any new comments that were not previously raised in the criginal comment process.

The updated proposed regulation, which was submitted to the New York State Register on December 15, 2016 and
published today, will be finalized following a 30-day notice and public comment period.

Hil

Morgan Lewis http:/Awww.dfs.ny.gov/about/press/pr1612281.htm e

Comment Period

e December 28, 2017

* NY DFS:

— “DFS carefully considered all
comments submitted regarding
the proposed regulation during
the 45-day comment period,
which ended on November 14,
2016, and has incorporated
those suggestions that DFS
deemed appropriate in an
updated draft that will be subject
to an additional final 30-day
comment period. DFS will
focus its final review on any
new comments that were
not previously raised in the
original comment process.”

Morgan Lewis

Morgan Lewis

Mark L. Krotoski
Partrer
s
markdrotosig morganirs.com

January 27, 2017

VIA EMAIL: CyberRegComments@dfs.ny.gov.

Maria T. Vullo, Superintendent
New York State Department of Financial Services
One State Street

New York, NY 10004-1511

Dear Superintendent Vullo:

We appreciate the opportunity to comment on the New York State Department of Financial
Services' ("DFS'S") re-proposed regulatory framework titled "Cybersecurty Requirements for
Financial Services Companies” (the "Supplemental Proposed Rules”).

On September 13, 2016, the DFS issued a set of proposed rules, described as “a new first-
in-the-nation regulation”_" After the first comment period closed on Decerber 28, 2016, the DFS
revised its Proposed Rules and delayed the effective date until March 1.° The Supplemental
Proposed Rules would require banks, insurers, and other DFS-supervised financial services
compafiies to adhere to stringent cybersecurity requirements mandating firms to test their
systems, establish plans to respond to cybersecurity events, and annually certify compliance with
the cybersecurity requirements, among other mandates.

We had previously commented on the first set of proposed rules; our comment letter is
attached as Appendix A, and we welcome the opportunity to offer our suggestions to enhance the
Supplemental Proposed Rules in this comment letter.

See Press Release; Goveror Ciomo Announces Proposal OF FirstIn-The-Nation Cybersecurity

Regulation To Profect Consumers and Financial Insttutions (Sept. 13, 2016), availble at

paf; see aiso New Yorx State Department OF

Financial Senvices Proposed 23 NYCRR S00, Cybersecurity Requirements For Financial Services
vailabl at

See Press Release; DFS Issues Updated Proposed Cybersecurity Regulation Protecting Consumers And
Financial Institutions (Dec. 28, 2016), available at http://uwhi.dfs.ny.gou/aboutipress/pri61228L htm;
see also New York State Department Of Financial Services Proposed 23 NYCRR 500, Cybersecurity
Requrements For Financial Services Companes, avallable
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Final Cybersecurity Regulation

Press Release

February 16, 2017

Contact: Richard Loconte, 212-709-1691

GOVERNOR CUOMO ANNOUNCES FIRST-IN-THE-NATION CYBERSECURITY REGULATION
PROTECTING CONSUMERS AND FINANCIAL INSTITUTIONS FROM CYBER-ATTACKS TO
TAKE EFFECT MARCH 1

Regulation Protects Consumer Data and Financial Systems from Terrorist Organizations and
Other Cyber Criminals

i Financial itutis Must ish and intain a Cy ity g. to
Protect Consumers and the Industry

“The final risk-based regulation includes certain regulatory minimum standards
while encouraging firms to keep pace with technological advances.”

Effective March 1, 2017

consumers and our financial system from the ever increasing threat of cyber-attacks," Governor Cuomo said. "These
strong, first-in-the-nation protections will help ensure this industry has the necessary safeguards in place in order to
protect themselves and the New Yorkers they serve from the serious economic harm caused by these devastating
cyber-crimes.”

New York State Department of Financial Services Superintendent Maria T. Vullo said, “With this landmark
regulation, DFS is ensuring that New York consumers can trust that their financial institutions have protocols in place
to protect the security and privacy of their sensitive personal information. As our global financial network becomes
even more interconnected and entities around the world increasingly suffer information breaches, New York is

leading the charge to combat the ever-increasing risk of cyber-attacks.”

Morgan Lewis

http://www.dfs.ny.gov/about/press/pr1702161.htm

NY S

TE DEPARTMENT OF FINANCIAL SERVICES CYBERSECURITY RULE

THE FINAL RULE
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The Final Rule: Overview

« Covered Entities/Exemptions = Third Party Vendor

e Cybersecurity Event Relationships

= Attorney-Client Privilege = Incident Response Plan

» Protection of Nonpublic

* Phased-In Implementation .
Information

= Cybersecurity Program/Policy  Periodic Testing, Monitoring &

e Risk Assessment Review

 CISO * Qualified Personnel & Training

« New Notification Requirement o Audit Trail

= Annual Compliance « Liability for Noncompliance
Certification

Morgan Lewis ®

Covered Entities & Exemptions

* Who is covered?

e DFS Regulated Entities
— Insurance
— Financial Services
— Banking or Financial Institutions

« “[A]ny Person operating under or required to operate under
a license, registration, charter, certificate, permit,
accreditation or similar authorization under the Banking Law,
the Insurance Law or the Financial Services Law.”

Morgan Lewis [Section 500.01(c)] @
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Covered Entities & Exemptions

* Who is covered?

e DFS Regulated Entities
— Insurance
— Financial Services
— Banking or Financial Institutions

« “[A]ny Person operating under or required to operate under
a license, registration, charter, certificate, permit,
accreditation or similar authorization under the
Banking Law, the Insurance Law or the Financial
Services Law.”

Morgan Lewis [Section 500.01(c)] @

Covered Entity Examples

» DFS Regulated Entities — Money Transmitters

e Some Examples: — Mortgage Bankers and
— Banks & Trust Companies Mortgage Brokers

— Bank Holding Companies — Property and Casua_llty
) . Insurance Companies
— Credit Unions

. . — Safe Deposit Companies
— Foreign Agencies P P

. — Savings Banks and Savings
— Foreign Bank Branches & Loan Associations
— Health Insurers

— Licensed Lenders
— Life Insurance Companies

Morgan Lewis [Section 500.01(c)] @

April 5, 2017
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Exemptions

e Certain limited exemptions

APPENDIX B (Part 500)

» Notice of Exemption required

* Where exemption ceases
— “as of its most recent fiscal year end”

— “180 days from such fiscal year end to
comply with all applicable requirements”

Morgan Lewis [Sections 500.19(e), (9)] @

Exemptions

« “(b) An employee, agent, representative or designee of a
Covered Entity, who is itself a Covered Entity, is exempt
from this Part and need not develop its own cybersecurity
program to the extent that the employee, agent,
representative or designee is covered by the
cybersecurity program of the Covered Entity.”

Morgan Lewis [Section 500.19(b)] @

April 5, 2017
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Exemptions

 Persons subject to:

e Charitable Annuity Societies
— Insurance Law section 1110

 Risk Retention Groups
— Insurance Law section 5904

» Any accredited reinsurer or certified reinsurer that has been

accredited or certified
— Pursuant to 11 NYCRR 125

Morgan Lewis

[Section 500.19(f)] e

Exemptions

- (1) fewer than 10
employees, including any
independent contractors, of the
Covered Entity or its Affiliates
located in New York or
responsible for business of the
Covered Entity, or

e (2) less than $5,000,000 in
gross annual revenue in each
of the last three fiscal years
from New York business
operations of the Covered Entity
and its Affiliates, or

* (3) less than $10,000,000 in
year-end total assets,
calculated in accordance with
generally accepted accounting
principles, including assets of all
Affiliates

Morgan Lewis

e Exempt from:
— Section 500.04 [CISO]

— 500.05 [Penetration Testing and
Vulnerability Assessments]

— 500.06 [Audit Trail]
— 500.08 [Application Security]

— 500.10 [Cybersecurity Personnel and
Intelligence]

— 500.12 [Multi-Factor Authentication]
— 500.14 [Training and Monitoring]

— 500.15 [Encryption of Nonpublic
Information]

— 500.16 [Incident Response Plan]

[Section 500.19(a)] @

April 5, 2017
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Exemptions

e Covered Entity that does
not directly or indirectly
operate, maintain,
utilize or control any
Information Systems,
and

» Not required to, directly
or indirectly control,
own, access, generate,
receive Or possess
Nonpublic Information

Morgan Lewis

e Exempt from:

Section 500.02 [Cybersecurity
Program]

500.03 [Cybersecurity Policy]
500.04 [CISO]

500.05 [Penetration Testing and
Vulnerability Assessments]

500.06 [Audit Trail]
500.07 [Access Privileges]
500.08 [Application Security]

500.10 [Cybersecurity Personnel and
Intelligence]

500.12 [Multi-Factor Authentication]
500.14 [Training and Monitoring]

500.15 [Encryption of Nonpublic
Information]

500.16 [Incident Response Plan]

[Section 500.19(c)] e

Exemptions

= Captive Insurance
Companies

— Article 70 of the
Insurance Law

e Covered Entity “does not
and is not required to
directly or indirectly
control, own, access,
generate, receive or
possess Nonpublic
Information other than
information relating to its
corporate parent company
(or Affiliates)”

Morgan Lewis

e Exempt from:

Section 500.02 [Cybersecurity
Program]

500.03 [Cybersecurity Policy]
500.04 [CISO]

500.05 [Penetration Testing and
Vulnerability Assessments]

500.06 [Audit Trail]
500.07 [Access Privileges]
500.08 [Application Security]

500.10 [Cybersecurity Personnel and
Intelligence]

500.12 [Multi-Factor Authentication]
500.14 [Training and Monitoring]

500.15 [Encryption of Nonpublic
Information]

500.16 [Incident Response Plan]

[Section 500.19(d)] @

April 5, 2017
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Cybersecurity Event

e “[A]ny act or attempt, - Broad definition
— Attempts
succe_ssful or unguccessful,  Bven it unsuccessful
to gain unauthorized

access to, disrupt or . ;ﬂ]utharized User means any

. . ployee, contractor, agent or other
misuse an Information Eﬁ%?r?gsihg;giiigéiéé?za'tgécgred |
System or information Lse any Information Systems and data
stored on such Information ~ °f e covered Fniy:

”

SyStem . - “Person means any individual or any
non-governmental entity, including but
not limited to any nongovernmental
partnership, corporation, branch,
agency or association.”

 Legal Conclusion

Morgan Lewis [Sections 500.01(b), (d), ()] e

Role of Attorney-Client Privilege

« For the purpose of seeking or providing legal advice

— Aids in the careful evaluation of any threats/intrusions and responsive
action for investigation, legal obligations, and litigation

— Early in the process

— Risks if not properly used/protected
e Company counsel working with outside counsel
* Role of counsel with vendors

— At the direction of counsel

Morgan Lewis

April 5, 2017
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Phased-In Implementation

March 1, August 28, February 15, March 1, September 1, March 1,

2017 2017 2018 2018 2018 2019

Effective Date Compliance First Annual Compliance Compliance Compliance

of NYDFS Implementation Compliance Implementation Implementation Implementation
Cybersecurity Date (for Certification Date Date Date

Rules approximately Due

half of the rules)

Morgan Lewis (2]

Phased-In Implementation

e March 1, 2017 — Effective date of Rule; 180-day compliance
implementation period for most of the Rule’s requirements

e August 28, 2017 — General compliance implementation date
— Cybersecurity program (500.2)

Cybersecurity policy (500.3)

Designation of CISO (500.4)

Limitations on access privileges (500.7)

Requirements for cybersecurity personnel and intelligence (500.10)

Incident response plan (500.16)

NYDFS notification requirements (500.17)

(Confidentiality protections) (500.18)

— (Exemptions) (500.19)

— NYDFS enforcement (500.20)

Morgan Lewis [Section 500.22] @
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Phased-In Implementation

e February 15, 2018 — First annual compliance certification due

e March 1, 2018 — Compliance implementation date for:
— CISO annual report to board of directors (500.4(b))
— Penetration testing and vulnerability assessment (500.5)
— Risk assessment (500.9)
— Multi-factor authentication (500.12)
— Cybersecurity awareness training for employees (500.14(b))

Morgan Lewis [Section 500.22] @

Phased-In Implementation

e September 1, 2018 — Compliance implementation date for:
— Audit trail (500.6)
— Application security (500.8)
— Data retention limitations (500.13)
— Authorized user monitoring requirements (500.14(a))
— Encryption of nonpublic information (500.15)

e March 1, 2019 — Compliance implementation date for third-
party service provider (TPSP) security policy (500.11)

Morgan Lewis [Section 500.22] @

April 5, 2017
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Cybersecurity Program

» Foundational requirement of the cybersecurity rule

e Overall requirement: the cybersecurity program must
“protect the confidentiality, integrity and availability of the
Covered Entity’s Information Systems”

e Must be based on required risk assessment (500.09)

* Must do the following:

— Identify and assess internal and external cybersecurity risks that may threaten
the security or integrity of Nonpublic Information

— Use defensive infrastructure and policies/procedures to protect Information
Systems and stored Nonpublic Information from unauthorized access and
malicious acts

— Detect, respond to and recover from Cybersecurity Events
— Comply with applicable regulatory reporting requirements

Morgan Lewis [Section 500.02] @

Cybersecurity Program

» Reliance on affiliates

— Permitted, if the affiliate’s cybersecurity program is compliant with the
NYDFS rule as applicable to the Covered Entity

* NYDFS must have full access to all cybersecurity program
documentation

Morgan Lewis [Section 500.02] @

April 5, 2017
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Cybersecurity Policy

Written procedures, guidelines and standards

Must be approved by the board of directors or equivalent governing
body

— Board of directors committee may approve

Must consist of policies and procedures to protect
— Information Systems
— Nonpublic information

Must be based on the required risk assessment

Morgan Lewis [Section 500.03] @

Cybersecurity Policy

» 14 required elements of the Cybersecurity Policy
— information security
— data governance and classification
— asset inventory and device management
— access controls and identity management
— business continuity and disaster recovery planning and resources
— systems operations and availability concerns
— systems and network security
— systems and network monitoring
— systems and application development and quality assurance
— physical security and environmental controls
— customer data privacy
— vendor and Third Party Service Provider management
— risk assessment
— incident response

Morgan Lewis [Section 500.03] @

April 5, 2017
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Risk Assessment

< Another foundational requirement of the cybersecurity rule

» General requirement is for a “periodic” risk assessment of covered entity
information systems. In turn, the risk assessment will provide a
framework for the required cybersecurity policy.

» Required risk assessment must be performed in accordance with
“written policies and procedures” that specify how:
— cybersecurity risks or threats will be evaluated and categorized

— the “confidentiality, integrity, security and availability” of covered information
will be assessed

— identified risks will be mitigated or accepted, and how the cybersecurity
program will address these risks

e “Periodic” updating is required

Morgan Lewis [Section 500.09] @

Chief Information Security Officer (CI1SO)

e Core CISO requirements
— Qualified person

— Responsible for cybersecurity program implementation, oversight and
enforcement

— CISO reporting obligation: annual (or more frequent) report to board of
directors or senior officer responsible for cybersecurity program
« Some conditional flexibility in the designation process
— CISO may be employed by the covered entity, an affiliate, or a TPSP

— The covered entity cannot outsource its responsibility to comply with the
regulations

— If employed by a TPSP, a senior covered entity official must oversee the TPSP,
and the TPSP must maintain a cybersecurity program that protects the
covered entity

Morgan Lewis [Section 500.04] @

April 5, 2017
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Chief Information Security Officer (CISO)

e Annual report elements:
— Confidentiality of nonpublic information
— Integrity and security of information systems
— Cybersecurity policies and procedures
— “Material” cybersecurity risks
— Overall effectiveness of cybersecurity program
— Material Cybersecurity Events during the reporting period

e Compliance considerations
— CISO is a functional position, not a required title

— The level of CISO qualifications required is not fixed; it will be a function of
the covered entity’s size, business profile and risk profile

— CISO obligations are specified and defined in the NYDFS regulations as a
whole, not just this one section

— CISO designation comes with some liability attached

Morgan Lewis [Section 500.04] @

New Notification Requirement

(a) Notice of Cybersecurity Event. Each Covered Entity shall
notify the superintendent as promptly as possible but in no
event later than 72 hours from a determination that a
Cybersecurity Event has occurred that is either of the following:

(1) Cybersecurity Events impacting the Covered Entity of
which notice is required to be provided to any government
body, self-regulatory agency or any other supervisory body; or

(2) Cybersecurity Events that have a reasonable
likelihood of materially harming any material part of the normal
operation(s) of the Covered Entity.

Morgan Lewis [Section 500.17(a)] @

April 5, 2017
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New Notification Requirement

(a) Notice of Cybersecurity Event. Each Covered Entity shall
notify the superintendent as promptly as possible but in no
event later than 72 hours from a determination that a
Cybersecurity Event has occurred that is either of the
following:

(1) Cybersecurity Events impacting the Covered Entity of
which notice is required to be provided to any government
body, self-regulatory agency or any other supervisory body; or

(2) Cybersecurity Events that have a reasonable
likelihood of materially harming any material part of the normal
operation(s) of the Covered Entity.

Morgan Lewis [Section 500.17(a)] @

New Notification Requirement

(a) Notice of Cybersecurity Event. Each Covered Entity shall
notify the superintendent as promptly as possible but in no
event later than 72 hours from a determination that a
Cybersecurity Event has occurred that is either of the following:

(1) Cybersecurity Events impacting the Covered Entity of
which notice is required to be provided to any government
body, self-regulatory agency or any other supervisory
body; or

(2) Cybersecurity Events that have a reasonable
likelihood of materially harming any material part of the normal
operation(s) of the Covered Entity.

Morgan Lewis [Section 500.17(a)] @

April 5, 2017

21



New Notification Requirement

(a) Notice of Cybersecurity Event. Each Covered Entity shall
notify the superintendent as promptly as possible but in no
event later than 72 hours from a determination that a
Cybersecurity Event has occurred that is either of the following:

(1) Cybersecurity Events impacting the Covered Entity of
which notice is required to be provided to any government
body, self-regulatory agency or any other supervisory body; or

(2) Cybersecurity Events that have a reasonable
likelihood of materially harming any material part of
the normal operation(s) of the Covered Entity.

Morgan Lewis [Section 500.17(a)] @

New Notification Requirement

(a) Notice of Cybersecurity Event. Each Covered Entity shall
notify the superintendent as promptly as possible but in no
event later than 72 hours from a determination that a
Cybersecurity Event has occurred that is either of the following:

(1) Cybersecurity Events impacting the Covered Entity of
which notice is required to be provided to any government
body, self-regulatory agency or any other supervisory body; or

(2) Cybersecurity Events that have a reasonable
likelihood of materially harming any material part of
the normal operation(s) of the Covered Entity.

Morgan Lewis [Section 500.17(a)] @

April 5, 2017
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Annual Compliance Certification

« Annual Certification
Requirement
— February 15, 2018

e “[C]ertifying that the Covered
Entity is in compliance with the
requirements set forth in this
Part.”

Morgan Lewis

APPENDIX A (Part 500)

(Covered Entity Name)
February 15, 20,

Certification of Compliance with New York State Department of Financial Services Cybersecurity
Regulati

Signed by the Chairperson of the Board of Directors or Senior Officer(s)

(Name) Date:

[DFS Portal Filing Instructions]

[Section 500.17(b)] @

Annual Compliance Certification

* Record Keeping Requirement

— Maintain for DFS examination “all
records, schedules and data supporting
this certificate”

— 5 years

e Remedial Efforts Identified

— For “material improvement, updating or
redesign” areas

— “[D]Jocument the identification and the
remedial efforts planned and underway to
address such areas, systems or
processes”

— Records “available for inspection by the
superintendent”

Morgan Lewis

APPENDIX A (Part 500)

(Covered Entity Name)

The Board of Directors or a Senior Officer(s) of the Coversd Entity certifies:

(1) The Board of Directors (or name of Senior Officer(s)) has reviewed documents, reports,

rtifications and uch officers, employces. representatives, outside vendors and other

Signed by the Cha

(Name), Date:

[DFS Portal Filing Instructions]

[Section 500.17(b)] @

April 5,

2017
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Third-Party Vendor Relationships

e Covered Entity may use TPSPs and other vendors to meet the
requirements of the regulations.

e “Third Party Service Provider” is defined as a Person that (i) is not an
Affiliate of the Covered Entity, (ii) provides services to the Covered
Entity, and (iii) maintains, processes or otherwise is permitted access to
Nonpublic Information through its provision of services to the Covered
Entity.

e CISO and qualified cybersecurity personnel can be TPSP employees
under the direction and oversight of the Covered Entity.

Morgan Lewis [Section 500.11] @

Third-Party Vendor Relationships

» A Covered Entity’s cybersecurity policy should address TPSP
management, including policies and procedures designed to
ensure the security of Information Systems and Nonpublic
Information that are accessible to or held by TPSPs.

« Identification and risk assessment of TPSPs, minimum
required cybersecurity practices, due diligence processes to
evaluate the adequacy of cybersecurity practices, and
periodic assessments

Morgan Lewis [Section 500.11] @

April 5, 2017
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Third-Party Vendor Relationships

< Due diligence of TPSPs should include evaluation of the TPSPs’ policies
and procedures for:
— Access controls and use of Multi-Factor Authentication
— Use of encryption to protect Nonpublic Information

e Contracts with TPSPs should include the following protections:

— Notice to Covered Entity of a Cybersecurity Event directly impacting the
Covered Entity’s Information Systems or Nonpublic Information

— Representations and warranties addressing the TPSPs’ cybersecurity policies
and procedures that are related to the security of the Covered Entity’s
Information Systems or Nonpublic Information

Morgan Lewis [Section 500.11] @

Incident Response Plan

e Written incident response plan should be designed to
promptly respond to, and recover from, any Cybersecurity
Event “materially affecting the confidentiality, integrity or
availability of the Covered Entity’s Information Systems or
the continuing functionality of any aspect of the Covered
Entity’s business or operations.”

DON'T

PANiC

Morgan Lewis [Section 500.16] @
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Incident Response Plan

« Incident response plan should address:

— Internal processes for — ldentification of requirements for
responding to a Cybersecurity the remediation of any identified
Event weaknesses in Information

— The goals of the incident Systems and associated controls
response plan — Documentation and reporting

regarding Cybersecurity Events
and related incident response
activities

— The evaluation and revision as
necessary of the incident
response plan following a
Cybersecurity Event

— The definition of clear roles,
responsibilities and levels of
decision-making authority

— External and internal
communications and information
sharing

Morgan Lewis [Section 500.16] @

Protection of Nonpublic Information

» “Nonpublic Information” is defined to include certain
consumer information, individual health information, and
business-related information of the Covered Entity.

« Various requirements for safeguarding and disposing of
Nonpublic Information

Morgan Lewis [Sections 500.01, 07, 12] @
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Protection of Nonpublic Information

e Access controls

— Access privileges to information systems that provide access to Nonpublic
Information to be limited.

— Effective controls to protect against unauthorized access to Nonpublic
Information may include Multi-Factor Authentication

— Multi-Factor Authentication is required for access to a Covered Entity’s internal
networks from an external network

e Encryption

— Encryption and other controls to use implemented to protect Nonpublic
Information held or transmitted by the Covered Entity both in transit over
external networks and at rest.

— Can use effective alternative compensating controls as reviewed and approved
by the CISO

Morgan Lewis [Sections 500.08, 13, 15] @

Protection of Nonpublic Information

» Data Retention and Disposal

— Periodic disposal of Nonpublic Information that is no longer necessary for
business operations or other legitimate businesses purposes and is not
otherwise required to be retained by law or regulation

« Application Security

— Policies to include procedures to ensure secure development practices for in-
house applications and for evaluating, assessing or testing the security of
externally-developed applications

Morgan Lewis [Sections 500.08, 13, 15] @
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Periodic Testing, Monitoring & Review

e Penetration Testing and Vulnerability Assessments
— Goal of both is to assess the overall effectiveness of the cybersecurity program

— Covered Entities can implement continuous monitoring or annual Penetration
Testing and bi-annual vulnerability assessments

« Other specified periodic reviews:
— Any encryption compensation controls to be reviewed annually by the CISO
— Application security to be periodically reviewed by the CISO or its designee
— Access privileges to be periodically reviewed by Covered Entity
— Periodic assessment of TPSPs

Morgan Lewis [Sections 500.05, 15] e

Qualified Personnel & Training

DFS establishes rules related to “cybersecurity personnel” and all
personnel.
1. Cybersecurity Personnel

— A Covered Entity must have qualified cybersecurity personnel (employed by
the Covered Entity, an Affiliate or a TPSP) who are responsible for managing
cybersecurity risks and performing or overseeing core cybersecurity functions.

— Cybersecurity personnel must be provided with cybersecurity updates and
trained to address relevant cybersecurity risks.

— A Covered Entity must verify that key cybersecurity personnel are current
regarding changes on cybersecurity threats and countermeasures.

Morgan Lewis [Sections 500.10, 14] @
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Qualified Personnel & Training

2. All Personnel

— DFS categorizes personnel as Authorized Users when such personnel
participate in a Covered Entity’s business operations and are authorized to
access and use the Covered Entity’s Information Systems and data.

— A Covered Entity must maintain risk-based policies, procedures and controls
used to:
— monitor Authorized Users’ activity; and

— detect unauthorized access or use of, or tampering with, Nonpublic Information by
Authorized Users.

— A Covered Entity must provide regular cybersecurity awareness training to all
personnel, updated to reflect risks identified in the Covered Entity’s risk
assessment.

Morgan Lewis [Sections 500.10, 14] e

Audit Trail

e The Audit Trail requirement is based on a Covered Entity’s risk
assessment and mandates that a Covered Entity securely maintain
systems that:

— Reconstruct material financial transactions sufficient to support normal
operations and the Covered Entity’s obligations.

— A Covered Entity must maintain these records for five years.

— Are designed to detect and respond to Cybersecurity Events that have a
reasonable likelihood of materially harming any material part of the normal
operations of the Covered Entity.

— Note: DFS uses the same language here as it does in the notification requirement.

— A Covered Entity must maintain these records for three years.

Morgan Lewis [Section 500.06] @
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Audit Trail

e The final Audit Trail requirements are less burdensome than the
originally proposed requirements, providing more flexibility to Covered
Entities.

< DFS no longer requires:
— A six-year recordkeeping requirement

— Logs of physical access to the Audit Trail hardware and protection of the
integrity of hardware from alterations or tampering

— Records of access and alterations made to Audit Trail systems

Morgan Lewis [Section 500.06] @

Liability for Noncompliance

The rules include an enforcement provision, which states:

This regulation will be enforced by the superintendent pursuant to, and is not intended to
limit, the superintendent's authority under any applicable laws.

* DFS is not shy about taking enforcement action against firms it regulates.
Earlier this year, DFS and a foreign bank entered into a consent order
whereby the foreign bank agreed to pay $425 million for the failure to
maintain an effective and compliant AML program.

< It remains unclear whether the annual compliance certificate could present
legal liability to those who sign the certificate or whether DFS will fine
Covered Entities or otherwise impose penalties for noncompliance.

e It is also unclear how DFS intends to use audit trail records, and if DFS will
inspect audit trail records after the occurrence of a Cybersecurity Event.

Morgan Lewis [Section 500.20] @
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NY STATE DEPARTMENT OF FINANCIAL SERVICES CYBERSECURITY RULE

PRACTICAL
CONSIDERATIONS

Practical Considerations

» Need to think about any and all operations in NY

* Who will serve as the CISO?

e What third-party relationships need to be evaluated?
» Does the rule cover insurance agents in NY?

* How does the rule apply to foreign bank branches whose
cybersecurity functions are implemented and controlled from
the home office?

» How does a board get comfortable signing the certification?

Morgan Lewis @

April 5, 2017
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NY STATE DEPARTMENT OF FINANCIAL SERVICES CYBERSECURITY RULE

RESPONDING TO A
“CYBERSECURITY EVENT”

Some Preliminary Questions

 Did a “Cybersecurity Event” occur?
— Contrast “data breach”

* When was the cyber incident discovered?
— How was the cyber incident discovered?

e How did the cyber incident occur?

* When did the cyber incident occur?
— Early assessments can be revised

* Who caused the cyber compromise/incident?
— Attribution analysis

e What are the risks?

Morgan Lewis @

April 5, 2017

32



Overseeing an Internal Investigation

e Determine scope and nature of breach or “Cybersecurity
Event”
— Note: Different triggering standards used by different enforcers
— Roller coaster of ups and downs

» Attorney client privilege
— Is the privilege effectively in place?
» Assess legal consequences
— What regulatory agencies?
— Was information accessed, acquired, or exfiltrated?
— Which customers? \
— What legal standards apply?

Morgan Lewis (6 ]

NY STATE DEPARTMENT OF FINANCIAL SERVICES CYBERSECURITY RULE
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NEW YORK STATE
DEPARTMENT OF FINANCIAL SERVICES
23 NYCRR 500

CYBERSECURITY REQUIREMENTS FOR FINANCIAL SERVICES COMPANIES

I, Maria T. Vullo, Superintendent of Financial Services, pursuant to the authority granted by sections 102,
201, 202, 301, 302 and 408 of the Financial Services Law, do hereby promulgate Part 500 of Title 23 of the
Official Compilation of Codes, Rules and Regulations of the State of New York, to take effect March 1, 2017, to
read as follows:

(ALL MATTER IS NEW)
Section 500.00 Introduction.

The New York State Department of Financial Services (“DFS”) has been closely monitoring the ever-
growing threat posed to information and financial systems by nation-states, terrorist organizations and
independent criminal actors. Recently, cybercriminals have sought to exploit technological vulnerabilities to gain
access to sensitive electronic data. Cybercriminals can cause significant financial losses for DFS regulated entities
as well as for New York consumers whose private information may be revealed and/or stolen for illicit purposes.
The financial services industry is a significant target of cybersecurity threats. DFS appreciates that many firms
have proactively increased their cybersecurity programs with great success.

Given the seriousness of the issue and the risk to all regulated entities, certain regulatory minimum standards
are warranted, while not being overly prescriptive so that cybersecurity programs can match the relevant risks
and keep pace with technological advances. Accordingly, this regulation is designed to promote the protection
of customer information as well as the information technology systems of regulated entities. This regulation
requires each company to assess its specific risk profile and design a program that addresses its risks in a robust
fashion. Senior management must take this issue seriously and be responsible for the organization’s cybersecurity
program and file an annual certification confirming compliance with these regulations. A regulated entity’s
cybersecurity program must ensure the safety and soundness of the institution and protect its customers.

It is critical for all regulated institutions that have not yet done so to move swiftly and urgently to adopt a
cybersecurity program and for all regulated entities to be subject to minimum standards with respect to their
programs. The number of cyber events has been steadily increasing and estimates of potential risk to our financial
services industry are stark. Adoption of the program outlined in these regulations is a priority for New York State.

Section 500.01 Definitions.

For purposes of this Part only, the following definitions shall apply:

(a) Affiliate means any Person that controls, is controlled by or is under common control with another Person.
For purposes of this subsection, control means the possession, direct or indirect, of the power to direct or cause

the direction of the management and policies of a Person, whether through the ownership of stock of such Person
or otherwise.



(b) Authorized User means any employee, contractor, agent or other Person that participates in the business
operations of a Covered Entity and is authorized to access and use any Information Systems and data of the
Covered Entity.

(c) Covered Entity means any Person operating under or required to operate under a license, registration,
charter, certificate, permit, accreditation or similar authorization under the Banking Law, the Insurance Law or
the Financial Services Law.

(d) Cybersecurity Event means any act or attempt, successful or unsuccessful, to gain unauthorized access
to, disrupt or misuse an Information System or information stored on such Information System.

(e) Information System means a discrete set of electronic information resources organized for the collection,
processing, maintenance, use, sharing, dissemination or disposition of electronic information, as well as any
specialized system such as industrial/process controls systems, telephone switching and private branch exchange
systems, and environmental control systems.

(F) Multi-Factor Authentication means authentication through verification of at least two of the following
types of authentication factors:

(1) Knowledge factors, such as a password; or
(2) Possession factors, such as a token or text message on a mobile phone; or
(3) Inherence factors, such as a biometric characteristic.

(9) Nonpublic Information shall mean all electronic information that is not Publicly Available Information
and is:

(1) Business related information of a Covered Entity the tampering with which, or unauthorized disclosure,
access or use of which, would cause a material adverse impact to the business, operations or security of the
Covered Entity;

(2) Any information concerning an individual which because of name, number, personal mark, or other
identifier can be used to identify such individual, in combination with any one or more of the following data
elements: (i) social security number, (ii) drivers’ license number or non-driver identification card number, (iii)
account number, credit or debit card number, (iv) any security code, access code or password that would permit
access to an individual’s financial account, or (v) biometric records;

(3) Any information or data, except age or gender, in any form or medium created by or derived from a
health care provider or an individual and that relates to (i) the past, present or future physical, mental or behavioral
health or condition of any individual or a member of the individual's family, (ii) the provision of health care to
any individual, or (iii) payment for the provision of health care to any individual.



(h) Penetration Testing means a test methodology in which assessors attempt to circumvent or defeat the
security features of an Information System by attempting penetration of databases or controls from outside or
inside the Covered Entity’s Information Systems.

(i) Person means any individual or any non-governmental entity, including but not limited to any non-
governmental partnership, corporation, branch, agency or association.

(j) Publicly Available Information means any information that a Covered Entity has a reasonable basis to
believe is lawfully made available to the general public from: federal, state or local government records; widely
distributed media; or disclosures to the general public that are required to be made by federal, state or local law.

(1) For the purposes of this subsection, a Covered Entity has a reasonable basis to believe that information
is lawfully made available to the general public if the Covered Entity has taken steps to determine:

(1) That the information is of the type that is available to the general public; and

(if) Whether an individual can direct that the information not be made available to the general public
and, if so, that such individual has not done so.

(K) Risk Assessment means the risk assessment that each Covered Entity is required to conduct under section
500.09 of this Part.

(I) Risk-Based Authentication means any risk-based system of authentication that detects anomalies or
changes in the normal use patterns of a Person and requires additional verification of the Person’s identity when
such deviations or changes are detected, such as through the use of challenge questions.

(m) Senior Officer(s) means the senior individual or individuals (acting collectively or as a committee)
responsible for the management, operations, security, information systems, compliance and/or risk of a Covered
Entity, including a branch or agency of a foreign banking organization subject to this Part.

(n) Third Party Service Provider(s) means a Person that (i) is not an Affiliate of the Covered Entity, (ii)
provides services to the Covered Entity, and (iii) maintains, processes or otherwise is permitted access to
Nonpublic Information through its provision of services to the Covered Entity.

Section 500.02 Cybersecurity Program.

(a) Cybersecurity Program. Each Covered Entity shall maintain a cybersecurity program designed to protect
the confidentiality, integrity and availability of the Covered Entity’s Information Systems.

(b) The cybersecurity program shall be based on the Covered Entity’s Risk Assessment and designed to
perform the following core cybersecurity functions:

(1) identify and assess internal and external cybersecurity risks that may threaten the security or integrity
of Nonpublic Information stored on the Covered Entity’s Information Systems;



(2) use defensive infrastructure and the implementation of policies and procedures to protect the Covered
Entity’s Information Systems, and the Nonpublic Information stored on those Information Systems, from
unauthorized access, use or other malicious acts;

(3) detect Cybersecurity Events;

(4) respond to identified or detected Cybersecurity Events to mitigate any negative effects;

(5) recover from Cybersecurity Events and restore normal operations and services; and

(6) fulfill applicable regulatory reporting obligations.

(c) A Covered Entity may meet the requirement(s) of this Part by adopting the relevant and applicable
provisions of a cybersecurity program maintained by an Affiliate, provided that such provisions satisfy the

requirements of this Part, as applicable to the Covered Entity.

(d) All documentation and information relevant to the Covered Entity’s cybersecurity program shall be
made available to the superintendent upon request.

Section 500.03 Cybersecurity Policy.

Cybersecurity Policy. Each Covered Entity shall implement and maintain a written policy or policies,
approved by a Senior Officer or the Covered Entity’s board of directors (or an appropriate committee thereof) or
equivalent governing body, setting forth the Covered Entity’s policies and procedures for the protection of its
Information Systems and Nonpublic Information stored on those Information Systems. The cybersecurity policy
shall be based on the Covered Entity’s Risk Assessment and address the following areas to the extent applicable
to the Covered Entity’s operations:

(a) information security;

(b) data governance and classification;

(c) asset inventory and device management;

(d) access controls and identity management;

(e) business continuity and disaster recovery planning and resources;
(F) systems operations and availability concerns;

(g) systems and network security;

(h) systems and network monitoring;

(i) systems and application development and quality assurance;



(1) physical security and environmental controls;
(K) customer data privacy;
(I) vendor and Third Party Service Provider management;
(m) risk assessment; and
(n) incident response.
Section 500.04 Chief Information Security Officer.

(@) Chief Information Security Officer. Each Covered Entity shall designate a qualified individual
responsible for overseeing and implementing the Covered Entity’s cybersecurity program and enforcing its
cybersecurity policy (for purposes of this Part, “Chief Information Security Officer” or “CISO”). The CISO may
be employed by the Covered Entity, one of its Affiliates or a Third Party Service Provider. To the extent this
requirement is met using a Third Party Service Provider or an Affiliate, the Covered Entity shall:

(1) retain responsibility for compliance with this Part;

(2) designate a senior member of the Covered Entity’s personnel responsible for direction and oversight
of the Third Party Service Provider; and

(3) require the Third Party Service Provider to maintain a cybersecurity program that protects the Covered
Entity in accordance with the requirements of this Part.

(b) Report. The CISO of each Covered Entity shall report in writing at least annually to the Covered Entity’s
board of directors or equivalent governing body. If no such board of directors or equivalent governing body exists,
such report shall be timely presented to a Senior Officer of the Covered Entity responsible for the Covered Entity’s
cybersecurity program. The CISO shall report on the Covered Entity’s cybersecurity program and material
cybersecurity risks. The CISO shall consider to the extent applicable:

(1) the confidentiality of Nonpublic Information and the integrity and security of the Covered Entity’s
Information Systems;

(2) the Covered Entity’s cybersecurity policies and procedures;
(3) material cybersecurity risks to the Covered Entity;
(4) overall effectiveness of the Covered Entity’s cybersecurity program; and

(5) material Cybersecurity Events involving the Covered Entity during the time period addressed by the
report.

Section 500.05 Penetration Testing and Vulnerability Assessments.



The cybersecurity program for each Covered Entity shall include monitoring and testing, developed in
accordance with the Covered Entity’s Risk Assessment, designed to assess the effectiveness of the Covered
Entity’s cybersecurity program. The monitoring and testing shall include continuous monitoring or periodic
Penetration Testing and vulnerability assessments. Absent effective continuous monitoring, or other systems to
detect, on an ongoing basis, changes in Information Systems that may create or indicate vulnerabilities, Covered
Entities shall conduct:

(a) annual Penetration Testing of the Covered Entity’s Information Systems determined each given year
based on relevant identified risks in accordance with the Risk Assessment; and

(b) bi-annual vulnerability assessments, including any systematic scans or reviews of Information Systems
reasonably designed to identify publicly known cybersecurity vulnerabilities in the Covered Entity’s Information
Systems based on the Risk Assessment.

Section 500.06 Audit Trail.

(a) Each Covered Entity shall securely maintain systems that, to the extent applicable and based on its Risk
Assessment:

(1) are designed to reconstruct material financial transactions sufficient to support normal operations and
obligations of the Covered Entity; and

(2) include audit trails designed to detect and respond to Cybersecurity Events that have a reasonable
likelihood of materially harming any material part of the normal operations of the Covered Entity.

(b) Each Covered Entity shall maintain records required by section 500.06(a)(1) of this Part for not fewer
than five years and shall maintain records required by section 500.06(a)(2) of this Part for not fewer than three
years.

Section 500.07 Access Privileges.

As part of its cybersecurity program, based on the Covered Entity’s Risk Assessment each Covered Entity
shall limit user access privileges to Information Systems that provide access to Nonpublic Information and shall
periodically review such access privileges.

Section 500.08 Application Security.

(a) Each Covered Entity’s cybersecurity program shall include written procedures, guidelines and standards
designed to ensure the use of secure development practices for in-house developed applications utilized by the
Covered Entity, and procedures for evaluating, assessing or testing the security of externally developed
applications utilized by the Covered Entity within the context of the Covered Entity’s technology environment.

(b) All such procedures, guidelines and standards shall be periodically reviewed, assessed and updated as
necessary by the CISO (or a qualified designee) of the Covered Entity.

Section 500.09 Risk Assessment.



(a) Each Covered Entity shall conduct a periodic Risk Assessment of the Covered Entity’s Information
Systems sufficient to inform the design of the cybersecurity program as required by this Part. Such Risk
Assessment shall be updated as reasonably necessary to address changes to the Covered Entity’s Information
Systems, Nonpublic Information or business operations. The Covered Entity’s Risk Assessment shall allow for
revision of controls to respond to technological developments and evolving threats and shall consider the
particular risks of the Covered Entity’s business operations related to cybersecurity, Nonpublic Information
collected or stored, Information Systems utilized and the availability and effectiveness of controls to protect
Nonpublic Information and Information Systems.

(b) The Risk Assessment shall be carried out in accordance with written policies and procedures and shall
be documented. Such policies and procedures shall include:

(1) criteria for the evaluation and categorization of identified cybersecurity risks or threats facing the
Covered Entity;

(2) criteria for the assessment of the confidentiality, integrity, security and availability of the Covered
Entity’s Information Systems and Nonpublic Information, including the adequacy of existing controls in the
context of identified risks; and

(3) requirements describing how identified risks will be mitigated or accepted based on the Risk
Assessment and how the cybersecurity program will address the risks.

Section 500.10 Cybersecurity Personnel and Intelligence.

(a) Cybersecurity Personnel and Intelligence. In addition to the requirements set forth in section 500.04(a)
of this Part, each Covered Entity shall:

(1) utilize qualified cybersecurity personnel of the Covered Entity, an Affiliate or a Third Party Service
Provider sufficient to manage the Covered Entity’s cybersecurity risks and to perform or oversee the performance
of the core cybersecurity functions specified in section 500.02(b)(1)-(6) of this Part;

(2) provide cybersecurity personnel with cybersecurity updates and training sufficient to address relevant
cybersecurity risks; and

(3) verify that key cybersecurity personnel take steps to maintain current knowledge of changing
cybersecurity threats and countermeasures.

(b) A Covered Entity may choose to utilize an Affiliate or qualified Third Party Service Provider to assist in
complying with the requirements set forth in this Part, subject to the requirements set forth in section 500.11 of
this Part.

Section 500.11 Third Party Service Provider Security Policy.

(@) Third Party Service Provider Policy. Each Covered Entity shall implement written policies and
procedures designed to ensure the security of Information Systems and Nonpublic Information that are accessible



to, or held by, Third Party Service Providers. Such policies and procedures shall be based on the Risk Assessment
of the Covered Entity and shall address to the extent applicable:

(1) the identification and risk assessment of Third Party Service Providers;

(2) minimum cybersecurity practices required to be met by such Third Party Service Providers in order
for them to do business with the Covered Entity;

(3) due diligence processes used to evaluate the adequacy of cybersecurity practices of such Third Party
Service Providers; and

(4) periodic assessment of such Third Party Service Providers based on the risk they present and the
continued adequacy of their cybersecurity practices.

(b) Such policies and procedures shall include relevant guidelines for due diligence and/or contractual
protections relating to Third Party Service Providers including to the extent applicable guidelines addressing:

(1) the Third Party Service Provider’s policies and procedures for access controls, including its use of
Multi-Factor Authentication as required by section 500.12 of this Part, to limit access to relevant Information
Systems and Nonpublic Information;

(2) the Third Party Service Provider’s policies and procedures for use of encryption as required by section
500.15 of this Part to protect Nonpublic Information in transit and at rest;

(3) notice to be provided to the Covered Entity in the event of a Cybersecurity Event directly impacting
the Covered Entity’s Information Systems or the Covered Entity’s Nonpublic Information being held by the Third
Party Service Provider; and

(4) representations and warranties addressing the Third Party Service Provider’s cybersecurity policies
and procedures that relate to the security of the Covered Entity’s Information Systems or Nonpublic Information.

(c) Limited Exception. An agent, employee, representative or designee of a Covered Entity who is itself a
Covered Entity need not develop its own Third Party Information Security Policy pursuant to this section if the
agent, employee, representative or designee follows the policy of the Covered Entity that is required to comply
with this Part.

Section 500.12 Multi-Factor Authentication.

(a) Multi-Factor Authentication. Based on its Risk Assessment, each Covered Entity shall use effective
controls, which may include Multi-Factor Authentication or Risk-Based Authentication, to protect against
unauthorized access to Nonpublic Information or Information Systems.

(b) Multi-Factor Authentication shall be utilized for any individual accessing the Covered Entity’s internal
networks from an external network, unless the Covered Entity’s CISO has approved in writing the use of
reasonably equivalent or more secure access controls.



Section 500.13 Limitations on Data Retention.

As part of its cybersecurity program, each Covered Entity shall include policies and procedures for the secure
disposal on a periodic basis of any Nonpublic Information identified in section 500.01(g)(2)-(3) of this Part that
is no longer necessary for business operations or for other legitimate business purposes of the Covered Entity,
except where such information is otherwise required to be retained by law or regulation, or where targeted disposal
is not reasonably feasible due to the manner in which the information is maintained.

Section 500.14 Training and Monitoring.
As part of its cybersecurity program, each Covered Entity shall:

(a) implement risk-based policies, procedures and controls designed to monitor the activity of Authorized
Users and detect unauthorized access or use of, or tampering with, Nonpublic Information by such Authorized

Users; and

(b) provide regular cybersecurity awareness training for all personnel that is updated to reflect risks
identified by the Covered Entity in its Risk Assessment.

Section 500.15 Encryption of Nonpublic Information.

(a) As part of its cybersecurity program, based on its Risk Assessment, each Covered Entity shall implement
controls, including encryption, to protect Nonpublic Information held or transmitted by the Covered Entity both
in transit over external networks and at rest.

(1) To the extent a Covered Entity determines that encryption of Nonpublic Information in transit over
external networks is infeasible, the Covered Entity may instead secure such Nonpublic Information using effective
alternative compensating controls reviewed and approved by the Covered Entity’s CISO.

(2) To the extent a Covered Entity determines that encryption of Nonpublic Information at rest is infeasible,
the Covered Entity may instead secure such Nonpublic Information using effective alternative compensating
controls reviewed and approved by the Covered Entity’s CISO.

(b) To the extent that a Covered Entity is utilizing compensating controls under (a) above, the feasibility of
encryption and effectiveness of the compensating controls shall be reviewed by the CISO at least annually.

Section 500.16 Incident Response Plan.

(a) As part of its cybersecurity program, each Covered Entity shall establish a written incident response plan
designed to promptly respond to, and recover from, any Cybersecurity Event materially affecting the
confidentiality, integrity or availability of the Covered Entity’s Information Systems or the continuing
functionality of any aspect of the Covered Entity’s business or operations.

(b) Such incident response plan shall address the following areas:

(1) the internal processes for responding to a Cybersecurity Event;



(2) the goals of the incident response plan;
(3) the definition of clear roles, responsibilities and levels of decision-making authority;
(4) external and internal communications and information sharing;

(5) identification of requirements for the remediation of any identified weaknesses in Information Systems
and associated controls;

(6) documentation and reporting regarding Cybersecurity Events and related incident response activities;
and

(7) the evaluation and revision as necessary of the incident response plan following a Cybersecurity Event.
Section 500.17 Notices to Superintendent.

(a) Notice of Cybersecurity Event. Each Covered Entity shall notify the superintendent as promptly as
possible but in no event later than 72 hours from a determination that a Cybersecurity Event has occurred that is
either of the following:

(1) Cybersecurity Events impacting the Covered Entity of which notice is required to be provided to any
government body, self-regulatory agency or any other supervisory body; or

(2) Cybersecurity Events that have a reasonable likelihood of materially harming any material part of the
normal operation(s) of the Covered Entity.

(b) Annually each Covered Entity shall submit to the superintendent a written statement covering the prior
calendar year. This statement shall be submitted by February 15 in such form set forth as Appendix A, certifying
that the Covered Entity is in compliance with the requirements set forth in this Part. Each Covered Entity shall
maintain for examination by the Department all records, schedules and data supporting this certificate for a period of
five years. To the extent a Covered Entity has identified areas, systems or processes that require material
improvement, updating or redesign, the Covered Entity shalldocument the identification and the remedial efforts
planned and underway to address such areas, systems or processes. Such documentation must be available for
inspection by the superintendent.

Section 500.18 Confidentiality.

Information provided by a Covered Entity pursuant to this Part is subject to exemptions from disclosure
under the Banking Law, Insurance Law, Financial Services Law, Public Officers Law or any other applicable
state or federal law.

Section 500.19 Exemptions.

(a) Limited Exemption. Each Covered Entity with:
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(1) fewer than 10 employees, including any independent contractors, of the Covered Entity or its Affiliates
located in New York or responsible for business of the Covered Entity, or

(2) less than $5,000,000 in gross annual revenue in each of the last three fiscal years from New York
business operations of the Covered Entity and its Affiliates, or

(3) less than $10,000,000 in year-end total assets, calculated in accordance with generally accepted
accounting principles, including assets of all Affiliates,

shall be exempt from the requirements of sections 500.04, 500.05, 500.06, 500.08, 500.10, 500.12, 500.14, 500.15,
and 500.16 of this Part.

(b) An employee, agent, representative or designee of a Covered Entity, who is itself a Covered Entity, is
exempt from this Part and need not develop its own cybersecurity program to the extent that the employee, agent,
representative or designee is covered by the cybersecurity program of the Covered Entity.

(c) A Covered Entity that does not directly or indirectly operate, maintain, utilize or control any Information
Systems, and that does not, and is not required to, directly or indirectly control, own, access, generate, receive or
possess Nonpublic Information shall be exempt from the requirements of sections 500.02, 500.03, 500.04, 500.05,
500.06, 500.07, 500.08, 500.10, 500.12, 500.14, 500.15, and 500.16 of this Part.

(d) A Covered Entity under Article 70 of the Insurance Law that does not and is not required to directly
or indirectly control, own, access, generate, receive or possess Nonpublic Information other than information
relating to its corporate parent company (or Affiliates) shall be exempt from the requirements of sections 500.02,
500.03, 500.04, 500.05, 500.06, 500.07, 500.08, 500.10, 500.12, 500.14, 500.15, and 500.16 of this Part.

(e) A Covered Entity that qualifies for any of the above exemptions pursuant to this section shall file a Notice
of Exemption in the form set forth as Appendix B within 30 days of the determination that the Covered Entity is
exempt.

(F) The following Persons are exempt from the requirements of this Part, provided such Persons do not
otherwise qualify as a Covered Entity for purposes of this Part: Persons subject to Insurance Law section 1110;
Persons subject to Insurance Law section 5904; and any accredited reinsurer or certified reinsurer that has been
accredited or certified pursuant to 11 NYCRR 125.

(9) In the event that a Covered Entity, as of its most recent fiscal year end, ceases to qualify for an exemption,
such Covered Entity shall have 180 days from such fiscal year end to comply with all applicable requirements of
this Part.

Section 500.20 Enforcement.

This regulation will be enforced by the superintendent pursuant to, and is not intended to limit, the
superintendent’s authority under any applicable laws.

Section 500.21 Effective Date.
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This Part will be effective March 1, 2017. Covered Entities will be required to annually prepare and submit
to the superintendent a Certification of Compliance with New York State Department of Financial Services
Cybersecurity Regulations under section 500.17(b) of this Part commencing February 15, 2018.

Section 500.22 Transitional Periods.

(a) Transitional Period. Covered Entities shall have 180 days from the effective date of this Part to comply
with the requirements set forth in this Part, except as otherwise specified.

(b) The following provisions shall include additional transitional periods. Covered Entities shall have:

(1) One year from the effective date of this Part to comply with the requirements of sections 500.04(b),
500.05, 500.09, 500.12, and 500.14(b) of this Part.

(2) Eighteen months from the effective date of this Part to comply with the requirements of sections
500.06, 500.08, 500.13, 500.14 (a) and 500.15 of this Part.

(3) Two years from the effective date of this Part to comply with the requirements of section 500.11 of this
Part.

Section 500.23 Severability.
If any provision of this Part or the application thereof to any Person or circumstance is adjudged invalid by

a court of competent jurisdiction, such judgment shall not affect or impair the validity of the other provisions of
this Part or the application thereof to other Persons or circumstances.

12



APPENDIX A (Part 500)

(Covered Entity Name)
February 15, 20

Certification of Compliance with New York State Department of Financial Services Cybersecurity
Regulations

The Board of Directors or a Senior Officer(s) of the Covered Entity certifies:

(1) The Board of Directors (or name of Senior Officer(s)) has reviewed documents, reports,
certifications and opinions of such officers, employees, representatives, outside vendors and other
individuals or entities as necessary;

(2) To the best of the (Board of Directors) or (name of Senior Officer(s)) knowledge, the
Cybersecurity Program of (name of Covered Entity) as of (date of the Board
Resolution or Senior Officer(s) Compliance Finding) for the year ended__(year for which Board
Resolution or Compliance Finding is provided) complies with Part .

Signed by the Chairperson of the Board of Directors or Senior Officer(s)

(Name) Date:

[DFS Portal Filing Instructions]
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APPENDIX B (Part 500)

(Covered Entity Name)

(Date)

Notice of Exemption

In accordance with 23 NYCRR § 500.19(e), (Covered Entity Name) hereby provides notice that (Covered
Entity Name) qualifies for the following Exemption(s) under 23 NYCRR § 500.19 (check all that apply):

Section 500.19(a)(1)
Section 500.19(a)(2)

Section 500.19(a)(3)

O

O

O

[0 Section 500.19(b)
[J Section 500.19(c)
O

Section 500.19(d)
If you have any question or concerns regarding this notice, please contact:

(Insert name, title, and full contact information)

(Name) Date:
(Title)
(Covered Entity Name)

[DFS Portal Filing Instructions]
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Morgun Lewis
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PHASE I:
ALERT AND ORGANIZATION

1. Company alerted to possible data breach—record
date, time, and method of alert

2. Notify internal Incident Response Team (IRT),
consisting of a representative from

a. Information Technology
b. Legal/Compliance
c. Outside Counsel (Morgan Lewis)
d. HR
e. Public Relations
f.  Customer Service
g. Executive
3. Identify an Incident Lead for this incident - performs
as project manager
4, Contact outside counsel at Morgan Lewis
5. Convene conference call of IRT
6. Consider hiring forensic technology partner

depending on available internal resources and
complexity of breach

7. Notify insurance carrier/understand scope of
preauthorization or limitations on third-party vendor
reimbursement

8. Check with counsel on proper role and implementation
of the attorney-client privilege in the data breach
investigation

PHASE II:
INITIAL SCOPING BEFORE CONTAINING AN
ONGOING BREACH

1. Identify, document, and preserve scope of
compromise to the extent possible within
24-48 hours

2. Consider notifications or steps to take before

stopping the breach that may prevent harmin
the event the act of stopping the breach alerts
data thieves that you have discovered them

3. Preserve any evidence related to the ongoing breach

PHASE lll:
CONTAIN THE BREACH

1.

Be sure that the full scope of compromise is
understood to the extent possible within 24-48 hours

Contain/arrest the breach—stop any possible flow
of data to unauthorized recipients

Document results of containment effort

PHASE IV:

INVESTIGATION
1. Root cause analysis
2. Classify type of breach
a. Hacking
b. Internal
c. Loss/Theft of Tangible Data (computer, device,
storage media)
d. Inadvertent Disclosure
e. Loss with No Known Disclosure
f.  Other
3. Full identification of data compromised

a. Type of information compromised

i. Sensitive personal information

1. Social Security numbers

Credit card information
Financial account data
Medical information
Usernames and passwords
Driver's license numbers

Other sensitive personal information
(disclosure of which could cause harm)

ii. Other personal information

1. Contact information (name, address,
email address, phone number, etc.)

2. Preferences, purchase history

3. Other information linked to a person
that is not sensitive

A

b. Individuals whose information was compromised,
including where they reside



4, Determine nature of any unauthorized recipients
a. Employee acquisition in good faith
b. Business partner

c. Trustworthy recipient who normally receives
information of this nature

d. Unknown individuals, but definite disclosure

e. Lostinformation—may not have been disclosed
f. Suspected bad actor/employee not in good faith

g. Known bad actor/departed or departing employee

5. Assess known or discoverable actual use of
compromised information

6. Undertake security updates necessary before
notification

PHASE V:
NOTIFICATIONS (IN LIGHT OF INFORMATION
DEVELOPED IN PHASE IV)

1. Before notifications
a. Develop PR plan for potential media inquiries

b. Consider notification to company board of
directors or others who should be notified before
public

c. Prepare for inquiries from affected individuals—
call center or other

2. If criminal and depending on seriousness and other
factors, notify law enforcement—Ilocal, FBI, Secret
Service, or other

3. If required by law or recommended because
individuals could do something to prevent further
harm to themselves, make notifications to affected
individuals. If made,

a. Include what happened, what the company
has done, and what the individual can do to
prevent any harm

b. Include legally required information and
resources available from government agencies

c. Consider an offer of identity theft prevention/
credit monitoring depending on nature of
information compromised

4, Notifications to government agencies and Attorneys
General as required by law

5. Other notifications as required by information at issue

6. Evaluate feedback from notifications and determine

if additional steps/notifications are required

PHASE Vi:
POST-NOTIFICATIONS

1. Disclosures to investors, stockholders, SEC,
securities disclosures, etc.

2. Cost recoveries—responsible third parties,
insurance, other

3. Consider longer-term security upgrades or other
measures to prevent reoccurrence or similar events

4. Analyze data breach notification plan/checklist for
necessary changes in light of lessons learned

5. Prepare final reports

a. Executive report with a summary of what
happened, how it was addressed, what
notifications were provided, and steps taken
to prevent future incidents of the same or
similar nature

b. Technical report with detailed background of
the event; evidentiary backup for analysis,
decisions, and conclusions; and evidence of
preventative measures

Maintain confidentiality—update IRT and
executives frequently; other disclosures only
to those who need to know

. Preserve evidence and information for future
investigations

. Document events with dates and times; record
reasons for determinations made

HOW WE CAN HELP

If we can be of assistance to you regarding your
data collection, maintenance, protection, or suspected
breach, contact a Morgan Lewis lawyer listed below:

Reece Hirsch | San Francisco
+1.415.4421422 | rhirsch@morganlewis.com

Mark L. Krotoski | Silicon Valley
+1.650.843.7212 | mkrotoski@morganlewis.com

Gregory T. Parks | Philadelphia
+1.215.963.5170 | gparks@morganlewis.com

This material is provided for your convenience and does not constitute legal advice or create an attorney-client relationship.
Prior results do not guarantee similar outcomes. Attorney Advertising.

Connect with us: o @ 0

www.morganlewis.com © 2015 Morgan, Lewis & Bockius LLP
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Data Breach Notification

Companies will be left in a legal quagmire of inconsistent state data breach notification
requirements unless Congress repairs the broken system by passing legislation to replace

the patchwork of state laws, the authors write, as they analyze proposals for implementing

a unified federal standard.

The Need to Repair the Complex, Cumbersome,
Costly Data Breach Notification Maze

By Mark L. Krotoski, Lucy WANG, AND JENNIFER
S. Rosen

Mark L. Krotoski is a litigation partner in the
Privacy and Cybersecurity and Antitrust prac-
tices of Morgan, Lewis & Bockius LLP in Sili-
con Valley and Washington. He previously
served as the National Coordinator of the
Computer Hacking and Intellectual Property
Program in the Criminal Division of the U.S.
Department of Justice.

Lucy Wang is an associate in the Litigation
practice of Morgan, Lewis & Bockius in San
Francisco.

Jennifer S. Rosen is an associate in the Litiga-
tion practice of Morgan, Lewis & Bockius in
San Francisco.

l. Introduction

sources today. Significant data breaches can re-

sult from organized, international hacking groups;
state-sponsored actors; hackers for hire; cyber terror-
ists; hacktivists; an insider threat; and even employee
inadvertence or misconduct. The perpetrators seek in-
formation of value ranging from social security num-
bers, health information, credit card numbers and con-
fidential company information to trade secrets. Much of
the time, however, the data breach is a result of cyber-
crime.

After a breach, a number of data breach notifications
are triggered for customers and also enforcement agen-
cies. In fact, navigating the notification requirements
can become a cumbersome nightmare. The failure to do
so properly can result in lawsuits and enforcement ac-
tions.

c ompanies face many cyber-threats from several
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Consider a common recent data breach example: So-
phisticated cyber-thieves launch a spearfishing e-mail
attack against a target company. Despite cyber-
trainings and policies, the company discovers that an
employee’s e-mail account was compromised.’ Conse-
quently, the criminals penetrated the company’s secu-
rity systems, accessed and stole confidential informa-
tion.

Upon discovery, the company immediately launched
an investigation to determine the cause and scope of the
breach. For example, did the hackers access personally
identifiable information (PII), protected health informa-
tion (PHI), payment card information (PCI), trade se-
crets or other confidential information? Moreover, were
any customers impacted and what if any information
was exfiltrated or used? The answers may take weeks
to determine. The full scope of the breach may not be
known for several months.

After being the victim of a cybercrime, however, the
company must also confront a maze of disclosure obli-
gations. The customer notification requirements will
depend on the customer’s residence and jurisdiction of
enforcement agencies. Almost every state has data
breach notification requirements, but they can differ
significantly in their scope and application. In Califor-
nia and Florida, for example, a customer’s user name
and security question would qualify as protected infor-
mation. Not so in Wisconsin or Connecticut. State laws
differ not only in the types of data breaches they regu-
late, but also in who, what, when and how they require
companies to notify their customers. In California,
Florida and Connecticut, for example, companies may
also be required to notify particular state agencies.
Hence, even though the company operates nationally
and its security systems are managed centrally, the
company must tailor each notification to fit the specific
requirements of the state in which each customer re-
sides.

The variations between each state’s laws create a
complex and burdensome system for companies

operating across many jurisdictions.

Failure to do so exposes the company to state penal-
ties for technical non-compliance as well as potential
civil litigation. Depending on the type of information
(e.g., PII, PHI, PCI or trade secrets), companies may be
subject to multiple overlapping federal and state re-
gimes. For example, reporting may be required to the
Securities and Exchange Commission (SEC),> Dep’t of

! The example draws upon the recent “Business E-mail
Compromise” which has adversely impacted many financial
services and other companies. See, e.g., U.S. Dep’t of Justice,
Fed. Bureau of Investigation, Fin. Serv. Info. Sharing and
Analysis Ctr. and U.S. Secret Serv., Fraud Alert—Business
E-mail Compromise Continues to Swindle and Defraud U.S.
Businesses (June 19, 2015), http://src.bna.com/cge.

2 See, e.g., Div. of Corp. Fin., Sec. and Exch. Comm’n, CF
Disclosure Guidance: Topic No. 2, Cybersecurity (Oct. 13,
2011).

Health and Human Serv. (HHS),? Federal Communica-
tion Commission (FCC),* and other federal and state
agencies. Again, some states, including California and
Wisconsin, exempt companies from their data notifica-
tion laws if the subject information is separately regu-
lated under a the Health Insurance Portability and Ac-
countability Act (HIPAA). Other states, such as Florida
and Connecticut, have no such exemption.

Consider, for example, the issue of “who” must be
notified. Data breach standards differ on whether the
customer or individual must be notified every time
there is a breach. Some states—such as Connecticut,
Florida, and Wisconsin®>—have a harm analysis that is
used to determine whether notification is required,
while others—such as California®—do not.

In addition to notifying the individual, some state
laws require a public report filing but differ on the cir-
cumstances when the report must be filed. Illustra-
tively, California and Florida require a report when the
PII was disclosed for more than 500 residents.” When
notice is given to more than 1,000 persons, other states
require notice such as Hawaii which requires notifica-
tion to the Office of Consumer Protection,® Missouri re-
quiring notice to ‘“‘the attorney general’s office and all
consumer reporting agencies that compile and maintain
files on consumers on a nationwide basis,”® and North
Carolina similarly requiring notice to “the Consumer
Protection Division of the Attorney General’s Office and
all consumer reporting agencies that compile and main-
tain files on consumers on a nationwide basis.”'® Mas-
sachusetts requires notification of the breach to the “to
the attorney general, the director of consumer affairs
and business regulation and to such [affected] resi-
dent.”!! Under these different state statutes, the same
breach incident can result in mandated disclosures to
individuals and public agencies in some jurisdictions
but not others. With state data breach notification laws
becoming increasingly complex and often conflicting,
the objective of assisting consumers has become unnec-
essarily complex, costly and cumbersome. The question
now is whether this multitude of state laws is creating
more confusion than clarity and undermining the origi-
nal objectives for data breach notification? The notifica-
tion process should not be this challenging for compli-
ance.

This article analyzes the development of state notifi-
cation laws and current proposals for implementing a
unified federal standard. For the reasons discussed be-
low, policymakers should act to simply the notification
requirements so they remain meaningful.

3 See, e.g., HIPAA Breach Notification Rule, 45 CFR
§ § 164.400-414; see also Notice to the Sec’y of HHS, Breach of
Unsecured Protected Health Information.

4 See, e.g., 47 C.FR 64.2011 (Notification of customer pro-
prietary network information security breaches); see also Cus-
tomer Proprietary Network Information (CPNI) Breach Re-
porting Facility.

5See Conn. Gen Stat. § 36a-701b; Fla. Stat. § §501.171,
282.0041, 282.318(2) (i); Wis. Stat. § 134.98.

6 See Cal. Civ. Code § § 1798.29(%), 1798.80(%).

“Cal. Civ. Code §§1798.29(e), 1798.80(f); Fla. Stat.
§ §501.171, 282.0041, 282.318(2) (i)-

8 Haw. Rev. Stat § § 487N-2(f).

9 Mo. Rev Stat. § 407.1500.2(8).

1ON.C. Gen. Stat. § § 75-61, 75-65(f).

1 Mass. Gen. Laws § 93H-1.3(b).
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Il. Proliferating State Data Breach
Notification Laws

In 2002, California enacted the first data security
breach notification law, which became effective in July
2003.12 The objective of this new law was to allow con-
sumers to protect themselves against identity theft and
mitigate damages resulting from unauthorized access
to their information.'? In a little more than a decade, the
state data breach standards have proliferated. Today,
47 states, the District of Columbia, Guam, Puerto Rico
and the U.S. Virgin Islands have adopted data breach
notification laws.'*

Broadly speaking, most data breach notification laws
follow the basic tenets of California’s original law. In
each jurisdiction, lawmakers passed laws requiring en-
tities to notify individuals when there is a reasonable
belief of unauthorized acquisition of or access to data
that compromises the security, confidentiality or integ-
rity of an individual’s covered personal information.'”
Responding to a data breach under any of these laws,
however, is a multi-step process—a company must (1)
ascertain if a breach has occurred; (2) determine
whether the data at issue (typically PII) triggers data
breach notification in one or more of the 51 applicable
jurisdictions (in addition to any federal notification re-
quirements); (3) determine who to notify (such as cus-
tomers and public agencies); and (4) determine what,
when, and how to notify them.¢

a. Conflicts Between State Notification Laws.

Based on the proliferation of data breach notification
standards, compliance with data breach notification
laws can be complicated in any one jurisdiction, and the
variations between each state’s laws create a complex
and burdensome system for companies operating
across many jurisdictions. Companies operating in each
of the 51 jurisdictions must, for example, must identify
and reconcile the differences between requirements
such as the timing of the notification. While some
state’s notification laws require quicker notification
than others’, in practice, multi-jurisdictional companies
must determine, and uniformly follow, the most rigor-
ous applicable standard in order to streamline the pro-
cess. This requires familiarity with each of the differing
notification windows, some of which are defined
vaguely as the “most expedient time possible,”'” and
others which range from as few as 30 days,'® to as
many as 90 days.’

Once a business has identified the shortest applicable
notification period, it must wade through the many
other differences between data breach notification
laws. Most immediately, it is necessary to determine
what kind of PII is covered under the applicable states’

129 B. 1386 (Cal. 2002) (amending Cal. Civ. Code
§ § 1798.29, 1798.82).

1BId. at § 1.

14 See Nat’l Conference of State Legislatures (NCSL), Secu-
rity Breach Notification Laws (listing jurisdictions).

15 See, e.g., Conn. Gen Stat. §36a-701b; Fla. Stat.
§8 ?601.171, 282.0041, 282.318(2) (i); Wis. Stat. § 134.98.

Id.

17 See, e.g., Cal. Civ. Code § 1798.29(a).

18 See, e.g., Fla. Stat. § 501.171(4) (a).

19 See, e.g., S.B. 949 (Conn. 2015) (amending Conn. Gen.
Stat. § 36a-701b).

laws. While most states’ definitions of PII cover similar
ground—social security number, driver’s license num-
ber, state ID card number and account or credit/debit
card number along with an access code?® —some states
have expanded definitions of protected PII subject to
the data breach notification laws, such as a user name/
e-mail address and password?!, and an individual’s
DNA profile or unique biometric data (e.g., fingerprint,
voice print, retina or iris image).??> Even where states’
definitions of PII overlap, there are often nuanced dis-
tinctions that make a significant impact on an entity’s
notification obligations. For instance, some states pro-
tect only electronic data,>® while others protect PII in
any form.>*

Making the discovery and notification process even
more cumbersome, states’ notification tri§gers vary
from an unauthorized ‘“‘acquisition” of PII,*> to unau-
thorized “access” to PII,2® and in some states either an
unauthorized acquisition or unauthorized access can
trigger the notification laws.?” Moreover, some states
provide exemptions from the notification laws where an
entity has complied with separate laws. For example,
some (but not all) states exempt entities that are cov-
ered by HIPAA and have complied with the notice re-
quirements in Section 13402(f) of the Health Informa-
tion Technology for Economic and Clinical Health Act
(HITECH).2®

A comparison of a few sample states’ requirements
further demonstrates the complicated maze of the state
data breach notification laws:

b. Evolving New Standards and Moving Targets.
To complicate matters, because the laws in this area
are constantly evolving, the most rigorous standards
across each applicable jurisdiction are moving targets.
For instance, in 2015, at least 32 states introduced or
are considering, security breach notification bills or
resolutions.>®* Among other things, these bills contem-
plate amending existing data breach notification laws to
require entities to report breaches to the local attorney
general or another central state agency; expand the
definition of PII (e.g., to include medical, insurance or
biometric data); require businesses or government enti-
ties to implement security plans or various security
measures; and require educational institutions to notify
parents or government entities if a breach occurs.>*
California alone enacted several laws this year amend-
ing its data breach notification requirements.?>*> Among
other things, the new laws include data collected
through the use of an automated license plate recogni-

20 See, e.g., Cal. Civ. Code § § 1798.29, 1798.82; Conn. Gen.
Stat. § 36a-701b; Fla. Stat. § § 501.171, 282.0041, 282.318(2) (i);
Wis. Stat. § 134.98.

21 See, e.g., Cal. Civ. Code §1798.29(g)(2); Fla. Stat.
§501.171(g).

22 See, e.g.,Wis. Stat. § 134.98(1) (b).

23 See, e.g.,, Cal. Civ. Code §1798.29(a); Fla. Stat.
§ 501.171(1) (a); Conn. Gen. Stat. § 36a-701b(a).

24 See, e.g., Wis. Stat. § 134.98.

25 See, e.g., Cal. Civ. Code § 1798.29(f); Wis. Stat. § 134.98.

26 See, e.g.. Fla. Stat. § 501.171(1) (a).

27 See, e.g., Conn. Gen. Stat. § 36a-701b(a).

28 See, e.g., Cal. Civ. Code §1798.81.5(e)(3); Wis. Stat.
§ 134.98(3m) (b).

zi NCSL, 2015 Security Breach Legislation.
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Data Breach Notification Maze

California

Florida®

Wisconsin®!

Connecticut™

(1) An individual’s first name
or first initial and last name in
combination with:

- Social Security Number;

- Driver license number;

- State ID card number;

- Account number or credit
card / debit card number in
connection with any code
permitting access to an indi-
vidual's financial account;

- Medical information;

- Health insurance information

Or

(2) User name or email
address, in combination with a
password or security question
and answer that would permit
access to an online account.

When an Entity discovers or
is notified of an unauthorized
acquisition of computerized
data that compromises the
security, confidentiality, or
integrity of Pll maintained by
the Entity.

Yes (if an Entity is required
to notify more than 500
CA residents).

(1) An individual’s first name

or first initial and last name in

combination with:

« Social Security Number;

« Driver license number;

- State ID card number;

- Account number or credit
card/debit card number in
connection with any code
permitting access to an indi-
vidual's financial account;

- Medical information;

- Health insurance information

« Passport number;

« Military ID number;

« Any other number issued on a
government document used
to verify identity;

Or

(2) User name or email address,
in combination with a password
or security question and answer
that would permit access to an
online account.

When an Entity knows, or
reasonably believes, there has
been unauthorized access to Pll
in electronic form.

Yes (if an Entity is required to
notify more than 500 indi-
viduals in FL).

An individual’s first and last
name or first initial and last
name in combination with:

« Social Security Number;

« Driver license number;

- State ID card number;

- Account number or credit
card/debit card number in
connection with any code
permitting access to an indi-
vidual’s financial account;

- DNA profile;

- Unique biometric data,
including fingerprint, voice
print, retina or iris image, or
any other unique physical
representation.

When an Entity discovers or is
notified that Pll in the Entity’s
possession has been acquired
by a person whom the Entity

has not authorized to acquire
the PIL.

45 days

No.

An individual’s first name or first

initial and last name in combi-
nation with:

« Social Security Number;

- Driver license number;

- State ID card number

- Account number or credit/

debit card number with any
required code permitting
access to an individual’s
financial account.

When an Entity knows, or

reasonably believes, there has
been unauthorized access to or
acquisition of electronic files,
media, databases, or computer-
ized data containing PII.

The most expedient time possible 30 days
without unreasonable delay.

90 days

Yes.
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Data Breach Notification Maze

California”

Florida®

Wisconsin®!

Connecticut®

The notice shall disclose any
breach of the security of the
system following discovery or
notification of the breach.

Notice may be provided by:

- Mail; or

« Electronically, provided it is
consistent with 15 U.S.C. §
7001 (E-SIGN Act).

- The notice shall be written

in plain language and shall

include (among other things)

a description of:

The date of the notice;

Name and contact informa-

tion of the Entity;

Type of Pll subject to the

unauthorized access and

acquisition;

The date, estimated date, or

date range during which the

breach occurred;

- Whether notification was

delayed as a result of law

enforcement investigation;

A general description of the

breach incident;

The toll-free telephone

numbers and addresses of

the major credit reporting

agencies if the breach exposed

a social security number or a
driver’s license or California
identification card number.

Attorney General

Written notice must include

(among other things):

« A synopsis of the events sur-
rounding the breach

« The number of individuals
in Florida who were or have
potentially been affected by
the breach.

« A copy of the notice required
to affected individuals.

Affected Individuals

Notice must contain, at a

minimum:

« The date, estimated date,
or estimated date range of
the breach.

« A description of the PIl that
was accessed or reason-
ably believed to have been
accessed.

« Information regarding how to
contact the Entity to inquire
about the breach.

Notice may be provided by:
- Mail; or
+ E-mail.

The notice shall indicate that
the Entity knows of the unau-
thorized acquisition of PII.

Notice may be provided by:

+ Mail; or

« A method the Entity has
previously employed to com-
municate with the subject of
the PIL.

The notice shall disclose any
breach of security following the
discovery of the breach.

Notice may be provided by:

- Mail;

- Telephone; or

« Electronically, provided it is
consistent with 15 U.S.C. §
7001 (E-SIGN Act).

- Additionally, Entities must
offer and disclose identity
theft prevention services and,
if applicable, identity theft
mitigation services, at no cost
for up to one year.

No.

Yes—notice to affected individ-
uals is not required if the Entity
reasonably determines that the
breach has not and will not likely
result in identity theft or any
other financial harm to those
whose PIl has been accessed.

Yes—an Entity is not required

to provide notice of the acquisi-
tion of Pll if the acquisition of PlI

does not create a material risk
of identity theft or fraud to the
subject of the PII.

Yes—notification is not
required if the Entity reasonably
determines that the breach will
not likely result in harm to those
whose PIl has been acquired
and accessed.

Yes.

No.

Yes.

No.
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6

tion system within the scope of protected PIL.3¢ This
marks the third set of amendments to California’s noti-
fication laws within the last three years.?”

c. The Effects of Disparate State Notification
Laws.

The patchwork of state laws related to data security
make corporate compliance with the notification laws
both unnecessarily difficult and costly. Moreover, even
after conducting a comprehensive investigation and re-
sponse to the breach itself, there is still the risk that
companies may face litigation for non-compliance with
some technical requirements of each state’s notification
laws. According to a study conducted by the Ponemon
Institute in May 2015, the average cost of a data breach
to a U.S. company in 2015 was $6.5 million, which rep-
resents an 11% increase in the total cost of data breach
since 2014.38

Such burdens and costs often do not result in the pro-
tections the laws are intended to provide. With such a
confusing system of requirements, consumers are left
without confidence in the safeguards protecting their
personal information. According to a 2012 study by the
Ponemon Institute, 72% of people who receive notifica-
tion of a data breach were dissatisfied with the commu-
nication they received.®

The consequences of non-compliance can result in
enforcement actions by state attorneys general or other
agencies.*® Additionally, some states (such as Califor-
nia, Hawaii and Louisiana) permit a private right of ac-
tion to be brought for the failure to provide timely dis-
closure.*!

36 1d.

37 LawFlash, California Amends its Breach Notification Re-
quirements (AGAIN) (Nov. 19, 2015) (summarizing new Cali-
fornia data breach requirements) (14 PVLR 1893, 10/19/15).

38 Ponemon Institute, 2015 Cost of Data Breach Study:
United States.

39 Ponemon Institute, 2012 Consumer Study on Data
Breach Notification.

40 Many state data breach statute provide for state enforce-
ment actions. See, e.g., Ariz. Rev. Stat. § 44-7501H (‘“This sec-
tion may only be enforced by the attorney general. The attor-
ney general may bring an action to obtain actual damages for
a wilful and knowing violation of this section and a civil pen-
alty not to exceed ten thousand dollars per breach of the secu-
rity of the system or series of breaches of a similar nature that
are discovered in a single investigation.”); Kan. Stat. § 50-
7a02(g) (“For violations of this section, except as to insurance
companies licensed to do business in this state, the attorney
general is empowered to bring an action in law or equity to ad-
dress violations of this section and for other relief that may be
appropriate.”).

41 See, e.g., Cal. Civ. Code § 1798.84(b) (“Any customer in-
jured by a violation of this title may

institute a civil action to recover damages.”); Haw. Rev.
Stat. § 487N-3(b) (‘“any business that violates any provision of
this chapter shall be liable to the injured party in an amount
equal to the sum of any actual damages sustained by the in-
jured party as a result of the violation”); La. Rev. Stat.
§ § 51:3075 (“A civil action may be instituted to recover actual
damages resulting from the failure to disclose in a timely man-
ner to a person that there has been a breach of the security sys-
tem resulting in the disclosure of a person’s personal informa-
tion.”).

IIl. Early Recognition on the Need for A
Uniform Federal Standard

Within a couple of years of the first state laws going
into effect, Congress was already considering multiple
proposals for federal legislation. Indeed, the states
themselves were calling for national leadership. In a let-
ter to congressional leaders in 2005, Attorneys General
from 48 states urged Congress to take action and create
federal requirements for notifying consumers of data
breaches. Attorneys General from states that had al-
ready passed notification laws as well as states without
such laws agreed that consumers would benefit from a
“national security breach notification law.”*?* More-
over, while the Attorneys General recommended that
federal preemption should be limited in scope, they ac-
knowledged that federal law may govern the “timing,
manner and content of security breach notification
laws.”*3

In the decade that followed, every single Congress
has considered—but failed to pass—a national security
breach notification law. In that time, however, the need
for federal legislation has only intensified. Not only
have the instances of cyberattacks risen, but the prolif-
eration of state notification laws have made it increas-
ingly difficult for companies to deliver timely and con-
sistent information to consumers.

IV. Competing National Standard Proposals

During his State of the Union Address, President
Obama noted the importance of addressing cyber secu-
rity issues and enacting legislation ““to better meet the
evolving threat of cyber attacks, combat identity theft,
and protect our children’s information.”** One part of
the Administration package included a Personal Data
Notification & Protection Act.*® If passed, the Personal
Data Notification & Protection Act would replace the
current patchwork of state laws with a unified national
standard for notifying consumers when their personal
information has been compromised.*%

The Personal Data Notification & Protection Act,
however, is only one of many proposals currently pend-
ing before Congress. Like the mosaic of state laws, each
federal proposal takes a slightly different position on
what constitutes personal information, what conditions
trigger notification, what information must be dis-
closed, when the information must be disclosed, and
what consequences should be imposed for non-
compliance. In addition, the federal proposals also dif-
fer on whether (or to what extent) federal law should
preempt overlapping state laws.

Among the competing proposals, one gained early
traction—the Data Security and Breach Notification Act

42 Testimony of Assistant Attorney General Julie Brill be-
fore Subcommittee on Financial Institutions and Consumer
Credit Committee on Financial Services, U.S. House of Repre-
sentatives ( Nov. 9, 2005), enclosing Letter from Attorneys
General to Congressional Leaders (Oct. 27, 2005; updated Nov.
7, 2005).

3 Id.

4 1d.

45 The Personal Data Notification & Protection Act.

46 The White House Office of the Press Secretary, Securing
Cyberspace - Preside Obama Announces New Cybersecurity
Legislative Proposal and other Cybersecurity Efforts (January
13, 2015).
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(H.R. 1770).*7 Jointly authored by Representative Mar-
sha Blackburn (R-Tenn.) and Representative Peter
Welch (D-Vt.), the Data Security and Breach Notifica-
tion Act focuses on the pressing concerns of identity
theft and financial fraud in e-commerce. In that context,
the act defines personal information to include social
security numbers, financial and other account creden-
tials (including biometric credentials) and names
coupled with driver’s license numbers.*® Upon discov-
ering a security breach impacting personal information,
companies must conduct a good faith investigation and
take necessary measures to determine the scope of the
breach and restore the reasonable integrity, security
and confidentiality of the data system.*® Once the com-
pany has done so, it must notify consumers of the
breach within 30 days unless there is no reasonable risk
of identity theft, economic loss, economic harm or fi-
nancial fraud.®®

States continue to enact new privacy laws and
revise existing laws at an almost feverish pace,
which may, individually, be in the best interest of
each states’ residents. Taken collectively, however,
this mish-mash of constantly changing state law
is making it increasingly difficult for companies

keep consumers informed.

Under the legislation, companies may delay notifica-
tion for law enforcement or national security pur-
poses.’® Otherwise, however, failure to notify consti-
tutes an unfair and deceptive act or practice under the
Federal Trade Commission Act.”?> Both the FTC and
State Attorneys General have enforcement power to
seek civil penalties from violators.®3

Finally, consistent with the President’s proposal,
Data Security and Breach Notification Act would also
create a unified national standard by preempting state
notification laws.>*

V. Opposition from State Attorneys General

Just as the Data Security and Breach Notification Act
is gaining some momentum, however, State Attorneys
General issued another letter, this time to block a na-
tional notification law. In a new letter to Congressional
leaders this summer, Attorneys General from forty
seven states joined in opposing any federal legislation
that would preclude states from enacting different or

47 R. 1770, 114th Cong. 1st Sess. (2015).
48 1d. § 5.10(A).

914, § 3(a).

0 1d. § § 3(2)(3) & 3(0).

S1Id. § 3(c).

521d. § 4(a).

531d. § § 4(a) & 4(b).

541d. § 6(a).

more stringent requirements.”® Attorneys General from
several states—including California, Massachusetts and
Illinois—have also spoken out individually, sometimes
specifically to criticize the Data Security and Breach
Notification Act.®

Among other things, the State Attorneys General ar-
gue that Data Security and Breach Notification Act and
similar proposals undercut existing protections for con-
sumers under state law.?” Federal law, they argue, may
set a national floor of protection. However, Congress
should not prevent any State from enacting tougher
laws within their borders nor restrict a State Attorney
General’s authority to pursue violators.

Echoing these concerns, a coalition of Democratic
Senators and Representatives introduced a competing
proposal—the Consumer Privacy Protection Act (S.
1158/H.R. 2977) .58 Unlike the Data Security and Breach
Notification Act, the Consumer Privacy Protection Act
only preempts state laws to the extent they contain
“less stringent” requirements for notification.” Hence,
the Consumer Privacy Protection Act allows State At-
torneys General to continue enforcement actions under
more restrictive state standards.

Federal preemption would not eliminate the role of
state attorneys general. To the contrary, each of
the federal legislative proposals contemplates that
state attorneys generals will be able to bring
enforcement actions for violations of the federal

data breach notification law.

Meanwhile, the Data Security and Breach Notifica-
tion Act itself has stalled. Although the bill passed
through the House Energy and Commerce Committee
in April, the vote was split along party lines: 29 (Repub-
lican) - 20 (Democrat).’° Even the bill’s original co-
author, Democratic Representative Peter Welch, ulti-
matglly voted with other Democrats in opposing his own
bill.

55 Letter from Attorneys General to Congressional Leaders
@uly 7, 2015).

56 See, e.g., Letter from California Attorney General Ka-
mala D. Harris to Chairman and Ranking Member of House
Committee on Energy and Commerce (May 4, 2015); Office of
Massachusetts Attorney General Maura Healey, AG Healey
Raises Concerns About Federal Bill That Would Weaken Data
Breach Protections for Massachusetts Residents (March 18,
2015); Office of Illinois Attorney General Lisa Madigan, Madi-
gan Testifies as Congress Considers Data Breach Notification
Law (Feb. 5, 2015).

57 Letter from Attorneys General to Congressional Leaders
(July 7, 2015).

585, 1158, 114th Cong., 1st Sess. (2015); H.R. 2977, 114th
Con§., 1st Sess. (2015).

591d. § 205.

60 Energy & Commerce Committee, United States House of
Representatives, Data Security Solution Moves Forward (April
15, 2015);

61 Elise Viebeck, Controversial Data Breach Bill Pass
House Committee, The Hill (April 15, 2015).
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At this point, it remains uncertain whether Data Se-
curity and Breach Notification Act or any other pro-
posal for federal legislation will gain sufficient support
become law.

VI. Inconsistent Standards Persist

Against the congressional debate, States continue to
enact new laws and revise existing laws at an almost fe-
verish pace. Taken individually, each State may be act-
ing in the best interest of its residents in trying to keep
consumers informed. Taken collectively, however, this
mish-mash of constantly changing state law is making
it increasingly difficult for companies to do just that. In-
stead of providing greater protections for consumers,
States are creating a legal quagmire that only ends up
impeding companies’ abilities to respond effectively to
data breaches. Policymakers need to consider how con-
sumers are served by the data breach notification con-
fusion that persists under current law.

Some clarity needs to be restored to the data breach
notification process. At this juncture, only Congress can
do so.

Contrary to the positions taken by the State Attor-
neys General, federal law would not gut protections for
consumers. To be sure, whichever legislative proposal
is ultimately passed, it will likely be narrower than
some existing state laws. However, federal law will
cover jurisdictions that currently have no data breach
notification laws and will also likely be broader than
some existing state laws.

More importantly, federal law would create a uni-
form national standard that would benefit both consum-
ers and companies. Consumers across the country
would have a clearer understanding of what informa-
tion is protected. Companies will also be better pre-
pared to respond to a data breach. Instead of trying to
comply with a multitude of sometimes conflicting
laws—and risking sanctions for potential technical

noncompliance—companies can instead devote their
resources to quickly investigating and remedying the
data breach.

Moreover, federal preemption would not eliminate
the role of state attorneys general. To the contrary, each
of the federal legislative proposals contemplates that
state attorneys generals will be able to bring enforce-
ment actions for violations of the federal data breach
notification law. State attorneys general, therefore,
would continue to be at the forefront of protecting their
residents when cybercriminals attack.

At the end of the day, all stakeholders—federal and
state, Democrats and Republicans, companies and
consumers—have the same shared goal. If (and more
likely when) a company is the target of cybercrime, we
want the company to investigate the breach and inform
consumers whose personal information has been com-
promised. A unified national standard would set clear
and consistent expectations for what steps companies
must take and what information consumers can expect
to receive in the event of a data breach.

VII. Conclusion

The current data breach notification laws are no lon-
ger working effectively. The process has become un-
necessarily complex, costly and cumbersome.

There is no consensus among the states to simply or
improve the process. Consequently, only Congress can
repair the system. Bi-partisan support is needed for fed-
eral legislation to replace the current patchwork of state
laws governing data breach notification. Without fed-
eral action, companies will be left in this legal quagmire
of inconsistent state notification requirements. The
maze of state laws is making it increasingly difficult for
companies to notify customers with clear and timely in-
formation. Congress should step in to improve data no-
tification standards. One federal standard will best
serve the needs of both companies and consumers.
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